
HIPAA Security Requirements Matrix


Section 142.308 — Security standard

	Subsection
	HIPAA Requirement
	Existing 
Policies & Practices
	To-Do List

	(a) Admini​stra​tive procedures to guard data integrity, confidentiality, and availability
	(1) Certification (The technical evaluation performed as part of, and in support of, the accreditation process that establishes the extent to which a particular computer system or network design and implementation meet a pre-specified set of security requirements. This evaluation may be performed internally or by an external accrediting agency.) 142.308(a)(1)
	Certification of a General Support System or Critical Application includes Risk Analysis, Risk Management, and adherence to security policies and the System Security Plan.

(i)
Risk Analysis— Preparing for Facilitated Risk Assessments (FRAs).

(ii)
Risk Management—This will follow the FRA.

(iii)
Security Policy—IHS Security Policy

	(i) 
Risk Analysis—

(a) Complete preparations for FRAs

(b) Perform FRAs

(c) Analyze results of FRAs and develop security plans

(ii) 
Risk Management—Implement security plans resulting from FRAs

(iii) 
Security Policy—Review and update policy as needed.

	
	(2) A Chain of Trust Partner Agreement (A contract entered into by two business partners in which the partners agree to electronically exchange data and protect the integrity and confidentiality of the data exchanged). 142.308(a)(2)
	No chain of trust partner agreements have been put in place.
	Establish chain of trust partner agreements with all business partners with which IHS exchanges PHI.

	
	(3) A Contingency Plan (A routinely updated plan for responding to a system emergency, that includes performing backups, preparing critical facilities that can be used to facilitate continuity of operations in the event of an emergency, and recovering from a disaster. The plan must include an applications and data criticality analysis, a data backup plan, a disaster recovery plan, an emergency mode operation plan, and a testing and revision procedure.) 142.308(a)(3)
	(i)
Applications and Data Criticality Analysis—Being developed as a part of the C&A process.
(ii)
Data Backup Plan— Being reviewed as a part of the C&A process.
(iii)
Disaster Recovery Plan—Being reviewed as a part of the C&A process.
(iv)
Emergency Mode Operation Plan—Being reviewed as a part of the C&A process.
(v)
Testing and Revision Process—Being reviewed as a part of the C&A process.
	(i) 
Applications and data criticality analysis—Complete development. 

(ii) 
Data Backup Plan—Complete review.
(iii) 
Disaster Recovery Plan—Complete review.

(iv) Emergency Mode Operation Plan—Complete review.

(v) 
Testing and Revision Process—Complete review.

	
	(4) Formal Mechanism for Processing Records (Documented policies and procedures for the routine, and nonroutine, receipt, manipulation, storage, dissemination, transmission, and/or disposal of health information). 142.308(a)(4)
	Current processing documentation is being reviewed for compliance.
	Review and update content as appropriate.

	
	(5) Information Access Control (Formal, documented policies and procedures for granting different levels of access to health care information). 142.308(a)(5)
	(i)
Access authorization—Procedures are being reviewed as a part of the C&A process.
(ii)
Access establishment—Procedure being developed as a part of the C&A process.
(iii)
Access modification—Procedure needs to be reviewed or developed.
	(i)
Access authorization—Update procedure as necessary.

(ii)
Access establishment —Update procedure as necessary.
(iii)
Access modification—Develop or update procedure as necessary.

	
	(6) Internal Audit (In-house review of the records of system activity (such as logins, file accesses, and security incidents) maintained by an organization). 142.308(a)(6)
	Internal Audit procedures are being developed as a part of the C&A process.
	Complete Internal Audit procedures.

	
	(7) Personnel Security (All personnel who have access to any sensitive information have the required authorities as well as all appropriate clearances). 142.308(a)(7)
	(i) 
Assuring supervision of maintenance personnel by an authorized, knowledgeable person—Procedures are being developed as a part of the C&A process.
(ii) 
Maintaining a record of access authorizations—Procedure being developed as a part of the C&A process.

(iii)
Assuring that operating and maintenance personnel have proper access authorization—Procedure needs to be reviewed or developed.

(iv)
Establishing personnel clearance procedures—Procedure being reviewed as a part of the C&A process.

(v)
Establishing and maintaining personnel security policies and procedures—Procedures being reviewed as a part of the C&A process.

(vi)
Assuring that system users, including maintenance personnel, receive security awareness training—Formal training procedures being reviewed as a part of the C&A process.
	(i) 
Assuring supervision of maintenance personnel by an authorized, knowledgeable person —Complete procedure.

(ii) 
Maintaining a record of access authorizations —Complete procedure.

(iii)
Assuring that operating and maintenance personnel have proper access authorization—Develop or update procedure as necessary.

(iv)
Establishing personnel clearance procedures—Update procedure as necessary.

(v)
Establishing and maintaining personnel security policies and procedures—Update procedure as necessary.

(vi)
Assuring that system users, including maintenance personnel, receive security awareness training—Update procedure as necessary.

	
	(8) Security Configuration Management (Measures, practices, and procedures for the security of information systems that must be coordinated and integrated with each other and other measures, practices, and procedures of the organization established in order to create a coherent system of security) 142.308(a)(8)
	(i)
Documentation—Security plans, rules, and procedures being completed as a part of the C&A process.
(ii)
Hardware and software installation and maintenance review and testing for security features—Procedures being reviewed as a part of the C&A process.

(iii)
Inventory—Inventory being reviewed and updated as a part of the C&A process.

(iv)
Security testing—Procedures being developed as a part of the C&A process.

(v)
Virus checking—Virus checking is done enterprise-wide.
	(i)
Documentation—Complete security plans, rules, and procedures.
(ii)
Hardware and software installation and maintenance review and testing for security features—Update procedures as necessary.

(iii)
Inventory—Update inventory as necessary.

(iv)
Security testing—Complete procedures.

(v)
Virus checking—Compliant.

	
	(9) Security Incident Procedures (Formal documented instructions for reporting security breaches). 142.308(a)(9)
	(i)
Report Procedures—Being documented as a part of the C&A process.
(ii)
Response Procedures —Being documented as a part of the C&A process.
	(i)
Report Procedures—Complete procedures.
(ii)
Response Procedures —Complete procedures.

	
	(10)
Security Management Process (Creation, administration, and oversight of policies to ensure the prevention, detection, containment, and correction of security breaches involving risk analysis and risk management). 142.308(a)(10)
	(i)
Risk Analysis—Performed as a part of the C&A process.

(ii)
Risk Management—Must be performed following the Risk Analysis.
(iii)
Sanction policies and procedures—Being reviewed in cooperation with HR as a part of the C&A process.
(iv)
Security policy—Being updated as a part of the C&A process.
	(i)
Risk Analysis—Will be repeated every three years or upon significant system changes.

(ii)
Risk Management—Implement continuous process.
(iii)
Sanction policies and procedures—Make a part of the annual security training.

(iv)
Security policy—Make a part of the annual security training.

	
	(11)
Termination Procedures (Formal documented instructions, which include appropriate security measures, for the ending of an employee's employment or an internal/external user's access). 142.308(a)(11)
	(i)
Changing locks—Being updated as a part of the C&A process.
(ii)
Removal from access lists—Being reviewed as a part of the C&A process.

(iii)
Removal of user account(s)—Being reviewed as a part of the C&A process.

(iv)
Turning in of keys, tokens, or cards that allow access—Being reviewed as a part of the C&A process.
	(i)
Changing locks—Review compliance as a part of the recurring Risk Analysis.
(ii)
Removal from access lists—Review compliance as a part of the recurring Risk Analysis.

(iii)
Removal of user account(s)—Review compliance as a part of the recurring Risk Analysis.

(iv)
Turning in of keys, tokens, or cards that allow access—Review compliance as a part of the recurring Risk Analysis.

	
	(12)Training (Education concerning the vulnerabilities of the health information in an entity's possession and ways to ensure the protection of that information). 142.308(a)(12)
	(i)
Awareness training for all personnel, including management personnel—Policy is compliant.
(ii)
Periodic security reminders—Policy is compliant.
(iii)
User education concerning virus protection—Being reviewed as a part of the C&A process.
(iv)
User education in importance of monitoring log-in success or failure and how to report discrepancies—Make a part of existing security training.
(v)
User education in password management—Make a part of existing security training.
	(i)
Awareness training for all personnel, including management personnel—Review compliance as a part of the recurring Risk Analysis.
(ii)
Periodic security re​minders—Review compliance as a part of the recurring Risk Analysis.
(iii)
User education concerning virus protection—Review compliance as a part of the recurring Risk Analysis.
(iv)
User education in importance of monitoring log-in success or failure and how to report discrepancies—Review compliance as a part of the recurring Risk Analysis.
(v)
User education in password management—Review compliance as a part of the recurring Risk Analysis.

	(b) Physical safeguards to guard data integrity, confidentiality, and availability
	(1) Assigned Security Responsibility (Practices established by management to manage and supervise the execution and use of security measures to protect data and to manage and supervise the conduct of personnel in relation to the protection of data). 142.308(b)(1)
	Security responsibility has been assigned.
	No action required..

	
	(2) Media Controls (Formal, documented policies and procedures that govern the receipt and removal of hardware/software (such as diskettes and tapes) into and out of a facility). 142.308(b)(2)
	Policies being reviewed as a part of the C&A process.
	Implement changes as necessary.

	
	(3) Physical Access Controls (limited access) (Formal, documented policies and procedures to be followed to limit physical access to an entity while ensuring that properly authorized access is allowed). 142.308(b)(3)
	(i)
Disaster Recovery—Procedures being reviewed as a part of the C&A process.
(ii)
An Emergency Mode Operation—Procedures being reviewed as a part of the C&A process.
(iii)
Equipment Control—Review existing controls for compliance.
(iv)
A Facility Security Plan—Procedures being reviewed as a part of the C&A process.
(v)
Procedures For Verifying Access Authorizations Before Granting Physical Access—Review existing procedures for compliance.
(vi)
Maintenance Records—Review existing records for compliance.
(vii)
Need-To-Know Procedures For Personnel Access—Review existing procedures for compliance.
(viii) Procedures To Sign In Visitors And Provide Escorts, If Appropriate—Review existing procedures for compliance.
(ix)
Testing And Revision—Review existing procedures for compliance.
	(i)
Disaster Recovery—Update procedures as necessary.
(ii)
An Emergency Mode Operation—Update procedures as necessary.
(iii)
Equipment Control—Update controls as necessary.
(iv)
A Facility Security Plan—Update procedures as necessary.
(v)
Procedures For Verifying Access Authorizations Before Granting Physical Access—Update procedures as necessary.
(vi)
Maintenance Records—Update record content as necessary.
(vii)
Need-To-Know Procedures For Personnel Access—Update procedures as necessary.
(viii) Procedures To Sign In Visitors And Provide Escorts, If Appropriate—Update procedures as necessary.
(ix)
Testing And Revision—Update procedures as necessary.

	
	(4) Policy And Guidelines On Work Station Use (Documented instructions/procedures delineating the proper functions to be performed, the manner in which those functions are to be performed, and the physical attributes of the surroundings of a specific computer terminal site or type of site, dependent upon the sensitivity of the information accessed from that site). 142.308(b)(4)
	Review existing policy for compliance.
	Update existing policy and guidelines as necessary.

	
	(5)
A Secure Work Station Location (Physical safeguards to eliminate or minimize the possibility of unauthorized access to information; for example, locating a terminal used to access sensitive information in a locked room and restricting access to that room to authorized personnel, not placing a terminal used to access patient information in any area of a doctor's office where the screen contents can be viewed from the reception area). 142.308(b)(5)
	Policy being reviewed as a part of the C&A process.
	Update policy as necessary.

	
	(6)
Security Awareness Training (Information security awareness training programs in which all employees, agents, and contractors must participate, including, based on job responsibilities, customized education programs that focus on issues regarding use of health information and responsibilities regarding confidentiality and security). 142.308(b)(6)
	Existing policy being reviewed as a part of the C&A process.
	Update existing policy as necessary.

	(c) Technical security services to guard data integrity, confidentiality, and availability
	(i)
Access Control 142.308(c)(1)(i)
	(i) Procedure for Emergency Access—Being reviewed as a part of the C&A process.
(ii) Context-, Role-, or User-based Access—Being reviewed as a part of the C&A process.
	(i) Procedure for Emergency Access— Update the existing policy as necessary.
(ii) Context-, Role-, or User-based Access—Update the existing policy as necessary.

	
	(ii)
Audit Controls (Mechanisms employed to record and examine system activity). 142.308(c)(1)(ii)
	Audit controls are not implemented consistently, and need to be reviewed for compliance..
	Update audit controls as necessary and implement consistently.

	
	(iii)
Authorization Control (The mechanism for obtaining consent for the use and disclosure of health information) 142.308(c)(1)(iii)
	Existing controls being reviewed for compliance. Systems implement either user- or role-based access.
	Update authorization controls as necessary.

	
	(iv)
Data Authentication (The corroboration that data has not been altered or destroyed in an unauthorized manner. Examples of how data corroboration may be assured include the use of a check sum, double keying, a message authentication code, or digital signature.) 142.308(c)(1)(iv)
	Review data authentication controls for compliance.
	Develop and implement authentication controls as necessary.

	
	(v)
Entity Authentication (The corroboration that an entity is the one claimed). 142,308(c)(1)(v)
	Existing systems use single factor authentication. 
	Implement dual factor authentication when feasible.

	(d) Technical Security Mechanisms
	(1) Communications or Network Controls  142.308(d)(1)
	(i)
Both of the following:

(A)
Integrity Controls—Review existing integrity controls.
(B)
Message Authentication—Review existing message authentication controls.
(ii)
One of the following:

(A)
Access Controls—Access controls are in place.
(B)
Encryption—Review existing use.
	(i)
Both of the following:

(A)
Integrity Controls—Implement new integrity controls as necessary.
(B)
Message Authentication—Implement new authentication controls as necessary.
(ii)
One of the following:

(A)
Access Controls—No action necessary.
(B)
Encryption—Implement for open network transmissions.

	
	(2) Implementation Features (These features must be addressed). 142.308(d)(2)
	(i) Alarm—Review existing features for compliance.
(ii) Audit Trail—Review existing audit controls for compliance.
(iii) Entity Authentication—Systems currently use single factor authentication.
(iv) Event Reporting—Review existing event reporting tools for compliance.
	(i) Alarm—Implement new features as necessary.
(ii) Audit Trail—Implement new audit controls as necessary.
(iii) Entity Authentication—Implement two factor authentication as feasible.
(iv) Event Reporting—Implement new tools as necessary.
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