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Appendix A - Automated Information Systems (AIS) Security

Introduction

The 1996 revised OMB Circular A-130, Appendix III (AAIS Security) requires security controls in all general support systems under the presumption that all contain some sensitive information. This revised A-130 focuses extra security controls on particularly high risk or major applications and requires agencies to follow thirteen security program initiatives and activities, one of which is to include the security plan as part of the Agency's IRM plan. The past, present and future activities in the IHS AIS Security Program are as follows:

Security Plans 

The IHS requires a security plan of all general support systems (LAN, including smart terminals that support a branch office, an agency-wide backbone, a communication network, a departmental data processing center including its operating system and utilities, or a shared information processing service organization), under the presumption that all contain some sensitive information. A security plan is required for major applications of high risk. This includes applications that usually support more than one agency function and often are supported by more than one general support system. For these applications, extra security controls must be addressed.

Incident Response Capability 

The IHS has demonstrated the ability to respond to security incidents (virus infections, hackers, disgruntled employees, software malfunctions) in a manner that protects information and helps to protect others affected by the incident. IHS has obtained the McAfee VirusScan software Program for PCs (as well as employees' PCs at home) and McAfee WebScan for protection for web browsers and E-mail for the agency. Distribution of Computer Emergency Response Team (CERT) alerts to Agency network representatives is also a part of the security program initiative. IHS plans to follow the DHHS Guidance on Establishing Computer Security Incident Prevention and Response Capabilities (CSIRC) in the future and will investigate working with FedCIRC.

Review of Security and Application Controls 

IHS reviews or audits every three years the security controls in our sensitive automated information systems. Depending upon risk and magnitude of loss or harm that could result, deficiencies will be reported in the FMFIA Report. 

Awareness and Training
The Agency approaches security awareness and training from two perspectives, Agency-wide and decentralized. In the Agency-wide security program, all new employees receive their initial information security awareness training during orientation. A brief discussion of security policies and procedures is given, and employees view a video that outlines and demonstrates the risk involved in using computers and how they can protect information for the Agency. All new employees are required to sign a statement certifying their initial computer security awareness training and their understanding of the software copyright laws.

The IHS requires that all system users understand how to use AIS securely. All users must sign forms acknowledging their responsibilities. Security seminars, observance of Computer Security Day, and quarterly security posters are provided throughout the year.

The agency-wide program includes meetings of the Agency's Information System Security Officers (ISSOs), along with frequent e-mail updates of important security issues. During these meetings and e-mail transmissions, information and ideas are exchanged and policies and procedures are disseminated. Information is shared about security problems, needs and issues. The Agency-wide security program also provides training for the Area ISSOs each year. 

The Senior IHS ISSO participates in the HHS Automated Information System Security Workgroup, which includes a representative from all HHS OPDIVs. Meetings are held quarterly and as needed throughout the year. Participation by the IHS ISSO in the Federal Computer Security Program Managers Forum provides educational opportunities, as well as, awareness of many security issues and their resolutions. Information gained from these two groups is disseminated to the Agency's ISSOs through meetings and e-mail. 

Contingency/Continuity of Support 

Area offices have established contingency plans by organization, application systems and as needed obtained reciprocal agreements with other offices for backups in their contingency planning. To improve contingency planning, and to assure the ability to recover service to meet user needs, an automated agency-wide disaster recovery planning package has been procured. Two electronic disaster recovery plans in outline format have been distributed to all ISSOs and network managers for use in their continuity of operations efforts.

Personnel Controls
Good management principles are applied with appropriate separation of duties. IHS managers, ISSOs, and local area network administrators are properly screened. Controls are established to enforce individual account-ability and using rules of least privilege. Where individuals are given the ability to bypass technical and operational controls to perform system administration or maintenance functions, personnel clearance screening supplements the technical, operational and management controls.

Technical Security 

Security controls and system rules are specified, designed, and accepted in network application to assure effective security safeguards. Security controls include use of account codes, passwords, electronic signatures, and software edits which limit data that can be entered into certain files. 

Systems Interconnection - Access to and from other systems are controlled in accordance with guidance issues by the National Institutes of Standards and Technology. A Firewall has been established for Internet accesses. 

Assigned Responsibility for Security 

Each Area Office has one or more ISSOs who are responsible for maintaining the Area's ongoing information security awareness and training program. These programs include sending people to special classes, conducting presentations for groups of employees, performing audits and reviews, and circulating security information. An Agency ISSO is responsible for training and guiding the Area ISSOs in ways to prevent, protect and recover from security problems nationwide. To assure that major application systems have adequate security, application systems are assigned to managers who are knowledgeable in the information processed by the application and in the management, operational, and technical controls used to protect the application.

Authorize Processing (Certification and Accreditation)

IRM management periodically reviews security controls and safeguards of automated information systems to authorize continued processing (certification). Accreditation, done by the system manager, is based on a technical certification, an assessment of management, operational, and technical controls from a security plan, a current risk assessment, or any audit reviews of the general support systems. This assures that the senior official whose mission will be adversely affected by security weaknesses in the application periodically assesses and accepts the risk of operating these information systems. 

Information Sharing
Information, prior to being shared with other organizations (private or government), is appropriately protected within IHS applications. Statements must be signed by IHS employees, and vendors serving IHS, agreeing to comply with the DHHS AIS Security Program Handbook requirements for the protection of sensitive information. Sensitive (financial, privacy, medical, proprietary, etc.) information is labeled as privacy or confidential data, and the system controls protect it from inappropriate access.

Public Access Controls
To minimize the risk involved in information exchange with the public, IHS has established a home page on the World Wide Web (WWW) for information dissemination totally separated from IHS sensitive applications systems and internal agency records. Future plans include encryption and advance authentication technologies for IHS sensitive systems.
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