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Preface

This Year 2000 Compliance Plan for the Indian Health Service was heavily borrowed from similar documents produced by the Veteran's Administration (VA) for their Veterans Health Information Systems and Technology Architecture  (VISTA) computing environment. We greatly appreciate and thank all the VA personnel who have been continually and consistently helpful to us, not only in allowing us to adapt their plans, but also in the support and assistance in our continuing efforts to produce health information software for the Indian Health Service. Thanks, VA!
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1 Executive Summary

1.1 Overview

The Indian Health Service (IHS) operates one of the largest civilian health care systems in the United States. Within its national network of health care facilities, IHS manages and maintains a diverse systems and equipment inventory. This includes hospital information systems and applications, corporate information systems and databases, commercial off-the-shelf (COTS) hardware and software, communications systems and networks, biomedical equipment, laboratory and research systems, and other computer-controlled facility equipment. There are many data interfaces among the systems and equipment in this extensive inventory. At the core of IHS’ systems environment is the Resource and Patient Management System (RPMS) and the National Patient Information Reporting System (NPIRS). RPMS is a critical element of the total systems environment that provides information management support to IHS health care facilities, and is continually being developed and enhanced. NPIRS (formerly referred to as the “Data Center”) is responsible for receiving, processing and reporting on a national basis all patient demographics and patient care related activity for the IHS. The NPIRS is comprised principally of data generated and exported from the Patient Care Component and the distributed Patient Registration components of RPMS.

Dates are a critical element in computer systems processing. In general, most dates programmed in computers are based on a two-digit year field: for instance, “97” rather than “1997." The high cost of data storage in the early days of computing is the primary reason why a two-digit rather than four-digit year field has been the norm among system developers. The current potential problem stems from the fact that when the Year 2000 is entered as “00”, systems may not recognize it as the correct year and programs may fail, reject legitimate year entries, or yield erroneous results. The problem affects computations that calculate age, sort by date, compare dates or perform other specialized date-related tasks. The problem can affect mainframe, mid-range, and personal computers alike. The two-digit year field can be found in microcode, operating systems, software compilers, applications, queries, procedures, screens, databases, and data.

IHS' RPMS application development requirements in effect dictate a standard method of storing and deriving date information through the use of a pre-existing database management system known as VA File Manager. VA File Manager uses a seven digit date field that has three digits for the year (rather than the common two digit year field in most legacy systems) and two digits each for the month and day (date format is YYYMMDD). The year is specified according to the number of years from the year 1700. Because of the decision to use the VA File Manager date standard, the core IHS application systems are able to support date information through the year 2699. This approach should have eliminated most of the two versus four digit year issues for the majority of software applications at IHS medical facilities. The databases used by and linked to these applications, interfaces between these applications and other systems and equipment, and other system products that do not use the VA File Manager date format, must be carefully assessed for Year 2000 compliance.

One of IHS' top priorities is Year 2000 date compliance for all its system products and their interfaces. The extent of the Year 2000 problem and its potential impacts throughout IHS varies in scope, complexity, and approach among the categories of system products. Headquarters, Area and service unit personnel with responsibility for management of these system products are fully aware of Year 2000 issues and will need to be continually informed and guided as a compliance approach is implemented. Each product category must be analyzed carefully; a structured compliance plan laid out; roles and responsibilities assigned; performance tracking and reporting mechanisms put in place; and implementation resources identified and scheduled.

1.2  Responsibilities

In recognizing the importance of this project, the Director, Indian Health Service has designated the IHS Chief Information Office as the executive agent for formulating and managing the Year 2000 compliance project. IHS’s Chief Information Officer, Dr. Richard Church, has ultimate oversight responsibility for the Y2K Program. He will be assisted by the Director of Division of Information Resources (DIR), James Garvie. This oversight function directs (and redirects) resources, sets the overall project direction, and regularly reviews the project status. The IHS CIO has established a full time Year 2000 Project Office headed by Mr. Raymond Willie.

The Year 2000 Project Office has prepared this compliance plan, which is organized in accordance with the General Accounting Office (GAO) guidelines on the Year 2000 compliance process. In the plan, essential responsibilities are assigned to the IHS CIO, Area ISCs, and IHS health care facility management. The Year 2000 Project Office will provide planning, guidance, oversight, and technical support. The Area ISCs have the ultimate responsibility to develop and execute Year 2000 compliance plans within their areas.

Area ISCs are responsible for health care information systems initiatives and have the primary responsibility for Year 2000 compliance activities in their respective Area. Each Area ISC has the responsibility to complete a system products inventory, develop an Area Year 2000 Compliance Plan specific to that area, execute the Plan within their area of responsibility, and to report Plan progress to the IHS Project Office in accordance with the reporting and performance tracking mechanisms described in this plan. Area ISCs are ultimately responsible for achieving Year 2000 compliance for all system products in their Area.

IHS health care facilities will have proximate hands-on responsibility to ensure that Year 2000 compliance efforts are fully implemented at the service unit level. Because Year 2000 compliance encompasses a wide range of IHS system products and interfaces between those products, it is imperative that units such as Acquisition and Materiel Management, Engineering and Facilities Management, Information Resource Management, Pathology and Laboratory Medicine, Medical, Quality Assurance, and Radiology become intimately involved in the planning, execution, and performance tracking of compliance activities. In coordination with Area ISCs, health care facility managers will implement compliance activities through all phases of the Year 2000 effort.

1.3  Major Elements of the Plan

The major elements of the IHS Year 2000 Compliance Plan include:

· A master schedule for Year 2000 compliance and the tools necessary to provide overall project management and status tracking.
· A schedule of conversion/replacement and assignment of priority for major information system applications and other critical IHS system products.
· Quality assurance and performance measurement and reporting mechanisms, including the methodology and formats to meet Congressional, Office of Management and Budget (OMB), and Department of Health and Human Services (DHHS) reporting requirements.
· Detailed objectives, organizational responsibilities, description and scheduling of principal activities, and cost monitoring for each of the five phases of Year 2000 compliance.
· A description and approach to legal, liability, contractual, product certification, product warranty, guarantees, and other related management/policy issue.
· A mechanism to feed back the results of assessment, renovation, testing, and implementation to ongoing Year 2000 compliance efforts, and to effect changes in the compliance approach as required.
· The development of a IHS Year 2000 Intranet/Internet web site as a repository and means for sharing project information, status, results, coordination, and links to other Year 2000 sites.
1.4  Phases of IHS' Year 2000 Compliance Plan

This compliance plan divides all Year 2000 compliance project activities into five broad phases - awareness, assessment, renovation, validation, and implementation. Management of the project is based on this five-phase structure for assigning and scheduling tasks, planning resource allocation, and tracking progress. This approach follows the basic Year 2000 conversion model described in GAO’s Year 2000 assessment guide, which suggests that the process be managed in five interrelated and overlapping phases: awareness, assessment, renovation, validation, and implementation.

Awareness Phase - Awareness is the process of defining the problem for the organization and making organizational sub-units aware of its potential impact, developing a top-level Year 2000 strategy by involving IHS executive management, establishing a Year 2000 Project Office and assigning key personnel, and identifying service unit personnel and organizations with key roles in the compliance process.

Assessment Phase - Assessment covers such activities as detailed program plan development, complete system products inventory, interfaces analysis, Year 2000 impact assessment, identification of programming resource requirements, validation and test approach, tools survey and recommendations, contingency planning, and prioritizing IHS information system products.

Renovation Phase - Renovation consists of the conversion, replacement, or retirement of affected system products in IHS. It may involve re-coding software, ensuring that new software is compliant, and acquiring Year 2000 compliant versions of commercial products. Renovation must consider the complex interdependencies among applications, hardware platforms, databases, and internal and external interfaces, and must take into account the special considerations of IHS biomedical equipment and laboratory facilities. Renovation must also have a strong configuration management process to ensure adequate documentation, tracking, and communication of system changes.

Validation/Testing Phase - Validation/testing is arguably the most demanding phase in the compliance process because it consumes the most resources (both personnel and system/facilities), is the most difficult part of the process to schedule and manage, and requires a proven and comprehensive approach to ensure that system products are fully renovated, while maintaining all required system functionality including database interdependencies and interfaces.

Implementation Phase - Implementation requires that renovated and validated systems be re-introduced and re-integrated into the applications and systems environment with as smooth a transition as possible, minimal disruption to ongoing operations, and completion of a successful acceptance process. It is essential that the implementation phase be reinforced by contingency, data conversion, and disaster recovery plans that ensure the continuation of ongoing critical business processes and functions. We also recognize that a feedback loop from implementation to the renovation and testing phases is needed to correct problems, learn from mistakes, and maximize the effectiveness of the compliance process.

1.5  IHS System Products

The term “IHS system products” is used in this plan to include a wide range of computer and communication systems, personal computers, networks, servers, operating systems, software development systems, and computer-controlled equipment such as biomedical equipment, security access devices, phone systems, office automation equipment, and elevators. In order to analyze potential Year 2000 impacts, ensure coverage of all affected IHS systems, and prepare plans tailored to specific classes of products, the following categories have been developed and will be modified as needed:

1.5.1 RPMS Software Applications

The Resource and Patient Management System (RPMS) is the heart of the medical facilities information resource management activities. The core RPMS modules are developed in the MUMPS programming language (Massachusetts General Hospital Utility Multi-Programming System, now known as M), and are maintained and distributed nationally. Developers write and maintain these applications using a defined set of M programming tools, operating system environments, and documentation guidelines. RPMS includes workstations and personal computers with graphical user interfaces (GUI) and local software developed by IHS employees. It encompasses the links that allow commercial-off-the-shelf (COTS) software and products, such as office automation, Internet browsers, and telemedicine systems, to be used with existing and future technologies. It also interfaces to many types of biomedical devices. As such, RPMS is a vital part of the total computer systems environment that provides information resources and support at IHS health care facilities.

1.5.2 Local Software Applications

Many special purpose programs have been developed in IHS. These have been written by Area Information Resource Management (IRM) staff or other system users on-site, or have been imported from other organizations. They generally meet a local need or extend the functionality of nationally released software. These software applications are more likely to be non-compliant for Year 2000, but probably have fewer users and potentially less mission and financial impact.

1.5.3 National Patient Information Reporting System (NPIRS)

The National Patient Information Reporting System (NPIRS) formerly referred to, as the “Data Center” is responsible for receiving, processing and reporting on a national basis all patient demographics and patient care related activity for the IHS. The NPIRS is comprised principally of data generated and exported from the Patient Care Component and the distributed Patient Registration components of RPMS. These data are used to report workload activity, support national budget requests, generate revenue through a centralized Third Party Billing system and assist the IHS in distribution of resources.

1.5.4 COTS Software & Computer Hardware

There are many COTS software packages in use at IHS facilities. These include various versions of PC operating systems, office automation products, communications software, desktop publishing software, and project management software. In addition, there are server operating systems and utilities, Internet services packages, network management tools, database, and software development environment tools, and operating systems utilities. In addition to personal computers on employees’ desks, there are servers for printer and file sharing, automated phone systems, voice mail and fax back services, computers for electronic mail, computers in fax machines and in network hubs and switches, and computers that monitor system activity. These systems are often highly inter-linked and interdependent.

1.5.5 Telecommunications Hardware and Software

Telecommunications hardware and software includes items such as voice and data switches, digital multiplexers, transmission devices, and data networking products and their associated firmware and software. Support systems include billing, service ordering, network management, and event tracking systems and their associated operating systems and application software.

1.5.6 Biomedical Equipment

Biomedical equipment includes a wide range of devices that record, process, analyze, display, and transmit medical data. Some examples include computerized nuclear magnetic resonance imaging (MRI) systems, cardiac monitoring systems, tissue and gas analyzers, cardiac defibrillators, and various laboratory analyzers. Some devices interface and exchange data with RPMS application systems and other IHS system products. Medical devices in medical research facilities are being inventoried and assessed for Year 2000 compliance. Year 2000 compliance for biomedical equipment and systems is a high priority for the IHS. 

1.5.7 Facilities Related Systems and Equipment

Facilities-related system products are vitally important to IHS in providing quality health care service. These include elevators; heating, ventilating, and air conditioning (HVAC) equipment; lighting systems; security systems and disaster recovery systems. Involvement of engineering, information resources, facilities management, acquisition, and administrative personnel at all IHS sites will be necessary to assure that facility-related equipment is confirmed to be Year 2000 compliant.

1.5.8 Data Exchanges/Interfaces, Databases, and Data Archives

Another critical aspect of achieving Year 2000 compliance across these product categories is the consideration of data interfaces between systems within a product category, between systems in different product categories, and between IHS systems and organizations/systems outside IHS. In the development of this plan, the term “data interfaces” refers primarily to the exchange formats between systems sharing data containing date-sensitive fields. Year 2000 compliance cannot be certified until data interfaces have been identified, analyzed, tested, and implemented successfully. There may be as many database files as there are application programs in the IHS inventory. Today’s relational database structures encourage large numbers of interrelated files. If any file has a two-digit year field, then it will have to be thoroughly assessed. If one database must be changed to be made Year 2000 compliant, then databases, and programs linked to it may also need to be changed. Data archives might have to be converted if the databases to which they refer are upgraded for Year 2000 compliance. Each facility is encouraged to conduct an inventory of all local databases to ensure compliance.

1.5.9 RPMS Related Operating Systems and Hardware

This section describes the hardware architecture and operating system environment for RPMS. The current hardware standard for RPMS is the IBM RS/6000 and, as such, most of the information contained in this section pertains directly to the RS/6000. A number of legacy host and small facility operating environments that support RPMS exist within IHS. The standard RPMS platform currently being procured by IHS is the IBM RS/6000 running AIX. Other environments that host RPMS include various implementations of UNIX, DOS, and Windows NT. Currently at most sites, RPMS is hosted on one of the three UNIX platforms (UNIX, SCO UNIX, and AIX) described in this section.

1.6 Y2K Management Oversight Committee
The Y2K Management Oversight Committee, appointed and chaired by Raymond Willie, consists of a senior IHS technical expert in each of the IHS system products (as described in paragraph 1.5) plus a Y2K Coordinator from an Area. This latter position may be rotated. The current assignment is given in the following table: 

Chairperson
Ray Willie

RPMS Software Applications
George Huggins

Local Software Applications
To Be Named (an ISC)

National Patient Information Reporting System 
Notah Begay

COTS Software & Computer Hardware
Eileen Ennis

Telecommunications Hardware & Software
Tom Fisher

Biomedical Equipment
Mark Thomas

Facilities Related Systems & Equipment
Bill Lowe

Data Exchanges/Interfaces, Databases & Data Archives
Art Gonzalez

RPMS Related Operating System & Hardware
Mark Delaney

Y2K Coordinator from an Area
To Be Named

Y2K Tribal Coordinator
To Be Named

The Y2K Management Oversight Committee is responsible for establishing IHS-wide standards for Y2K compliance, testing, and reporting. In addition, the Y2K Management Oversight Committee should ensure that contingency planning is done.

The broad technical categories represented by the Steering Committee each have many Year 2000 issues. Therefore, each Y2K Management Oversight Committee member for a technical category (such as RPMS software) will name a Resource Team for that category. It is expected that the Y2K Management Oversight Committee members will use their own staff as the nucleus of their Resource Team.

There will be Resource Teams corresponding to the technical categories (viz., RPMS Software Applications; Local Software Applications; National Patient Information Reporting System; COTS Software and Computer Hardware; Telecommunications Hardware and Software; Biomedical Equipment; Facility Related Systems and Equipment; and Data Exchanges/Interfaces, Databases and Data Archives. Each resource team will be responsible for collecting inventory and status information from the 12 IHS areas for that team’s category of systems. Resource Teams will also give guidance on acceptable vendors and versions of compliant systems as well as on contingency plans.

For IHS, the Year 2000 Problem has both technical and geographical dimensions. The technical categories address the technical dimension. That is, what does compliance mean for, say, facilities or telecommunications and what products are compliant? For the IHS, the areas and the sites within areas reflect the geographical dimension. That is, where are the systems in question located and what is their status? For this reason, each of the 12 Area Directors will name an Area Y2K Coordinator. The Area Coordinator will operate in a manner similar to Raymond Willie at the Y2K Project Office. This means each Area Coordinator will name a Resource Team reflecting expertise in the 10 technical categories. An Area Coordinator with his/her Resource Team is called an “Area Compliance Achievement Team." These Area Compliance Achievement Teams must help ensure Y2K compliance for site systems within the area and report on their progress to the respective Resource Teams/Steering Committee members.
1.7  "Living Document"

This plan is intended to be a “living” document that will be revised on a quarterly basis to take advantage of lessons learned and to implement the best compliance practices in IHS. In that regard, we invite you to share your comments, criticisms, and concerns with the Year 2000 Project Office. This plan will serve as a yardstick to measure overall Year 2000 compliance progress.

2 Introduction

2.1 Overview

The Indian Health Service (IHS), as the Operating Division (OPDIV) charged with administering the principal health program for American Indians and Alaska Natives (AI/AN), provides comprehensive health services through a system of Federal Indian Health Service; tribal and urban (I/T/U) operated facilities and programs. These I/T/Us provide health services to 1.4 million AI/AN through 144 Service Units composed of more than 500 direct health care delivery facilities, including 49 hospitals, 190 health centers, 7 school health centers, and 287 health stations, satellite clinics, and Alaska village clinics. Within this system, Indian tribes deliver IHS funded services to their own communities with over 30 percent of the IHS budget in 11 hospitals, 129 health centers, 3 school health centers, and 240 health stations. Tribes who have elected to retain the federal administration of their health services, or to defer tribal assumption of the IHS program until a later time receive services with about 65 percent of the IHS budget in 38 hospitals, 61 health centers, 4 school health centers, and 47 health stations. The range of services includes traditional inpatient and ambulatory care, and extensive preventive care, including focused efforts toward health promotion and disease prevention activities.

In addition, various health care and referral services are provided to Indian people in off-reservation settings through 34 urban programs. Another integral part of the program is the purchase of services from non-IHS providers to support, or in some cases instead of, direct care facilities. This Contract Health Services program represents about 20 percent of the IHS Budget. The IHS Fiscal Intermediary in FY 1996 processed approximately 407,000 payment claims from non-IHS providers.

2.2  The Year 2000 Date Compliance Problem Within IHS

For purposes of this compliance plan, the definition of Year 2000 compliance is taken from the Federal Acquisition Regulation (FAR) Part 39.002. “Year 2000 compliant, as used in this part, means with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap-year calculations to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.”  Year 2000 date compliance issues may exist in any of the computer-based systems at IHS facilities.

Dates are a critical element in computer systems processing. In general, most dates programmed in computers are based on a two-digit year field: for instance, “97” rather than “1997." The high cost of data storage in the early days of computing is the primary reason why a two-digit rather than four-digit year field has been the norm among system developers. The current potential problem stems from the fact that when the Year 2000 is entered as “00”, systems may not recognize it as the correct year and programs may fail, reject legitimate year entries, or yield erroneous results. The problem affects computations that calculate age, sort by date, compare dates or perform other specialized date-related tasks. The problem can affect mainframe, mid-range, and personal computers alike. The two-digit year field can be found in microcode, operating systems, software compilers, applications, queries, procedures, screens, databases, and data.

IHS' RPMS application development requirements in effect dictate a standard method of storing and deriving date information through the use of a pre-existing database management system known as VA File Manager. VA File Manager uses a seven digit date field that has three digits for the year (rather than the common two digit year field in most legacy systems) and two digits each for the month and day (date format is YYYMMDD). The year is specified according to the number of years from the year 1700. Because of the decision to use the VA File Manager date standard, the core IHS application systems are able to support date information through the year 2699. This approach should have eliminated most of the two versus four digit year issues for the majority of software applications at IHS medical facilities. The databases used by and linked to these applications, interfaces between these applications and other systems and equipment, and other system products that do not use the VA File Manager date format, must be carefully assessed for Year 2000 compliance.

2.3  IHS System Products

The term “IHS system products” is used in this plan to include a wide range of computer and communication systems, personal computers, networks, servers, operating systems, software development systems, and computer-controlled equipment such as biomedical equipment, security access devices, phone systems, office automation equipment, and elevators. In order to analyze potential Year 2000 impacts, ensure coverage of all affected IHS systems, and prepare plans tailored to specific classes of products, the following categories have been developed and will be modified as needed:

2.3.1 RPMS Software Applications

The Resource and Patient Management System (RPMS) is the heart of the medical facilities information resource management activities. The core RPMS modules are developed in the MUMPS programming language (Massachusetts General Hospital Utility Multi-Programming System, now known as M), and are maintained and distributed nationally. Developers write and maintain these applications using a defined set of M programming tools, operating system environments, and documentation guidelines. RPMS includes workstations and personal computers with graphical user interfaces (GUI) and local software developed by IHS employees. It encompasses the links that allow commercial-off-the-shelf (COTS) software and products, such as office automation, Internet browsers, and telemedicine systems, to be used with existing and future technologies. It also interfaces to many types of biomedical devices. As such, RPMS is a vital part of the total computer systems environment that provides information resources and support at IHS health care facilities.

2.3.2 Local Software Applications

Many special purpose programs have been developed in IHS. These have been written by Area Information Resource Management (IRM) staff or other system users on-site, or have been imported from other organizations. They generally meet a local need or extend the functionality of nationally released software. These software applications are more likely to be non-compliant for Year 2000, but probably have fewer users and potentially less mission and financial impact.

2.3.3 National Patient Information Reporting System (NPIRS)

The National Patient Information Reporting System (NPIRS) formerly referred to as the “Data Center” is responsible for receiving, processing and reporting on a national basis all patient demographics and patient care related activity for the IHS. The NPIRS is comprised principally of data generated and exported from the Patient Care Component and the distributed Patient Registration components of RPMS. These data are used to report workload activity, support national budget requests, generate revenue through a centralized Third Party Billing system and assist the IHS in distribution of resources. The list of critical systems initially provided was six systems. They include Patient Registration, Third Party Billing, Medical Records, Dental, STORES (a supply inventory system), and NECOP (an equipment inventory system). Non-mission critical systems include Community Health Nursing, Dental Fluoride and Nutrition. The NPIRS is being converted to Informix relational database software, which is fully compliant for Year 2000. The NPIRS database conversion, when completed, will bring all applications into Y2K compliance. It is anticipated that they will be operationally running in parallel on the new platform by June 1998.

2.3.4 COTS Software & Computer Hardware

There are many COTS software packages in use at IHS facilities. These include various versions of PC operating systems, office automation products, communications software, desktop publishing software, and project management software. In addition, there are server operating systems and utilities, Internet services packages, network management tools, database, and software development environment tools, and operating systems utilities. In addition to personal computers on employees’ desks, there are servers for printer and file sharing, automated phone systems, voice mail and fax back services, computers for electronic mail, computers in fax machines and in network hubs and switches, and computers that monitor system activity. These systems are often highly inter-linked and interdependent.

2.3.5 Telecommunications Hardware and Software

Telecommunications hardware and software includes items such as voice and data switches, digital multiplexers, transmission devices, and data networking products and their associated firmware and software. Support systems include billing, service ordering, network management, and event tracking systems and their associated operating systems and application software.

2.3.6 Biomedical Equipment

Biomedical equipment includes a wide range of devices that record, process, analyze, display, and transmit medical data. Some examples include computerized nuclear magnetic resonance imaging (MRI) systems, cardiac monitoring systems, tissue and gas analyzers, cardiac defibrillators, and various laboratory analyzers. Some devices interface and exchange data with RPMS application systems and other IHS system products. Medical devices in medical research facilities are being inventoried and assessed for Year 2000 compliance. The VA Year 2000 Project Office has contacted approximately 1,600 manufacturers of medical devices that supply devices to the VA. Devices that are not compliant are being posted on the VA Year 2000 Web page on a weekly basis. Year 2000 compliance for biomedical equipment and systems is a high priority for the IHS. 

2.3.7 Facilities Related Systems and Equipment

Facilities-related system products are vitally important to IHS in providing quality health care service. These include elevators; heating, ventilating, and air conditioning (HVAC) equipment; lighting systems; security systems and disaster recovery systems. Involvement of engineering, information resources, facilities management, acquisition, and administrative personnel at all IHS sites will be necessary to assure that facility-related equipment is confirmed to be Year 2000 compliant.

2.3.8 Data Exchanges/Interfaces, Databases, and Data Archives

Another critical aspect of achieving Year 2000 compliance across these product categories is the consideration of data interfaces between systems within a product category, between systems in different product categories, and between IHS systems and organizations/systems outside IHS. In the development of this plan, the term “data interfaces” refers primarily to the exchange formats between systems sharing data containing date-sensitive fields. Year 2000 compliance cannot be certified until data interfaces have been identified, analyzed, tested, and implemented successfully. There may be as many database files as there are application programs in the IHS inventory. Today’s relational database structures encourage large numbers of interrelated files. If any file has a two-digit year field, then it will have to be thoroughly assessed. If one database must be changed to be made Year 2000 compliant, then databases, and programs linked to it may also need to be changed. Data archives might have to be converted if the databases to which they refer are upgraded for Year 2000 compliance. Each facility is encouraged to conduct an inventory of all local databases to ensure compliance.

2.3.9 RPMS Related Operating Systems and Hardware

This section describes the hardware architecture and operating system environment for RPMS. The current hardware standard for RPMS is the IBM RS/6000 and, as such, most of the information contained in this section pertains directly to the RS/6000. A number of legacy host and small facility operating environments that support RPMS exist within IHS. The standard RPMS platform currently being procured by IHS is the IBM RS/6000 running AIX. Other environments that host RPMS include various implementations of UNIX, DOS, and Windows NT. Currently at most sites, RPMS is hosted on one of the three UNIX platforms (UNIX, SCO UNIX, and AIX) described in this section.

2.4  Overview of IHS Information System Plans

Formulation of this compliance plan takes into account the dynamic nature of the IHS information systems environment. Improvements to the existing software applications and hardware inventory are continually occurring as new technologies are incorporated. Year 2000 compliance must be assured as changes are made to all components of the information environment. Therefore, the procedures for assuring Year 2000 compliance will be applied to applications being modified, new applications under development, and COTS software and hardware being acquired. Other areas will be identified and Year 2000 compliance considerations addressed as the project progresses.

3 Organizational Structure for Plan Execution

IHS is a highly decentralized, geographically dispersed, complex enterprise with a vast systems, equipment, and facilities inventory that is potentially impacted by Year 2000 issues. As such, we recognize that our Year 2000 compliance effort is a challenging exercise in project management and coordination. The formation of an organizational structure, assignments of roles and responsibilities, and establishment of clear lines of authority, reporting, and communication are essential elements for successful project management.

There are many organizational elements in IHS vested with responsibility for executing the Year 2000 Compliance Plan. The IHS Chief Information Officer (CIO) has overall responsibility for planning and managing Year 2000 compliance within IHS. The Area ISCs, medical facility directors, and other service unit personnel have ultimate responsibility for preparing and executing their individual Year 2000 plans, including all required assessment, renovation, validation/testing, and implementation activities.

3.1 Role of the Chief Information Officer (CIO)

In recognizing the importance of this project, the Director, Indian Health Service has designated the IHS Chief Information Office as the executive agent for formulating and managing the Year 2000 compliance project. IHS’s Chief Information Officer, Dr. Richard Church, has ultimate oversight responsibility for the Y2K Program. He will be assisted by the Director of Division of Information Resources (DIR), James Garvie. This oversight function directs (and redirects) resources, sets the overall project direction, and regularly reviews the project status. The IHS CIO has established a full time Year 2000 Project Office headed by Mr. Raymond Willie.

The Year 2000 organizational chart is depicted below.

IHS Year 2000 Organizational Structure



There are many, diverse systems that can be affected with the Year 2000 problem. These systems are throughout the IHS. To address this problem within the available time there needs to be considerable Y2K solution activity proceeding in parallel. This activity must be coordinated to insure that all important areas are addressed and that resources are used efficiently. Accordingly, the CIO established a full time Year 2000 Project Office headed by Mr. Raymond Willie. Mr. Willie will appoint a senior, technical Y2K Management Oversight Committee and serve as its Chair.

The CIO, using the Year 2000 Project Office, Y2K Management Oversight Committee, the Project Coordinator, and contracted technical assistance will provide guidance and resources to the individual workgroups and other Y2K activities within the OPDIVs. The CIO continues to work with other OPDIVs and outside groups. The OPDIVs Management Oversight Committee and Project Coordinator are empowered to access other agency resources as appropriate. The IHS Intranet resource is being used as a vehicle to disseminate Y2K information resources.

3.2  Role of IHS Year 2000 Project Office

The IHS Year 2000 Project Office has the overall responsibility for: developing an administration-wide plan in accordance with Federal guidelines; managing the IHS' Year 2000 compliance effort to ensure continuing quality service to American Indians and Alaska Natives (AI/AN); promoting the exchange of information among the Area ISCs, the vendor community, and national development and procurement offices; and tracking and reporting activities to senior DHHS and IHS management, the Office of Management and Budget (OMB), the General Accounting Office (GAO), and Congress. Currently, on behalf of IHS, the Year 2000 Project Office must report monthly to DHHS (and to the CIO of IHS) on Mission Critical Systems and quarterly to OMB. 

3.3  Role of IHS Year 2000 Project Coordinator

Mr. Raymond Willie is the Year 2000 Project Coordinator. He will report to the Chief Information Officer. His role is one of coordinating, reporting, and leading. The Project Coordinator centrally coordinates the IHS Year 2000 effort. Sub-projects will be executed by staff at IHS Headquarters (HQ) and Area ISC field offices, and medical facilities. The Project Coordinator is responsible for the development and maintenance of the project plan; monitoring project resources; and for successful completion of the project. The Project Coordinator oversees and coordinates all milestone activities. The Project Coordinator ensures that potential Year 2000 compliance issues are addressed within all areas of IHS. This effort encompasses the areas of biomedical equipment, facilities management, and others as they are identified, in addition to the entire information technology area. The Project Coordinator facilitates the creation of an information clearinghouse as one of the primary functions of the Project Office. The Project Coordinator serves as the IHS POC (point of contact) for tracking, monitoring and reporting IHS' Year 2000 activities to DHHS and IHS offices, other Federal agencies, such as OMB and GAO, and Congress. The Project Coordinator serves as the POC between the IHS Year 2000 Project Office and Area ISCs. The Project Coordinator is the Contracting Officer’s Technical Representative (COTR) for designated efforts, specifically those associated with Year 2000 Project Office contractual support. The Year 2000 Project Office will maintain the official IHS Y2K inventory reflecting the type, location, and compliance status of all inventory items. The Year 2000 Project Office will track all IHS efforts addressed to the Y2K problem. In addition, the Year 2000 Project Office will maintain the IHS Y2K Web site. This Web site will reflect the compliance status of the inventory items. The site will also be a source of guidance, reference, and policy information.

3.4  Y2K Management Oversight Committee

To allow for parallel efforts and to best use existing expertise IHS has organized its Y2K project into categories of systems. These categories are: RPMS Software Applications; Local Software Applications; National Patient Information Reporting System; COTS Software and Computer Hardware; Telecommunications Hardware and Software; Biomedical Equipment; Facility Related Systems and Equipment; and Data Exchanges/Interfaces, Databases and Data Archives. The Y2K Management Oversight Committee, appointed and chaired by Raymond Willie, consists of a senior IHS technical expert in each of the categories plus an Y2K Coordinator from an Area. This latter position may be rotated. The current assignment is given in the following table. 

Chairperson
Ray Willie

RPMS Software Applications
George Huggins

Local Software Applications
To Be Named (an ISC)

National Patient Information Reporting System 
Notah Begay

COTS Software & Computer Hardware
Eileen Ennis

Telecommunications Hardware & Software
Tom Fisher

Biomedical Equipment
Mark Thomas

Facilities Related Systems & Equipment
Bill Lowe

Data Exchanges/Interfaces, Databases & Data Archives
Art Gonzalez

RPMS Related Operating System & Hardware
Mark Delaney

Y2K Coordinator from an Area
To Be Named

Y2K Tribal Coordinator
To Be Named

The Y2K Management Oversight Committee is responsible for establishing IHS-wide standards for Y2K compliance, testing, and reporting. In addition, the Y2K Management Oversight Committee should ensure that contingency planning is done.

The broad technical categories represented by the Steering Committee each have many Year 2000 issues. Therefore, each Y2K Management Oversight Committee member for a technical category (such as RPMS software) will name a Resource Team for that category. It is expected that the Y2K Management Oversight Committee members will use their own staff as the nucleus of their Resource Team.

There will be Resource Teams corresponding to the technical categories (viz., RPMS Software Applications; Local Software Applications; National Patient Information Reporting System; COTS Software and Computer Hardware; Telecommunications Hardware and Software; Biomedical Equipment; Facility Related Systems and Equipment; and Data Exchanges/Interfaces, Databases and Data Archives. Each resource team will be responsible for collecting inventory and status information from the 12 IHS areas for that team’s category of systems. Resource Teams will also give guidance on acceptable vendors and versions of compliant systems as well as on contingency plans.

For IHS, the Year 2000 Problem has both technical and geographical dimensions. The technical categories address the technical dimension. That is, what does compliance mean for, say, facilities or telecommunications and what products are compliant? For the IHS, the areas and the sites within areas reflect the geographical dimension. That is, where are the systems in question located and what is their status? For this reason, each of the 12 Area Directors will name an Area Y2K Coordinator. The Area Coordinator will operate in a manner similar to Raymond Willie at the Y2K Project Office. This means each Area Coordinator will name a Resource Team reflecting expertise in the 10 technical categories. An Area Coordinator with his/her Resource Team is called an “Area Compliance Achievement Team." These Area Compliance Achievement Teams must help ensure Y2K compliance for site systems within the area and report on their progress to the respective Resource Teams/Steering Committee members. 

3.5  Role of Other IHS DIR Organizational Elements

Other IHS CIO organizational elements are responsible for supporting plan execution and for contributing technical support and analyses for various elements of the Year 2000 compliance effort. 

3.5.1 Team Leader, Self Determination Services Team

The Team Leader, Self Determination Services Team is responsible for coordinating all Year 2000 Issues relating to Tribal organizations.

3.5.2 Team Leader, Applications Software and Support Team

The Team Leader, Applications Software and Support Team is responsible for the following Year 2000 teams: 

· Resource and Patient Management System Software Applications Team

· Data Exchanges/Interfaces, Databases, and Data Archives Team

· National Patient Information Reporting System (NPIRS) Team
3.5.3 Team Leader, Telecommunications Management Team

The Team Leader, Telecommunications Management Team is responsible for the following Year 2000 teams:
· COTS Software & Computer Hardware Team

· Telecommunications Hardware and Software Team

3.5.4 Team Leader, Computer Systems Management Team

The Team Leader, Computer Systems Management Team is responsible for the following Year 2000 team:

· RPMS Related Operating Systems and Hardware Team

3.6  Role of Area ISCs

The IHS is comprised of 12 regions or areas. Each has an Area Information Systems Coordinator (ISC) who reports administratively to the respective Area Director in each area. The Area ISCs support the national coordinator in addressing Y2K issues across the nation within the IHS. Area ISCs are responsible for health care information systems initiatives and have the primary responsibility for Year 2000 compliance activities in their respective network. Each Area ISC has the responsibility to complete a system products inventory, develop an Area Year 2000 Compliance Plan specific to that area, execute the Plan within their area of responsibility, and to report Plan progress to the IHS Year 2000 Project Office in accordance with the reporting and performance tracking mechanisms described below. Area ISCs are ultimately responsible for achieving Year 2000 compliance for all system products in their Area.

3.7  Role of IHS Healthcare Facilities Management

IHS health care facilities will have proximate hands-on responsibility to ensure that Year 2000 compliance efforts are fully implemented at the service unit level. Because Year 2000 compliance encompasses a wide range of IHS system products and interfaces between those products, it is imperative that units such as Acquisition and Materiel Management, Engineering and Facilities Management, Information Resource Management, Pathology and Laboratory Medicine, Medical, Quality Assurance, and Radiology become intimately involved in the planning, execution, and performance tracking of compliance activities. In coordination with Area ISCs, health care facility managers will implement compliance activities through all phases of the Year 2000 effort.

3.8  Other IHS Organizational Responsibilities

The Directors of the Office of the Director, Office of Management Support, and Office of Public Health and their staff will ensure guidance for all activities in their area of responsibility, with appropriate contingency plans in place, covering potential systems or equipment failure. The Directors will facilitate information sharing on national conference calls, and assist in assessment activities when requested. 

3.9  Interfaces With Other Federal Organizations

3.9.1 Department of Defense

IHS will work closely with the Office of the Assistant Secretary of Defense for Health Affairs (OASD-HA) in order to optimize the sharing of information and execution within the compliance project effort. A OASD-HA working group meets monthly to coordinate activities in such areas as clinical systems and biomedical equipment issues; verification, interface, and testing issues; data sharing efforts; joint venture sites; communications; and other compliance policy issues.

3.9.2 Health and Human Services

IHS will work closely with the National Institutes of Health (NIH), Centers for Disease Control (CDC), and Food & Drug Administration (FDA) within the Department of Health and Human Services (HHS), who share common Year 2000 problems in the areas of biomedical and clinical equipment and laboratory facilities. An interagency working group is being formed to share information and minimize duplication of effort in addressing Year 2000 impacts in these critical areas.

3.9.3 General Services Administration, Office of Government-wide Policy 

IHS will participate on several subgroups sponsored by the General Services Administration (GSA) and the CIO Council Subcommittee on the Year 2000. These subgroups are currently addressing such Federal government-wide Year 2000 concerns as telecommunications, facility-related systems, embedded computers, and COTS software. GSA is developing databases of various product categories and will post this data on the Internet.

3.9.4 Department of Veterans Affairs

IHS will work closely with the Department of Veterans Affairs (VA), the Veterans Health Administration (VHA) in order to optimize the sharing of information and execution within the compliance project effort. 

3.10 Year 2000 Compliance Project Funding

Separate funding has not been assigned in the 1997 and 1998 Congressional budgets for Year 2000 compliance activities. Funding required for the project will be taken from current funds through reassignments of staff, equipment, and dollars as needed.

Cost estimates for the Year 2000 compliance activities in IHS were prepared and submitted to the DHHS for inclusion in an agency report to the Office of Management and Budget (Appendix C). The estimates were based on early information pertinent to the technology community in general. IHS-specific cost estimates will use additional information being gathered in the inventory of at-risk systems throughout IHS health care facilities. The early estimates were based on a variety of reasonable assumptions, including the following:

· Hardware and software costs will be concentrated in the medical facilities and consist of estimated costs to achieve Year 2000 compliance beyond normal upgrades and purchasing schedules.

· Staff costs occur primarily during the extensive assessment and renovation phases - 1998. Every facility will be affected, and multiple systems within each facility will be affected.

·  Area ISCs and HQ may acquire contract support for this project

The methodology used to produce these estimates, as well as the estimates themselves, will change as we learn more about the scope and depth of necessary compliance activities in IHS.

3.11 Phases of IHS' Year 2000 Compliance Plan

We have developed a phased approach to achieve Year 2000 compliance. This approach follows the basic Year 2000 conversion model described in GAO’s Year 2000 assessment guide, which suggests that the process be managed in five interrelated and overlapping phases: awareness, assessment, renovation, validation, and implementation.
3.11.1 Awareness Phase

Awareness is the process of defining the problem for the organization and making organizational sub-units aware of its potential impact, developing a top-level Year 2000 strategy by involving IHS executive management, establishing a Year 2000 Project Office and assigning key personnel, and identifying service unit personnel and organizations with key roles in the compliance process.

3.11.2 Assessment Phase

Assessment covers such activities as detailed program plan development, complete system products inventory, interfaces analysis, Year 2000 impact assessment, identification of programming resource requirements, validation and test approach, tools survey and recommendations, contingency planning, and prioritizing IHS information system products.

3.11.3 Renovation Phase

Renovation consists of the conversion, replacement, or retirement of affected system products in IHS. It may involve re-coding software, ensuring that new software is compliant, and acquiring Year 2000 compliant versions of commercial products. Renovation must consider the complex interdependencies among applications, hardware platforms, databases, and internal and external interfaces, and must take into account the special considerations of IHS biomedical equipment and laboratory facilities. Renovation must also have a strong configuration management process to ensure adequate documentation, tracking, and communication of system changes.

3.11.4 Validation/Testing Phase

Validation/testing is arguably the most demanding phase in the compliance process because it consumes the most resources (both personnel and system/facilities), is the most difficult part of the process to schedule and manage, and requires a proven and comprehensive approach to ensure that system products are fully renovated, while maintaining all required system functionality including database interdependencies and interfaces. 

3.11.5 Implementation Phase

Implementation requires that renovated and validated systems be re-introduced and re-integrated into the applications and systems environment with as smooth a transition as possible, minimal disruption to ongoing operations, and completion of a successful acceptance process. It is essential that the implementation phase be reinforced by contingency, data conversion, and disaster recovery plans that ensure the continuation of ongoing critical business processes and functions. We also recognize that a feedback loop from implementation to the renovation and testing phases is needed to correct problems, learn from mistakes, and maximize the effectiveness of the compliance process.

3.12 Requirements for Monitoring Project Activity

3.12.1 Area ISCs Reporting to Year 2000 Project Office

Each Area ISC is asked to submit information requested by the IHS Year 2000 Project Office pertaining to inventories (software applications, COTS software and equipment, biomedical equipment, facilities equipment, etc.), Year 2000 compliance plans, milestones met versus schedules, and cost estimates. The Year 2000 Project Office has established templates for use by the Area ISCs in this reporting activity. Please see Appendix E.1 for a description of monthly Area reporting requirements and report formats.

3.12.2 Development of Intranet Site

The IHS Year 2000 Intranet page (http://161.223.90.9/Y2k/y2kstart.htm) is an online reference library for Y2K compliance information. The objective is to provide IHS service unit personnel with easy access to the latest compliance data. Areas of the site include: overviews of the compliance strategy in each of the major product categories, Year 2000 Project Office presentations and points of contact, downloadable copies of the most recent and Compliance Plans.
 In addition, the site has listings of individual manufacturer and product compliance data, which are continuously updated as more information becomes available. The site is continually developing and growing. Service unit personnel are encouraged to check the site frequently for updates and to offer suggestions on additional information they would find useful.

3.12.3 IHS Reporting Requirements

The Year 2000 Project Coordinator has requested monthly progress reports showing overall project status, information system compliance status, COTS compliance status, biomedical equipment compliance status, explanations of milestone slippage, and changes to cost estimates. The progress data tables in this project plan are formatted according to this request.

3.12.4 External Reporting Requirements

Information will be provided to the IHS Year 2000 Project Coordinator for inclusion in quarterly DHHS progress reports to be provided to OMB. The reports will include descriptions of organizational responsibilities, status of compliance of mission-critical systems and other systems, milestone progress in project phases, cost estimates, explanation of schedule slippage and associated corrective actions, and contingency plans.

3.12.5 GAO Audit Guidelines

The IHS Year 2000 Project Office has reviewed the elements of the checklist contained in the GAO document entitled Year 2000 Computing Crisis: An Assessment Guide and has applied them in preparing this compliance plan. The Assessment Guide will be furnished to each Area CIO.

3.13 Assumptions and Constraints

The IHS Year 2000 compliance effort recognizes the unique aspects of the problem that affect the overall approach. First, the compliance effort has an immutable deadline. Unlike other system development or maintenance activities that can accommodate slippage, the deadline for achieving and verifying Year 2000 compliance is fixed. Implementation of all fixes must be completed by December 31, 1999 - and that deadline includes all validation and testing activities. Second, many of IHS' system products must be renovated, tested, and implemented concurrently, thus putting a strain on agency resources. Third, because many of IHS' system products inter-operate and share/exchange data, renovated systems must be tested together, while the systems continue to operate in a production mode. This is a challenge in software/systems project management that makes the Year 2000 compliance problem a highly complex technical issue.

4 Elements of the IHS Year 2000 Compliance Plan

4.1  Overall Master Schedule for Year 2000 Compliance

This compliance plan divides all Year 2000 compliance project activities into five broad phases - awareness, assessment, renovation, validation, and implementation. Management of the project is based on this five-phase structure for assigning and scheduling tasks, planning resource allocation, and tracking progress. A project management tool is being used to track compliance data and produce progress reports. Table 1 summarizes the forecast completion dates for the five project phases for IHS. A more detailed presentation, which includes a work breakdown structure, and task duration, is contained in Appendix A.

Table 1

Master Schedule for Year 2000 Compliance

phase
Awareness
Assessment
Renovation
Validation
Implementation

Completion Date
Complete
Competed
9/30/98
10/31/98
12/31/98

4.2  Schedule of Conversion/Replacement and Priorities for IHS System Products

Due to the limited amount of time and resources available for Year 2000 renovation, it is essential to set priorities for activities within all phases of the overall Year 2000 project. During the current assessment phase, priority is given to at-risk, business critical systems already in use. Health and safety risks will be important factors in prioritizing systems. Assessment, renovation, validation and testing, and implementation projects will be monitored for business, financial, legal, political, and end user concerns.

The IHS Project Office has created a categorization scheme for information system applications which can be generalized for all system products.

· Level I - Business priority systems: These systems directly impact delivery of medical care and benefits to American Indians and Alaska Natives (AI/AN), are essential to the Department’s mission, and are referred to as mission-critical. These systems may require time-consuming renovation and testing. 

· Level II - Internal support systems: These include internal agency systems used to improve timeliness and efficiency of administrative processes, provide operations support, or produce periodic reports. Failure of systems is deemed as not having a direct, adverse effect on American Indians and Alaska Natives (AI/AN). These include small office and personal computer systems that are tailored to specific functions or processes not considered mission-critical.

· Level III - Discontinued Systems: These are systems scheduled for discontinuation before 2000. IHS will replace these systems as part of a normal life cycle process, or schedule them to be discontinued before 2000. These may include systems scheduled for elimination because there is no further legislative or program sponsor requirement to maintain them.

Priority will be given to systems affecting many people, posing serious threats to individuals, or seriously interrupting and preventing staff from accomplishing their tasks. Priorities will be set for each system product category.

Hardware Systems in general may pose a variety of Year 2000 compliance issues. Biomedical systems and facility systems, particularly, may pose hazards to staff and American Indians and Alaska Natives (AI/AN) if they fail. For similar reasons, failures of computers and communications systems in medical care facilities can only be tolerated for short periods. There are many items, types, and unique configurations of equipment that may be costly and time-consuming to analyze. Priority will be given to rapid and precise assessment to tell us where the risks are most serious, and what must be done in this area.

Software Systems are expected to have a large number of items for renovation, and therefore a high cost for renovation. These systems are business critical because of the volume and critical nature of the daily business and health care related information flowing through them. 

Appendix B.1 displays priorities and planned milestone dates for the compliance of RPMS applications. The basic inventory information for RPMS Year 2000 projects is: application name; priority level; initial Year 2000 assessment (complete/pending); compliance status (confirmed compliant, replace, re-code, or eliminate); percentage of programs assessed; renovation dates; validation/testing dates; implementation dates; and projected fail date. This information will help in tracking the inventory while projects are active, in reporting progress, and in final certification of these systems.

Appendix B.3 displays compliance status for National Patient Information Reporting System (NPIRS). The basic inventory information for corporate systems is: application name; priority level; initial Year 2000 assessment (complete/pending); compliance status (confirmed compliant, replace, re-code, or eliminate); renovation dates; validation/testing dates; implementation dates; and projected fail date. This information will help in tracking the inventory while projects are active, in reporting progress, and in final certification of the corporate systems.

Similar information will be required of every system product. A final certification will clearly state the system, the responsible person, and the reason(s) for asserting compliance. Appendix E explains how Guidance Documents and Checklists will be prepared in a way that is sensitive to the category of system. The Year 2000 Project Office will help set guidelines and priorities within categories, and will exercise oversight and guidance in resolving priorities between categories.

4.3  Quality Assurance and Progress Reporting

This section presents the methods used for tracking, measuring and reporting compliance plan progress.

4.3.1 Risk Assessment Discussion

All system products present varying degrees of risk from Year 2000 problems to the IHS mission of providing quality health care to American Indians and Alaska Natives (AI/AN). Year 2000 risks of mission-critical system products will be evaluated during the compliance process, and contingency plans established. Contingency plans may be developed for lower-risk, non-mission critical system products if management considers their failure to be of serious consequence to the success of the IHS mission. Providing high quality health care services to American Indians and Alaska Natives (AI/AN) depends largely on the ability to process patient medical data (histories, laboratory test results, prescription drug information, treatment plans, etc.). For example, a significant risk exists if the information systems involved in patient care fail due to the inability to properly process dates and exchange information. In addition, biomedical systems that have built-in clocks or transmit data to information systems, or facilities-related systems with clocks are other sources of risk. 

On the Year 2000 compliance project level, there are three major components of risk; technical risk, resource risk and time risk. Technical risk is related to the size or complexity of the system or the number of interfaces with other systems. Resource risks represent shortfalls in the available resources consisting of funding, people, and facilities. Time risk represents the possibility that the compliance process cannot be completed before the occurrence of a Year 2000-caused error.

The Area ISCs and the Year 2000 Project Office will prioritize the products according to the degree of risk to the IHS mission. Milestones will be set and resources allocated so that the most important applications and products are made compliant first. Contingency plans will be developed for mission critical systems with potential Year 2000 problems. 

Factors affecting project management

· The Year 2000 problem is pervasive and is found not only in software but also in hardware and equipment.

· Mission-critical applications and systems must be given the highest priority for renovation, testing, and implementation.

· Some applications or systems may fail before 2000. These must be identified and schedules created accordingly.

· Resources available for Year 2000 work will become increasingly scarce as the Year 2000 approaches.

· Funding for Year 2000 work will come from existing programs.

· A critical aspect of this plan is whether sufficient computer resources exist to complete the Year 2000 conversion. This includes processing capability, disk storage, operations support, and software tools to support a logically separate renovation and testing environment for the duration of the project. Contingency planning must consider this issue.

Factors affecting IHS information systems

· Time and programming resources may not permit looking at source code line-by-line; therefore, software tools will be needed for assessment.

· There is no “silver bullet” solution to the Year 2000 problem. Many different solutions must be applied to address all affected software, equipment, and systems.

· Although use of VA File Manager conventions may eliminate Year 2000 problems in many IHS applications, exceptions to those conventions may have been granted in some software development.

· There is a risk that all of the year references in a product, a process, an application or a data set will not be found, and that new errors may be introduced when making Year 2000 corrections/conversions.

IHS' vulnerability to system failure will be assessed on a system-by-system basis. Some system failure dates occur before January 1, 2000. Therefore, the order in which systems must be renovated will depend on the expected failure date. For each mission-critical application, IHS will determine the date by which it must be Year 2000 compliant and in operation. These “drop dead” dates will be factors in working backwards to schedule the renovation, validation and implementation activities associated with these systems, as well as the need for contingency planning.

4.3.2 Performance Measurements and Reporting Mechanisms

The IHS Year 2000 Project Office has created an overall project schedule and reporting format. This format will be used by the Area ISCs to set up their own compliance schedules. Progress reported by each Area will be rolled up into a total IHS progress report and generated monthly.

4.3.3 Master Schedule Status
Table 2 shows the overall IHS Year 2000 compliance plan progress for all products.

Table 2

IHS Year 2000 compliance plan progress - mission critical systems

phase
Awareness
Assessment
Renovation
Validation
Implementation

Percent Complete
100%
100%




4.3.4 RPMS Software Applications Schedule and Priorities

Appendix B.1 shows the scheduled and actual dates that IHS RPMS software applications will be renovated, tested, and implemented, thereby achieving Year 2000 compliance.
4.3.5 Compliance Progress For Software Applications

Table 3 summarizes the progress in achieving Year 2000 compliance for IHS software applications.
Table 3 - Compliance progress for software applications

Category of Application
# in Category
# Recoded, Replaced, or Confirmed Compliant
# Eliminated
% Compliant

RPMS Software





Local Software





Corporate Systems





COTS Software





* Value to be determined through completion of inventories and updated as required

4.3.6 Compliance Progress For Non-Application Categories

Table 4 summarizes IHS progress in achieving Year 2000 compliance for computer and communications equipment, biomedical equipment, and facilities-related systems and equipment.
Table 4

Compliance progress for non-application product categories

Category of Equipment
# in Category
# Repaired, Replaced, or Confirmed Compliant
# Eliminated
% Compliant

Computer/Comm. Hardware





Biomedical





Facilities-Related Systems





* Value to be determined through completion of inventories and updated as required

4.3.7 Summary Mission Critical Systems

The following table summarizes the status of mission critical systems.

# Mission Critical Systems
Number Already

Compliant
Number Being 

Replaced
Number Being

Renovated
Number Being

Retired

7
1
6
0
0

4.3.8 Summary Individual Systems

The status of individual systems is summarized in the following table.

System
% Completed
Status
Compliance Milestone

Resource and Patient Management System (RPMS)
50
Reviewing
03/31/1998

Patient Registration (Centralized)
100
Compliant
01/15/1998

Third Party Billing (Centralized)
50
Replace
06/01/1998

Medical Records
75
Replace
06/01/1998

Dental
25
Replace
06/01/1998

STORES (Supply inventory)
5
Replace
06/01/1998

NECOP (Equipment inventory)
5
Replace
06/01/1998

4.3.9 Explanation of Milestone Slippage Or Year 2000 Cost Adjustments

IHS will track project progress and milestones, with emphasis on Level I mission-critical systems. If milestones are missed by two months or more, explanations will be included in the project progress reports to DHHS and OMB. Estimates of actual Year 2000 compliance and activity costs will be tracked versus projected costs, allowing future estimates to be refined. Explanations will be provided if refined estimates differ from original projections by more than ten percent.

4.3.10 Information and Reporting Requirements to Congress, OMB, GAO, and DHHS

IHS will provide reports to various Federal agencies on the scope and progress made in resolving the Year 2000 problem. These reports will be prepared regularly and issued as required to the requesting organization. This reports will be an appendix to this plan.

4.3.11 Use of Intranet Knowledge Base

The IHS Year 2000 Project Office has established a page on the IHS Intranet (http://www.ihs.gov/Year2000). Summary progress reports will be posted on this page for review by interested IHS personnel. In this manner, awareness of the Year 2000 problem and the positive steps being taken to resolve it will be enhanced.

5 Awareness Phase

5.1  Awareness Phase Objectives

The overall objective of the awareness phase is to create an environment that increases knowledge of the Year 2000 problem and improves communication within IHS.

5.2  Awareness Organizational Responsibilities

Senior management must be knowledgeable about the Year 2000 problem and exactly what IHS is doing to address it. Upper management plays a vitally important role in shaping the organization's response to the problem by assessing levels of risk, approving strategy, and establishing communication policies. The success of the project depends on the understanding of the problem and commitment from all levels of management, technical, administrative and clinical personnel.

5.2.1 IHS CIO

IHS CIO has commissioned the Year 2000 Project Office with the responsibility to heighten awareness through communication and guidance of the project. The Year 2000 Project Office will create an overall environment that will enable the Year 2000 project to succeed. The Team Leader Application Software Development and Support Team will provide technical guidelines and resources to the RPMS software development community in IHS.

5.2.2 Area ISCs

The Area ISCs must create awareness in their areas on the magnitude of the Year 2000 problem and the efforts needed to resolve it. Input on plan progress from each Area ISC is vital and their participation in meetings, conference calls, mailings and e-mail work groups is crucial.

5.2.3 Health Care Facility Management

The health care facilities must be directly involved in the inventory, assessment, renovation, testing and implementation efforts. They must ensure that all IHS personnel are aware of the Year 2000 problem and its implications for the delivery of high-quality health care to American Indians and Alaska Natives (AI/AN).

5.2.4 Other Organizations

It is essential to include all members affected by the Year 2000 problem in this process. Specific areas from which representation will be needed are Acquisition and Materiel Management, Engineering and Facilities Management, Information Resource Management, Pathology and Laboratory Medicine, Medical, Quality Assurance, and Radiology.

5.3  Awareness Phase Schedule (Status) and Description of Principal Activities

Many awareness activities are already completed or ongoing. The Year 2000 Project Office has taken an active role in communicating Year 2000 progress through briefings with Area ISCs, participating in national IHS facilities directors and national IRM conference calls, distributing draft contract language to procurement officials, and communicating with the field through newsletters, electronic mail, and meetings. Further awareness activities include monthly conference calls to the field, creating a Year 2000 web page, and presenting at national conferences and meetings.

5.4  Awareness Phase Cost Monitoring

Costs of conducting awareness activities will be collected at the IHS CIO and Area level and reported to the Year 2000 Project Office monthly.

5.5  Awareness Phase Tasks

The detailed project management chart is in Appendix ?.
5.5.1 Task 1.1 - Inform IHS of the Y2K Problem

Description: Personnel at every level within IHS must be made aware of the Year 2000 problem and the threat it poses to IHS. Accordingly they must “get” the message multiple times and in different forms. There must be formal presentations, group discussions, official (and follow up) memos. The importance of the Y2K issue is communicated most concretely by changed priorities with many people working aspects of the problem. Having an accessible IHS intranet Y2K Web site will serve as a way to keep all of IHS aware of the problem and informed on the status of the solution efforts. 

Results/Products: Presentations, Written Reports and Memos, IHS Intranet Site (see Task 1.4)

Responsibility/Resources: The Y2K Project Office, its Steering Committee, and the Area Y2K Coordinators have the primary responsibility. The CIO must also communicate and regularly emphasize the importance of IHS dealing adequately as an organization with the Year 2000 problem. 

Time Line: This task is a persistent background task, but it is most important in the early stage. The greatest effort -- and visibility -- is needed until May 1998.

Dependencies: As an informing task there is no real prerequisite. In practice this task will only succeed when there is strong -- and very public -- senior management commitment.

5.5.2 Task 1.2 - Establish Y2K Organization 

Description: This task is to establish the organization described in “Management Structure and Reporting” above. This task is naturally subdivided into 6 sub-tasks, namely, [1.2.1] Establish the Y2K Project Office, [1.2.2] Establish Oversight by the CIO, [1.2.3] Appoint a Steering Committee, [1.2.4] Form the 10 Technical Resource Teams, [1.2.5] Appoint the 12 Area Y2K Coordinators, and [1.2.6] Form the 12 Area Working Group

Results/Products: The IHS Y2K Project and Organization are authorized, established, and functioning. This means the organization of a Year 2000 Project Office with its Steering Committee, the 10 Technical Resource Teams, the 12 Area Y2K Coordinators each with their technical working groups, and all with the oversight of the CIO.

Responsibility/Resources: The CIO must establish the program and redirect the resources. The CIO in consultation with the head of the Year 2000 Project Office will name the steering committee. Each member of the Steering Committee will form a technical resource team. The CIO will also appoint an Area Y2K Coordinator for each of the 12 areas. In turn, each Area Y2K Coordinator will form a technical working group.

Time Line: It is important to get this organization established and operating. Ideally this task would be completed before May 1998.

Dependencies: This task depends on the priority assigned to it. A strong indicator of its priority is how many resources are redirected to deal with the Y2K problem.

5.5.3 Task 1.3 - Issue Official Memo with Y2K Directives 

Description: A draft memo (based on similar ones in other agencies) should be circulated, revised, and then issued by the CIO.

Results/Products: A memo from the CIO to IHS staff on the Y2K Problem that also establishes the Y2K Program as the way to address this problem within IHS.

Responsibility/Resources: The CIO is the appropriate person to issue this memo.

Time Line: This needs to be done as soon as it is practically possible. That is, it should be done during March 1998.

Dependencies: This depends on the CIO having confidence in the Y2K program, its plans, and its proposed use of resources.

5.5.4 Task 1.4 - Set up IHS Y2K Intranet site

Description: This Web site must help capture and display Y2K inventory items and their status with respect to compliancy.

Results/Products: A functioning Y2K Site ready to be placed on the IHS Intranet

Responsibility/Resources: This site will be designed and prototyped by Mitretek. Raymond Willie and the Steering Committee will review, approve, suggest revisions and additions, and then decide to make it available within IHS.

Time Line: A regularly updated Web site is an effective way to make the Y2K problem, issues, and IHS work “visible” and “real” to all of IHS. The initial design should already be completed; Web sites are perfect for subsequent quick revisions and extensions.

Dependencies: This depends on designing a useful initial site (based, in part, on what other agencies have done) and planning to update and refine it regularly.

5.5.5 Task 1.5 - Make Y2K site accessible to IHS

Description: Assuming the site is acceptable and approved, this task simply establishes an ISDN link between the Mitretek IHS Laboratory and the IHS Intranet. This will make the Y2K site accessible.

Results/Products: The Y2K site is now accessible to anyone on the IHS intranet.

Responsibility/Resources: The Steering Committee must approve the site and have an ISDN link established to link the site into the IHS intranet.

Time Line: As the Web site will be used to display and collect a Y2K inventory, this task should be completed

Dependencies: Clearly this depends on Task 1.3 “Set up the IHS Y2K Intranet Site” to be successfully completed and on establishing a link (ISDN) between the Mitretek IHS Laboratory and the IHS Intranet.

5.5.6 Task 1.6 - Provide Y2K Project Status Reporting 

Description: This recurring task ensures that the necessary reports are assembled in the required format and submitted on time.

Results/Products: Monthly reports to DHHS and to the IHS CIO; quarterly reports to OMB; other reports as required.

Responsibility/Resources: Raymond Willie, as head of IHS’s Y2K Project Office, will assemble these reports.

Time Line: There is monthly reporting on mission critical systems to DHHS and quarterly reporting to OMB. The CIO receives a monthly summary of status and activities.

Dependencies: This reporting depends crucially on the Year 2000 Project Offices receiving the needed information in a timely fashion.

5.5.7 Task 1.7 - Prepare Project Plan (Phases 1 & 2)

Description: A project plan is needed for the IHS Y2K Project Office. It should address the activities required throughout the entire effort with an emphasis on Phases 1 and 2. Given agreement on the IHS organizational structure that will address the Year 2000 problem, the plan should indicate organizational responsibilities for the various tasks. 

Results/Products: A Y2K Project Plan expressed in Microsoft Project with resources indicated for the individual tasks.

Responsibility/Resources: Mitretek will produce the initial version; Raymond Willie, as Year 2000 Project Officer, will specify any changes and additions.

Time Line: The Project Plan will be revised and refined as the Program progresses. The initial plan is needed as soon as possible.

Dependencies: The Project Plan depends on an intended IHS effort to address the Y2K problem and a general agreement on the organization to carry it out and the resources to be made available,

5.5.8 Task 1.8 - Prepare Narrative Text for Project Plan 

Description: The narrative explain the principles and assumptions behind the plan, the organization that will carry out the plan, and what each task will produce (and why it is needed).

Results/Products: A text document (Word file) that explains and elaborates on the project plan developed in Task 1.7.

Responsibility/Resources: Mitretek will produce the initial narrative version; Raymond Willie, as Year 2000 Project Officer, will specify any changes and additions.

Time Line: The narrative will lag a bit behind the Microsoft Project version of the plan. The lag should be about a week. As the plan is revised, the narrative must reflect the revisions.

Dependencies: This narrative depends on the Project Plan being accepted and reasonable stable.

6 Assessment

6.1  Assessment Phase Objectives 

Assessment is the overall process of evaluating the impact of potential Year 2000 compliance problems on the organization’s systems environment and the business functions that this environment supports. Assessment covers the complete range of system products in IHS (both within and outside the traditional information systems area). It involves an enterprise-wide inventory, assessing and prioritizing system products to be renovated, identifying and mobilizing needed resources (both within and outside IHS), identifying and acquiring automated tools, developing validation and testing strategies, addressing and planning for implementation issues, profiling system interfaces, analyzing data exchange issues, and developing contingency plans. Assessment should result in a comprehensive picture of Year 2000 issues and a clear plan to track and achieve compliance.

6.2  Assessment Phase Organizational Responsibilities

6.2.1 IHS CIO

The Year 2000 Project Office is responsible for preparing the Year 2000 compliance plan as part of the assessment phase, and for conducting all supporting activities including system products inventories, system interfaces profile development, Year 2000 impact analysis of the various classes of system products, prioritization of compliance activities, resources identification, automated tools survey, preparation of refined cost estimates, test planning, and contingency planning. The Team Leader, Application Software Development and Support Team is responsible for RPMS Class I assessments and for providing facilities technical assistance with Class III assessments.
6.2.2 Area ISCs

The Area ISCs are responsible for developing local compliance plans, conducting all supporting activities, and implementing the plan at health care facilities within their own network. A plan should be developed by each Area ISC that communicates and coordinates the identification, inventory, and prioritization of system products in their network. In addition, each Area plan should contain specific timetables for achieving compliance of all system products within the Area’s health care facilities.

6.2.3 Health Care Facility Management

The health care facilities are responsible for implementing the compliance plan of the Area. This includes completing an inventory, conducting the overall impact assessment, prioritizing the system products, and supporting plan execution in the remaining phases.

6.2.4 Other Organizations

Other IHS organizations are responsible for providing inventory data, resources, and technical support.

6.3  Assessment Phase Schedule (Status) and Description of Principal Activities

6.3.1 IHS-Wide System Product Inventories and Impact Analyses

Assessments are underway in all product categories.

· An inventory of RPMS Class I software applications is underway. The inventory and Year 2000 compliance status of these applications will be available on the web site and will be maintained on a monthly basis.

· A component inventory will be prepared both manually and through tools, to identify raw components of all RPMS applications as a precursor to full impact analysis. Each exported software component is being monitored for changes that impact an application's progress or certification. Extensive use of tools is expected to provide tracking and reassessment methods. Currently, the RPMS Year 2000 Compliance Team is assessing RPMS applications to identify all date-related fields, calculations, and Year 2000 compliance issues.

· All possible date instances identified through code analysis will be captured and logged. Developers are reviewing all matches to verify the integrity of the date processing and values. Technical documentation and standard procedures will be provided to development teams to facilitate the review, reporting and reconciliation of the code analysis results.

· The 12 Area ISCs will be asked to prepare individual Year 2000 compliance plans that will address the issue of inventorying and assessing local software applications. Area ISCs are responsible for completing the assessment of local applications.

· The IHS CIO will request the Area ISCs to prepare an inventory of all COTS clinical and administrative software, office automation software, LAN equipment and operating systems, and PCs. The survey covers all IHS health care facilities including medical centers and outpatient clinics. Many of the COTS products interface with RPMS software. The COTS Software & Computer Hardware Team will send compliance status request letters to COTS software vendors.

· The preliminary approach to identify and remediate biomedical equipment involves the following steps: (1) increase awareness and continually educate all staff, and health care facilities on biomedical issues; (2) establish a Medical Device Integrated Product Team to provide continuous guidance and communicate results to the field; (3) define risk categories for medical devices; (4) survey vendors to identify status of equipment and solutions for non-compliance; (5) define strategy to evaluate vendor responses; and (6) refine approach to renovate, validate and test medical devices.
· The Biomedical Equipment Team will determine the best method to identify and inventory mission-critical biomedical equipment. To assist with identifying, inventorying, assessing, and evaluating medical devices that are at risk, IHS will establish a multi-disciplinary oversight team to ensure that medical devices are compliant. The Medical Devices Integrated Product Team includes experts from the following fields: Radiology, Nuclear Medicine, Pathology & Laboratory, Biomedical Engineering, Acquisition & Materiel Management, Medical Research, Prosthetics, Medicine, Cardiology and Surgery. IHS will be an active member of the Interagency Workgroup on Embedded Systems, working with members of FDA, HHS, and DOD in order to collaborate and maximize our efforts in this area.

6.3.2 Data Interfaces and Exchanges Profile

As a subset of the system product inventories, a profile of data interfaces will be created. Each profile record will be a description of the data exchange format for a particular interface, an initial assessment of compliance, and the actions necessary to reach compliance. The interfaces profile feeds directly into the development of contingency plans and test plans for various system products. It is essential that interfaces be examined thoroughly before Year 2000 impacts can be assessed and system products prioritized for renovation and ultimately Year 2000 compliance certification.

Listed at Appendix ? are instruction of reporting data exchanges to DHHS

The Year 2000 Project Office has begun to identify interfaces between the RPMS and corporate systems product categories and other Federal agencies and outside organizations. Details of the interfaces are being tabulated including the purpose, elements, and format of the data, the media used and the frequency of the exchanges. Year 2000 compliance of the interfaces will be assessed and discussions held with the other agencies and organizations to discuss compatibility and define renovation strategies, as required. The following Data interfaces and exchanges have been identified:

· RPMS Third Party Billing Module

· South Dakota Medicaid Fiscal Intermediary

· Arizona Medicaid Fiscal Intermediary

· New Mexico Medicaid Intermediary

· North Carolina Medicaid Intermediary

· PNC Bank

· Blue Cross/Blue Shield of Texas (Medicare Fiscal Intermediary)

· RPMS QI Linkage-JACHO Module

· JACHO  Interface

· RPMS Administrative Resource Management System (ARMS) Module

· U.S. Treasury Electronic Commerce System (ECS)

· RPMS Financial Data Management Module

· U.S. Treasury Department FMSNET

· RPMS Pharmacy Module

· Commercial Pharmacy System Interface (HL7)

· RPMS Contract Health Care Module

· Blue Cross/Blue Shield of Texas (Medicare Fiscal Intermediary)

· Third Party Billing (Centralized)

· Blue Cross/Blue Shield of Texas (Medicare Fiscal Intermediary)

· Medical Records

· Blue Cross/Blue Shield of New Mexico (Medicare Fiscal Intermediary)

6.3.3 Preparation of Contingency Plans For Mission-Critical IHS System Products

Year 2000 compliance activity requires that disaster recovery plans be reviewed in light of potential Year 2000 failures. The Year 2000 Project Office will communicate the need to develop back-up plans for software systems undergoing conversion, facilities-related systems, and biomedical equipment, and provide guidance. Ultimately, the health care facilities are responsible for developing and verifying that these plans are workable.

6.4 Assessment Phase Cost Monitoring

Cost estimates for each compliance phase will be continually updated and reported to the Year 2000 Project Office on a monthly basis. Costs of assessment will be collected at the CIO and Area level and reported to the Year 2000 Project Office monthly.

6.5  Assessment Phase Tasks

The detailed project management chart is in Appendix ?.
6.5.1 Task 2.1 - Design and Implement the Y2K Inventory Database 

Description: The database must be designed to accommodate the entries and the relationships that need to be tracked. In addition, there needs to be a mapping from the database to a display of information at the IHS Y2K Web Site. The database design must allow for data entry via automated tools, user Web input, or converted from user-provided spread sheets. The database (and viewing it via the Web) should support queries, reports with different levels of aggregation, and summary information for progress reporting and assessing compliancy status.

Results/Products: A working database, tested out with “real” IHS data, with a proven way for users to enter and access information via a Browser interface.

Responsibility/Resources: Mitretek will produce the initial design and implementation; Raymond Willie and the Steering Committee will specify any needed changes and additions.

Time Line: The initial version of the database should be completed in March 1998.

Dependencies: The database design depends on a good initial idea of what information and relationships will be stored, how the database will get its information contents, and what kinds of display and reporting capabilities will be needed.

6.5.2 Task 2.2 - Establish a Vendor Compliancy List

Description: For each category where COTS plays a significant role (e.g., computers, commercial software, telecommunications, medical devices) there needs to be a list of which products -- commonly used within the IHS -- are Y2K compliant and which are not. Much of this information is currently available at different Web sites.

Results/Products: Compliance lists for COTS products that are used, to some extent, within the IHS. These compliance lists will be accessible at the IHS Y2K Web site.

Responsibility/Resources: Mitretek will produce the initial set of compliance lists; Raymond Willie and the Steering Committee will specify needed additions and perhaps even needed lists.

Time Line: These lists must be regularly updated as vendors provide more information and as the IHS inventory reveal additional items. The initial set of these compliance lists should be available by May 1998.

Dependencies: This task depends on having a representative list of COTS products that could exist within IHS. Mitretek has a fairly extensive list from the Navajo nation. That will serve as the starting point for the initial set of compliance lists.

6.5.3 Task 2.3 - Design and Implement Web Status Reporting

Description: Information from the inventory database can be extracted and aggregated for Web display. This will allow the user to visually navigate to a site within an area to see Y2K compliancy status. In addition, a user should be able to check, via a Web Browser, the Y2K compliancy status for some technology set of entities (e.g., a group of servers).

Results/Products: All important and frequently requested reports on Y2K compliancy should be obtainable via a Web Browser.

Responsibility/Resources: Mitretek will produce the initial implementation of Web status reporting; Raymond Willie and the Steering Committee will specify needed additions and changes.

Time Line: An initial working version should be available in May 1998.

Dependencies: Clearly this task depends on a completed (initial) design of the inventory database.

6.5.4 Task 2.4 - Evaluate Y2K Tools 

Description: A variety of promising Y2K tools will be explored (in addition to RE 2000). Whenever possible Mitretek will get 30 day trial versions of the tools and experiment with them in its IHS test laboratory.

Results/Products: Evaluation and recommendation of specific Year 2000 tools

Responsibility/Resources: The Steering Committee with its Resources Teams and Mitretek are jointly responsible for this task

Time Line: Activity on this task will likely continue through much of calendar year 1998, but the a report/recommendation on the major tools (e.g., automatic gathering of significant inventory information) should by completed in June 1998.

Dependencies: This task depends on continually scanning the marketplace (and our network of contacts) for promising Y2K tools. As time passes, the potential value of different tools changes as function of then-needs of the IHS Y2K program.

6.5.5 Task 2.5- Gather Inventory Data

Description: This task is 3-pronged reflecting 3 different ways that will be used to obtain inventory data. First, with one of several possible tools this task will  [2.5.1] Gather initial software and hardware inventory information automatically. For non-automatic information there are 2 approaches. Each depends on  [2.5.2] Developing inventory forms. One approach is to using e-mail [2.5.3] Distribute inventory forms as Excel spreadsheets. The other approach is to  [2.5.4] Develop a capability for Web entry of inventory information. With either approach we would then  [2.5.5] Collect inventory updates via the Web and Excel. This inventory data, gathered non-automatically needs the users and other knowledgeable people to  [2.5.6] Assess and improve the validity of the Y2K data in the inventory database.

Results/Products: The inventory database will capture the universe of systems/entities that all future Y2K efforts will address. So, accuracy and completeness will be very important and will depend on the assistance of many IHS employees.

Responsibility/Resources: Mitretek will help with some of the supporting tools and the design of forms. The Steering Committee will specify (in a directive) what is needed and from whom. The Area Y2K Coordinators and their Area Compliance Achievement Teams have primary responsibility to provide the non-automatic inventory data.

Time Line: Inventory gathering will extend into June or July 1998. Ideally the automatic gathering could be done as early as possible so that users would focus on correcting and completing the inventory, rather than on providing the initial data.

Dependencies: This assumes that IHS will purchase a fairly expensive tool that gathers considerable inventory information automatically. This task also presupposes that the inventory database is operational.

6.5.6 Task 2.6 - Establish Y2K Standards

Description: An important task is to have clear, operational definitions of what constitutes Y2K compliance. These definitions will directly influence what testing, what replacements, and what verification should be done. There are three principal sub-tasks needed to establish these standards, namely, [2.6.1] Define IHS compliance criteria, [2.6.2] Define an Approach for Internal Date Routines, and [2.6.3] Define an Approach for External Date Routines.

Results/Products: The goal is for IHS to have standards for compliance in each of the 10 categories; to have an internal IHS standard and support routine(s) to deal with dates; and to have standards for how data exchanges and supporting date routines are to be handled.

Responsibility/Resources: This is an important responsibility of the Steering Committee with technical support from the Resource Teams and from Mitretek.

Time Line: The earliest feasible time is best for these standards. Practically this means March or April 1998 at the earliest.

Dependencies: The standards that result from this task are certainly needed prior to assessing the inventory. (See Task 2.7 below)

6.5.7 Task 2.7 - Analyze the Inventory Data 

Description: With the (initial) inventory and clear compliance standards the inventory can now be analyzed. The two major steps in this analysis are [2.7.1] Determine COTS Compliance, which will check COTS inventory items down to the site level against vendor compliance lists, [2.7.2] Determine Risks and Priorities, which will assess the entire scope of COTS and non-COTS systems to determine what risks exists and what must be addressed first. It is expected that this analysis will point out where more information (including a more complete inventory) is needed.

Results/Products: All COTS inventory items will be designated as Compliant or Non-Complaint (with few, if any, as Unknown). An authoritative statement of the risks and priorities for the entire inventory will be made. This will drive the subsequent planning, replacement, and remediation efforts.

Responsibility/Resources: Determining COTS compliance all the way to the individual site level is the primary responsibility of the Resource Teams working with the Area Compliance Teams. Determining the risks and priorities is the duty of the CIO working with the Steering Committee and the Area Y2K Coordinators.

Time Line: This analysis, to be useful, will require some significant  time. The current estimate is about 3 months with completion by July 1998..

Dependencies: Obviously this task depends on having an inventory (to a useful level of completeness) [Task 2.5] and on having standards to judge and assess this inventory [Task 2.6] as well as the vendor compliance lists from [Task 2.2]. This task will proceed somewhat but run in parallel with the planning activity of [Task 2.8].

6.5.8 Task 2.8 - Perform Planning Activities

Description: The culmination of Phase 2 is to plan and position the Year 2000 Project for the remaining phases. For IHS, because of the importance of RPMS, this means there are two separable tasks, namely [2.8.1] Determine the Renovation Strategy for RPMS  and [2.8.2]  Determine the Renovation Strategy for non-RPMS Systems.

To renovate RPMS will require significant resources and significant planning. It is best treated as a task in its own right. For many of the non-RPMS systems the renovation strategy will be to replace (as many as possible) with complaint COTS systems. For key databases, files, and other IHS-developed systems this will not be possible and some form of remediation will be needed.

Validation is best done in concert with Y2K renovation, rather than as an after-the-fact form of inspection and testing. Thus, the sub-task to [2.8.3] Determine Validation Strategy will match and sequence validation with the renovation approaches. 

Once a renovation approach has been selected for each major system and the overall risks and priorities have been specified, then it is important to [2.8.4] Update the Project Plan (for Phases 3, 4 and 5). The earlier form of project plan should be revised to incorporate these important new decisions. The project plan will show a sequencing of efforts that reflects the priorities determined in sub-task [2.7.2]. This plan will naturally call for much effort in parallel and considerable coordination with data exchange partners (this will largely determine the number of bridge programs needed).

Results/Products: For all major inventory items, particularly the applications that constitute RPMS, a renovation strategy will be specified. A validation strategy will be keyed to the selected renovation strategies. The revised project plan should show the major replacement, remediation and testing steps -- which in sequence, which in parallel -- and the resources needed to do these steps successfully.

Responsibility/Resources: Important decisions are made in carrying out this task with its sub-tasks. For RPMS [2.8.1], an IHS centrally developed system, the Steering Committee with the aid of Resource Teams and, of course, the CIO must decide. For non-RPMS systems [2.8.2] those decision makers must also involve the Area Y2K Coordinators. Mitretek and Area Compliancy Teams will provided technical input into these decisions. Mitretek will work with the Steering Committee to complete and co-ordinate the Validation Strategy [2.8.3]. Mitretek will work with the IHS Year 2000 Project Office to develop a revised project plan [2.8.4]. The plan will depend crucially on the resources estimated -- and committed -- to do the remaining phases [2.8.5]. Accordingly the CIO, the Steering Committee, and the Area Y2K Coordinators will have the responsibility. They will make use of technical estimates and information from Mitretek, the Resources Teams, and the Area Compliancy Teams. 

Time Line: This significant task will take several months; it should be finished in August at the latest.

Dependencies: The strategies for dealing with IHS’s inventory of potentially affected systems --  and the IHS priorities -- must be essentially decided before a meaningful new project plan can be produced. That is, tasks 2.2, 2.5, 2.6, and 2.7 should be basically completed.

7 Renovation Phase

7.1  Renovation Phase Objectives

In the renovation phase, the results of the assessment phase are translated into Year 2000 compliance actions required to convert, replace, or retire IHS system products. Renovation may involve conversion of an existing RPMS or other application system; replacement of older applications and systems with Year 2000 compliant products; and retirement of an existing application or system component. An essential objective in renovation activities is to exercise careful change control, while communicating actions to all affected internal and external system users. Renovation also involves the tracking of conversion projects and the collection of project metrics for managing cost and schedule. Renovation ties closely to the validation/testing strategy described in the Validation and Testing section of this document.

7.2  Renovation Phase Organizational Responsibilities

7.2.1 IHS CIO

At the national level, the IHS CIO will monitor costs and progress of all renovation projects for consolidated reporting to all oversight organizations and interagency working committees. The Year 2000 Project Office will work to resolve resource issues at the proper level

7.2.2 Area ISCs

The Area ISCs will assign resources, manage all renovation activities, and ensure Year 2000 compliance within their area. They will track costs and progress of all renovation projects and provide training and expertise to the local health care facilities to accomplish renovation projects within plan guidelines.

If the system product is one that is replicated across many facilities, then a Renovation Integrated Product Team (IPT) may be assigned. The Renovation IPT could be drawn strictly from one local facility, a local facility with backup from their Area, several facilities geographically distributed but having a common problem, a national working group, a vendor and a local facility, an interagency working group, or any combination that is clearly identifiable and capable of accepting the responsibilities and liabilities of proposing a clear and workable solution.

7.2.3 Health Care Facility Management

Responsible personnel at local medical facilities will draw on many different departments depending on the type of systems to be renovated. If there are only a few systems to be renovated unique to one facility, then renovation, testing, and implementation will be carried out on the same site.

7.2.4 Other Organizations

Other IHS organizations may be involved in renovation activities and provide additional guidance or feedback on Year 2000 compliance issues.

7.3  Renovation Phase Schedule (Status) and Description of Principal Activities

For RPMS, renovation will be the actual conversion of affected software components, updating of documentation and user instructions, database maintenance, prototype testing and field-based system acceptance testing. To support renovation of RPMS Class I and II applications, a RPMS Year 2000 Compliance Plan has been developed. This plan is listed at Appendix ?.

Personal computer renovation might involve the installation of new software or microprocessors. For example, it might be possible to install a software patch to the system BIOS for every PC with a pre-Pentium processor and every system running DOS or Windows 3.1. Other hardware renovation activities will be described in implementation guidelines to be included in Appendix E.

For each system to be renovated, the Team will find a workable solution, identify all locations where the solution will be applied, and develop explicit instructions for implementing (fielding) a solution at many locations. The Team will be responsible for seeing that all sites where the solutions are to be implemented are notified, will be the first point of recourse during the implementation, and will be judged on the successful implementation of their solution. Renovation schedules and progress will be monitored.

7.4  Renovation Phase Cost Monitoring

Costs of renovation will be collected at the IHS CIO and Area level and reported to the Year 2000 Project Office monthly.

7.5  Renovation Phase Tasks

The detailed project management chart is in Appendix ?.

7.5.1 Task 3.1 - Obtain Y2K Tools

Description: There is an ever-growing set of candidate tools to assist an organization’s Year 2000 efforts. Where they can greatly enhance the IHS’s efforts they need to be seriously considered. Of course, each new tool requires acquisition, training, installation, and use integrated into this project. So, only the most promising tools should be obtained. The RE/2000 tool to analyze RPMS code and a tool to automatically gather a significant start on the Y2K inventory are two such promising tools.

Results/Products: The principal set of software tools that IHS will use to support its Year 2000 project have been acquired and personnel designated who are sufficiently trained in the tools. Also the (revised) project plan reflects how (at a general level) these tools will be used.

Responsibility/Resources: The Steering Committee (for IHS-wide tools) and the Area Y2K Coordinators (for locally used tools) are principally responsible. For very expensive tools the CIO and IHS Headquarters will be the key decision makers. Mitretek, the Resources Teams, and the Area Compliancy Teams will provide suggestions and assessments. Mitretek will test some candidate tools in its IHS Laboratory.

Time Line: Different tools will be acquired at different times. For example, RE/2000 has already been acquired. The principal software tools for this project should be in place by July 1998.

Dependencies: This task depends directly on Task [2.4] Evaluate Y2K Tools.

7.5.2 Task 3.2 - Replace or Retire non-compliant COTS systems 

Description: For most COTS systems, there is a somewhat expensive, but relative quick route to Y2K compliance. Where vendors indicate upgrades or new compatible systems that are Y2K compliant IHS has the opportunity to go this route. In some cases, IHS will elect to retire, rather than replace some non-compliant COTS systems. In either event, there is the sub-task [3.2.1]  Plan to Address Non-compliant COTS. For those systems to be replaced two natural sub-tasks follow, namely [3.2.2] Acquire and Install Compliant COTS systems  [3.2.3] and to Test the Compliant COTS systems.

Results/Products: Those COTS systems (and perhaps even some non-COTS systems with COTS counterparts) that are designated to be replaced have been replaced by compliant COTS systems. These new systems have been installed, tested, and are operational.

Responsibility/Resources: To carry out this task will, in varying degrees, involve most of the resources associated with IHS’s Year 2000 Program. In particular, the Steering Committee with its Resources Team, the Area Y2K Coordinators with their Area Compliancy Teams will be responsible.

Time Line: In actuality, this task will stretch for a while, but it should be planned and targeted to complete by October 1998.

Dependencies: This task depends crucially on Task [2.7.2] Determine Risks and Priorities since available funds will be the principal constraint. So the replacement work needs to combine available budget(s) with these determinations and replace (or retire) as many non-compliant COTS systems as possible.

7.5.3 Task 3.3 - Renovate RPMS 

Description: For RPMS action has already been taken for sub-task [3.3.1] Obtain Code Analysis Tool for RPMS. This tool RE/2000 needs to used in sub-task  [3.3.2] Apply Code Analysis to RPMS, with appropriate filters to determine where and how much code needs to be dealt with. Then sub-task  [3.3.3] Remediate “flagged” RPMS Code   with the attendant sub-task [3.3.4] Change Files and Databases can be performed for RPMS applications in priority order. Of course, sub-task  [3.3.5] Test Changes is an essential follow up. This could become a resource-intensive task.

Results/Products: All the high priority RPMS applications will have been remediated and tested. All sites will have been notified as to the need to upgrade to these remediated versions of the applications.

Responsibility/Resources: Since RPMS is a centrally developed IHS system the Steering Committee, the Resources Teams (particularly the RPMS team), and any assigned Developers will be responsible.

Time Line: The target should be to renovate RPMS by October 1998. It is likely that not all RPMS applications can be renovated by that time, but that should be the goal. Decisions on schedule and resources can be made then for the lower priority RPMS applications.

Dependencies: The issue of the compliance of RPMS applications is central to IHS. Accordingly it can and has been addressed from the beginning. The RE/2000 code analysis tool has been acquired and used initially. Sub-task [2.8.1] to Determine the Renovation Strategy for RPMS still needs to be carried out explicitly. 

RPMS has a good Y2K compliant internal date representation; the greatest concern is date entry and exchange with other systems. Because of the number of RPMS applications sub-task [2.7.2] to Determine Risks and Priorities is also an important prerequisite to this task since the order in which the applications are renovated is important.

7.5.4 Task 3.4 - Remediate non-RPMS, IHS-developed systems

Description: For systems that IHS has developed, other than RPMS, there may or may not be available tools. RE/2000 will address Mumps coded systems. In any event there is a standard sequence of sub-tasks, namely [3.4.1] Remediate the System Code, [3.4.2] Change Files and Databases, as necessary and then [3.4.3] Test the Changes. These systems will be remediated in priority order.

Results/Products: The higher priority non-RPMS, IHS-developed systems will have been remediated and tested along with the files and databases they use.

Responsibility/Resources: Groups responsible for maintaining these systems take on the Year 2000 compliancy responsibilities. Besides the developer/maintainer the Resource Teams and Area Compliance Teams -- as assigned by the Year 2000 Project Office -- will also be responsible.

Time Line: This work may lag the RPMS work, but can essentially proceed in parallel. It too should aim to finish in October 1998.

Dependencies: This task presupposes two main sub-tasks: [2.8.2] to Determine the Renovation Strategy for Non-RPMS systems and [2.7.2] to Determine Risks and Priorities.

7.5.5 Task 3.5 - Develop and test bridges and filters

Description: Data Exchanges between IHS and other organizations, particularly for financial purposes such as Medicaid, are most important. NIST recommends that four-digit year representation be used. (Bridges/Filters/Interfaces)  When this cannot be coordinated and completed in a timely fashion, bridges can be written to accommodate the transition period. Bridges receive information in one format, modify it, and put it out in another format, such as transforming a 2-digit year date into a 4-digit year date.

Results/Products: Bridges and filter are written and tested, as needed, to insure that external exchanges of date data will work correctly. All such code must be well documented and modularized so that it can eventually be replace.

Responsibility/Resources: Dealing with date data exchanges is pervasive. Accordingly the main Year 2000 Program Team must take responsibility, i.e.,  the Steering Committee with its Resources Teams and the Area Y2K Coordinators with their Area Compliancy Teams.

Time Line: This task can start once the strategies are fixed in Task [2.8]. The target should be to complete this task by July 1998; coordination with organizations external to IHS introduce some uncertainty in estimating the time needed. 

Dependencies: Bridges and filters are a short term solution to the date data exchange issues. Once the remediation and replacement strategies are decided in Task [2.8] work can commence on this task. This task also depends on coordinating with organizations external to IHS with whom date data is exchanged.

7.5.6 Task 3.6 - Revise Validation Strategy

Description: The revised validation strategy sets the stage for Phase 4. It will strongly influence the planned timing of Phase 5 Implementation.

Results/Products: A revised validation strategy, when combined with the implementation plan, should give assurance that -- if successful -- not only will the validated systems be Y2K compliant, but also the key business processes that use these systems will work properly.

Responsibility/Resources: Mitretek has primary responsibility for carrying out this task.

Time Line: This validation strategy should be available by June 1998 so that, to the extent possible, validation can proceed in parallel with some of the renovations.

Dependencies: The revised validation strategy will be based on how changes are to be tested in Sub-tasks [3.2.3], [3.3.5] and [3.4.3]. Of course, it will refine and extend the original validation strategy from sub-task [2.8.3].

7.5.7 Task 3.7 - Develop Implementation Approach

Description: Implementation here means placing renovated and replacement systems into operation. Technical migration and operational control issues are paramount. The new/changed systems must be phased in with continued operations -- and external data exchanges -- the primary consideration.

Results/Products: The Implementation Approach specifies the activities -- and their sequencing -- needed to return a modified system to operational status.

Responsibility/Resources: This is a critically important planning task and should involve the project leadership. Specifically the Steering Committee and the Area Y2K Coordinators are responsible with considerable technical support from the Resource Teams, the Area Compliance Teams, and Mitretek.

Time Line: The current schedule targets May 1998, but July 1998 is more realistic

Dependencies: Essentially this task depends on how well the testing sub-tasks [3.2.3], [3.3.5], [3.4.3], and [3.5] go. At the earliest, the implementation approach can be planned during the first half of these tasks.

7.5.8 Task 3.8 - Update Project Plan (Phases 3, 4, and 5)

Description: The importance of formal implementation schedules for planning resource availability and mitigating risk

Results/Products: This revision of the Project Plan will incorporate the higher levels of the implementation approach and will show how implementation and validation will be coordinated.

Responsibility/Resources: Mitretek will work with the IHS Year 2000 Project Office to develop the next revision of the project plan.

Time Line: The time goal for this version of the project plan is June 1998.

Dependencies: This task will depend, in part, on the preceding task [3.7] to reach a stage suitable for Year 2000 Project Office planning. It will naturally depend on the previous version of the plan [2.8.4] and some of the revised validation strategy [3.6].

7.5.9 Task 3.9 - Develop Contingency Plan for Key Processes

Description: For key processes work-around plans must be developed, documented, tested and made available for use. Dry runs should ensure that plans are well documented and complete. The plans will state what are the (likely) triggering events, i.e., when to put the plan into action.

Results/Products: A Contingency Plan provides for a business process -- and any supporting systems -- to continue to operate in the event of a variety of possible failures. Some processes may have to be performed manually without computer support. The expected level of service should be stated in such cases.

Responsibility/Resources: Contingency plans need to deal with centrally developed system down to key site operations. Therefore the Steering Committee together with the Area Y2K Coordinators have shared responsibilities. Mitretek will provide assistance on form, content, and approach to producing contingency plans.

Time Line: For planning purposes the contingency plans will span 3 months finishing before November 1998. In fact, after implementation and verification (Phases 4 and 5) there is likely to be more effort to develop contingency plans to ensure ongoing -- if skeletal -- operations. These later efforts will likely be in the first half of 1999.

Dependencies: Contingency planning is a corollary of the implementation approach [3.7] and the risks and priorities [2.7.2]. All key business processes must continue to operate in the year 2000. Where any doubt exists about non-compliant key operations a contingency plan is needed.

7.5.10 Task 3.10 - Establish Compliance Policies and Procedures and Practices 

Description: As the planning, changes, acquisitions, and contingencies take shape there is the need to explicitly incorporate important information -- such as internal and external date conventions and new Y2K-compliant acquisition policies.

Results/Products: Explicit statements of new practices, formats, and procedures for IHS that owe their origins to the thrust for Year 2000 compliance. Acquisition policy will certainly change to have explicit Year 2000 compliance language.

Responsibility/Resources: The CIO and the Steering Committee have this responsibility with respect to the Year 2000 issue.

Time Line: A variety of Year 2000 Program activities, particularly [2.6] and [3.5], could generate the need for newly formulated policies and procedures. These will be issued as needed, with the major ones completed before October 1998.

Dependencies: The external data interfaces [3.5] and the newly established Y2K standards [2.6] are obvious prerequisites to this task. Findings during implementation and validation may help to generate additional policies.

8 Validation/Testing Phase

8.1  Validation/Testing Phase Objectives

IHS recognizes that validation/testing is perhaps the most critical phase of the entire compliance project and requires the most resources and longest period of time for comprehensive execution. The objective of the validation/testing phase is to ensure that all converted or replaced system components will operate error free and will provide the same functionality, reliability, and availability that were provided before the Year 2000 conversions or replacements were made. Validation/testing will uncover errors introduced during the renovation phase, validate Year 2000 compliance, and verify operational readiness.

8.2  Validation/Testing Organizational Responsibilities

8.2.1 IHS CIO

The IHS CIO is responsible for developing an overall test philosophy and a master test plan, providing support for the identification of validation/testing resources, monitoring overall validation/testing activities within the organization, and providing top-level validation/testing guidance for all categories of IHS system products. In addition, the Team Leader, RPMS Year 2000 Compliance Team is tasked guiding test activities specifically for the RPMS application suite. The Team Leader, RPMS Year 2000 Compliance Team, is responsible to certify RPMS software.

8.2.2 Area ISCs

Area ISCs are responsible for formulating and overseeing validation/testing activities within their area, reporting on validation/testing progress and status, interacting with their Area counterparts to share validation/testing information, and certifying Year 2000 compliance at the system product level.

8.2.3 Health Care Facility Management

Health care facility personnel are responsible for developing detailed test plans and procedures for systems within their area, executing validation/testing plans and procedures, and documenting and reporting test results for the Area ISCs. 

8.2.4 Other Organizations

Other IHS organizational elements may be involved in validation/testing activities for various categories of IHS system products, and for providing guidance and feedback within their organizations on Year 2000 compliance issues that arise during the validation/testing process.

8.3  Validation/Testing Schedule (Status) and Description of Principal Activities

Year 2000 validation/testing is considered by the IHS CIO as spanning the entire process of compliance, from problem awareness and assessment through implementation. In the assessment phase, IHS is establishing an overall validation/testing strategy, defining top-level validation/testing requirements, assessing applications and system products to determine where and how test resources must be applied, and preparing guidelines for field organizations to develop detailed test plans and procedures. The IHS Year 2000 Project Office is developing a Year 2000 Master Test Plan (MTP) to support IHS organizations in their development of more detailed Year 2000 test plans that are specific to their needs. The MTP provides overall strategy, guidance, support and recommendations for establishing organizational test plans, and for conducting the validation/testing phase (e.g. compliance statement, test approaches, testing methodology, conducting tests, suggested test dates, checklists, additional sources of information, acronyms and terminology). 

In subsequent compliance phases, unit testing will be accomplished during renovation; integration testing, regression testing, performance testing, stress testing, forward and backward time testing, and system testing during validation; and operational/final acceptance testing during implementation. Validation/testing is an ongoing activity that requires comprehensive planning. Test planning lays out the tasks, resources, methods, test results, schedules, responsibilities, risks, and assumptions in test execution. The critical nature of this planning activity must be communicated to the field organizations.

There are a number of test planning activities that will be coordinated by the Year 2000 Project Office to provide guidance and structure to field validation/testing activities. These activities are primarily the responsibility of the Area ISC and include:

· Establishing test requirements for renovated applications. Definition of test requirements are based primarily on the type of renovation method used (examples are expanding the year field to four digits, using a 100 year logic window, employing a data bridge that uses a logic window, reversing the system clock and using a 28 year time bridge (encapsulation), or replacing or retiring the system). This is a critical part of the overall validation/testing process.

· Selecting an optimum test environment - The results of the impact assessment for IHS system products will influence the ultimate selection of a test environment, including the selection of automated testing tools and other required resources. The test facilities and environment must be acquired, established, or developed to minimize conflicts with production system requirements. Multiple test environments for RPMS Class I applications exist and will be used. The test environment will include prioritization mechanisms, crossover data, and rollover data. IHS recognizes that test scripts and scenarios provide a reasonable, repeatable way to stress test systems with various problem dates.

· Test plans and procedures guidelines (by IHS system product category) - The Year 2000 Project Office will develop and distribute test plan and procedure guidelines for field organizations.

· Identification and coordination with potential test sites – The Area ISC and area health care facility managers will identify potential test locations for various system products, analyze the resource requirements, and coordinate with internal organizations for scheduling and use of test locations.

· Defining test acceptance criteria (exit criteria checklist) – The Area ISC will also develop a set of test acceptance criteria to insure verification of the system product’s ability to process dates before and after the transition to the Year 2000. The Year 2000 Project Office will provide technical support in this activity.

· Establishing standards for documenting test results – The Year 2000 Project Office will establish IHS standards for use by Area ISCs in documenting and reporting test results, including a mechanism for feeding back test outcomes into renovation activities. System products that pass the validation/testing process will be certified as Year 2000 compliant and copies of the certification will be delivered to the IHS Year 2000 Project Office.

8.4  Independent Verification & Validation

8.4.1 Introduction

Independent Verification & Validation (IV&V) for IHS is a software engineering activity focused on evaluating software to determine its conformance with stated requirements. In the context of the IHS Year 2000 (Y2K) effort, IV&V will conduct evaluations of two software efforts:

· The renovation of applications of the Resource and Patient Management System (RPMS)

· The conversion of six applications at the IHS data center to an Informix database

The purpose of IV&V is to reduce the risk of software failure and thus increase the probability of the Y2K project’s success. IV&V will conduct reviews and perform tests to detect defects at different stages in the software development process. Since IV&V will be performed in parallel with ongoing renovation and conversion efforts, IV&V should detect risks and defects early enough to take mitigating actions.

IV&V is “independent” in three primary ways, namely, managerial, technical, and financial. Managerially IV&V will have a reporting path to the IHS Y2K Project Office that is independent of the software renovation and conversion teams. Technically the IV&V activity involves planning, prioritizing, and conducting its own efforts employing a special test environment. Financially IV&V will be allocated an independent budget that is not affected by the budget and shifting priorities of the rest of the IHS Y2K Compliance Project.
8.4.2 RPMS Renovation

RPMS applications will be made Y2K compliant by passing successively through the stages of assessment, renovation, unit testing, validation, Beta testing, and implementation. The IV&V Contractor has sole responsibility for the validation phase. In addition, the IV&V Contractor -- by means of selective reviews -- will  perform quality checks on how well the other phases are carried out. After IHS has renovated and unit tested an RPMS application, the IV&V Contractor will validate whether or not the renovated application is Y2K compliant by testing it against a set of Year 2000 date data. The IV&V Contractor will also examine test results, read source code, and conduct the testing in a special RPMS test environment. 

Verification and validation involves checking software against stated requirements. For the Year 2000 Project, the IV&V Contractor will test RPMS applications for Y2K Compliance against the stated requirements to correctly process a range of date data. The IV&V Contractor will not test the correctness of any functional additions or modifications to the RPMS applications. These functional changes, addressed by some ongoing Alpha and Beta versions, have requirements at varying levels of formality and are separate from the Year 2000 issue.

Following established IHS procedures, after IV&V Validation Testing is completed a renovated RPMS application will be Beta-tested at several sites before the validated Year 2000 Compliant application is made available for IHS-wide distribution. Area compliance teams will oversee and help carry out installation and implementation of validated Year 2000 Compliant applications in RPMS.
8.4.3 Data Center Conversion

Six important applications, namely Out Patient, In Patient, Contract Health, Central Patient Registration, Stores, and NECOP, are being converted at the Data Center from a mainframe environment to an Informix database in a client-server environment. Since Informix and its date functions are Y2K compliant, IHS plans to use the conversion effort as an opportunity to also achieve Y2K compliance for these six applications. To this end IHS will follow some specific design and coding standards. These design and coding standards: (i) restrict date usage to Informix date functions, (ii) require that the conversion of historical date data be to Y2K compliant date fields, and (iii) require that all external data exchanges with the converted applications preserve Y2K compliance (e.g., by using correctly functioning bridge software). The IV&V Contractor will verify that the design and coding standards suffice for Y2K compliance and will check, by means of code reviews and inspections, that these standards are followed.

8.4.4 Domain

The domain of the IV&V includes the following:

· RPMS

· Applications selected for renovation by the Y2K Project Office

· Data Center Conversion 

· Out Patient

· In Patient

· Contract Health

· Central Patient Registration

· Stores

· NECOP

8.4.5 Tasks

The following is an explicit Statement of Work (SOW) consisting of a list of seven tasks for the IV&V Contractor. The SOW task format is to underscore a concise statement of each task followed by text that describes the task more fully.

1. The IV&V Contractor will develop and document plans for IV&V. 

These plans will cover the requirements, objectives, resources, and a special RPMS test facility. These plans will include a schedule that is coordinated with the RPMS renovation schedule and with the Informix Data Center conversion schedule. The IV&V Contractor will update and revise the plans and schedule, as needed, to keep them current and coordinated with any revisions to the RPMS renovation schedule or to the Informix data center conversion schedule. These plans will describe the process, methods, and tests to be used to check on Y2K compliance.

2. The IV&V Contractor will provide monthly and quarterly reports to IHS’s Y2K Project Office in a format to be agreed upon. 

For the benefit of the IHS Y2K Project Office, the IV&V Contractor will maintain an up-to-date inventory list of RPMS applications. This inventory will report for each RPMS application its renovation priority (Level I, II, or III) and ranking and its current status with respect to progress through the renovation-validation-implementation process that will establish Year 2000 compliance. This task assumes that the IHS software team will regularly communicate Y2K status changes for RPMS applications to the IV&V Contractor.

3. The IV&V Contractor will establish and use a special RPMS test environment. 

The RPMS test environment will allow data files to be “aged” and renovated applications to be tested extensively for proper handling of potential date problems (given in Appendix D of IHS’s RPMS Year 2000 Compliance Plan). With IHS’s approval, the RE/2000 tool will be a part of this RPMS test environment. This tool will allow the IV&V Contractor to selectively check renovated RPMS applications (using the search criteria given in Appendix F of IHS’s RPMS Year 2000 Compliance Plan).

4. The IV&V Contractor will conduct Y2K validation tests on renovated RPMS applications and capture the results. 

The IV&V Contractor can assume that the RPMS Y2K Software Team will submit renovated RPMS applications accompanied by testing evidence. This testing evidence will include documentation of what code has been changed, of test results that show renovation was successful, and of how the RE/2000 tool was used. (Guidelines for use of the RE/2000 tool are provided in the Assessment Procedures in Appendix B and the Compliance Checklist in Appendix C of IHS’s RPMS Year 2000 Compliance Plan). The IV&V Contractor will carry out the planned process, methods, and tests to check on Y2K compliance. (See SOW task #1 above.)   The IV&V Contractor will capture the results of the validation tests and indicate where there is conformance to established evaluation criteria and where defects have been detected. It is assumed that software with defects will be fixed and unit tested by the Software Team and made available to the IV&V Contractor for retesting.

5. The IV&V Contractor will conduct quality reviews during RPMS renovation 

The work of RPMS renovation and of IV&V should jointly contribute to the goal of achieving Y2K compliance. To this end, the IV&V Contractor will perform quality reviews as RPMS applications undergo their assessment, renovation, and unit testing phases. These quality reviews aim to isolate any problems or oversights as early as possible in the process in order to limit the amount of rework. That is, the IV&V Contractor, acting on behalf of IHS Y2K Project Office, will work to reduce risks.

6. The IV&V Contractor will validate the Informix conversion of six applications using testing, reviews, and inspections.  

The IV&V Contractor will review the Data Center conversion design and coding standards to ensure that, if adhered to, the code would be Y2K compliant. The IV&V Contractor will also conduct code reviews and inspections to verify that the approved standards are strictly followed. In addition, the IV&V Contractor will validate that the conversion of historical date data will be to Y2K compliant date fields. The IV&V Contractor will also validate that all external data exchanges with the converted applications preserve Y2K compliance. Where appropriate, the template for Data Interfaces in Appendix E of IHS’s RPMS Year 2000 Compliance Plan will be used. There will not be a separate test facility to check Y2K compliance of the Data Center conversion; the IV&V Contractor will use the same facility. The IV&V Contractor will co-ordinate its reviews and inspections with the conversion effort.

7. The IV&V Contractor will document -- and track -- all defects and discrepancies discovered during its validation work. 

The IV&V Contractor will maintain a Software Problem Report information system to track the status -- and eventual resolution -- of all discovered defects and discrepancies. Generally, applications with discovered defects will be returned by the IV&V Contractor for further renovation.

8.5  Validation/Testing Phase Cost Monitoring

Costs of validation and testing will be collected at the IHS CIO and Area level and reported to the Year 2000 Project Office monthly.

8.6 Validation/Testing Phase Tasks

The detailed project management chart is in Appendix.

8.6.1 Task 4.1- Perform Validation Test Planning for RPMS 

Description: Validation testing is not just that the changed or new system works properly; validation testing, in particular, confirms that the system will work properly on the important Year 2000 dates. To perform this task RPMS is a crucial special case. So, there are sub-tasks to [4.1.1] Develop Validation Test Plans for RPMS  and [4.1.2] Establish a Test Environment  for RPMS and related systems. The main sub-task for validation is to  [4.1.3]  Determine How to “Age” Files in Testing and to capture and analyze the results  [4.1.4] Establish a Test Tracking Mechanism.

Results/Products: Plans for testing all key systems (i.e., those support key business processes) for the essential dates in question including the transition to January 1, 2000 and the leap year date February 29, 2000. The validation also addresses the larger issue of the containing business processes operating properly.

Responsibility/Resources: Mitretek will be responsible for validation test planning and will coordinate with the Steering Committee and the Area Y2K Coordinators as appropriate.

Time Line: Validation test planning is targeted for completion in June 1998, but July or August 1998 is more realistic.

Dependencies: Validation planning depends principally on the validation strategy [2.8.3] in can proceed in parallel -- while lagging the testing of changed and new systems.

8.6.2 Task 4.2 - Perform Validation Testing on RPMS 

Description: After planning validation testing for all RPMS applications that are remediated,  there are four major sub-tasks, namely, [4.2.1] Conduct Validation Testing   [4.2.2] Conduct Data Exchange Testing,  [4.2.3] Correct Malfunctioning Code, and  [4.2.4]  Conduct Regression Testing. This testing involves the special Year 2000 dates and the business processes of the systems that depend upon them.

Results/Products: The validation test results for all remediated RPMS applications will be captured by the test tracking mechanism [4.1.4].

Responsibility/Resources: The Area Compliancy Teams and the Resource Teams will be responsible, along with Mitretek, for carrying out the test planned in [4.1]

Time Line: This testing is important (and can be somewhat tricky). Three months is allocated to the task with completion before December 1998.

Dependencies: This task depends directly on Task [4.1] Perform Validation Test Planning (for RPMS)

8.6.3 Task 4.3 - Perform Validation Testing of non-RPMS systems

Description: This testing is to validate the correctness -- particularly for the important Year 2000 dates -- of all non-RPMS systems and data exchanges that were changed. The operation of key business processes is also tested.

Results/Products: Testing results that validate (or show the deficiencies) of changed, non-RPMS systems will be saved and documented.

Responsibility/Resources: The Area Compliancy Teams and the Resource Teams will be responsible plus, most likely, an outside contractor to carry out the tests planned in [4.1]

Time Line: Four months is allocated to the task with completion before December 1998.

Dependencies: This task depends primarily on the revised validation strategy [3.6]

8.6.4 Task 4.4 - Perform Validation Testing of Embedded Systems

Description: Embedded systems, particularly medical devices, are essential to IHS. In most cases, this means checking with device vendors for Y2K compliance and -- where a device is not compliant -- replacing it with a functional equivalent that is. Clearly this task depends crucially on information, availability, and funds.

Results/Products: A list of all embedded systems from the inventory and their Y2K compliance status will be maintained. 

Responsibility/Resources: The embedded systems Resource Team has main responsibility. It will also give directives to the Area Compliance Teams and, as needed, outside contractors.

Time Line: Four months is allocated to the task with completion before December 1998

Dependencies: This task depends primarily on the revised validation strategy [3.6] as well as the Vendor Compliancy List [2.2].

9 Implementation Phase

9.1  Implementation Phase Objectives

Once affected IHS system products have been renovated and have undergone the initial steps in the validation/testing phase, they must be implemented in the field. This phase requires final acceptance testing in the field to ensure that all system components perform adequately. It also requires that all data interface/bridging issues be satisfied so that the risk of non-conforming data is minimized, and that procedures are in place to handle any remaining data conversion issues. IHS' primary objectives in this phase are to adequately handle all transition and interface issues as systems are brought back into a full-scale production environment while executing change control, back-up, disaster recovery, and contingency plans as required to ensure that implementation is basically risk free.

9.2  Implementation Phase Organizational Responsibilities

9.2.1 IHS CIO

The IHS CIO is responsible for issuing guidance on data exchange issues, developing disaster recovery and contingency planning guidelines, developing configuration management guidelines, maintaining user awareness, and providing a feedback and information dissemination mechanism for IHS-wide organizations. Through the Project Office, the IHS CIO is responsible for coordinating and managing all implementation activities. The implementation of the RPMS conversion is the responsibility of the Team Leader, RPMS Year 2000 Compliance Team through monitoring, certification, and synchronized scheduling.
9.2.2 Area ISCs

Each Area ISC has ultimate responsibility for executing their individual implementation plans, establishing a transition environment that is conducive to implementing renovated and validated system products, resolving all data interface and data exchange issues, completing and approving acceptance testing activities, and implementing back-up plans if required. Area ISCs provide feedback to the IHS CIO on the results of implementation activities so that Areas benefit from the outcomes of each other’s compliance activities. Area ISCs also are responsible for certifying final Year 2000 compliance. Area ISCs will insure that all sites have the most current version of all RPMS applications installed. The Team Leader, RPMS Year 2000 Compliance Team will provide the list of the most current version for each RPMS application.

9.2.3 Health Care Facility Management 

Individual units in the medical facilities and other affected IHS facilities are responsible for conducting integration and acceptance testing, and integrating converted and replaced systems and related databases into their production environments. Medical facility management must also tailor disaster recovery, contingency, and other back up plans to their own system product environment and be prepared to execute these plans, as required.

9.2.4 Other Organizations

Other IHS organizations are primarily responsible for conveying Year 2000 implementation results and awareness to their staff, and supporting implementation activities that directly affect their own operations. This includes coordination relative to data conversion, data interface, or other data exchange issues.

9.3  Implementation Phase Schedule (Status) and Description of Principal Activities

In the area of software applications, the following implementation phase activities will be conducted:

· Implementation scheduling issues. At this time, it is expected that renovated releases of RPMS software applications, NPIRS, and other major software applications will be implemented as part of the steady stream of maintenance and enhancement releases commonly occurring in most applications. Renovation activity that requires integration testing and release with other applications, or with other renovated information systems, will be coordinated closely with the appropriate offices.

· Transition environment and procedures. RPMS renovations will be monitored and implemented in several controlled and live test environments prior to release nationwide. These test environments will serve to test successful transitions in each application to ensure backward and forward compatibility with surrounding applications. Gradual transition from non-compliant to compliant status of each of the applications through package releases will be planned to reduce the impact of the changeovers. Transition impacts for other software system products will be managed through interaction with the system owner or responsible office.

· Data conversion/bridging issues. All RPMS data structures are expected to be VA File Manager-compatible. This expectation imposes specific data formats, usage practices, and the requirement to document exceptions and impacts.

· Minimizing conflicts with ongoing systems development and production. Where possible, impact analysis and renovation of software applications will be performed by system developers intimate with the product line. To minimize impact on ongoing workload, outsourcing of renovation activity will be considered providing it does not impose risks to the success of the transition project or surrounding workload.

· End user training and awareness. Renovation work in RPMS and other software applications having operational impact on the user community will be published through appropriate inter-office communications or written and/or electronic documentation. 

· Configuration management/change control. RPMS releases are closely tracked and documented via established naming, numbering, sequencing, and release procedures required for use by all developers. Every release, regardless of the vehicle, can be traced by delivery date, source, owner, interfaces affected, revision description, and recipient, through a variety of national tracking and reporting vehicles. Neither configuration management nor change control issues are expected to arise due to pre-existing policies and procedures.

· Contingency plans. Each software application will be assessed based on its relative priority and the ability of the organization to renovate before the earliest critical date failure threshold. If renovation work is not expected to be completed before the critical date failure threshold, contingency plans will be developed to provide workarounds where possible and the priority of the project will be reassessed.

Hardware system changes in each of the system product categories will be planned and monitored like the software systems, but implementation activities will be specific to the category and type of system product. During implementation of hardware changes, there will be schedules, transition plans, database conversion, data archive, configuration control, and contingency planning issues to address since many of the hardware systems are linked into networks and databases. In addition, biomedical and facility systems present unique challenges in their interface to software applications, the need for medical staff awareness and training, and the public’s perception of potential Year 2000 problems.

The approach to each particular hardware system product may turn out to be straightforward, but the sheer number, diversity, and geographical dispersion of hardware system products will add to the complexity of implementing fixes. Many of IHS' hardware systems currently in use today - elevators, security systems, lighting controls, environmental controls, and laboratory control systems - will still be in use in 2000. The older systems are more likely to have embedded date problems and may contribute to an increased probability of a technical problem or failure. To reduce this probability, the Biomedical Equipment Team, the Facilities Related Systems and Equipment Team and the Area ISCs will publish guidance for IHS field units in the form of implementation guidelines for such hardware products as fax machines, personal computers, elevator controls, embedded computers in biomedical instruments, HVAC system controls, phone systems and switches, communication networks, point-of-sale devices, and others as required.

9.4  Implementation Phase Cost Monitoring

Costs of implementation will be collected at the IHS CIO and Area level and reported to the Year 2000 Project Office monthly.

9.5  Implementation Phase Feedback of Implementation Results to Renovation and Testing Activities

The process of implementation will occur in stages and will undoubtedly raise management and technical issues as compliance problems and anomalies are uncovered. IHS believes that it is critical to analyze and resolve these issues and to feed the results of these analyses back into ongoing renovation and testing activities. A mechanism to do this, relying heavily on use of the IHS Intranet Year 2000 home page will be developed and implemented as part of the final Year 2000 Compliance Plan. The Team Leader, RPMS Year 2000 Compliance Team, will monitor post-implementation activity in RPMS applications to determine latent or newly introduced Year 2000 problems in software.
9.6  Implementation Phase Tasks

The detailed project management chart is in Appendix ?.

9.6.1 Task 5.1 - Implement Replaced or Converted Systems 

Description: Implementation here means those activities needed to establish the production environment incorporating all changes that have been made. Data exchanges and interfaces must be checked out as well as all “changed” systems.

Results/Products: Confirmation by system “owners”, Area Y2K Coordinators, and the Steering Committee that full operations has been established after making -- and testing -- all the Y2K-related changes.

Responsibility/Resources: The Area Compliance Teams, along with the Resource Team, have the main responsibility here. The Steering Committee will oversee -- and direct where needed -- this important “closure” task.

Time Line: Five months is allotted with completion in December 1998

Dependencies: This task depends principally on task [3.7]. It can proceed partially in parallel with the validation testing.

9.6.2 Tasks 5.2 - Test the Archiving, Backup, and Recovery Systems and Procedures

Description: Systems and processes throughout IHS must be archived and backed-up so that no essential information is lost. All such systems with their associated procedures must be thoroughly checked out.

Results/Products: Documentation and confirmation that all key information has been saved and that recovery procedures work and have been practiced.

Responsibility/Resources: The Area Compliance Teams, along with the Resource Team, have the responsibility here.

Time Line: Three months is allocated to the task with completion before December 1998

Dependencies: With some lag, this can proceed in parallel with the validation testing. These systems already exist; they need to be modified and thoroughly checked out.

9.6.3 Task 5.3 - Manage the Project’s Time Buffer 

Description: A block of three months has been reserved in this “time buffer” representing January, February, and March 1999. If -- and as -- other project tasks take longer than originally planned, then additional time can be allocated from this buffer. Because there is an ultimate time deadline for all Year 2000 projects, this project will mange being “on time”, in part, by managing this time buffer. [Note: in planning the other tasks, they were “squeezed” somewhat in allocated time. It is expected that, on average, about 1/2 of the tasks will need a little more time to complete.]

Results/Products: The amount of time allocated from or “eaten into” the time buffer will be visible to all. The rate of eating into the time buffer should not exceed the rate of progress against the current schedule. If it does, then an on-time finish (i.e., by March 31, 1999) is in jeopardy. Using a time buffer gives an early indicator (warning) system for a possible schedule slip -- early enough to take corrective, expediting action.

Responsibility/Resources: The CIO, the Steering Committee, and the Area Y2K Coordinators are responsible for this task. Mitretek will provide technical advice and suggestions.

Time Line: Using a time buffer gives an early indicator (warning) system for a possible schedule slip -- early enough to take corrective, expediting action.

Dependencies: This is not a dependent task; rather it is a strategy for managing the most limiting resource: time.

10 Addressing Legal, Liability, Certification, and Related Policy Issues

In parallel with the development of this compliance plan, we are addressing and assessing the range of legal and contractual issues that arise as Year 2000 compliance is sought for IHS system products. The General Services Administration (GSA) is posting guidance on their Year 2000 Internet home page, and the Federal Acquisition Regulation (FAR) has been amended to include Year 2000 compliance definition and rulings. The Project Office, in consultation with the IHS General Counsel, will provide guidance and recommendations to IHS field organizations regarding complex questions in IHS-vendor relationships (e.g. software licensing and maintenance agreements, software ownership questions, manufacturers’ warranties, disclosure requirements, Year 2000 compliance certification, and various liability issues). These are complex policy issues that will require the involvement of contracting, legal, and administrative organizations within the IHS.
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