Sample Confidentiality and Participant Protection Plan
1.  Protection from Potential Risks
a. Identify and describe any foreseeable physical, medical, psychological and social, legal or other risks or adverse affects.

No foreseeable medical or physical risks are anticipated due to participation in the [insert name of your project or program] or the evaluation activities.  Our assessment includes [include brief overview of data to be gathered. This varies by demonstration project for which you will apply.].  This information will alert staff to any potential health problems the participants may have to make relevant referrals and assure the monitoring of compliance for on-going medical conditions.
There is the possibility that participants may experience [insert possible discomforts/risks] in the process of [describe procedure(s). This varies by demonstration project for which you will apply.]. There also is the possibility that participants may be stigmatized for their participation in the program, by being labeled a diabetic.
      Disclosures or evidence of physical and/or sexual abuse of minor children, elder abuse or other crimes against a person place the participant at potential legal risk as all staff (program or evaluation) are required by law to report such crimes. Additionally, participating in the evaluation, particularly [insert brief reference to process/outcome measures] may result in program staff bias toward a study participant.
Within the context of the prevention/treatment process, participants will often deal with [describe nature of educational materials and intervention procedures] that may trigger acute stress and that dealing with such feelings may trigger emotional reactions.  The staff will process these feelings with the participant after all intense sessions until the s/he has stabilized. All participants will be made aware of the procedure for contacting the Project/Clinical Director during off hours.

b. Describe the procedures that will be followed to minimize or protect participants against potential risks, including risks to confidentiality.

Protection of the participants will also be insured through informed notification of the applicable laws related to mandatory disclosure at time of intake through an informed notice and the consent to participate in the program and consent for evaluation which each participant reads, signs and receives a copy of prior to inclusion. Examples of informed notification and consent statements will be developed through a collaborative process in our first planning year. These statements inform participants of their rights including either terminating services at any time, revoking consents, filing grievances, and/or not consenting to follow-up evaluation interviews. 

Informed consent and staff adherence to federal confidentiality regulations in compliance with 42 CFR Part 2 and HIPAA, will be the primary means for minimizing risk to participants. All staff are required to attend training in Confidentiality and Ethics upon hire and annually thereafter.  Generally information will not be released from the program staff to persons outside the program without valid and appropriate Releases of Information signed by the participant, unless otherwise specified through 42 CFR.  While in the program participant’s right to privacy will be protected by not having any names appear on any information used in preparing program reports. A code number will be assigned, protecting against individual identification. Further, information about participants will be aggregated, precluding identification of any individual case.

Within the evaluation, data management will be conducted by staff who work for the Coordinating Center of the Competitive Grants Program of Indian Health Service’s National Diabetes Program.  All Coordinating Center staff and consultants will be required to sign a confidentiality statement as a condition of employment, which is reviewed annually. The importance of confidentiality will be emphasized in training and breaking confidentiality is grounds for immediate dismissal. The data acquired as part of the process and outcome evaluation will be, in most cases, only available on electronic media, making improper acquisition of the data difficult.  All data files (e.g., a contact database, assessment database, tracking file) will be protected by password. Both the local program and the Coordinating Center will maintain several locked rooms with locked filing cabinets in which to store paper copies of such identifying information: access will be restricted to those directly involved in the given evaluation/research project. Names or identifying characteristics will not be used, but rather identified by unique, numeric codes.  

Evaluation results are provided to the program staff in aggregate rather than by individual. Additionally, participation in evaluation activities is not mandatory to receive services. Participants may revoke their participation in evaluation at any time with written notification or may verbally indicate the desire not to answer any questions which make them uncomfortable. 

Procedures for minimization or protection includes: informed consent procedures that include the right to stop participation at any time. Additionally, all participant data obtained will be kept confidential. All program files will be kept in locked files accessible only by authorized staff. At time of employment, all staff are required to sign a confidentiality statement. All evaluation data will be entered into a computerized data system by an ID code and, after verification, shredded. Access to computer files will be by specific permissions, though passwords, given only by the Program Director or Project/Clinical Director. Code Books and unverified data will be kept in a locked cabinet in a locked office.

[Insert name of your program] and all other program components associated with this Competitive Grants Program, strictly observe the confidentiality of all participants. [Insert name of your program] supports and agrees to maintain the confidentiality of participant data in accordance with the 42 CFR, Part 2.

c. Identify plans to provide guidance and assistance in the event there are adverse effects to participants.

As mentioned above, participants will have access to the Project Director to discuss any issues that may arise in the course of the prevention/treatment activities. In addition, staff will be trained and provided a list of other health services available in the community, which can be used in cases where the participant would feel more comfortable having their issues addressed outside the program. Participants in crisis will have access to the Project Director or his/her designee by cell phone 24 hours a day. The clinical staff will process with the participant after sessions to assure the person is stable and clear regarding the next step in the process.  If a participant becomes seriously distressed during services (e.g., cries uncontrollably and cannot regain control, becomes uncontrollably angry), the services will be terminated and redirected to crisis management and referred to appropriate care. Staff will be thoroughly trained in emergency procedures aimed at insuring the safety of the participant and the staff. Furthermore, participants showing any signs of distress during or after services will be re-contacted within 48 hours by the interviewer to follow up and provide referral assistance as needed.

Additionally, participants are encouraged to provide feedback to program/evaluation staff about the program’s impact.  This is made possible at participants exit from program services.  Further participants have the right at any time to file a formal grievance with [insert name of parent program – either “Special Diabetes Program for Indians Competitive Grant Program – CVD Risk Reduction Demonstration Project” or “Special Diabetes Program for Indians Competitive Grant Program – Primary Prevention of Diabetes  Demonstration Project”  ]. The program’s informed consent informs participants of this right.  

d. Where appropriate, describe alternative treatments and procedures that may be beneficial to the participants.  If other alternative treatments will not be used, provide the reasons for not using them.  

2.
Fair Selection of Participants
a.   Describe the target population for the proposed project.  Include age, gender, and racial/ethnic background.  

The target population will include [insert description of target population, defined in terms of qualifying characteristics such as age, tribal membership, risk, etc.] Current estimates of the project eligible population are [insert number and source of such information]. Through this program we plan to serve [insert number] of participants per year, for a total of [insert number] over the life of this project.  We will not serve [insert descriptions of vulnerable populations not included such as the homeless, youth, pregnant women, incarcerated individuals, individuals who, by provider judgment, are actively involved in alcohol or substance abuse, or individuals suffering from End Stage Renal Disease].

b.   Explain the reasons for including or excluding participants

Consistent with the requirements of the Competitive Grants Program, we have targeted tribal members and IHS-service eligible adults. There will be no exclusions based on gender or orientation.  However as this is an adult service, age exclusions do apply to all those under 18 years of age. Additional exclusions relate to program limitations in serving persons with severe mental health conditions (un-stabilized schizophrenia or bipolar disorder, psychoses) or medical conditions requiring extensive medical care or which render the participant unable to maintain basic care independently or unable to process information.  Such persons will be referred to mental health providers or assisted living care. Individuals actively involved in alcohol and/or substance abuse typically are unable to participate effectively in the intensive educational sessions or to adhere to other, related program requirements. 
c. Explain how you will recruit and select participants. Identify who will select participants.

We will employ a variety of techniques to reach our target number and achieve high utilization of services. Examples include [insert description of these techniques, e.g., PSAs, press releases, newspaper ads, brochures, newsletters, community service agency staff meetings].

Outreach will be ongoing. Outreach will target organizations and institutions that already have significant contact with project eligible participants, including but not limited to [provide specific examples].  Outreach will entail presentations at [inset examples of provider gatherings, conferences], distribution of brochures, and local media advertisement (radio, paper, and newsletters).  
3.
Absence of Coercion
a. Explain if participation in the project is voluntary or required.  Identify possible reasons why it may be required, for example, if court orders may require people to participate in the program.

Participation and continuation in the [insert your program name] will be voluntary.  The consent form indicates the participant may choose to stop his/her participation in the prevention/treatment activities at any time.
b. Explain if the project plans to pay participants, state how participants will be awarded money or gifts.

Either [No compensation is given to participants for participation in the program.] OR  [Participants will be given a $(enter estimated amount and type of compensation) incentive in the form of cash or gift certificates (for grocery stores, fast food establishments, multipurpose stores, gas cards or phone cards) for participation.]
c. State how volunteer participants will be told that they may receive services even if they do not participate in the project.

The consent will clearly state that involvement in the program is completely voluntary and that refusal to take part does not in any way exclude them from participation in services provided by the parent agency.
4.
Data Collection
a. Identify from whom data will be collected.  Describe the data collection procedures and specify the sources for obtaining data (questionnaires, observations etc.).  Where data are to be collected through observational techniques, questionnaires, interviews or other direct means, describe the data collection setting.

[This section varies depending upon the area of emphasis – e.g., primary prevention of diabetes or cardiovascular disease risk reduction. Thus the response should be tailored accordingly.] 
[For the primary prevention of diabetes, describe the means for obtaining baseline and yearly OGTT, weight, height, BMI, waist circumference, waist-hip ratio, assessment of participation in physical activity, body fat measurement, blood pressure, lipid panel, knowledge of diabetes and its prevention, barriers and challenges to participation, food intake/exercise journals.]
[For cardiovascular disease risk reduction, describe the means for obtaining baseline and quarterly A1C, blood pressure, lipid levels, weight, height, BMI, waist circumference, waist-hip ratio, liver/kidney function testing, smoking status, assessment of participation in physical activity, body fat measurement, knowledge of cardiovascular disease and its prevention, barriers and challenges to participation, food intake/exercise journals.]
b. Identify what type of specimens (urine, blood) will be used, if any.  State if the material will be used just for evaluation or if other use(s) will be made.  Also, if needed, describe how the material will be monitored to ensure the safety of participants.

[This section varies depending upon the area of emphasis – e.g., primary prevention of diabetes or cardiovascular disease risk reduction. Thus the response should be tailored accordingly. Answer this question referring to the data noted under 4a above.] 
5.
Privacy and Confidentiality
a. Explain how privacy and confidentiality will be ensured.  Include who will collect data and how it will be collected.

As indicated, data is collected by self-report and program staff interview.  The data collected by provider staff may be entered directly into the MIS, submitted by paper or teleformed to the Coordinating Center.  Data submitted by paper (submitted by staff or self report) will be entered into the database by data staff.  After entry, all paper data will be placed in a locked cabinet at the program and forwarded weekly by the local data coordinator to the Coordinating Center.   All participant data obtained will be kept confidential in accordance with the provisions of title 42 Code of Federal Regulations and HIPAA.  All paper copies of program files will be kept in locked files, in locked rooms only accessible by authorized staff. All staff are required at the time of employment to sign a confidentiality and ethics statement and after verification will be destroyed.

All evaluation data will be entered into a computerized data system by an ID code.  Access to computer files will be by specific permissions of the Director of the Coordinating Center.  Code Books and unverified data will be kept in separate locked cabinets in a locked office.

d. Describe:
i. How data collection instruments will be used.

Data collection instruments and processes will be used to provide descriptions of persons served through the project, services provided, to monitor quality of care and outcomes, and to indicate areas of program improvement.  All these results will be provided in the aggregate to avoid identification of any one participant.  Analyses will not be conducted when there are not sufficient cases to assure confidentiality or when characteristics clearly identify a particular participant.

ii. Where data will be stored; Who will or will not have access to information; How the identity of participants will be kept private, for example, through the use of a coding system on data records, limiting access to records, or storing identifiers

All data used for purposes of evaluation will be maintained in a computerized data system by a unique ID on a secured and firewall protected server located at the Coordinating Center.  Access to computer files will be specified by permissions and through passwords given only by the Coordinating Center Director. Code books and unentered or unverified paper data will be kept in separate locked cabinets in locked offices. No program or evaluation reports will include any identifying information on participants and no participant specific information will be released without written permission of the participant, with the exception of certain cases required by law and described to the participant in the informed consent (suspected child abuse, serious threat to harm oneself or another person, valid medical emergency, elder abuse or valid court order). 

All participant data obtained will be kept confidential in accordance with the provisions of title 42 Code of Federal Regulations and HIPAA.  
6.
Adequate Consent Procedures
a. List what information will be given to people who participate in the project, include the type and purpose of their participation.   Identify the data that will be collected, how the data will be used and how you will keep the data private.
All consents will be written. The consent to participate in the [insert name of your program] will be signed by participants at intake and will fully describe the program services including possible risks and plans to protect participants from these risks.  Additionally it will indicate their right to leave the project at any time.

The consent to evaluation also signed by participants at intake will fully describe the data to be collected, how the data will be used, and how the data will be kept private.  Additionally it will indicate their right to not participate in project activities, but still be eligible for program services.

b. Explain how consent will be elicited for youth, the elderly, people with limited reading skills, and people who do not use English as their first language.
To assure there are no issues related to reading level or language comprehension, the Intake staff will read the consent with the participant, verify the participant understands, and be available to respond to any questions. Upon signing, the participant is given a copy of the signed form and notified regarding the procedures to revoke consent if s/he should decide to.
c. Describe if separate consents will be obtained for different stages or parts of the project.  For example, will they be needed for both participant protection in treatment intervention and for the collection and use of data?
Upon entry into the program, the participant will sign an informed consent informing him/her of his/her rights, responsibilities, requirements of the program, and expectations.  Additionally at this level s/he will sign a consent for evaluation and a release of information to the Coordinating Center for the required monitoring information.  

Related specifically to program services, participants may be asked to sign a release of information if necessary to coordinate services with other individuals or agencies.  
7.
Risk/Benefit Discussion
The purpose of all tribal and IHS health programs is to provide participants with a thorough, culturally competent and individually relevant care, while evaluating the efficiency of its own efforts.  The [insert name of program] will be no exception. The purpose of [insert name of program] is to provide specialized prevention/treatment services for project-eligible tribal members, in which care will be taken to ensure that each participant is treated with the maximum respect, consistent with Native tradition. The IHS has established a Continuous Quality Assurance process within its own service units to minimize the likelihood of such risks.  The key pieces of these policies are the self-critique and monitoring, followed by periodic observation or on-site review of a neutral party, and finally a discussion of all findings with a review board of all interested persons.  All staff at the program units are expected to ensure that each participant is treated with dignity and respect. Considerable effort will be made to acquire evaluation data in a respectful, reliable and non-intrusive manner. Confidentiality and minimization of risks are a priority. The potential risk to the participants in the program and evaluation is minimal considering the anticipated benefits of the program, which has the prospect of helping the participants to achieve productive, diabetes-free lives or to reduce the risk of cardiovascular disease among patients being treated for diabetes.  Additionally the information gained will greatly contribute to the pool of knowledge which can assist in the development of more effective, culturally relevant prevention/treatment curricula. 
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