Emergency Department - Processes/Policies and Procedures

Assessment Policies for Victim of Domestic and other forms of Violence

This policy addresses how to deal with victims of domestic abuse and their spouses or significant others whose acts of domestic violence have sent their partners to the ED.  This patient group is highly vulnerable to repeated acts of abuse, especially if there is a perceived risk of discovery during care.  This risk may carry over to staff members working with the victim especially at personnel who try to separate the abuser from the victim.   It is not uncommon for the battering spouse to accompany and continue abuse through intimidation, verbal ridicule or physical attack.   Policies and procedures to address these issues should be in place.

Workplace Violence

All staff should know that there is a Zero Tolerance regarding Workplace Violence in the Indian Health Service.  A copy of this policy should be available.  

Access Policy and ED Visitor Policy

The JCAHO in Environment of Care Documents considers Emergency Departments (treatment areas) as a Sensitive Area.  A policy should define who has access to this area and how access will be controlled.   Emergency Departments should adopt and endorse a consistent visitor policy (persons allowed into the treatment area with patient).  This policy should include number of visitors allowed, age restrictions, exceptions and responsibilities for enforcement.

Restraint Policy and Procedures
A policy dealing on the use of restraints and therapeutic holds (patient assessment, training and orientation, alternatives, not to be used as punishment, observational requirements, rooms and/or areas used, equipment related issues) should be in place.  All staff that may be involved in this process, including security, must be competent in the policies and procedures.  

Hostage Plan

A plan should be in place in the event that a staff and/or visitors or other patients become hostage.    Hostage takers may include a prisoner receiving treatment, someone who feels they have been wronged, a mentally ill person or a grieving person on the verge of losing a loved one.  Plan should include both how staff should respond if someone is taken hostage and training to staff who are taken hostage should react.  

Weapons Policy  
Staff should be aware that weapons (except for law enforcement) are prohibited in Federal Facilities.  This applies for staff, patients and visitors.  Staff should know how to respond if someone presents with a weapon.  Staff should also be aware that poor practices such as leaving pens, scissors and other sharp objects in visible locations in the triage and treatment areas can result in these objects being used as weapons against them.  One study in Alaska found that most weapons used on ED staff were from within the ED, and not brought in from the outside.

Staff Debriefing/Counseling
A comprehensive program of medical and psychological counseling and debriefing for employees experiencing or witnessing assaults and other violent incidents should be in place.

Flagging Charts/Records

The best predictor of violent behavior is past aggression, which is why some hospitals flag computer records of patients with a history of violence (drug abuse, criminal activity) to alert ED and other staff.  All staff who care for a potentially aggressive, abusive or violent client should be aware of their background and history.

Incident Reporting and Analysis System

Many facilities have a specific Assaulted and/or Battered Employee Policy that provide clear definitions of assaulted (employee put in fear of being imminently being struck by a patient) and battered employee (actual physical contact) and how to report these incidents.   Staff must be encouraged to report these incidents to determine level of risk, analyze reasons for the incident, and suggest ways to reduce future incidents.  Employees should be encouraged to make recommendations on how future incidents can be prevented. 

Emergency Procedures
Emergency procedures and methods should be in place to summons assistance (internally and externally).  There may be different levels of response based on the type of activity occurring in the ED.  Staff responding, preferably a team of employees must be trained on how to deal with all situations.  De-escalation training and other non-violent crisis intervention methods are of key importance.  Roles and expectations of participants must be carefully defined and thoroughly communicated upfront.   

Periodic Security Assessments
A security assessment of the ED should be included as part of the annual evaluation of effectiveness of the Security Management Plan.  The worksite analysis should include reviewing and analyzing records, monitoring them for trends, conducting annual screening survey that can be used to help identify new or previously unnoticed risk factors and deficiencies or failures in work practices, procedures and control.  

Forensic Policies

Forensic staff are law enforcement officers (police and correctional) who are with an individual served within a health care facility.   Staff should know about forensics staff’s responsibilities and what to do if those responsibilities are not being fulfilled.   ED staff may also be responsible for informing forensic staff on their responsibilities with patients receiving care.   The JCAHO, under standard HR. 4.1 spells out training forensic staff members are to receive.

Processes for dealing with Patient Stress

Stress levels may be high for patients and staff, especially during high use times and long wait times.  Processes should be in place for staff to monitor waiting areas, constantly institute rounds, and talk with family members and significant others in an effort to relieve the anxiety associated with sudden illness or prolonged waiting times.  It is important that staff provide sensitive and timely information to persons waiting for care.

Policies for Weapon Searches of Visitors and Patients 

Policies must be clear what the officer will do to manage the discovery of lethal weapons.  Policies must also be available regarding the handling and return of or confiscation of legal and illegal items.  

Physical Environment

Entrances

The Ambulance and Ambulatory Entrances are usually separate. 

Ambulance Entrance

The ambulance entrance should open directly to a nursing station.  This entrance is commonly kept locked, especially at night.  Drivers can use card key.  A clearly marked communications station on the exterior side should be provided.  Either direct visual observation or observation by closed circuit television (CCTV) 

The Ambulatory Entrance
Is usually not locked.  Should have a lock for lock-down capabilities.  Areas around the entrance should be well lit.

Walk-in Area  (Admissions) 
First person should be the receptionist or triage nurse.  This position should be staffed at all times.  The receptionist or triage nurse should sit in a protected area that will make it difficult for someone to grab the person or to jump over the counter.  Enclosure depends on vulnerability.  Enclosure may be acrylic glazing protection above the counters.  The counter and enclosure (office) should not open to the waiting area but would open to the treatment area. 

Walk-in Area (Waiting Room)

Should contain comfortable furniture, be clean, washrooms, vending equipment, functional television, informational material and telephone.  A separate quiet and grieving room can be a great addition.

Triage Area
Should be separated from the walk-in (waiting area), necessary for security and patient confidentiality.  An entry, with a lockable door to the waiting area, should be available.  Triage should have an entry directly to the treatment area.  After completing triage, the patient would be sent to waiting or they would go directly to the treatment area.

Treatment Area/Safe Room

The treatment area is a controlled section of the ED.  In the treatment area, there should be a control of entry/exit points to other hospital, not just from the walk-in area.  Within the treatment area should be a safe area or room.  This is a room or area, preferably centrally located, which can be locked from the inside.  The room can be used for day-to-day activities (can be a treatment room) but also serves for staff, patients, and visitors to hide due to an immediate threat.  The safe room should be equipped with a phone and/or radio communication.  The doorway to the hospital from the treatment area should be locked to restrict entry into the treatment area 24 hours per day.

Seclusion or Quiet Room
Used to administer care to a combative patient.  May be a treatment room that is very sparsely equipped or completely stripped of objects.  Generally has an observation window.  May be locked and padded with tamper-proof hardware items.  

Equipment

Weapons

Security staff may carry a nightstick (baton) or a chemical gas (pepper spray) for protection.  Security staff must be trained on its proper use.  Firearms are not generally recommended unless a risk assessment determines it is necessary and the person has been fully trained, licensed, policies in place and approved per applicable laws.   Poorly trained persons can misuse weapons and subject the facility to potential liability.  Also, weapons could be taken from security personnel and used on them or other staff.

Portable two-way radio
A two-way radio is an essential piece of equipment for security staff.  These devices have resulted in saving lives and apprehending criminals.  Some have the capability of serving as a telephone, which allows a direct link to police.  

Closed Circuit TV  

Primarily used for surveillance although could be used for access control.  Require monitoring and response.  Quality of image should be good.  Should be recorded and retained in a 7 day library as a minimum.  Not uncommon to maintain for 30 days.  Ensure maximum visibility.  Areas deemed critical include entrances, triage, the security (if office provided) and reception area, registration, waiting room, any blind corridors, seclusion room and immediate exterior, such as parking areas, ambulance decks, and helipads.

Panic Alarms

Used to summon both security officers and medical help.  Can be attached to a wall or desk.  May be portable (radio-transmitter) or hand held.   These should be strategically placed if needed.

Metal Detectors

Walk through systems are considered low cost benefit unless risk analysis indicates high risk for problems.  Use generally requires two security officers plus relief for meal and work breaks.  Estimate 10 hours per day would require 7 full time workers at a cost exceeding $150,000.  

Handheld unit is considered a very effective security device at a very low cost.  Would be used situational (suggest that a person may have a weapon concealed on their body) and used as a reactionary response as opposed to continuous screening.

Signage

Signs on outside doors indicating weapons prohibited should be available.

Gun Lockers

Not standard equipment for most facilities.  If weapons were given to security while visiting, lockers would be needed.  Some facilities use them where forensic staff enter behavioral health wards.

Human Resources  

Staff Training and Orientation
ED Staff should have training on access control to the department, training on the issues or vulnerabilities identified for the hospital and the ED, how to deal with emergencies, training on nonviolent crisis intervention, training and competency on other department and facility wide policies and procedures (see Processes, Policies and Procedures) 

Training Forensic Staff

To ensure forensic (law enforcement and corrections) staff should know how to interact with clinical staff, several topics must be covered.  One of these topics deals with patients being treated.   Forensic patients are occasionally brought to the facility for outpatient, emergency or inpatient care.  Forensic staff should know and follow their responsibilities (e.g., remaining in the room with the patient-prisoner, in the anteroom or in a designated area when the patient-prisoner is being treated and to accompany the patient-prisoner when they must be transported through the facility).  These responsibilities (and other defined in JCAHO HR.4.1) should be provided in writing to law enforcement or correctional staff.    This EC education usually consists of a brief, preprinted sheet of instructions presented to individuals as they escort their charges into the facility.  They are generally asked to read and acknowledge the information (e.g., signature).     ED staff should be aware of this responsibility and ensure forensic staff follow establish protocols.  

Staffing  
Adequate staff for ED during busy times is an important factor in reducing risk of aggressive behavior caused by long waiting times.  Having someone available to communicate and reduce stress during waiting and treatment periods is also available.  Security staffing, if there are known problem times, should be adequate to ensure someone is available to respond if requested.

Certified Security Personnel   
Security personnel should go through formal training to know fundamental security skills, their security role in healthcare operations, protective measures, and healthcare safety and emergency preparedness.  A Basic Security Officer certification program is offered by the International Association for Healthcare Security and Safety (IAHSS).  This certification program is designed to cover basic security competencies for security personnel working in healthcare facilities.  Part of the training (see security roles) includes security’s role in the Emergency Department.   An Advanced Security Officer program is also offered.

Leadership and Culture 

Chief Executive Officer (CEO) Commitment/Demonstrated

Management commitment, including the endorsement and visible involvement of top management, should be present.  This commitment provides the motivation and resources to deal effectively with workplace violence.   This can include assigned responsibility for various aspects of the workplace violence prevention program to ensure all managers, supervisors, and employees understand their obligation.  Management should demonstrate commitment to support and to implement appropriate recommendations from their internal EC committee.  Management should provide appropriate allocation of authority and resources to all responsible parties.   A system of accountability for involved managers, supervisors and employees should be in place.  

Staff Involvement in Problem Identification, Policy Development/Policies are Enforced  

Emergency Nurses Association and OSHA both recommend the need for employee involvement (including medical and security personnel) in policy development in preventing violence and addressing security issues in the ED.  A culture that encourages employees to help identify problem areas and make suggestions for improvement should be in place.  When recommendations are made, these should be shared with management and EC Committee for discussion and evaluation.  Where policies are developed, top management and departmental leaders must enforce them to see that they are effective.  

Committee Recommendations Implemented/Resources Provided
After appropriate information (incident reports, consultative surveys, input for staff, etc.) is collected and evaluated, the EC Committee (or security sub committee) may make a number of recommendations to reduce risk to persons working in or using the ED.   Appropriate resources and/or administrative support should be provided to ensure recommendations are implemented and evaluated to address problem areas.  

Supports Prosecution
Workers who are assaulted and battered should receive appropriate treatment and counseling.  Management should fully prosecute anyone who is involved in this kind of behavior.  It is important for staff to know that this kind of behavior will not be tolerated.

Encourages Community Support

Problems that spill over into the ED may be community based.  It is important that management work with local political and law enforcement personnel to reduce risks to staff and patients using the ED.

Human Factors

Systems should be in place to ensure the policies, processes and equipment are properly followed and/or used.  Human factors focuses on human beings and their interaction with equipment, products, facilities, procedures and environments used in their work.  Human beings may not always follow prescribed methods or fail to use equipment designed to provide them with protection and/or reduce the risk of a security problem.  When developing procedures or planning on purchasing equipment, these factors must be looked at to help ensure successful results.

External Factors  

These are factors outside the ED (community) that can have an impact on violence and security in the ED.   Some communities have experienced increase in gang activities.  This may spill over to the ED if rival gangs are involved in a dispute.  The crime rate in the neighborhood where the facility is located may be high, increasing the risk to crime occurring in the ED.  Gun proliferation has occurred in most parts of the country.  Persons who are stressed or acting out can cause more serious harm using such weapons.    

