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Objectives

1)  Describe the personal health record, including 

roles and responsibilities for clinic staff and 

patients

2)  Discuss the benefits of online personal health 

records, including patient engagement in their 

own health care

3)  Encourage use of the personal health record 

to engage patients in their own health







Administrator Roles and Responsibilities

 Three level of Administrators – National, Area Office, and 

Service Unit/Facility

 Each Level Manages/Works with the Level Below

 Manage Onboarding (Agreements)

 Certificates

 Set up and Manage Facility Domain Names

 Ensure Mapping and Publishing of the Certificates

 Provide Support
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•

Roles

Service Unit/Facility Administrator

- i.e. Facility Manager 

- Manage and grant RPMS DIRECT Messaging user access and 

complete identity vetting at LoA 3 for Healthcare Providers and other 

Professionals, including Message Agents and PHR Registrars. 

• PHR Registrar

- i.e. Patient Registrar or Front Desk

- Perform Patient’s PHR and RPMS DIRECT Messaging registration by 

following PHR registration procedure (i.e. Identity Vetting, IHS-810 Form) 

• Message Agent  

- i.e. Front Desk or Patient Check-in 

- Initial responder and distributer of the secure messages for 

assigned patient and/or patient group. 



Service Unit/Facility Administrator

• Coordinate Onboarding with Area
• Create and Designate Facility and Message Agents’ 

Accounts
• Ensure Mapping of DIRECT Facility and Message 

Agents’ Addresses
• Manage Access and Training for Direct Users and 

Administrators
• Includes PHR Registrar and Message Agent

• Provide Tier 1 and Tier 2 Support
• Relates to Own Service Unit Only
• Create, read, update, or delete Users
• Perform Auditing



PHR Registrar

• Responsible for Managing Patients’ and Personal 
Representatives’ Access to Their PHR Account

• Responsible for Completing Registration Process

• Responsible for Providing Tier 1 and Tier 2 Support
• Identity Proofing

• Linking and Unlinking Patient’s Records

• Responsible for Notifying Administrator to Remove 
or Terminate Account When Requested



PHR Registrar

• Responsible for Managing Patients’ and Personal 
Representatives’ Access to Their PHR Account

• Responsible for Completing Registration Process

• Responsible for Providing Tier 1 and Tier 2 Support
• Identity Proofing

• Linking and Unlinking Patient’s Records

• Responsible for Notifying Administrator to Remove 
or Terminate Account When Requested



Certificate

• Anyone with a RPMS DIRECT Messaging account will be 
associated with an organization certificate.

- Certificates are attached to your organization Domain name, 
to prove the identity of the organization you belong to and 
prove that your address is a valid, trusted address under that 
organization

- Certificate help to make the email messages secure







DIRECT

Secure Web-Based Messaging System

Purpose – For the Exchange of Patients’ Health 

Information Between Healthcare Providers and 

their patients and/or their personal representatives

Users – Healthcare Providers, Healthcare 

Organizations, Message Agents, other Healthcare 

Professionals, Patients, and Patients Personal 

Representatives

Administrators – for System Maintenance and 

Management
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RPMS DIRECT Messaging

• Domain: Domain name is dedicated to organization 

- Domain name must be organization’s legal name or the D1 Domain 

name. 

- Domain name will be assigned an organizational-bound certificate.

- Example: claremoreindianhospital.directihs.net

• DIRECT Address: RPMS DIRECT Messaging 

Address or Username will be assigned to individual 

providers, message agents, and/or other staff. 

- RPMS DIRECT Messaging addresses under organization will be 

linked to the organization’s Domain name and certificate. 

- User name format: firstname.lastname

- Example: meghna.patel@claremoreindianhospital.directihs.net

mailto:meghna.patel@claremoreindianhospital.directihs.net


Message Agent

• Facilitator of the Secure Messages
• Receive
• Distribute
• Respond to Secure Messages on behalf of Healthcare 

Providers Based on Local Policies and Standards of 
Patient Care

• Message Agents will be Assigned to the Patient or 
Patient Groups using Designated Primary Provider 
(DPP) Package

• This Individual will Receive Messages Directly From the 
Patient, and will be Responsible for Distributing and 
Responding to them



Message Agents

• The person(s) assigned to receive secure messages.

• Similar to the person assigned to answer the phone in the clinic, they get the call 
and take action as appropriate

• Sample use cases, patient sends a secure message:

• Cancels appointment - Message Agent alerts schedule clerk to make 
appropriate change

• Requests medication renewal - Message Agent alerts provider of request 
(sends notification in EHR, tells the provider, writes a note - whatever you do 
now when you get a call); Message Agent replies to patient to let them know 
what’s going on.

• Shares health information (recent home blood sugar results, information from 
another provider, experiences that they think could be an adverse reaction to a 
new medication) - Message Agent forwards to provider; message gets stored 
through Vista Imaging into patient’s medical record. Provider may respond 
through the Message Agent to the patient with further information or 
recommendations.









Unknowns

• Who will do this job?

• How much time will this take?

• Do we need to hire new staff?

• Costs?



First Steps

• Workflow in your facility

• Team meetings – discussions – potential plans

• Staff education and involvement

• Leadership participation, understanding, and 
encouragement with a goal of making this happen

• Community education and involvement

• Patient discussion with their encounter
• Signs, brochures, flyers



WHY? 
Why are we doing this?

• Meaningful Use Dollars….

•Patient Benefit
• “Most under-utilized resource in our 

information systems – our patients” per Dr. 
Warner Slack since the l970’s



Engagement of the Patient

• Dave deBronkart – GIVE ME MY DATA
• “e-Patient Dave”

• Tom Ferguson, MD – Medical Self Care; (Whole Earth Catalog) 
• Internet changed life – networks and listservs
• “e-Patients are Equipped, Engaged, Empowered, Enabled” (e-

Patients.Net)

• Danny Sands, MD – Society for Participatory Medicine (Patient
and Doctor collaboration)

• Dave and Danny elected co-chairs (about 2009)

• Patient of the Future

Information above from the VeHu eHealth presentation “A Voice of Patient Engagement”
August of 2012.

 



Engagement of the Patient #2

• Being a good partner

• Physician prescribed internet

• Social Support networks

• Patients sharing what they went through

• Prepared and informed

• Patients connecting to each other, information, and 
providers



Benefits of Being Connected

• Changes in values over time

• Aware of future plans

• DIRECT messaging

• Correction of incorrect data

• No news is good news myth

• Value









Other Beliefs

• Not interested

• Waste of resources

• Care will suffer

• Technology not ready

• Technology not safe

• Patients don’t care, won’t understand

• Time to monitor, answer, respond to patient 
questions……..

• The “House” interaction



Changes Over Time

• Doctors taught to write notes in Latin

• It’s “wrong” to share too much information

• Sienfeld – and the “fake erase” of “difficult” 
description of Elaine

• Patient will see what I write

• “Open Notes” experiment 1980 – not feasible on 
paper – different when system becomes electronic

• Collapse of the world……not really



What’s Next for Us?

• Multi-Purpose Agreement Form

• Review Current Processes

• Prepare and Plan

• Become Excited About the Possibilities

• Think of Ways to Inform, Encourage, and Assist our 
Patients/Clients with the Coming Opportunities

• Key Word - Opportunities



Questions?

• ?

• ?????

?
?????

?
?????
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