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Purpose of this briefing

e To answer the following questions about the
Network Operation Security Center:

What are the capabilities for the NOSC?

How can we organize and examine 100’s of servers
and network devices to determine security issues in
IHS?

What functionality will the NOSC give to the IT staff
within IHS?

How will the NOSC team meet the needs of both IHS,
HHS SOC, and other security mandates.



Overview of the NOSC Project

e Analex/ComGlobal has been

contracted to work this project
starting Aug 2005- the
present. We have over 500
hours into developing the
systems you will see today.

When the NOSC goes live it
will be a 24/7 operation,
providing support for Network
Security, and eventually
Network Operations.

We will have 13 people in the
NOSC over 3 shifts 7 days a
week. We have over 20 Cisco
certifications in our current
staff including CCIE’s, CCSP,
and INFOSEC.

NOSC is based out of two
redundant facilities — Las
Vegas, NV, and San Jose, CA.
The servers are housed in a
facility that does TopSecret
related work for the US Navy.

The NOSC is made up of 12
servers running over 10
monitoring applications. The
events are collected in a
terrabyte raid array running
Raid10, and are arranged in
over 8 databases.

The main vendor for our
software is an IBM Tivoli
software division called
Micromuse.



Network Operational Support

e Demarcation: Core network, routers,
firewalls, IDS Devices, VPNs, network
Circuits.

e Types of Services: circuit turn-ups, circuit
repairs, firewall related requests, routing,
routing redundancies, QOS, VPNs.



Network Operational
Transitions

Area
ABQ
OKC
AKA
oIT

HQ

CAL
POR
ABR
DAL/SEA OEH
TUC
NAS

BJI

NAV

BIL
CRIHB
PHX
TUCDIR

Start
5/30/06
6/2/06
6/8/06
6/9/06
6/13/06
6/16/06
6/21/06
6/27/06
7/5/06
7/10/06
7/12/06
7/18/06
7/21/06
7128106
8/3/06
8/8/06
8/14/06

Finish
6/1/06
6/7/06
6/8/06
6/12/06
6/14/06
6/20/06
6/26/06

714106

7/6/06
7/11/06
7/17/06
7/20/06
7126106

8/2/06

8/7/06
8/11/06
8/14/06




NOSC Security Management

e Demarcation: Routers/Firewalls, Intrusion

Detection/Prevention Systems, some server
related functions.

e Types of Services: Analyzing logs, security
events, active vulnerabillity scanning,
bandwidth, address space management, and
other functions.



How the NOSC Collect Data

e Devices participating in the
NOSC:

e Intrusion .
Detection/Prevention
Devices at the core sites.

e Intrusion
Detection/Prevention
Devices at each remote site
connection to the Core
Network.

Firewalls at sites.

Server Agents that send
Event View information/
Syslog data to the NOSC.

Router Syslog/SNMP Data..

Network Sweeps done by the
NOSC servers.

Correlated Event Analyst

E Attacker (virus/malhware/
y =
&

etc) attacks system (from
outside or inside)

=4l Router logs certain traps to NOSC

NOSC -
PIX Firewall

EI TT———__ ltepstoNOSC

—m=m| I IDS devices at OIT
— trap to NOSC

, Router logs certain traps to NOSC

4 NM-CIDS Card
traps to NOSC

Server traps to Certain directories
NOSC il . access is logged to
NOSC



Software Components of the
NOSC

e Network Monitoring/Security

e Vulnerability Analysis

e Router Configuration Management
e Incident Tracking

e |IP Address Utilization

e Central Router User Management
e Bandwidth Utilization




Network Monitoring

e Product: IBM Tivoli—
Micromuse Netcool
Network Monitor

e Products:

Netcool Omnibus
Netcool MTTrap Probe

Netcool Internet Service
Manager

Netcool System Service
Monitor

PRTG Passler Router Traffic
Grapher
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Netcool Omnibus

e Takes in data from all
monitoring applications
and sorts and displays
It.

e Can be setup with
different views so each
Area can see the event
for their area only.
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Netcool ISM

e Monitors Network
Device Reachability: HE Bwox@ B B

ALL service at unknown measured from location SJ-IHS-NETCOOL.ihs.nosc

Latency Response ono— e

o http:/ /sj-ihs-netcool:9500 - Netcool/I5M Line Graph view for comparative group DIT ALB location - Microsoft Internet Explorer

Whether the host is
up/down. .
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Netcool ISM - Isolating the
network response

e Network Sweeping via e Eﬂ
SNMP: &

e Sweep each site from OIT,
testing reachability from the
site to OIT.

o Sweep all devices at each Technclogy
site from their local gateway o

e If a network problem is
detected, it will show which
segment of the network is
experiencing issues.

Ping Sweeping
Setup IHS NOSC




Netcool System State Monitor
(SSM)

e SNMP Agent based monitor that is
loaded on any server:
Supports Windows/ Unix / Linux servers.

Uses server MIBS to trap errors with the
systems to the Omnibus

Tracks server info like
Out of disk space
High CPU utilization
TCP connections

This info can be correlated with other
network events to determine security
incidents.




PRTG Passler Router Traffic
Grapher
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Network Security

e IBM Tivoli - Netcool
NeuSecure

e Firewall, Intrusion
Detection-Prevention
System, Event Log
Analyzer

e Brings in data from
different sources and
sorts it for correlated
analysis.
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Vulnerability Analysis

e We use Nessus
Vulnerability scanner to
Integrate Vulnerability data
with the NeuSecure data.

e This will cause any attack
on a device that is
vulnerable to that type of
attack to create a new Meta
event that shows the
analyses of an attack on a
vulnerable system.

Nessus Scan Report - Microsoft Internet Explorer
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Address [{] hitp: ffuwns. nessus. org/demo/report. himl

This report. gives details on hosts that were tested and issues that were found, Please follow the recommended steps and procedures to eradicate these threats.,

Hasts which where live and respanding during test
Humber of security holes found
Humber of security warnings found

Host(s)
10.163.156.10
10,163,156,%
10.163.155 4
10.163.155.3
10.163.155.2
10.163.158.1
10.163.155.6
10.163.156.205
10.163.158 16
[ return to top ]

Address of Host Port/Service
10.163.156,10 echa (Fltcp)

10.163.156,10 telnet (23ftcp)

10.163.156,10 ssh (22/tep)

10,163, 156,10 Ftp (21 /tcp)

10.163.156,10 chargen [19/kp)
10.163.156,10 daytime (13/tcp)
10.163.156,10 discard (9ftcp)
10.163.156,10 smkp (25(kep)

10.163.156,10 time (37 tcp)

10.163.156,10 finger (79/tcp)

10.163.156,10 sunrpe (111 kep)

10,163, 156,10 lagin (513ftcn)

10.163.156,10 exec (512]tep)
10.163.156,10 printer (515/tcp)

10,163, 156,10 shell (514/tep)

10.163.156,10 uucp (540)tep)
10.163.156,10 sometimes-rpel6 (32776/udp)
10.163.156,10 sometimes-rpcl4 (32775/udp)
10.163.156,10 sometimes-rpeil (32773 udp)
10,163, 156,10 lockd (4045 fudp)

10.163.156.10 snmo (161 iudo)

Scan Details

113

Host List

Possible Issue

Security hale(s) Faund
Security hole(s) Found
Security hales) Found
Security hole(s) Found
Security hale(s) Faund
Security hales) Found
Security holes) Found
Security hale(s) Faund
Security hales) Found

Analysis of Host
Issue regarding Port
Security warning(s) found
Security hole Found
Security hole Found
Security hole Found
Security warning(s) Found
Security warning(s) found
Mo Information
Security hole Found
Security notes found
Security warning(s) found
Security notes Found
Security warning(s) found
Security warning(s) found
Security notes found
Security warning(s) Found
Security notes found
Security warning(s) found
Security warning(s) Found
Security hole Found
Security warning(s) found
Security hole Found



Router Configuration

Management

e This tool does an hourly
check of each router, and
determines if the

configuration file stored has

any differences with the

running configuration on the

router.

e If a difference is found the
new configuration file is
saved, and the diff is
emailed to the admins.
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SJ-HEAMET-GTW-FAD- ihs nose Confi 03772006 11:01:07 Prev Confiey 030262006 3:01:08
CAL-HS

Device Hame Config Config File Date  Previous Config File Date
CALAHS-CYUB-GTW-S0-0-0 calihs nosce Config  02/28/2008 40117 MA R,
CALHE-HOOPA-GTW-50-0-0 cal ihs nose: Confiy  03M3/2006 2:01:32 MA i,

icrosoft Internet Explorer
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IMemory: nvram 233K
|

|
|Tmage: Software: C2E00NM-ADVSECURITYES-M, 17_4{3b), RELEASE SOFTWARR (fe3)
|Tmage: Compiled: Fri 03-Dec-05 10:§3 by alnguyen

|Tmage: flash:c2800mm-adyvsecurityks-nz. 124-3h_bin

|

IBOM Bootstrap: Versiom 12.4(1r) [hgluong lr], DBELEASE SOFTUARE ({folp
'

19261344 Dec 28 200§ 16:44:54 -08:00 c2B00m-advsecuritykd-nz. 124-3b. bin
1646 Dec 78 2008 16:85:04 -08:00 sduconfig-2811.cig
4052480 Dec 2§ 2005 16:55:34 -08:00 sdu.tar
812032 Dec 2§ 2005 16:55:54 -08:00 es.tar
1007616 Dec 2§ 2005 16:56:16 -08:00 common.tar
1033 Dec 28 2005 16:56:36 -08:00 houe. shtnl
113152 Dec 28 2005 16:56:52 -08:00 houe.tar
IFlash: & 511939 Dec 2§ 2005 16:57:12 -08:00 128MB. =df
|Flash: 36240256 bytes available (25776128 bytes usad)
|

IFlash: nvram: Direstory of mvram:/
IFlash: nvram: 225 -rw- 7268 <no dsmer  startup-config
230 ---- 1955 <no dster private-confiy
231 -rw- 7268 <no dster underlying-config
1 o-rw- 0 <no dscer iflndex-table
2 -rw- 537 <no dster  I0S-$elf-SigE3S0l.cer

&1 Done T e mtemet 4



Incident Tracking Database

e Custom Incident Database == —.
designed to grab the data iz
associated with security f

events.

Designed by Analex to help
our security analyst work —
his/her shift, and give e

checklists to the systems = ;M: — “M%

and functions necessary. S e




IP Address Utilization

e Solarwinds Address
Management Application.

cans each network on a
ourly basis to determine what
P Addresses are in use.

ends the output to a webpage
that will be available to any
admin in IHS to reference.

Shows the last time an IP
address was in use.

DHCP Address ranges can be
commented, so statics are not
chosen out of this range.
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outer User Management

e CiscoSecure ACS
Tacacs Server

e Database allows
tracking of every
command entered into
every router.

e Allows for each user to
have their own
passwords, so no
central passwords
necessary.

; CiscoSecure ACS - Microsoft Internet Explorer
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Bandwidth Utilization

e The NOSC will be creating reports of e L
each sites bandwidth utilization over 80
time.(daily, weekly, monthly, yearly) 70

e Format Percentage of the Bandwidth 60 /
used for the following: & 50 7
e http related traffic internal E, 40 7
e http related external traffic S 30 /\/

e RPMS traffic W0—
e VOIP traffic 10
o Vldep over_IP Traffic 0 = = =~ S = = =
° Email Traffic s & & & & & &
o  Monitoring/management traffic A A A S
o Window RPC (share) traffic S & o & &
e Any _ct)ther traffic type IHS needs us to Poll Date
monitor :

e This reporting will not require any TR pemupamany 20T C0asman
additional devices in the enterprise, — s b5 G025 255 — heples0odo02sazss  BEMIichanyany eq
instead relying on each sites Cisco e smp LIRS
Router to gather the information — S PAANEl P PAWAN L T oA e

Ei;‘mﬁl g:p any any range ___ ggrggtt aticT;l)pany any range E;ﬂ%?tsgg ggs;ny o
gzrkr:nitpudp anyanyeq  ___ Eﬁ;ﬂ';” udp any any eq
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