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OIT Strategic Plan Executive Summary

1. Executive Summary

The Indian Health Service (IHS) Office of Information Technology (OIT) has a continuing
commitment to an enterprise-wide approach to information technology (IT) planning,
investments, and standards. The Fiscal Year (FY) 2012-2016 Office of Information Technology
Strategic Plan (OITSP) describes the strategic approach the OIT intends to take to meet this
challenge.

There is an expanding dependence on health IT in the delivery of effective and efficient health
care. Comprehensive, accurate, and timely information is needed about the individuals and
communities for whom services are provided. The OIT has proven the ability to integrate health
IT and the delivery of health care. In order to maintain and improve this capability, the IT
planning and operations are kept consistent with the current needs of the IHS, Tribal, and Urban
(I/T/U) clinical and administrative programs.

The OITSP provides a strong foundation for effective information resources and technology
management for current and future years. A collaborative strategic planning process is employed,
which includes 1/T/U technology stakeholders. The Information Systems Advisory Committee
(ISAC) is the principal forum for Tribal input to be gathered; the resulting documents are
disseminated to Tribes for review.

The OIT recognizes that in order to support the IHS business needs, ongoing collaboration with
the IHS programs and the Tribes is necessary. Also important is the careful attention to customer
feedback, and reviews of the effectiveness of IT systems that are currently in place.

1.1. Purpose

The purpose of the OITSP is to articulate the mission, vision, and strategic direction of IT
resources and to publish the OIT FY 2012-2016 strategic goals and objectives.

The OITSP cascades from the IHS Strategic Plan, the Agency Priorities, and the ISAC Priorities,
and fully supports the IHS mission and vision.

AGENCY PRIORITIES
Priority 1: To Renew and Strengthen our Partnership with Tribes
Priority 2: To Reform the IHS

Priority 3: To Improve the Quality of and Access to Care

Priority 4: To Make All our Work Accountable, Transparent, Fair and Inclusive

Information Technology provides the means for internal and external communication and
collaboration between the OIT and its customers. The ability to exchange health information
between providers is essential for proper health care, and communication among IHS senior
management is a critical need for IHS operations.

IHS Office of Information Technology Version 1.3
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OIT Strategic Plan Executive Summary

This document has been developed through a collaborative effort between OIT and the ISAC,
consistent with the Agency priority to strengthen the IHS partnership with Tribes.

1.2. Scope

The OITSP uses a five-year planning horizon (FY 2012-2016) with annual updates and major
updates if required to coincide with the OIT strategic planning cycle.

The OITSP goals and objectives are strongly influenced by the Nationwide Health Information
Network (NwWHIN) requirements for interoperability and information exchange, and the demands
for Meaningful Use as related to Electronic Health Records (EHR). In addition, the increased
need for Information Security is a major factor. The protection of personal and medical
information is a paramount responsibility for the IHS.

Beginning with this FY 2012-2016 OITSP, the strategic plan format and content has changed.
The strategic plan will now focus on strategic goals and objectives; the objectives will be
outcome oriented. The major initiatives necessary to meet the strategic direction will also be
included. The strategic plan will focus on the “What and Why” planning components.

All other typical content from previous strategic plans will be relocated to a companion FY
2012-2016 Tactical Plan. The Tactical Plan will focus on the “How, Where, and When”
components. The development of the Tactical Plan will begin following the approval of the
Strategic Plan.

IHS Office of Information Technology Version 1.3
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2. Strategic Direction

The OIT strategy is driven by internal and external influences, with the primary focus being
customer service. The OIT recognizes the need to collaborate with others to continue to improve
its health care delivery capabilities. The long-standing relationships with the Tribes and other
organizations, such as the Department of Veterans Affairs (VA), allows for the leverage of
resources and knowledge sharing concerning clinical practice management and administrative
reporting and interoperability.

The OITSP is a critical document to other strategic planning and operational processes. It drives
the allocation and management of resources and is a critical component in the budget process.

2.1. Strategic Elements

2.1.1. OIT Mission

To provide a highly reliable and efficient health information system to support
the delivery of health care to the American Indian and Alaska Native (Al/AN)
People that the IHS serves.

2.1.2. OIT Vision

Meeting customer needs by providing excellent, reliable, interoperable health
information services that protect privacy while connecting patients, providers,
and payers, enabling improved patient outcomes and controlled costs in
support of the IHS Mission.

2.1.3. Strategic Drivers

There are many contributing factors that influence organizational direction. This section
introduces key internal and external drivers that play a major role in formulating the IHS OIT
strategy.

Internal Business Drivers
e Health Needs of the AlI/AN People
e Department of Health and Human Services (HHS) IT and IHS Strategic Plans
e HHS Secretary’s Priorities
e |HS Agency Priorities
e IHS Cyber Security Plan
e ISAC Priorities
e |HS Stakeholder Business and IT Needs

IHS Office of Information Technology Version 1.3
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e [HS-Tribal Input/Consultation

Presidential Initiatives and Directives
e 25 Point Implementation Plan to Reform Federal Information Technology Management
e Homeland Security Presidential Directive 12 (HSPD-12)

Legislative Drivers
e Federal Information Security Management Act (FISMA)
e Indian Health Care Improvement Act (IHCIA)
e Health Information Technology for Economic and Clinical Health Act (HITECH Act)
e Health Insurance Portability and Accountability Act (HIPAA)
e Information Technology Management Reform Act of 1996 (Clinger-Cohen Act)

Government-wide Initiatives and Mandates
e Centers for Medicare and Medicaid Services Directives
e Medicare and Medicaid EHR Incentives Programs (Meaningful Use)
e Government Accountability Office Reports

e International Statistical Classification of Diseases and Related Health Problems, 10th
Revision (ICD-10 )-Transition

e Nationwide Health Information Network (NwHIN)
e Office of Management and Budget (OMB) Directives and Guidance

e Office of the National Coordinator for Health Information Technology (ONC) Strategic
Plan

IHS OIT Guiding Principles
Be responsive to customer needs and be recognized for outstanding customer service

Develop and maintain efficient and effective technology assets to support the technology needs
of clinical and administrative programs

Provide a secure, interoperable health information system resulting in controlled costs and
reduction of dangerous medical errors

Provide leadership, policy guidance, and strategic direction for the IT enterprise

Provide technical direction for the reform of IHS business processes, delivering timely business
solutions through IT

Provide technology services and support that will allow the IHS to achieve its mission and
strategic goals

IHS Office of Information Technology Version 1.3
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Strategic Roadmap

3. Strategic Roadmap

Information Technology plays a critical role in supporting IHS as it carries out its complex,
wide-ranging, and evolving mission and objectives. The OIT uses IT investments and support
programs that protect the health of AI/AN People and provide essential health care services. IT
systems are interconnected with partners in the Federal, State, local, Tribal, and private sectors.

The OIT operates on a stable foundation, which consists of three major investments: the
Resource and Patient Management System (RPMS), the National Patient Information Reporting
System (NPIRS), and Infrastructure, Office Automation, and Telecommunications (IOAT).
These investments provide funding for “internal projects” such as hardware acquisitions,
software maintenance, training and enhancements and for “external initiatives” driven by HHS

and OMB.

In addition to the three designated investments, there are six Capital Planning and Investment
Control (CPIC)-designated IHS programs:

Major Programs: RPMS, IOAT, and NPIRS
Supporting Programs: CPIC, Enterprise Architecture (EA), and Information Security

3.1. OIT Strategic Goals and Objectives

Goals

Objectives

Goal 1:

Ensure involvement of Tribes
through advisement and
participation in IT related
decision-making

Objective 1.1: Enhanced steady-state operations while
collaborating with IHS and Tribal sites

Objective 1.2: Stronger Tribal relationships through inclusive
business practices, partnerships in innovative and creative
management of programs, and timely discussion of current and
emerging issues

Objective 1.3: Expanded support of the exchange of health care
related information with IHS, Federal, State, Tribal, Urban,
public health, IHS contractors, the NwHIN, Health Information
Exchanges (HIE), and other health care service organizations

Objective 1.4: Standards-based interoperability in partnership
with Tribes

Objective 1.5: Restructure Tribal IT shares Programs, Services,
Functions and Activities (PSFAs) and processes that enhance IT
service to Tribal sites

Goal 2:

Enhance the quality, accuracy,
availability, and delivery of
clinical information and
applications to improve care of
patients and communities

Objective 2.1: Increased videoconferencing capability

Objective 2.2: Improved telehealth data flow, coding, and
workload reporting

Objective 2.3: Expanded network to network connectivity

Objective 2.4: Enhanced availability and delivery of data and
information

Objective 2.5: Increased opportunities for patient

communication including social media, personal health records,
patient portals, and contact with health care providers

IHS Office of Information Technology

Version 1.3
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Goals

Objectives

Goal 3:

Enhance the administrative
information management and
applications to optimize our
business processes and health
care operations

Objective 3.1: Integrated clinical data and administrative data
to improve health care operations

Objective 3.2: Increased bandwidth and connectivity

Objective 3.3: A blueprint of the IHS business and technical
architectures

Objective 3.4: A quality billing/general ledger system that is
integrated into the IHS health information system

Goal 4:

Implement an enterprise
approach to information
technology infrastructure that
will foster, communication,
innovation, collaboration,
standardization and
interoperability

Objective 4.1: Integrated platforms supporting store-and-
forward telehealth and teleradiology

Objective 4.2: Enterprise technology refresh process to improve
standardization, communication, and IT infrastructure

Objective 4.3: Increased enterprise level solutions via more
centralized activity

Objective 4.4: Integrated project and organizational planning
Objective 4.5: Integrated ICD-10 implementation plan

Goal 5:

Achieve excellence in the
management of IT resources
through efficient and effective
fiscal, project, operations, and
human capital management

Objective 5.1: Enhance management of IT resources to ensure
effective fiscal technology upgrade path

Objective 5.2: Software and hardware standards that are
integrated in the enterprise infrastructure and operations
Objective 5.3: Education activity to promote efficient and
effective capital planning and employee awareness

Objective 5.4: Established, maintained, and consistent agency-
wide policies and procedures to manage IT investments and
projects

Objective 5.5: Established Telehealth service network

Goal 6:

Provide information security that
ensures the confidentiality,
integrity and availability of IHS
information resources

Objective 6.1: Enhanced information security posture to ensure
confidentiality, integrity, and availability of data and
information

Objective 6.2: Enterprise-wide security standards that are
consistent with Federal guidelines and best practices

Objective 6.3: Integration of information security into IHS lines
of business

IHS Office of Information Technology Version 1.3
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4. OIT Major Initiatives

The following information lists the major initiatives, defines what the initiative is, and why the
initiative is important to the IHS. That information is followed by a crosswalk between the Major
Initiatives and the OIT Strategic Goals.

4.1. List of Major Initiatives

The following major initiatives were chosen due to their match to the IHS strategic direction and
for their importance to the IHS goals and objectives:

e Electronic Health Record

e Health Data Analytics

e Health Information Exchange

e Health Information Technology

e ldentity and Access Management

e Infrastructure Management

e Quality of Care and Standards and Interoperability

e Telemedicine/Access to Care

4.2. Description and Importance of Major Initiatives

4.2.1. Electronic Health Record

The RPMS EHR is intended to help providers manage all aspects of patient care electronically
by providing a full range of functions for data retrieval and capture to support patient review,
encounter, and follow-up.

The implementation of EHR throughout the IHS system is necessary to reap the clinical benefits
it provides and to take advantage of the available financial incentives.

4.2.2. Health Data Analytics
Health information is gathered to report on significant trends and population health statistics.

The IHS must provide guidance and testing of data, maintain and improve customer access to
data, and assure data integrity.

4.2.3. Health Information Exchange

Health Information Exchange is the mobilization of healthcare information electronically across
organizations within a region, community, or hospital system.

IHS Office of Information Technology Version 1.3
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The HIEs facilitate physicians and clinicians meeting high standards of patient care through
electronic participation in a patient's continuity of care within the IHS health care system.

4.2.4. Health Information Technology

Health Information Technology (HIT) provides the framework for comprehensive management
of health information and its secure exchange between consumers, providers, government and
quality entities, and insurers. HIT offers tools for improving quality, safety, and efficiency of the
healthcare delivery system.

The IHS, along with our Tribal and Urban Program partners, has developed and deployed a
comprehensive suite of software applications to support the provision of quality services and the
secure management of health information. All of the included applications must be upgraded and
maintained in order for the IHS to continue to deliver a high quality of care and ensure patient
safety.

4.2.5. Identity and Access Management

The Identity, Credential, and Access Management initiative is intended to address key elements
of from federal guidance, including streamlining collection and sharing of digital identity data;
fully leveraging Personal Identification Verification (PIV) and PIV-interoperable credentials;
modernizing physical access control infrastructure; modernizing logical access control
infrastructure; and implementing federated identity capabilities.

The IHS has a commitment to provide a secure environment to protect patient information.

4.2.6. Infrastructure Management

Computerized health care delivery is dependent upon the supporting information systems and
communication networks.

The IHS IT infrastructure must be constantly upgraded and maintained in order to support the
delivery of care to the AI/AN People.

4.2.7. Quality of Care and Standards and Interoperability

The goal is to improve the quality and safety of healthcare by: reducing the risk of harm from
health care services, transforming the practice of health care to achieve wider access to effective
services, and improving health care outcomes.

Quality of care provides information about how IHS reports on the quality of care it provides to
its patients, as well as providing information for patients to improve their health.

4.2.8. Telemedicine/Access to Care

Telemedicine is a powerful means to diminish disparities in care delivery to rural populations.
Since many of the IHS patients are located in remote areas with limited access to care,
telemedicine allows us to bring expanded care and interaction to them.

IHS Office of Information Technology Version 1.3
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The expansion of telemedicine throughout the IHS and Tribes is becoming increasingly
important due to diminishing budgets. The immediate impact is limited clinical resources
coupled with the inability of patients to travel long distances for health services.

IHS Office of Information Technology Version 1.3
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5. Performance Management

The need to justify funding to maintain existing investments or to implement new IT initiatives
has driven an expanded demand for increased performance reporting, analysis, and management
capability throughout the Federal Government.

The strategic vision of better performance for IT investments is being achieved through the
coordinated focus of legislation and management guidance in three principal areas:

e Performance
e Budgeting
e Enterprise Architecture

The IHS Chief Information Officer is responding to this demand for expanded reporting and
improved performance management by seeking an integrated solution aligning strategic and
tactical planning with performance measurement.

Each of the OIT strategic goals and objectives described in the OITSP is based on a results-
oriented management approach. The OIT will track progress toward each goal and objective
through a series of performance measures.

IHS Office of Information Technology Version 1.3
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Appendix A: ISAC Priorities Mapping

ISAC Priorities mapped to Agency Priorities and OIT Strategic Goals

2012 - 2013 ISAC PRIORITY DESCRIPTION RANKING Pﬁl%il\ll'l(':é s oI égiﬁ;EGlC
Practice Management (Revenue Generation, Cost

Avoidance, ICD-10) 1 2 4
Interoperability/Health Information Exchange 2 3 2

EHR 3 3 2
Infrastructure/Architecture 4 2 3
Clinical Decision Support 5 3 2
Meaningful Use 6 3 2
Workforce Development 7 2 5
Telemedicine Coordination 8 3 2
Tribal Shares Calculation 9 1 1

Data Quality/Accuracy 10 3 3

IHS Master Patient Index 11 2 4
Administrative Management Tools 12 2 3
Bandwidth 13 3 3
Security And Regulatory Compliance 14 3 6
Innovation of Technical And Business Practices 15 4 4
Patient Communication 16 3 6
Environmental Health 17 2 6

IHS Office of Information Technology Version 1.3
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Appendix B: References

Documents that were referenced in the development of the OITSP or that provide additional
information are listed below:

HHS Strategic Plan Goals and Objectives, FY 2007-2012:
http: //lwww.hhs.gov/strategic_plan/

HHS Information Resources Management Strategic Plan, FY 2007-2012:
http://www.hhs.gov/ocio/ea/documents/hhs irm strategic plan 2007 2012.pdf

HHS Enterprise Transition Strategy, February 2009:
http://www.hhs.gov/ocio/ea/documents/hhs ent trans 2009.pdf

IHS Strategic Plan, FY 2006-2011:
http://www.ihs.gov/PlanningEvaluation/documents/IHSStrateqicPlan20062011.pdf

IHS FY 2012 Justification of Estimates for Appropriations Committees:
http://www.ihs.gov/NonMedicalPrograms/BudgetFormulation/documents/FY %202012%

20Budget%20Justification.pdf

IHS FY 2012 Online Performance Appendix:
http://www.ihs.gov/NonMedicalPrograms/BudgetFormulation/documents/FY %202012%

200nline%20Performance%20Appendix.pdf

IHS FY 2011-2015 OIT IT Strategic Plan:
http://www.ihs.gov/oit/documents/FY2011-

2015%2001T%201T%20Strategic%20Plan.pdf
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