Appropriate Email Use Training Module

Using Email
· Effectively
· Safely
· Responsibly
Next Scene
Throughout the day, you may send five, ten, or even hundreds of emails! With all that email, how do you ensure that you’re using it appropriately? How do you stay safe?
Next Scene
This module will help you use email appropriately and responsibly.
· Follow IHS email policy
· Protect your computer and identity
· Protect the IHS network
Next Scene
Man: Hahaha! Linda in Accounting, just sent me a great joke. Want me to forward it to you?
Woman: No thanks. Forwarding emails like that bogs down the system for everyone. Besides, it’s against policy and wastes time. Show me after work!
Next Scene
Using Email Ethically
· Your email use must not adversely affect your performance or reflect poorly on IHS.
· Keep personal use of your email to a minimum.
Next Scene
Using Email Ethically
When using IHS email, you must:
· Never sell anything.
· Limit the use of “Reply All”.
· Never send inappropriate emails.
Next Scene
Using Email Ethically
Inappropriate emails include:
· Chain letters
· Offensive letters
· Unnecessary pictures
· Inspirational stories
· Jokes
Next Scene
Woman: I won a trip to Hawaii! This email says I just have to download a file, click a link, and give them my info.
Man: STOP!! That sounds like a trick to infect your computer or steal your personal info!
Next Scene
Using Email Safely
The consequences of unsafe email user can be severe and may include getting a computer virus…or having your identity stolen!
Next Scene
Using Email Safely
Here are some tips to help protect your computer from malware:
Woman: Malware(aka a virus) is malicious software that damages, steals from, or otherwise disrupts a computer. It can corrupt or erase files, or even allow somebody to control your computer remotely!
· Don’t open emails from unidentified or suspicious senders. Delete them!
· Don’t click suspicious links.
· Don’t download suspicious attachments.
· Delete spam messages.
· A digital signature will confirm a sender’s identity.
Arrow pointing to digital certificate: Look for this symbol!
Next Scene
Using Email Safely
Here are some tips to help you protect your identity:
· Never give out your personal information to unknown people via email, instant message, or phone calls, or on unvalidated websites.
· Encrypt emails containing sensitive information. (Ask your local IT staff if you need help with this.)
· Avoid subscribing to mailing lists unrelated to work.
Woman: Remember! If something seems “too good to be true,” then it’s probably a scam!
Next Scene
Man: Wow! If 1 million people sign this email, cancer will be cured! I should forward it to everyone I know!
Woman: Oh, no! This virus warning sounds bad! I should forward it so everyone knows about it.
Both: Wait..! That sounds like a HOAX!
Message Box Popup: Hoaxes are meant to clog the network by tricking you into forwarding emails.
Next Scene
Using Email Responsibly
While using email, you must do your part to protect both the IHS reputation and network.
Here’s how:
· Don’t forward or respond to hoaxes.
· Never email infected files, like viruses.
· Don’t send embarrassing material.
· Use digital signatures for important emails such as official correspondence.
· And finally…
Man: Always contact your local IT staff if you suspect anything or need assistance!
Next Scene
FYI…
You are now prepared to ethically, safely, and responsibly use IHS email.
For more information, you can visit: http://home.ihs.gov/CES/
Or email: HQ_OITSecurity@ihs.gov
[bookmark: _GoBack]Click the button below to complete the module
