Protecting Mobile Devices and Portable Media Training Module

Protecting Mobile Devices and Portable Media
Next Scene
Mobile Devices Include:
· Laptops
· Smartphones and Cellphones
· Tablets
Portable Media Include:
· Thumb Drives, USB Keys, Flash Drives
· CDs and DVDs
· External Hard Drives
Next Scene
Did you know?
Security researchers say that 35% of data breaches at U.S. companies are caused by employees losing laptops or other mobile devices.
Next Scene
This is disturbing because:
· If the equipment contained sensitive information, we are dealing with a potential breach.
· In the wrong hands, the equipment could be used to access IHS network and systems.
Next Scene
But this module will give you tips to keep mobile devices and portable media secure!
Next Scene
Woman: Technology, telework, and job duties mean that many IHS employees regularly work away from the office.
Next Scene
Woman: Be vigilant about protecting mobile devices and portable media outside the office.
Next Scene
When using mobile devices in public:
Man: Other people may be able to see your screen, so be careful of any sensitive information that is visible.
 (David can you pause for 4 seconds here? There is a picture of a man looking at the laptop of another man but no text.
Next Scene
When using mobile devices in public:
Man: Maintain possession of your laptop and any other government-furnished equipment (GFE) at all times and be extra vigilant in protecting it.
(David can you pause for 4 seconds here? There is a picture of a pickpocket here but no text.
Next Scene
You need a business reason and prior written authorization to store sensitive information on a mobile device or portable media.
Next Scene
In addition, the mobile device or portable media will require encryption to protect the sensitive information. Talk to your local IT staff for options and assistance.
Next Scene
Do not use personally owned devices or media on IHS systems without prior approval.
Next Scene
Portable Media Tips
Label all media appropriately.
(David: The following information is written on a CD, not sure if this should be spoken or not).
· Lab data.
· Owner: J. Smith
· IHS
· Healthy Clinic
· Sensitive Info
· 2-11-14
Next Scene
Portable Media Tips
Do not insert portable media with unknown content into your computer.
It could contain malicious code or questionable material.
Next Scene
Portable Media Tips
Before disposing of or transferring portable media, contact your local IT staff for procedures on destroying or sanitizing the media.
They will know the best way to ensure the information is destroyed and cannot be accessed.
Next Scene
When working from home…
Take the same precautions you would at the office.
Remember to think about who could get access to your laptop or portable media, including friends and family.
Next Scene
Remember!
Next Scene
Immediately report a loss or theft of your laptop or other government furnished mobile device or portable media to your supervisor or local IT staff.
Next Scene
Stolen equipment should also be reported to law enforcement personnel.
Next Scene
The full list of mobile device and portable media procedures can be found in the IHS General User Security Handbook.
The General User Security Handbook can be found on the Division of Information Security website at: http://security.ihs.gov
For questions, please contact: HQ_OITSecurity@ihs.gov
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