Social Engineering Training Module

Staying On Guard!
Against Social Engineering
Next Scene
Trouble can target you when you’re not expecting it.
Phone: Riiiiinng
Criminals lurk behind telephones and emails, ready to capitalize on unwary victims.
Next Scene
Hello sir. This is…uh… Mr. Smith with the IT desk calling. I’m checking network users’ login passwords to uh… ensure they meet complexity requirements. Yeah.
Can you please provide your username and password?
Next Scene
Criminals use tactics called social engineering to get you to reveal sensitive information like user logins, bank account details, and sensitive IHS information. This is called…PHISHING!
Next Scene
Phishers use telephone surveys, email messages, websites, text messages, automated phone calls, and in-person interviews to try to gain your private information. Be on the lookout. And protect yourself and IHS!
Next Scene
Do not give unexpected callers personal information.
· Don’t participate in phone surveys.
· Don’t give out computer or network information.
· Don’t follow instructions from unverified personnel.
Next Scene
Man: When you are contacted by suspicious people, take note! Document details of your interaction. And take down their phone number. Then contact your local IT staff. 
Next Scene
Be wary of unexpected emails.
Be suspicious when an email or pop-up:
· Directs you to a questionable website that looks real (like www.ihs.net)
· Claims you muse update or validate information
· Uses mizpelled words or bad grammers
· Threatens DIRE CONSEQUENCES!!
Next Scene
To protect yourself against phishing emails…
· Don’t click suspicious links in emails and popups.
· Don’t give IHS, financial, or personal information over email.
· Verify the request via a known website or phone number not given in the email.
Next Scene
And report phishing attempts to your local IT staff!!
Next Scene
Man 1: There are a couple specific types of phishing. Spear Phishing and Whaling! Mr. Mark just got spear-phished.
Man 2: Good ol’ Mr. Smith in IT… making sure my password is strong. Maybe he can help me now that I can’t log into my account anymore.
Next Scene
Spear phishing attacks target specific individuals, groups of people, or organizations.
Be wary of suspicious emails that seem to come from within your organization! Forward the spear phishing email to your local IT staff.
Next Scene
Man 1: Even high-level executives can be targeted. And when they are, it’s called WHALING.
Man 2: Mr. Smith in IT sure is a hard worker. He even asked if he could investigate our personnel files for suspicious characters! I think I’ll recommend him for a promotion.
Next Scene
Whaling attacks are complex, personalized, and target high-level personnel.
Next Scene
Whalers:
· Target senior officials.
· Use individualized, believable messages, exploiting relevant issues or topics.
· Use personalized data like name, title, and official email address.
· Often pretend to be someone from their target’s contact list.
Next Scene
Be whale aware!
Execs are often targeted because they have access to the most important information.
· Be wary of emails that ask for sensitive information, contain unexpected attachments, or provide suspicious URLs.
· Forward the whaling email to your local IT staff!
Next Scene
Remember! Social engineering can result not only in disclosure of sensitive government information, but also in identity theft!
Next Scene
Remember! Here’s what you can do to protect yourself and your identity…
Next Scene
· Shred personal documents.
· Order credit reports each year.
· Ask how your information will be used.
· Don’t carry around passports or SSN cards.
· Pay attention to credit card and bank statements.
· Use strong passwords (at least 8 upper and lower case letters, numbers, and special characters) as specified in the Rules of Behavior.
Next Scene
Checklist
If you suspect identity theft:
· Report crime to local law enforcement.
· Contact credit reporting agencies.
· Monitor credit card statements for unauthorized purchases.
· Contact your financial institutions to cancel accounts.
Next Scene
If you have any questions about avoiding or responding to phishing attacks or identity theft contact your local IT staff.
Security contacts can be found at http://security.ihs.gov
Also, feel free to email HQ_OITSecurity@ihs.gov
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