SERVICE.
wt Es.q,

ST o
3 b E
Q < 2 :
M‘ ‘6 ‘b(.]) i};’#

45 .19 )’”*h

RESOURCE AND PATIENT MANAGEMENT SYSTEM

IHS Emergency Department
Dashboard

(BEDD)

Installation Guide

Version 1.0
May 2013

Office of Information Technology
Division of Information Resource Management
Albuquerque, New Mexico




IHS Emergency Department Dashboard (BEDD) Version 1.0

Table of Contents

1.0 REICASE NOTES ..ottt a e e e e e e e eea b e e e e e e e eeenannns 1

2.0 INSTAHALION NOTES. .. uuiiiii s 2

2.1 Contents of DIStrDULION ... 2

2.2 ReEQUIrEd RESOUICES ......uiiiieiieeieeiitie ettt e e e e e e eenaenes 2

3.0 BEDD XML/Ensemble INStallation ..........ccooooi 3

3.1 Import the BEDD XML fil€.....ccccoiiiiiiee e 3

3.1.1  Open Ensemble StUAIO.........ooouiiiiiiiiiee e 3

3.1.2 Import the bedd0100.XMI File .......coiieieiiiieeecce e 4

4.0 Configuring the Cache Server Page Application ...........ccoovieiiiiiiiiiiiiiiiiineeeeee, 7

4.1 Enable System Authentication OPLtiONS...........uuuiiiiiiiiiiieiiiiieee e 7

4.2 Create New CSP ApPPlICAtiON .......uuiiee e e e 8

4.3 Update Ensemble’s UnKNOWNUSET .........coooiiiiiiiiiiinieeeieeeeiice e 9

5.0 CSP Gateway INStallation.........coooviiiiiiiii e 13

5.1 Install Cache Shell...........oeiiiiiiiiiiiiiiii e 13

5.2 CoNFIGUIE TIS ... et e e e e e eeeanees 17

5.3 Configure CSP GateWaY ...........uuuuuiiiieeeeeeieeiiiiiiaeeeeeeeeeeennnnnnaeeeeeeeeeennnnn 20

6.0 BEDD KIDS INStallation ......uuuuiiiieeiiiiiieiiieee e eeeeeeeene 24

6.1 Pre-Installation............ueii e 24

6.2 BEDD INSTAlIATION. .....uuiiiiiiiiiiiiiiiiiiiiiiieeieetieieeiee e eeeeeeees 24

6.3 Sample BEDD INStallation ............ooooiiiiiiiiiiiieeeeeeeii e 25

7.0  Add USEr SECUIMTY KBYS ..oiuiiiiiiieeeiiiieiiiiieie e e e e e e e vttt e e e e e e e e e eeaaaans e e e e eeeeeeannnnns 28

8.0  APPlICAtiON ACCESS SEIUP ...ciiiiiiiieiiiiiiee ettt e e e e s 30

8.1 Stand AlONE SETUP ... oo 30

8.2 ] | Y= LH ] PP PP PPPPPPPPPPP 31

S 2O I O Y | 1o 1U ] =14 [0 o SRR 36

Yo 0 1Y/ 0 T 1 R 37

CoNtaCT INTOIMATION ..ueeiii et e e e e e e et e e e e e e e e eeesennas 38

Installation Guide Table of Contents
May 2013



IHS Emergency Department Dashboard (BEDD) Version 1.0

Preface

The purpose of this manual is to provide the user with the information required to
install the IHS Emergency Department Dashboard (EDD).

Caché® and Ensemble® are both registered trademarks of InterSystems Corporation.

Windows® and Internet Information Server® are registered trademarks of
Microsoft® Corporation.
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1.0 Release Notes

The EDD is a tool that electronically enables facilities to run and manage their
emergency and or urgent care clinics. It is dependent on the Resource and Patient
Management System (RPMS) Emergency Room System (ERS) in the AMER
namespace. EDD was built on the ERS foundation to enhance patient flow and
provider communication.

EDD can be set up to operate as a standalone icon on the staff computer or can be
accessed from within the RPMS Electronic Health Record (EHR) application.

EDD gets its data and updates from one of four ways: ERS, Dashboard Edit, EHR
data, or a combination of all three.

Installation Guide Release Notes
May 2013
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2.0 Installation Notes
Prefix: BEDD

Current Version: 1.0

Note: Read entire notes file prior to attempting any installation.

e All patches to v1.0 will be cumulative

e Make a copy of this distribution for offline storage.

e Print all notes and readme files.

e Capture terminal output during the Kernel Installation and Distribution System
(KIDS)installation using an auxiliary port printer attached to the terminal at which
the user is performing the software installation or using a screen capture. This
capture combined with the KIDS entry in the INSTALL file will ensure a printed

audit trail should any problems arise.

2.1 Contents of Distribution

File Description

bedd0100.xml Ensemble import file

bedd0100.k KIDS file

bedd010i.pdf Installation Guide and Release notes
bedd010u.pdf User Manual

bedd010t.pdf Technical Manual

Bedd010s.pdf Security Manual

2.2 Required Resources

Module/Software

Minimum Version

InterSystems Ensemble

v2010.2.3 or later

VA FileMan (DI)

v22.0 Patch 1003

VA Kernel (XU)

v8.0 Patch 1015

PCC Data Entry (APCD)

v2.0 through Patch 10

Patient Registration (AG)

v7.1 Patch 10

ER Visit System (AMER)

V3.0 Patch 4

Installation Guide
May 2013
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3.0 BEDD XML/Ensemble Installation

This section begins the BEDD installation process. It describes the process of
importing the BEDD application into Ensemble Studio from an XML file.

3.1 Import the BEDD XML file

3.1.1 Open Ensemble Studio

1. Click the Ensemble cube in the system tray (at the right end of the Windows
Taskbar) to display the Ensemble Studio menu (Figure 3-1).

Figure 3-1: Ensemble Studio menu

2. Select Studio. A login ID and password may be required. The Ensemble Studio
window (Figure 3-2) displays.

# Unbnownllser - 200020 ENSEMBLE-Default_ - Studic

File | Hi! Wisrwy Pf\w[m Bl Debog Toshi  Umididd  Window  Help
Mgy Shadio 1 Jl :J| Bl
Change Hameipace 4 -

| T Biwwy... (& LBl

LF| Dpen. CErl= i

| I5F| Open uRL.
Plewy Progect
Dpen Projec 1= Shify =L
Sawee Pragect
Save Pragect AL
Chose Progect
Ford Setup
Bgrent Filii. 5
Reoent Projeds L]
Exrl

Figure 3-2: Ensemble Studio window, Change Namespace option on File menu

3. On the File menu, select Change Namespace to open the Cache Connection
Manager dialog (Figure 3-3).

Installation Guide BEDD XML/Ensemble Installation
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(Coche Connection Manager |

Select a Cache server and namespace fram the list and enter pour usemanme and
password.

Server
201 0203702 [localhost[1972]) Connect... |

M amezpace:

%575
DOCBOOE.
ENSDEMO
ENSEMBELE
EMSLIE

SAMPLES
USER

Cancel |

Figure 3-3: Cache Connection Manager dialog

4. Select RPMS from the Namespace list and click OK.

3.1.2 Import the bedd0100.xml File

=mmmmum[ﬁ‘ﬁmm
Pl Gd bl b i 00L& a0y | CatsBrowse Qrl-
Show Plan s S8 atiment

Temglabe
AR

[0 . Cari-Shaft =
Expadt Spetial

Empon Bemite

Campare
Copy Clase.
Generate L+ + plopption

etiant

Figure 3-4: Ensemble Studio window, Import Local option on Tools menu

1. On the Tools menu, select Import Local (Figure 3-4) to display the Open file
dialog (Figure 3-5).

Installation Guide BEDD XML/Ensemble Installation
May 2013
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R Opem =
€9 v/ » Fsiomder Fyan » Downionts » = [ B

Chopuars Figm folinty - i 8
T Fevortes : T
BB Daskiop L Seeirak 2
I8 Downlcas: a1 14 7
i Dropbes
4. Recerdt Placey
Al L
o] Diusvaily
= e
H vdeor
¥ Compute
B Dk 0
Wi hirteerk
Fidg name  bedd0100 R e e -
Opma = Caneal
Figure 3-5: Open file dialog
2. Locate the file bedd0100.xml.
3. Click Open to display the Import dialog (Figure 3-6).
= Import ===
Sedact bams pou vish bo Empot
Ibern | File Date | Date o serves
¥ BEDD EDConsulzcl 201240026 1332
E BEDD EDDeagrosis. cls 200240025 032N
M BEDDEDInuy.cls 2N 02N
[  BEDDEDPcch 20120126 03323
¥  BEDD EDRommsch 20120026 15321
¥ BEDD EDRAoomzech 2020026 012N
F  BEDDEDSYSTEM.cls 2202 02N
¥  BEDDEOVISIT ck 201200-26 (%323
¥  BEDDECWaming.cls 20120026 1332
B BEDD_W1_Opi 20024026 0322
[ BEDDAPPLEDManagercl: 2N 02N
@  BEDDAFPL EDMernsch 2012401-26 09323
¥  BEDDAFPL EDRoomch 201240026 19323
™ Add Imported Iterms to Project
& Compde Imparted lems
Selectal | Unsslectar | [ Cancel
y:

Figure 3-6: Import dialog

Select all items displayed in the Import dialog.

5. Select the Compile Imported Items option.

Installation Guide
May 2013

BEDD XML/Ensemble Installation



IHS Emergency Department Dashboard (BEDD) Version 1.0

6. Click OK. Once the package files are compiled, the “Compilation finished
successfully in...” message appears in the Output pane (Figure 3-7).

T |
Compiling routine csp.beddua.l

compiling routine csp.beddunlock.l
Compilation finished successfully in 3.355s.

W4 b om o Renuit ] Fredin Fies Ja]

R gty

Figure 3-7: Output pane

7. If awarning dialog similar to Figure 3-8 displays after the XML file is imported,
click OK to continue.

studio . |

' More than & items will be added to project.
. Ttems will not be automatically opened.,

oK

Figure 3-8: Studio warning dialog

Installation Guide BEDD XML/Ensemble Installation
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4.0 Configuring the Cache Server Page Application
Note: Use a standalone 11S or Apache web server with SSL
configuration and not the web server provided by
InterSystems. The instructions here are for testing purposes
only.
Configure the security settings for the EDD Cache Server Page (CSP) application that
was automatically created by the import and compile process. Failure to complete this
step, will cause the EHR to be unable to display the EDD main dashboard page.
4.1 Enable System Authentication Options
1. Log on to the Ensemble System Management Portal.
2. Select Security Management under System Administration in the left column
to display the Security Management page.
3. Select System Security Settings under Security Definitions in the left column to
display the Security Setting Options page.
4. Select Authentication Options in the left column to display the Authentication
Options page (Figure 4-1).
|H’]‘ERSYS|’EN6 Authentication Options J ,lﬁ
Hame | Abdut | Help | Logout e vanent d I'
[Home] > [Security Management] > [System Security Settings ] > [Authentication UE 1
System-wide Security Parameters | Authentication Options | LDAP Options
Edit Security Authentication Options:
Allow Unauthenticated access: ¥
Allow Oparating System authentication: [
Allow Password authentication: [#
Allow Delagated authentication O
Allow Kaerberos authentication |_|
Allow LDAP authentication: []
Allow LDAP cache credentials authentication:
| Cancl
Figure 4-1: Authentication Options page
5. Ensure that Allow Unauthenticated access is selected.
6. Click Save. The change will take effect immediately.
Installation Guide Configuring the Cache Server Page Application
May 2013
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4.2 Create New CSP Application
From the main Ensemble Management Portal page:

1. Select Security Management under System Administration in the left column
to display the Security Management page.

2. Select CSP Applications in the right column under Application Definitions to
display the CSP Applications page (Figure 4-2):

CSP Applications
Licensed to! Yangent, Ind.

Home | About | Hilp | Logout

Cruate New C5P Application

The following is a list of C5P applications that are currently

defined: [Last update: 2001-00-07 17:02:45.671 []aut]
fcsp/c3d-guick-test|Yes CSP [%Admin_Manage |Unauthenticated Edi | Delaie
fesp/eF2aoldl Yes  |CSP |%Admin_Manage|Unauthenticated Ecit | Dotete
fesp/c3dgolds ¥es TSP |%Admin_Manage |Unauthenticated Edit | Relete
fespfea2sivs Yes (CSP |%Admin_Manage |Unauthenticated Exiit | Dedpia
fespfo32sivy Yos €SP [%Admin_Manage [Unauthenticated Edit | Delete
fCsp/cI2tests YEs CSP |%Admin_Manage |Unauthenticated it | Dedgta
fespfeaztst Vs CSP [9eAdenin_Manage |Unsuthentieated Edt | Delete
fosp/edrsdv Yes C5P [%Admin_Manage |Unauthenticated Edit | Delele
feapfemsg ¥es CSP | ®adeiin_Manage |Unauthenticated Edt | Delste
fesp/ensc 32 ¥or  [cSP [sadmin_Manage|Password,Unasuthenticated| it | Dlate
fospfensdemo |ves  |CSP |seademin_Manage|Password,Unauthenticated| Bt | Delete
feapfensemble Yl cSp |wAdenin_Manage | Pazsward Unauthenticated| Bt | Dalata
fcsp/igoldl ¥as CSP |%admin_Manage [Unauthenticated Eit | Delate
fesp/igoids ¥es  |CSP |wadenin_Manage |Password,Unauthenticated| Edt | Delate
fesp/samplas Vs cse | Unisuthanticated Bkt | Dadite
.-'l:sw‘sws Yes  |CSP |%Admin_Manage|Unauthenticated Eukt | pelete
llias oon o - e -]

Figure 4-2: CSP Applications page

3. Click Create New CSP Application to display the Edit CSP Application page
(Figure 4-3).

Installation Guide Configuring the Cache Server Page Application
May 2013
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Edit CSP Application
Licemasd to: Properiy of the Indian Health Service
Him Logaut

o
Ittome] > ty Hamagemont] > [LSF Applications ] > [Edit C5P Application]

Create C5P Application

[[EEREe]Y  application Roles | Matching Roles

Copy from: [as gxisting nome hene =

CEP application Namo®: [0 hacd {e.q. fosp/appname’)

Description: [ED Dasksaand
Enabled:
Rozource requned to run the applcation: 'f
slowed Authentication Methods: P ynausthenticatad

I Passward
Accapt sessions establshed by other CSP applcations: T

Hamespacs: [ Gmc -

TS0 Files Physical Path: [0 Ticache sa/cepigime
Recurse: [vay
huta Compie: [y =

Event Class: |

Dafault Timacut: |00

Defaudt Superclass: |
Ugn Coolie for Sogsion; jm
Sesgon Coolie Path: | ontedn =
Sl FleS: | Abvmrys and cazhed | Senve Filos Timeout: 'r
Lok COP Ham; {vqq =

Custom Emoe Pags: !

Package Nama: |

Login Page: [Ec00Login cip

Changs Paiaword Page: ]

Sere

Clus-nl

Figure 4-3: Edit CSP Application page, General tab

Type /csp/bedd in the CSP Application Name field.
Type ED Dashboard in the Description field.

Select the site’s RPMS namespace from the Namespace list.

© N o 0o &

Select Unauthenticated at Allowed Authenticated Methods.

At CSP Files Physical path, click Browse and locate the directory, setting the

path (it should be in the format <cacheinstance>/csp/<RPMSinstance>).

9. Type BEDDLogin.csp (this is case sensitive) in the Login Page field.

4.3 Update Ensemble’s UnknownUser
From the main Ensemble Management Portal page:

1. Select Security Management under System Administration in the left column

to display the Security Management page.

2. Select Users in the left column to display the Users page (Figure 4-4).

Installation Guide Configuring the Cache Server Page Application
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Lrmato N User

SErnemble Cnuemble Mansgar Yl | Cacha paiword uoar| L1 | Delats | Erafs
| PRmLIC [tintemal usa = not for logn} e ‘Cacha password wier Bt Ercdis
|_SYETEM SaOL Sysbern Manager g pmwdiul!ﬁ: Brobiy
M [Gstee acvrearor  [ves | Tcache pussword uier| Lt | Colana | Ercfle
armk gyl T e |ache pansvond wier] Ext | Calele | Fradis
CEPSystam  |[CEP Galwwsy user Vas | [Cacha password user| Edit | Daleta | Profls
SipieUar | Syitems Susel b Vi | { |Cache password wser| Bt | Datets | eratis |

X T T | I T e R

Figure 4-4: Users page
3. Locate the user UnknownUser in the table.

4. Click the Edit link in the UnknownUser row to display the Edit User page,
General tab (Figure 4-5).

NTERSYSTEMS *’

Home | About | Help | Fesdback | Logout

Profile

Edit definition for user Unknowriser:
| [Generall Roles SOL Privileges S0L Tables SOL Views S0L Procedures

Name*: |
Full Name: |Unautharscated user
Comment: [yee '
L
Confirm Password®: |
Change password on mexk fogin: [
User Bnabled: [5]
Expiration Date: | | Gywyy-mmedd)
Startup Namaspace: | v :
Startup Tag Routing: | :

Two-factor Authentication
e
Mabile phone numbar: |

Figure 4-5: Edit User page, General tab

5. Select the Roles tab to display the Edit User page, Roles tab (Figure 4-6).

Installation Guide Configuring the Cache Server Page Application
May 2013
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Edit User
Leargad to: ¥angent,

Hiams r-'l.hul.rt Hcllp an..hack Lagout

Profile

Edit definition for user UnknownlUser

General PIEGEEI | soL Priviieges

Eumww‘d Assigned to the Following Roles
Nona.

Ime.

BOL Tables BOL Views
|Grant option | 1

Bl Proceduras

Assign user Unknownlser to ong of mone roles:

Available Selected

— Solact Ora ar Morg — | — hems Selected —
Al
DB_%DEFALILT
#DB_CACHE

OB _CACHEALDIT
%08 _CACHELS
%08_CACHESYS
*DB_CACHETEMP
HDB_DEFALLT
#DB_DOCEO0K
*DB_ENSDEMD |

Hold the [$R#] or [Ctd] kay whila dicking to rabect multple.

2|¥)alvy

Agsign
| Assign with Grant Ophon

Figure 4-6: Edit User page, Roles tab

6. Do one of the following:

o [f the list of roles at the top of the tab includes %All, no further action in this

section is required.

o If the list of roles at the top of the tab does not include %All, select %oAll in
the Available list and click the single right-pointing arrow located between
the Available and Selected lists. With %All in the Selected column, click
Assign and %All appears in the list of roles at the top of the tab (Figure 4-7).

Installation Guide
May 2013
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NTERSYSTEMS =%

Hame | About | Help | Feedbadk | Logouwt

Profile

Edit definition for user Unknowniger

cenceral | DON[RGHEEINN | 50U Privileges | BQL Tables || SOL Views | S0L Procedurs
[UnknownUser Is Assigned to the Following Roles 1Gmnt Option 1
a4l =] X

Assign user UnknownlUser to one or more robes:
Available Selected

— Selact One or Morg — | — hems Sedected — | T
206 HOERAAT (et}
%DE_CACHE
08 _CACHEAUDIT
+DE_CACHELS
*DB_CACHESYS
“%0E_CACHETEMP
HOE_DEFALLT

| #DB_CCEO0K
HDE_ENSDEMD |
%DE_ENSEMBLE =/

|| Aswsign with Gran Option |

£ ¥ |a|¥

Hald the [Ghft] or [C1F] kay whila dickimg to §aben mulopls,

Figure 4-7: Edit User page, Roles tab

Installation Guide Configuring the Cache Server Page Application
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5.0 CSP Gateway Installation

The CSP Gateway provides the communications layer between the hosting Web
server and Ensemble when you call a CSP. The purpose of using the CSP Gateway is
to offload the access to the EDD application to a dedicated web server, as well as use
Secure Socket Layer (SSL) communication to encrypt the data between the user and
the server.

Note: The instructions in this section assume the site is running
Microsoft Internet Information Server (version 7 or higher)
with a valid installed SSL certificate. Installation of 11S and
SSL certificates are outside the scope of this document.

51 Install Cache Shell

1. Launch the Ensemble executable appropriate for your version of Windows. The
Ensemble — Installation: License Agreement dialog (Figure 5-1) displays.

[ Ensemble - Installation E3

InterSysiams

ENSEMBLE

Please read the Following bcense sgreement carefully,

CLICE=THROUGH END USER LICENSE & SERVICES AGREEMENT =

1. This Cligk-Through Agreement (“Agreement”™) iz between
Inter3Syst Corporation (“ISC") and the user

(hereinafteg “you”) installing ISC's proprietary

software (tle “Licensed Software”) and/or services
(“Services™) from ISC. These terms constifjute a

“defaulc” agreement between you and ISC ufon

installati f the Licensed Software; thjs Agreement

will governWyour usze of the Licensed Softgare in the :J

+ [ accept the terms in the license agreement] Brink |
1 do not accept the terms in the license agreement

Next > cacel |

Figure 5-1: Ensemble — Installation: License Agreement dialog

2. Select I accept the terms in the license agreement.

3. Click Next. The Ensemble — Installation: Ensemble Instance Name dialog
(Figure 5-2) displays.

Installation Guide CSP Gateway Installation
May 2013
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|@ Ensemble - Installation E
IatarSyatama

Ensemble Instance Name L'E.

Mukipll copies of Ensemble can be installed on the same machine, each has to have a
. Define a name for the current Ensemble instance.

Ersemble Instance Name:

Eriserei]

<psck [ met> | concet |

Figure 5-2: Ensemble — Installation: Ensemble Instance Name dialog

4. Type a unique name for this physical machine in the Ensemble Instance Name

field

5. Click Next. The Ensemble — Installation: Destination Folder dialog (Figure
5-3) displays.
ﬁ Ensemble - Installation |E|

InterSystems

~ ENGEBLE

Click Mext to install to this folder.

Install Ensemble to:
..——/ C:HnterSystems\,Ensembé

’ < Back ][ Mext > ] [ Cancel ]

Figure 5-3: Ensemble — Installation: Destination Folder dialog

Installation Guide CSP Gateway Installation
May 2013
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6. To select a destination folder other than that displayed below Install Ensemble

to:

a. Click Change. The Ensemble — Installation: Change Current Destination

Folder dialog (Figure 5-4) displays.

ﬁ Ensemnble - Installation

Change Current Destination Folder

Browse to:

£ Ensemble 1

==

InterSystems

ENSEMBLE

melE

Install Folder:

|C: \InterSystems\EnsembleCSPY

v

[

QK

] [ Cancel

)

Figure 5-4: Ensemble — Installation: Change Current Destination Folder dialog

b. Type the path C:\InterSystems\EnsembleCSP\ into the Install Folder field.
c. Click OK to return to the Ensemble — Installation: Destination Folder

dialog (Figure 5-3).

Installation Guide
May 2013
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7. Click Next. The Ensemble — Installation: Setup Type dialog (Figure 5-5)

displays.

‘_'E! Ensemble - Installation

Setup Type

Choose the setup type that best suits your needs.

@ Web Server Installs CSP Gateway.

() Custom Spedify the list of features you w

InterSystems

ENSEMBLE

) Development Installs Ensemble server, Ensemble Studio, xDBC and all
supported language bindings.
) Serder Installs Ensemble server and CSP Gateway.
) Installs Ensemble Studio and xDBC.

installed.

=]

[ < Back

I

Mext =

Cancel

)

)

Figure 5-5: Ensemble — Installation: Setup Type dialog

Select Web Server.

(Figure 5-6) displays.

Click Next. The Ensemble — Installation: Ready to Install the Program dialog

ﬁ Ensemnble - Installation

Ready to Install the Program

Please review installation options. Click Install to start the installation.

summary of installation options:
Action: Mew Install

Instance Name: ENSEMELE

Installation Directory: C:\InterSystems\EnsembleCSPY

Installation Type: Web

InterSystems

ENSEMB

=]

13

’ < Badk Install

I

Cancel

J

)

Figure 5-6: Ensemble — Installation: Ready to Install the Program dialog

10. Review the selected options; click Back to make changes.

Installation Guide
May 2013

16

CSP Gateway Installation



IHS Emergency Department Dashboard (BEDD) Version 1.0

11. Click Install. If 1S is running, the Question dialog (Figure 5-7) appears:

Question

A TS WebServer is nunning.
If you choose not bo stop i, CSP Gabevay ForllS vl not operate
until you restart the sysbem.

Do you want bo stop the: [I5 WebServer?

L= | o

Figure 5-7: Question dialog

e Click Yes to stop IIS and continue the installation process.

The Ensemble — Installation: Ensemble Installation Completed dialog (Figure
5-8) displays.

InteiSyatema

Ensemble Installation Completed

Ensemble was successiully installed. Click Finish bo exit the
wazard.

You havea
rapid integration
and development

platform.

INTERSYSTEMS

[_foeh Il

Figure 5-8: Ensemble — Installation: Ensemble Installation Completed dialog

12. Click Finish.
5.2 Configure IS
1. Remote connect to the web server that hosts the CSP gateway.
2. Open Administrative Tools and select Internet Information Services (11S)
Manager (Figure 5-9).
Installation Guide CSP Gateway Installation
May 2013
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2 Inkernet Explorer

£ Inkernet Explorer (f4-bit)
[5=] Windovwes Contacts

[ wrze

ActrvePerd 5, 10.0 Buld 1001

) ActivePerl 5.16.1 Buld 1601 (&4-bit)
Ackninistratrve Tooks
Eroadoom

l.‘"suu |2

Figure 5-9: Administrative Tools: Internet Information Services (IIS) Manager

The 11S Manager page (Figure 5-10) displays.

[+15]

Fis  Vew oD

8- b |2 |8 "
|y St age
= 4] PoPARPMED (Dl \skrn.chee) | FOREY Ama
¥ Apphe abin Pooks ASPMT
&, FiPses
= Shes s 'u
=AY Dol Wb s
g RET WET
SE - " on  Gobakzston
¥ bokes -
4 g
L ':P«t ! Pages and  Sedmd Sabe
& Controls
@ Moorwesk

ns

a 9

Aytherbostion Compresmon

& W
: HITR Loagrg
L Reigs...

B DHPARIMEY b Sied b DefaRweb s b o B

HET Protie

Dl
Dourent

i

HIME Tpi

o

B Explore

o Bariie Setiwrgs..
Wares Vel Conpctioned
mansge AR at i

— 3 -
7 !
i e “

HET Trast  Agplestion  Connection  Machine Koy

[T

i)
D ectory
brovarsgy

;‘m

Mok

et rirgn o Becrie A ation
# Browere 180 (hetp)
& Beowsn 484 (NADE)

Aavaraed Sattres.
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Figure 5-10: IS Manager page

In the Connections pane, expand Default Web Site then select csp.
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4. Inthe /csp Home pane, click Handler Mappings to display the Handler
Mappings pane (Figure 5-11).

@qﬁﬁ T e PHEARMS) b Sted ¢ DefalwebSte ¢ oo b - aie-
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Figure 5-11: 1IS Manager page: Handler Mappings pane

5. Verify that the four CSPGateway_* mappings are present (Path values: *.cls,
*.csp, *.cxw, and *.zen), and that each one’s State column value equals Enabled.

6. To configure 11S handle CSP applications like EDD via IS, click Add Module
Mapping in the Actions pane to display the Add Module Mapping dialog
(Figure 5-12).

i Add Module Mapping

== =]
Exequtable {optional)

| ]
Narne:

Figure 5-12: Add Module Mapping dialog
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7. Type *.* in the Request path field.

8. Select CSPms from the Module drop down list.
9. Type CSP in the Name field

10. Click OK.

5.3 Configure CSP Gateway
1. While connected to the web server that hosts the CSP gateway:

a. Open a web browser.

b. Type the following URL into the browser address field:
http://localhost/csp/bin/Systems/Module.cxw

The CSP Web Gateway Management page (Figure 5-13) displays.

[ ibsoat T4F Gaslrmay - Wirsdows Intrrrert eplorrs
—

G (2 et = MHAL G bt S Galeeay £

L o )

Caché Server Pages

Wab Gateway Managemant

Management About CSP Gateway BiL
System Satus werian 2010.2.3.702.0.10387
Close Connedtions : 1002.1192¢
Test Server Connedtion | . wr bama: localhost
Wiew Event Log ¥ vpe: Microsoft Web Server: Micosoft-115/7.5 Cache_Server_Pages-Native_Module/2010.2,3.702.0. 10287
View HTTP Trace 1002.1192¢
Configuration active Interface: 1[5 Native Module
Default Pammeters
Server ACess Comrioht O 1987 - 3012 Inbarcval s Camartio
e e e Copyright € 1997 - 2012 InterSyst ems Corporation
A CSE G . .

Figure 5-13: CSP Web Gateway Management page
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2. Click Server Access in the left pane to display the Server Access pane (Figure

5-14).

T

i

Senver Access
Aicallon Adless
About C5P Gateway

B E e Fpodm ok b

Cache Server Pages

Wab Gateway Management
Server Access

Click on an existing server and then edit/copy or delete its configuration

& Edit Sorver

huoca =
EEEEEE ¢ Copy Sercer | 6.{--!'

* Delale Server

Or create a new senver condbguirat lon el Sarrd

LR
HE ==

-]

Figure 5-14: CSP Web Gateway Management page: Server Access pane

3. Click Add Server. The page contents change to accept values for the new server
(Figure 5-15).
Caché Server Pages
Wab Gateway Managemant
Management Server Access P
System. Stotus
Close Coneclions Servier Narme : [ecschewd
Test S-\:m.rf;‘;um.liun Service Status: [Fases 3]
:1'1’!“ HITP Trace 1P Addras: W
Configuratian TP Port: [1572
Doefault Parameters State-Less Parameters
Servel ADDESS Minimum Server Connedtions
Application Access n Server Conned
About LS Galeway Maodmmauem Conned
Connecton Security A SRCUREY NERGE R P b En ving 8
Connection Seauity Level: [ ¥
Usier Mama: | ”
Password [Confirm) [ane
Service Pring 3 —
Koy Table: [
S5 Protocol: T S5vE & SSLvI F TLSvl
S51 Key Type: [R3a 3] o
Figure 5-15: CSP Web Gateway Management page: Server Access pane
4. Insert the appropriate site information into the following fields:
e Server Name
e |P Address
e User Name
e Password and Password (Confirm)

Installation Guide
May 2013

21

CSP Gateway Installation




IHS Emergency Department Dashboard (BEDD)

Version 1.0

5. Scroll to the bottom of the pane and click Save Configuration.

6. Select Application Access from the left pane. The Application Access pane
(Figure 5-16 displays.

5 Agrplic ation Access - Windows Inbernet Lplores
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cap/bedd © Copy Application &M\-tl

Nl * Delete Application
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Application Access Or create a new application configuration Add Ap ] <

Copyright © 1957 - 2012 loterSysiems Corpoation

e e ]
b (MHE

Figure 5-16: CSP Web Gateway Management page: Application Access pane

Click Add Application. The page contents change to accept values for the new
application (Figure 5-17).
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Figure 5-17: CSP Web Gateway Management page: Application Access pane
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8. Insert the appropriate site information into the following fields:

e Application Path: type /csp/bedd
e Default Server: select the Server Name set in Step 4 from the dropdown list
9. Scroll to the bottom of the pane and click Save.

10. Select Test Server Connection from the left pane. When complete, the Test
Server Connection pane (Figure 5-18) displays.

o b e e Wb G K

Caché Server Pages

Wab Gateway Managemant

Caché Server Pages Version 2010.2.3.702.0.10387
hansgement )

Close Connedlion: Test Server Connection

View Event Log Server connaction test was successful: npacachevm? (161.323.91.347:1973)
View HTTP Trace
Configuration
Defaull Pammeters
SevEL ACORSS Copyright © 197 - B2 InlecSvatern Corparation
Application Aocess ——
About TSP Gateway CACHE ==

SfVersion: Cache for Windows (xB6-64) 2000.2.3 (Build 702 _0_1038FU0) FriMar 25 2000 17:32:022 EDT

Figure 5-18: CSP Web Gateway Management page: Test Server Connection pane

11. Type the website link for the ED Dashboard into the browser address field:
https://npacsmtbmw.d1.na.ihs.gov/csp/bedd/BEDDL ogin.csp
the BEDD Emergency Room Dashboard Login page (Figure 5-19) displays.

e e TR

Welcome to the BEDD Emergency Room Dashboard Login

Acesss Codie:
Verify Code:
Select the Sine

g

Figure 5-19: BEDD Emergency Room Dashboard Login page

Note: If using a non-standard port for the https protocol handled
by IIS such as 444, modify the URL accordingly as in the
following example:
https://npacsmtbmw.d1.na.ihs.gov:444/csp/bedd/BEDDLog
in.csp
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6.0 BEDD KIDS Installation
This section details the steps required to install the EDD KIDS package. This is a new
package with new routines, so there should not be anything on the system to back up
or compare.
Also, no options need to be taken out of service because the components to be added
will not be directly added to any existing options.
6.1 Pre-Installation
e If possible, initially load the software into a test account, then into the production
account. There are no routines or globals to remove after the installation is
complete.
e Refer to the BEDD Installation steps (Section 6.2) and its corresponding Sample
BEDD Installation (Section 6.3) for the applicable prompts and user responses.
User responses appear in bold type.
6.2 BEDD Installation
1. From the KIDS menu, select the Installation menu and press Enter.
2. From the XPD Main > Installation menu, select Option 1: Load a Distribution and
press Enter.
3. Type bedd0100.k at the “Enter a Host File” prompt and press Enter.
Note: The file path might need to precede the file name with the
appropriate host path. This is the file to retrieve from the
appropriate software directory.
4. Press ENTER (to accept the default) at the “Want to Continue with Load?”
prompt.
KIDS file bedd0100.k contains the following installation file:
BEDD DASHBOARD 1.0
5. At the Installation menu, select “Option 2: Verify Checksums in Transport
Global” and press Enter. This option provides a mechanism for ensuring the
integrity of your routines. It verifies checksums for the components of the
Transport global, and reports any errors uncovered.
6. Type BEDD DASHBOARD 1.0 as the install name and press Enter.
Installation Guide BEDD KIDS Installation
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Optional: At this time, you can elect to exercise one of the following installation
options. If you elect to use one of these, use BEDD DASHBOARD 1.0 as the install
name.

e Back Up a Transport Global — this option creates a MailMan message that will
back up all current routines on the system that would be replaced by this
release. (Because this is a new release no files will be replaced.)

e Compare Transport Global — this option allows you to view all changes that
will result from the installation of this patch and compares them with the
values currently loaded on the system (routines, data dictionaries, templates,
etc.).

7. From the Installation menu, select the Install Packages(s) option and press Enter.

8. At the “Select Install Name” prompt, type BEDD DASHBOARD 1.0 and press
Enter

9. At the “Want KIDS to Rebuild Menu Trees Upon Completion of Install?”” prompt,
type NO and press Enter.

10. At the “Want KIDS to INHIBIT LOGONSs during the install?” prompt, type NO
and press Enter.

11. At the “Want to DISABLE Scheduled Options, Menu Options and Protocols?”
prompt, type NO and press Enter.

12. Type the name of the device that will print the install messages and press Enter.

13. Exit the Installation menu.

6.3 Sample BEDD Installation

Select OPTION NAME: XPD MAIN Kernel Installation & Distribution System

Edits and Distribution ...
Utilities ...

Installation ...

Patch Monitor Main Menu ...

Select Kernel Installation & Distribution System Option: Installation

Load a Distribution

Verify Checksums in Transport Global

Print Transport Global

Compare Transport Global to Current System
Backup a Transport Global

Install Package(s)

Restart Install of Package(s)

Unload a Distribution

OGP~ WNPE

Select Installation Option: 1 Load a Distribution

Installation Guide BEDD KIDS Installation
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Enter a Host File: D:\RPMS_TEST\bedd0100.k [A site specific path
is required here]

KIDS Distribution saved on Sep 10, 2012@14:44
Comment: BEDD DASHBOARD 1.0

This Distribution contains Transport Globals for the following Package(s):
Build BEDD DASHBOARD 1.0

Distribution OK!
Want to Continue with Load? YES// YES
Loading Distribution...

BEDD DASHBOARD 1.0
Use INSTALL NAME: BEDD DASHBOARD 1.0 to install this Distribution.

Load a Distribution

Verify Checksums in Transport Global

Print Transport Global

Compare Transport Global to Current System
Backup a Transport Global

Install Package(s)

Restart Install of Package(s)

Unload a Distribution

O~ WNPE

Select Installation Option: 2 Verify Checksums in Transport Global
Select INSTALL NAME: BEDD DASHBOARD 1.0 Loaded from Distribution
Loaded from Distribution 9/11/12@08:21:12

=> BEDD DASHBOARD 1.0 ;Created on Sep 10, 2012@14:44

This Distribution was loaded on Sep 11, 2012@08:21:12 with header of
BEDD DASHBOARD 1.0 ;Created on Sep 10, 2012@14:44
It consisted of the following Install(s):

BEDD DASHBOARD 1.0

Want each Routine Listed with Checksums: Yes// YES
DEVICE: HOME// VT

PACKAGE: BEDD DASHBOARD 1.0 Sep 11, 2012 8:21 am PAGE 1

BEDDEHR Calculated 2045184
BEDDEHRS Calculated 21599952
BEDDMREC Calculated 32819285
BEDDTRPT Calculated 6329164
BEDDUTID Calculated 120458405
BEDDUTIF Calculated 694696
BEDDUTIL Calculated 160491231
BEDDUTIU Calculated 122967103

8 Routines checked, 0 failed.
1 Load a Distribution
2 Verify Checksums in Transport Global
3 Print Transport Global
4 Compare Transport Global to Current System
5 Backup a Transport Global
6 Install Package(s)
Restart Install of Package(s)
Unload a Distribution

Select Installation Option: 6 Install Package(s)
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Select INSTALL NAME: BEDD DASHBOARD 1.0 Loaded from Distribution
Loaded from Distribution 9/11/12@08:21:12
=> BEDD DASHBOARD 1.0 ;Created on Sep 10, 2012@14:44
This Distribution was loaded on Sep 11, 2012@08:21:12 with header of
BEDD DASHBOARD 1.0 ;Created on Sep 10, 2012@14:44
It consisted of the following Install(s):
BEDD DASHBOARD 1.0
Checking Install for Package BEDD DASHBOARD 1.0
Install Questions for BEDD DASHBOARD 1.0

Want KIDS to INHIBIT LOGONs during the install? NO// NO
Want to DISABLE Scheduled Options, Menu Options, and Protocols? NO// NO

Enter the Device you want to print the Install messages.
You can queue the install by enter a "Q" at the device prompt.
Enter a "~ to abort the install.

DEVICE: HOME// VT

Install Started for BEDD DASHBOARD 1.0 :
Sep 11, 2012@08:21:26

Build Distribution Date: Sep 10, 2012

Installing Routines:
Sep 11, 2012@08:21:27

Installing PACKAGE COMPONENTS:

Installing SECURITY KEY
Sep 11, 2012@08:21:27

Updating Routine file...
Updating KIDS files. ..

BEDD DASHBOARD 1.0 Installed.
Sep 11, 2012@08:21:27

Not a VA primary domain

Install Completed

Figure 6-1: Sample BEDD KIDS installation
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7.0

Add User Security Keys

This section covers entering the appropriate security key to RPMS users requiring
access to the BEDD application

There are two keys installed as part of the KIDS build

e BEDDZMGR - Key for Manager access to the ED Dashboard application
e BEDDZDASH - Key for User access to the ED Dashboard application

Add user security keys to RPMS users using the XUKEYMGMT option as shown in
Figure 7-1.

At the “OPTION NAME:” prompt, type KEY MAN and press Enter.

At the “CHOOSE 1-2:” prompt, type 1 (XUKEYMGMT) and press Enter.

At the “Select Key Management Option:” prompt, type ALLOC and press Enter.
At the “Allocate Key:” prompt, enter BEDDZDASH and press Enter.

o &~ W b

If the user also needs Manager access to this application, at the “Allocate Key:”
prompt re-appears after the previous step, enter BEDDZMGR and press Enter.

6. At the “Holder of Key:” prompt, enter the user’s name to which the keys are to be
added and press Enter.

7. Atthe “You are allocating keys. Do you wish to proceed?” prompt, verify your
entry and type YES if correct or NO if not, and press Enter.

Select OPTION NAME: KEY MAN

1 KEY MANAGEMENT XUKEYMGMT Key Management

2 KEY MANAGEMENT BEHOORKY MAIN Key Management
CHOOSE 1-2: 1 XUKEYMGMT Key Management

Allocation of Security Keys

De-allocation of Security Keys

Enter/Edit of Security Keys

All the Keys a User Needs

Change user®s allocated keys to delegated keys
Delegate keys

Keys For a Given Menu Tree

List users holding a certain key

Remove delegated keys

Show the keys of a particular user

Select Key Management Option: ALLOCation of Security Keys
Allocate key: BEDDZDASH
Another key: BEDDZMGR

Another key:
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Holder of key: USER,TEST

Another holder:

You®ve selected the following keys:

BEDDZMGR BEDDZDASH

You®ve selected the following holders:

USER, TEST

You are allocating keys. Do you wish to proceed? YES//

BEDDZMGR being assigned to:
USER, TEST

BEDDZDASH being assigned to:
USER, TEST

Figure 7-1: Key Management — Allocate Key(s)
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8.0 Application Access Setup

There are two modes of operation for the EDD - Standalone and EHR Portal.

e Standalone - access via a direct web browser session which requires an active
RPMS User and Verify code to login.

e EHR portal - access from within the EHR application as separate tab. Note that
this also requires an active RPMS User and Verify code to login, however the
user may already have their credentials cached in the EHR application.

8.1 Stand Alone Setup

For standalone access, create an icon on your desktop to call up your web browser for
access:

1. Right click at a blank area of the Windows desktop to display the actions menu.
2. Select New to display the submenu.

3. Select Shortcut to display the Create Shortcut wizard, select item step (Figure

]
s Create Shodout
What item would you like to create a shortcut for?
This wizard helps you to create shomcouts to local or netwaork programs, files, folders, computers, oo
Interrvet ackdresses
Type the bocation of the gem:
bittpe/fwdemmibadbdl ] vangent locab 57T cspde T /BEDDML oganl . csp) Brosase...
Chck Met to continse
| Hest Camcel

Figure 8-1: Create Shortcut wizard, select item step

4. Inthe Type the location of the item field, type the following URL (site-specific
modifications in [brackets]):

http://[IPADDRESS]:[PORT]/csp/bedd/BEDDLogin.csp, where:

e |IPADDRESS is the IP name or Address of your Ensemble installation or CSP
Gateway.

e PORT is the port number used for the portal or gateway.
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Note: Modify the URL to HTTPS if using a CSP gateway with an
active and signed HTTPS encryption certificate.

5. Click Next to display the Create Shortcut wizard, set name step.

e

G ¢ Creste Shomeut
What would you like to name the shormoult?

T, pe 3 name for this thortout:
ED Daskboand

Click Finich to create the shorout

|__Fanith Cargel

Figure 8-2: Create Shortcut wizard, set name step
6. Inthe Type a name for this shortcut field, type ED Dashboard.
7. Click Finish.

To test, double click the new shortcut. If the setup was completed correctly, the
Dashboard Login web page (Figure 8-3) should display.

9

I e e il By @ o

- Papr Ly X r L

Welcome to the BEDD Emergency Room Dashboard Login

Aeoess Code:
Veridy Code
Select the Site

Figure 8-3: Dashboard Login web page

8.2 EHR Setup

To access the EDD from the EHR, the latter’s graphical user interface (GUI) must be
modified:

1. Logonto EHR.

2. Right-click in the title bar at the top of the EHR window and select Design Mode
(Figure 8-4).
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Figure 8-4: EHR window with right-click menu displayed

Select Desktop Properties from the Design menu (Figure 8-5) to display the
Properties for Desktop dialog (Figure 8-6).

Delete Tomplate. ..

Save o Template. ..
Save Personal Settings
Restone Personal Seftngs
Restore Def sults

Restore from Temglate., ..

Figure 8-5: Design menu
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| o | [ coce |

42 %l e

Figure 8-6: Properties for Desktop dialog

Select Customize Menus from the Property list

Click the blue plus sign (+) to display the Menu Items pane (Figure 8-7) with a

blank menu entry at the bottom of the list.

Progerty | 4 = P &% %
CAFIRIN | & & &
oM | sy Pt
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INFOCLDR | e
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o L daem
POPIPCOLOMS ] 5 o
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STATUSCOLGH | B Cortwens
WA TH ]| | Xreketn
Cinhimsin e bl simps M M
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Wl g st e e
[ o2 | [lowma] [ oo |

Figure 8-7: Properties for Desktop dialog: Menu ltems pane
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10.
11.
12.
13.

Type ED Dashboard in the blank menu entry.
Click Apply; the ED Dashboard dialog (Figure 8-8) displays.

Ei iany

c = fumed hareliol ] TE «Eide harde BLOLEHE

.

Figure 8-8: ED Dashboard dialog

In the Edit action field of the ED Dashboard dialog (Figure 8-8), type the path
to Internet Explorer followed by a space and the EHR URL. Replace IP address
and PORT with values appropriate for the site:

C:\Program Files\Internet Explorer\iexplore.exe http://IPaddress:PORT
csp/bedd/BEDDL ogin.csp?DUZ=$(user.handle)&SITE=$(site.handle)&LOC
=EHR

Click OK to close the ED Dashboard dialog.

Click OK to close the Properties for Desktop dialog.
Click Save Settings.

Exit Design Mode.

Click the new tab Emergency Department Dashboard; the EDD main page
(Figure 8-9) displays.
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User Patient Tools Help Clear

Patiert Chart || Commurication | RPMS || RACS Under Consiruction || 1H Patient Chait | Emergency Department Dashboard
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Figure 8-9: EDD main page
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9.0 Configuration

Setup of the Emergency Room beds and other aspects of the EDD are covered in the
IHS Emergency Department Dashboard Users Guide BEDDO0100u.pdf
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Acronym List

CSP

EDD

EHR

ERS

GUI

IHS

RPMS

Cache Server Page

Emergency Department Dashboard
Electronic Health Record
Emergency Room System
Graphical User Interface

Indian Health Service

Resource and Patient Management System
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IHS Emergency Department Dashboard (BEDD) Version 1.0

Contact Information

If you have any questions or comments regarding this distribution, please contact the
OIT Help Desk (IHS).

Phone: (505) 248-4371 or (888) 830-7280 (toll free)

Fax: (505) 248-4363

Web:  http://www.ihs.gov/GeneralWeb/HelpCenter/Helpdesk/index.cfm

Email: support@ihs.gov
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38


http://www.ihs.gov/GeneralWeb/HelpCenter/Helpdesk/index.cfm
mailto:support@ihs.gov

	Table of Contents
	Preface
	1.0 Release Notes
	2.0 Installation Notes
	2.1 Contents of Distribution
	2.2 Required Resources

	3.0 BEDD XML/Ensemble Installation
	3.1 Import the BEDD XML file
	3.1.1 Open Ensemble Studio
	3.1.2 Import the bedd0100.xml File


	4.0 Configuring the Cache Server Page Application
	4.1 Enable System Authentication Options
	4.2 Create New CSP Application
	4.3 Update Ensemble’s UnknownUser

	5.0 CSP Gateway Installation
	5.1 Install Cache Shell
	5.2 Configure IIS
	5.3 Configure CSP Gateway

	6.0 BEDD KIDS Installation
	6.1 Pre-Installation
	6.2 BEDD Installation
	6.3 Sample BEDD Installation

	7.0 Add User Security Keys
	8.0 Application Access Setup
	8.1 Stand Alone Setup
	8.2 EHR Setup

	9.0 Configuration
	Acronym List
	Contact Information

