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Preface

This manual describes the installation of the Practice Management Application Suite
(BPRM) and any additional support software needed.

BPRM is a browser-enabled graphical user interface for the Indian Health Service
(IHS) Resource and Patient Management System (RPMS) applications. It provides
improved access to existing RPMS data, and streamlines the input of new patient
data. In some aspects of its operation and configuration, this suite is also referred to
by its development name, Moonwalk. It should also be noted that prior to V3.0, the
previous namespace for the Practice Management Application Suite was BMW. The
BMW namespace now refers only to the CACHE.DAT file used by BPRM and other
IHS applications.

The BPRM application suite consumes Cache classes, generated by Fm2Class utility,
which maps onto FileMan files. Create, read, update, and delete (CRUD) operations
can then be performed over the generated Cache classes (SQL tables) via the
ADO.NET provider for Intersystems Ensemble/Cache.
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1.0 Release Notes
The following sections describe the changes made in BPRM V3.0 patch 1.

1.1 HEAT Fixes

These changes were made to address specific HEAT tickets:

1.2 Bug Fixes

These changes were made to correct issues found via in-house testing:

1.3 Enhancements
These enhancements have been made at the request of users and product analysts:

Installation Guide and Release Notes Release Notes
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2.0

2.1

2.2

221

2.2.2

Installation Notes

Prefix: BPRM
Current Version: 3.0 patch 1

Contents of Distribution

File Description

bprm0300.01.msi BPRM Application Installer

bprm0300.01.xml BPRM data description file

bprm0300.01i.docx Version 3.0 patch 1 Installation Guide and Release Notes

Required Resources

As described in Section 3.2, the BPRM suite can be deployed in several different
manners. This section lists the computer resources required for each deployment
strategy.

Standalone Application Server Resources

The following resources are required for a standalone application server:

e Microsoft® Windows® 2008 Server x64 bit (or later)

e Microsoft 11S® 7.0 (available with Windows 2008 server by default)

e Microsoft .NET Framework 4.5

e Four processor cores running at 2.0 GHz or faster (for site)

e Eight processor cores running at 2.4 GHz or faster (for area office)

e 4 GB RAM running at 1333 MHz (for site)

e 12 GB RAM running at 1333 MHz (for area office)

e 50 GB minimum free disk space (disk drives should be 10K RPM or faster)
See Appendix D: for a listing of specifications for a typical BPRM application server.

Database Server Resources

Database servers running the BPRM application require a minimum 5 GB of free disk
space.

Installation Guide and Release Notes Installation Notes
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2.2.3 Workstation Resources

The following resources are recommended for any workstations accessing the BPRM
application:

Dual-core processor running at 1.8 GHz or faster

4 GB of RAM

20 GB free disk space

Screen resolution of 1024 x 768 or higher

Windows 7 (highly recommended) or Windows XP

Internet Explorer® 9 (highly recommended) or Internet Explorer 8
Microsoft Silverlight® 5.0 plugin for Internet Explorer (required)

The Silverlight plugin can be rolled out on an enterprise basis using Group
Policies or another enterprise deployment tool, or it can be installed individually
on the workstation. Silverlight is available from Microsoft at this location:
http://www.microsoft.com/getsilverlight/get-started/install/default.aspx

2.3 Before You Begin: Installation Issues

Internet connectivity on the application server is necessary to download the required
installation items.

2.4 Prerequisites

2.4.1 Ensemble Prerequisites

BPRM v3.0 currently supports only Ensemble version 2012.2.x. Be aware the
examples in this Installation Manual reflect Ensemble 2012.2.5. If running a
different version, some of the screens may differ slightly from those shown here.

A BMW-specific CACHE.DAT file must be loaded into the Ensemble server
BMW namespace. Acquire this file from OIT SQA, it is not delivered as part of
the installation package. Refer to the BMW CACHE.DAT Installation Guide and
Release Notes for more information.

2.4.2 BPRM Prerequisites
The following KIDS must be installed:

PIMS v5.3 p1017
AG v7.1pll
AUT v98.1 p26

Installation Guide and Release Notes Installation Notes
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e XUV8.0

e BJPCv2.0p10

e AVAV93.2p22

e AUPN v99.1 p23
e BSDXv3.0

e EHR V1.1 patch 14

2.4.3  Other Prerequisites

7-Zip software is required to extract the installation files from the BPRM installation
package. It is available at http://www.7-zip.org.

Installation Guide and Release Notes Installation Notes
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3.0

3.1

3.2

Installation Overview

The BPRM v3.0 pl installation requires three files. The bprm0300.01.xml data
description file and the bprm0300.01.msi application installation file are specific to
the BPRM suite. These two files are included in the BPRM distribution package.

Additionally, a CACHE.DAT file (contained in a zipped file) specific to the
Ensemble version is also necessary. This CACHE.DAT file is used by BPRM as well
as other Meaningful Use Stage 2-compliant IHS applications, and is not included as
part of the distribution package. It must be acquired separately from OIT SQA.

Save the bprm0300.01.xml data description file and the zipped file containing the
CACHE.DAT file to a folder that is accessible to your database server. Similarly,
save the bprm0300.01.msi file to a folder that is accessible to your application
server(s).

Follow the instructions in Section 4.0 through 7.0 to install BPRM for the first time at
your site. (Refer to Section 8.0 if an earlier version of BPRM is installed at your site.)

BMW Database Deployment Strategy

To minimize changes to the RPMS database, BPRM adopts a strategy where a
separate database is mounted or attached on a current Ensemble/Cache server. This
mounted database contains already generated Cache classes against FileMan files.

The classes in the BMW database are generated in a specific package called BMW.
The BMW package can be mapped onto the RPMS database, thus enabling the RPMS
database to consume the mapped classes. The Cache-generated Classes will reside in
the BMW database, yet remain available to the RPMS database, thus achieving the
goal of minimizing steps for the BMW database setup when it is scaled onto several
sites.

Application Deployment Strategies

BPRM can be deployed in several different configurations. The configuration you use
will vary depending on your site's needs and available resources. In all cases, it is
recommended that BPRM be installed on an application server separate from the
database server where your RPMS database resides. This helps avoid load balancing
issues.

Installation Guide and Release Notes Installation Overview
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4.0

4.1

4.1.1

Installation Instructions: First-Time Install

BPRM contains components that run on both the RPMS server and the client personal
computer. As a result, the installation instructions are separated into these actions:

e Application Server Installation (Section 5.0)
e Database Server Installation (Section 6.0)
e Application Installation (Section 7.0)

The application operates in a web-based environment; there is no separate installation
necessary on workstations other than the items listed in Section 2.2.3.

Acquire the SSL Certificate

BPRM utilizes the Secure Sockets Layer (SSL) protocol to ensure secure
communications between its components. If your site is not on a secure domain, you
must acquire an SSL certificate. If your site is on a secure domain, an SSL certificate
is not necessary and you can skip all of this section (4.0), and Sections 5.8 and 5.9.

Note: Since the SSL certificate acquisition may take up to 24
hours, it is recommended that you acquire the SSL
certificate before beginning the BPRM installation.

The process for acquiring this certificate for sites on the IHS domain is different than
that used by sites that are not on the IHS domain.

SSL Certificate Acquisition — IHS Domain
If your site is on the IHS domain, to acquire your SSL certificate:

1. Click Start, Administrative Tools, and Internet Information Services (11S)
Manager.

2. Click the server name. The 11S Manager dialog box (Figure 4-1) displays.

Installation Guide and Release Notes Installation Instructions: First-Time Install
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Figure 4-1: Internet Information Services (II1S) Manager

3. Inthe center panel, double-click Server Certificates in the Security section (near
the bottom of the panel).

g internet Information Services (115) Manager
G e % wnwsnson »
Fle Mew  Hep
. - W Server Certificates
@-kd |7 |8 gi‘
o Fenpar Use this feature o request and tficates
| (4 ManBGE CCr
= 3 WIN-FLITISIGR WINRLI7| | 4,04 the Wb server can use with Wieh stes
o Application Packs configured for S5,
o @) Sites
E- Hame = | tssued Ta
i S| |
la] | i |2 Features View || Combent View

Figure 4-2: Internet Information Services (IIS) manager - Server Certificates
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4. Inthe Actions panel (on the right), click Create Certificate Request. The
Request Certificate Wizard (Figure 4-3).

5. Inthe Distinguished Name Properties dialog box, enter the information as
follows:

e Common Name. The name through which the certificate will be accessed
(usually the fully-qualified domain name, e.g.,
“NPACSMTBMW.d1.na.ihs.gov”).

e Organization. The legally registered name of your organization or company.

e Organizational unit. The name of your department within the organization
(e.g., IHS).

e City/locality. The city in which your organization is located.
e State/province. The state in which your organization is located.

e Country/region. The two-character Country code.

Request Certificate 7| x|

Distinguished Name Properties

Cl

Specify the required information For the certificate, Statefprovince and Cityflocality must be specified
as official names and they cannot contain abbreviations.,

Comman name: INPACSMTBMW.dl.na.ihs.gov

Organizakion: IHHS

Qrganizational unit; IHS

Citv/locality Inlhuquerque

State/province: INM|

Counkryfregion: IUS ﬂ

Erevious | Tk I Einish | Cancel

Figure 4-3: Request Certificate Wizard - Distinguished Name Properties

6. Click Next. The Cryptographic Service Provider Properties dialog box (Figure
4-4) displays.

Installation Guide and Release Notes Installation Instructions: First-Time Install
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Request Certificate ed |

Cryptographic Service Provider Properties

fr

Select a cryptographic service provider and a bit length. The bit length of the encryption key
determines the certificate’s encryption strength, The greater the bit length, the stronger the security.
However, a greater bit length may decrease performance.

Qidigicert Previous || Net | Foe Concel |

Figure 4-4: Request Certificate Wizard - Cryptographic Service Provider Properties

7. Leave both settings at their defaults:

e Cryptographic service provider: Microsoft RSA SChannel Cryptographic
Provider.

e Bit length: 2048.
8. Click Next. The File Name dialog box (Figure 4-5) displays.

Installation Guide and Release Notes Installation Instructions: First-Time Install
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4.1.2

10.
11.

Request Certificate

File Name

1

Specify the file name For the certificate request. This information can be sent ko a certification
authaority Far signing.

Specify a file name For the certificate request:

|C:\inetpub\Moonwalk\scr.txt |

Previous | [dexk: | Einish I Cancel

Figure 4-5: Request Certificate - File Name dialog box

Type a path and file name for the certificate request file. Make note of the
filename chosen and the save location. You will need to open this file as a text file
and copy the entire body of it (including the Begin Certificate Request and End
Certificate Request tags) into the online order process when prompted.

Click Finish to save the SSL certificate request file.

E-mail the file to IHSServerCertificateRequest@ihs.gov. Request the SSL
Certificate in PFX format for the BPRM Application. A certificate will be issued
within 24 hours and e-mailed to the originator of the request. Once the certificate
is received, proceed with the BPRM installation as described in Sections 5.0
through 8.0.

SSL Certificate Acquisition — Non-IHS Domain

If the site is not on the IHS domain, the steps for acquiring an SSL certificate will
vary, depending on the certificate provider. Several vendors (e.g., GoDaddy, Thawte,
and Verisign) provide SSL certificates, and the process for acquiring the certificate is
different for each.

Follow the steps provided by the SSL certificate vendor to acquire an SSL certificate,
and proceed to the BPRM installation instructions in Sections 5.0 through 8.0.

Installation Guide and Release Notes
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5.0

5.1

5.2

BPRM Application Server Installation and
Configuration

Microsoft .NET Framework Verification

As mentioned in Section 2.2.1, Microsoft .NET Framework 4.5 is required on the
BPRM application server. To determine if it is already installed:

1.
2.

From the Windows Start menu, select Control Panel.

Click Programs and Features. A listing similar to that shown in Figure 5-1
displays.

[ Programs and Features

G_Ov "_fi ~ Control Panel = All Conkrol Panel Items ~ Programs and Features - L@I Search Programs and Features

Cantrol Panel Home Uninstall or change a program

iiew installed updates Ta uninstall & program, select it from the list and then dick Uninstall, Change, or Repair.

f&‘ Turn Windows features on or off

Crganize ~
Install & program from the network -

Name = |-| Publisher I-l Install... |-I Size [-l \ersion I
gf162012

idobe Systems Incorporated g16f2012 116ME  10.1.4

Microsoft Corporation 21320z 3BEME 4030319

Microsoft Corporation 2f13/2m2 S1.9ME  4.0.30319

... Microsoft Carparation 2{13/2m2 TEBKE 9.0.30729.4143

Microsoft Corparation {32012 SIEKE  9.0.30729.4148

ESymantxc Endpoint Protection Symanbec Corporation 4f10f2012 1.12GE  12.1.1000.157

Figure 5-1: Programs and Features listing

Review the listing, looking for any Microsoft NET Framework 4.x entries. If
none are found, install the .NET Framework 4.5 by following the instructions in
Section 5.2. If Microsoft .NET Framework 4.5 is listed, skip to Section 5.3.

Note: There can be more than one version of the .NET Framework
on the server at the same time.

Microsoft .NET Framework 4.5 Installation
To install the .NET Framework:

1.

Download .Net Framework 4.5 from the Microsoft download center at:
http://www.microsoft.com/en-us/download/details.aspx?id=30653

Double-click the downloaded file to run the .Net Framework 4.5 setup. The
License Terms dialog box (Figure 5-2) displays:

Installation Guide and Release Notes  BPRM Application Server Installation and Configuration
November 2015
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., Microsoft NET Framework 4 Setup = || =] ER
MET Framework 4 Setup N
Please accept the license terms to continue. Hkror-of
-
MICROSOFT SOFTWARE -
V|1 have read and accept the license terms. S| |
Download size estimate: I7ME
Download time estimates: Dial-Up: 91 minutes
Broadband: & minutes
| Install | | Cancel

Figure 5-2: .NET Framework License Terms dialog box
3. Select I have read and accept the license terms to accept the license agreement.

4. Click Install. Respond to any prompts presented as the installation proceeds.
When completed, the Installation is Complete dialog box (Figure 5-3) displays:

Installation Guide and Release Notes  BPRM Application Server Installation and Configuration
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. Microsoft NET Framework 4 Setup EI = @

Installation Is Complete

N .NET Framework 4 has been installed.

Microsoft®

NET

Check for more recent versions on Windows Update,

Figure 5-3: .NET Framework Installation is Complete dialog box

5. Click Finish to complete the installation. If necessary, restart the server.

6. As a final step, run the Windows Updates utility to check for and install any .NET
Framework updates that may be available.

It is very important to check for and install any .NET Framework
updates. These updates can be critical to the stability and security
of BPRM operation.

Installation Guide and Release Notes  BPRM Application Server Installation and Configuration
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5.3

o

Internet Information Services (II5) N
. Manager f" (- 4
| ¥
@ Internet Explorer o /— |
7 Administrator
-;] Motepad 3
e | Documents
Command Prompt
i Computer
Event Viewer
MNetwork
Control Panel

Devices and Printers

Administrativ

Help and Support

Run...

3 All Programs

4 @ Windows Server Backup

Internet Information Services 7.0 Installation

| . Remote Desktop Services 3
. Component Services
*_l Computer Management
E Data Sources (ODBC)
@ Event Viewer
\'1'3 Internet Information Services (IIS) Manager
& i5CSl Initiator
=5 Local Security Policy
@ Performance Monitor
i Security Configuration Wizard

E."

Server Manager

L, Services Get an overview of the status of this server, perform top

4| Share and Storage M management tasks, and add or remove server roles and
features.

% Storage Explorer

System Configuration

(%) Task Scheduler

@9 Windows Firewall with Advanced Security
(3] Windows Memory Diagnostic

E Windows PowerShell Modules

[Q] Log off >|

I Search programs and files

Figure 5-4: Open Server Manager applet

To install the Microsoft 1IS:

1. From the Windows Start menu, select Administrative Tools.

2. Select Server Manager to display the Server Manager dialog box.

3. Click Roles in the left pane. The Roles pane (Figure 5-5) displays.

Installation Guide and Release Notes
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E. Server Manager [_[O] =]

File Action  View Help

| |
5 Rales r——————

Features ;E

Diagnostics I Yiew the health of the roles installed on your server and add or remove roles and Features.

1 57} Configuration !’

[ (5 Task Scheduler =
[ g Windows Firewal with Adve [

L), Services Roles Summary E Roles Summary Help

i W Contral

[ ¥ Local Users and Groups ! Roles: 1 of 17 installed S Add Roles
~ Users . 5 Remave
| Groups (i) web Server (I15)

=5 Storage
~ Weh Server (II5) [ sweb Server (115) Help

Provides a reliable, manageable, and scalable Web application infrastructure,

#! Role Status Aﬁ 150 bo Web Server (115)

Messages: None
System Services: ¢ Running, 1 Stopped

) Events: S informational in the last 24 hours

Best Practices Analyzer: To start a Best Practices Anakzer scan, go to the Best Practices Analyzer
tile on this role's homepage and click Scan this Rale

~! Role Services: 24 installed S Add Role Services

B R Role S
Rule Service |Status I & Remove Role services
3;,—, ‘weh Server Installed
= Camman HTTP Features Installed

Figure 5-5: Add Roles

4. If you already set up a web server, click Select Roles and skip to Step 6.

5. If you have not yet set up a web server, click Add Roles on the right pane.
Review the Before You Begin dialog box, and then click Next.

6. The Select Server Roles dialog box (Figure 5-6) displays:

Add Roles Wizard

=
i:i% Select Server Roles

Eefore ‘You Begin

Select one of more roles to install on this server,
Raoles:

Descripkion:
Corfirmation il Active Dirsctory Certificate Services
{AD TS is used bo create certification
Progress [ active Directary Domain Services suthorities and related role services
Resilts [] Active Directory Federation Services that allow you to issue and manage
[] active Directory Lightweight Directory Services certficates used in a wariety of
[[] active Directory Rights Management Services applications.

|: Application Server

[] DHCP Server

[ Drs server

[] Fax Server

[] File Services

[] Metwork Policy and Access Services
|: Prink Services

|: Terminal Services

[] uDDI Services

[ web Server (I15)

[] windows Deployment Services
[] windows Server Update Services

More about server roles

< Previous I Next = Install Cancel

Figure 5-6: Select Server Roles dialog box
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7. Select Web Server (11S). The Add Roles Wizard (Figure 5-7) displays:

Add Teatures required Tor Yeb Server (I15)7
g carnoh relall el Sever IS | urless B iegaied leshuey se slud el aled

Frahaes Dresceplion:
= ‘windows Frocess ductresion Semce ‘Wirdgers Progess At ahion Semice
Proatass Wesfel gererskon: the (15 procass medel, (e

S degsndancy on HTTP, AN the lestunes

Add Regmed Feshse: I Cancel |

Corfguaestion APy

1) Wity arm B beturss ecuend

Figure 5-7: Add Roles Wizard

8. Click Add Required Features. The Web Server (11S) dialog box (Figure 5-8)
displays:

Add Roles Wizard

EE:’E Web Server (IIS)

Before You Begin Introduction to Web Server (IIS)

G \Web servers are computers that have specific saftware that allows them to accept requests From client
computers and return responses ko those requests. Web servers let you share information over the Internet, or
through intranets and extranets. The \Web Server role includes Internet Infarmation Services (I15) 7.0, a unified
‘Web platform that integrates II5 7.0, ASP.MET, and Windows Communication Foundation. 115 7.0 also Features
enhanced security, simplified diagnostics, and delegated administration.

Role Services

Confirmation
Things to Note
Progress .

Using Windows System Resource Manager (MSRIM) can help ensure equitable servicing of 'Web server
Results traffic especially when there are multiple roles on this computer,

i The default installation for the Web Server (115) role includes the installation of role services that enable
woul ko serve skatic content, make minor custamizations (such as default documents and HTTP errors),
monitor and log server activity, and configure static content compression.

Additional Information

Overview of Web Server (T15)

Overview of Avalable Role Services in 115 7.0

115 Chechlists

Common Administrative Tasks in 115
Overview of WSRM

< Previous | [exk = I Install Cancel

Figure 5-8: Add Roles Wizard Web Server (IIS) dialog box

9. Click Next. The Select Role Services dialog box (Figure 5-9) displays:
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Add Roles Wizard [ ]

EE}’ Select Role Services

Before You Begin Select the role services to install For Web Server (IIS):

Server Roles

Confirmation

Progress

Results

Role services:

=l [E| web Server
= [¥] Common HTTP Features
[¥] static Cantent
[¥] Default Document
E Directory Browsing
|z HTTP Errors

Description:

‘Windows authentication is a low cost
authentication solution For internal
‘web sites. This authentication scherne
allows administrators in a Windows
domain to take advantage of the
domain infrastructure For
authenticating users. Do not use
‘Windows authentication if users who

[¥] HTTP Redirection
= [@ Application Development
[] asp.MET

must be authenticated access your
‘Web site from behind firewalls and
Proxy Servers,

[¥] .MET Extensibilicy

[ ase

[ ca

[/] 15APT Extensions

[¥] 154PI Filkers

[ server Side Includes
= [@ Health and Diagnostics

[¥] HTTP Logaing

"] Logging Tools

|z Request Monitar

I: Tracing

II; Zuskom Logging .ll

...........

More about role services

<= Previous I Mext = I Irstall | Cancel

Figure 5-9: Add Roles Wizard Select Role Services dialog box

10. Clear any checked boxes and enable the following role services:

Common HTTP Features
— Static Content

— Default Document

— Directory Browsing

— HTTP Errors

— HTTP Redirection
Application Development
ASP.NET

.NET Extensibility
ISAPI Extensions
ISAPI Filters

Health and Diagnostics (optional)
— HTTP Logging

— Request Monitor
Security

— Request Filtering
Performance
— Static Content Compression
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— Dynamic Content Compression
e Management Tools

— 1IS Management Console

— 1IS 6 Metabase Compatibility

11. Click Next to display the Confirm Installation Selections dialog box (Figure
5-10).

Add Roles Wizard E

Confirm Installation Selections

Before ou Begin
Ta install the Fallawing roles, rale services, or Features, click Install.

Server Roles -
i) Zinformational messages below

‘Web Server (I15)

|»

Role Services 'Z_-i"' This server might need to be restarted after the installation completes.,
Confirmation ~! Web Server (IIS)
Progress (7)) Find aut more about Windows System Resource Manager (WSRM) and how it can help optimize
~ CPU usage
Results
Web Server
Common HTTP Features
Skatic Content

Default Document
Direckary Browsing
HTTP Errars

HTTP Redirection

Application Development |-
ASPMET
MET Extensibility
[SAPI Extensions
ISAPI Filkers
Health and Diagnostics
HTTP Logging
Renuest Maniknr LI

Print, e-mail, or save this information

< Previous | Texk = | Inskall I Cancel |

Figure 5-10: Add Roles Wizard Confirm Installation Selections dialog box

12. Click Install. The Installation Results dialog box (Figure 5-11) displays:
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Add Roles Wizard B

EEEE Installation Results

Eefore You Begin X . .
The fallowing roles, role services, or features were installed successFully:
Server Roles

|»

Weh Server (I15) ~! Web Server (11S) 'C'}" Installation succeeded

Role Services The Fallowing role services were installed:
Web Server
Confirmation Common HTTP Features
Progress Static Conkent
Default Document
Direckary Brawsing
HTTF Errars
HTTP Redirection
Application Development
ASP.MNET
MET Extensibility
ISAPI Extensions
ISAPI Filkers
Health and Diagnostics
HTTP Logging
Request Monitor
Security
Request: Filtering
Performance
Static Cantert Cnmnression Ll

Results

Print, e-mail, or save the installation report

= Previous | [exk = I Close I Cance]

Figure 5-11: Add Roles Wizard Installation Results dialog box

13. Click Close to complete the installation and end the process.

Note: Please review the additional steps for disabling the 11S
Manager Logging feature in the Appendix E: Disable
Logging in 1S Manager section.

54 Windows Communication Foundation Activation
To activate the Windows Communication Foundation (WCF):
1. From the Windows Start menu, select Administrative Tools.

2. Select Server Manager to display the Server Manager dialog box.

3. Click Features in the left pane. The Features pane (Figure 5-12) displays.
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Ea Server Manager

=10l

File Action View Help

(ﬁ Storage

~| Features Summary

-

4 I I _I %:“ Last Refresh: Today at 8:06 AM Configure refresh

~) Features: 0of 42 installed E—'}a Add Features

Eﬂ Remove Features

&= 7= H
5.\ Roles - S S S S S S S S S
3

'j Diagnostics ?‘ View the status of features installed on this server and add or remove features.

ﬁﬂ- Configuration 3—%

E Features Summary Help

| |
Figure 5-12: Server Manager Features applet selected

4. Select Add Features. The Add Features Wizard (Figure 5-13) displays.

Add Features Wizard [ %]

=L
“— i Select Features

5

Description:

Features Select one or more Features to install on this server,

Confirmation Features:

Progress ork 3.5.1 Features Microsoft \WET Framework 3.5.1
Resulks JMET Framework 3.5.1

=i WCF Activation
HTTP Acivation
Mon-HTTP Activation
[] Background Inteligent Transfer Service (BITS)
[ BitLocker Drive Encryption
[] BranchCache
|:| Connection Manager Administration Kit
[ Deskrop Experience
D DirectAccess Management Consale
[] &roup Palicy Management
[ ] Ink and Handwriting Services
[] Internet Printing Client
D Inkernet Storage Mame Server
[] LPR Port Manitar
[] Message Queuing
[ Multipath 1jo
[ metwark Load Balancing

| ["] Peer Mame Resalution Protaccl | _ILI
4 3

More about features

= Preyious, | Mext = I

combines the power of the \MET
Framework 2.0 ARIs with new
technolagies for building applications
that offer appealing user interfaces,
pratect your customers' personal
identity information, enable seamless
and secure communication, and
provide the ability to model a range of
business processes.

Cancel

Figure 5-13: Add Features Wizard - Select Features dialog box

5. Select the .NET Framework 3.x Features, including the WFC Activation

0]

ptions:
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Note: The example in Figure 5-13 shows .NET Framework 3.0.
You may see a different .NET Framework version on the
server.

6. Click Next. The Confirm Installation Selections dialog box (Figure 5-14)
displays.

Add Features Wizand

a .
-:l ﬁb Confirm Installation Selections

Features
To install the following roles, role services, or features, dick Install,

(i) 1 informational message below

Confirmaticon

Progress

Results () This sarver riight read o be restarted after the installation completes.

*| NET Framework 3.5.1 Features

MNET Framework 3.5.1

WCF Activation
HTTF Acthration

Mon=HTTP Activation

Figure 5-14: Add Features Wizard - Confirm Installation Selections dialog box
7. Click Install to complete the process.

8. Click Next to view the Installation Results (Figure 5-15).
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Add Features Wizand

a2
- e:b Installation Results
Gl

Features
- The Following roles, robe services, or features were installed successfuly:
Confirmation
1. 1 warning Lo
[ —— message

1, ‘Windows automatic updating is not enabled, To ensure that your newdy-installed role or feature is
sutomaticaly updated, turn on Windows Update in Control Panel,

#| NET Framework 3.5.1 Features ) Installation succeeded
The Follwsng Festuras were instaled:
NET Framework 3.5.1
WCLF Activation
HTTP Activation
Non-HTTR Activaticon

| |Com ]

Figure 5-15: Add Features Wizard - WCF Installation results

9. Click Close to complete the WCF installation.

5.5 Adding MIME Types
To add MIME types:
1. From the Windows Start menu, select Administrative Tools.
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. Remote Desktop Services »
. Component Services
‘A4 Computer Management
E Data Sources (ODEC)
@ Event Viewer

X Internet Information Services (IIS) Y
. Manager .

l/'-.
@ Internet Explorer

- Administrator @ Performance Monitor
| Motepad 4 - ) ) )
-~ _:‘Ln Security Configuration Wizard
Civ_ Documents % Server Manager

‘E Internet Information Services (I15) Manager
&, iSCSI Initiator
i Local Security Policy

| &

i ==
I

Command Frompt

. Services

Computer a
Event Viewer 53] Share and Storage Management
; % Storage Explorer

Network
J System Configuration
Control Panel @ Task Scheduler

0 Windows Firewall with Advanced Security
Devices and Printers |2 Windows Memory Diagnostic
@ Windows PowerShell Modules
@ Windows Server Backup

Administrative

Help and Support

Run...

3 All Programs

I Search programs and files lE]J Log off >|

Figure 5-16: Opening Internet Information Services (IIS) Manager

2. Select Internet Information Services (11S) Manager to display the IS
Management Console (Figure 5-17).

Comections

q‘g! WIN-JVBDKHHJAQS Home

-7 e
5 Start Page —
1 €5 WIN-JVBDKHHIAQS (WIN-IVED Groupby: area “E-
+ 2} Application Pools ASP.NET
&) Sites ¥ < ) - — N
. — y = 7
& d B s K 5 & =
N7 4 15, |ab] [ \‘3? ] =
HET HET MET Trust  Application  Connection  Machinekey  Pagesand  Providers  Session State  SMTP E-mail
Compiation  Globalization  Levels Settings Strings Contrals

I

B d e

futhentication Compression  Default Drectory  EmorPages  Handler  HTTPRedrect  HTTP  ISAPLand CGI ISAPIFiters
Document  Browsing Mappings Respo...  Restrictions
& A 3
J QE%FJ i" - = Xy
Logging Madules Cutput Server worker
Caching  Certificates  Pracesses
Management
= =
Sy
Feature Shared

Delegation  Configuration

Figure 5-17: 1IS Management Console
3. Select the application server in the left pane.

4. Double-click MIME Types to display the MIME Types dialog box Figure 5-18.
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@ B3 b WD 5] I -
L e e
e G‘da MIME Types e
W st : —
N WS NS | 1% s T o manag et offle o etensions nd assochted cxtent rpes tht e servedas 0 s by th W seve "ﬁ.
Foekation Pack Gromby: M Gragng - ming Help
Sto g
Extenson = [ v Type | Enry Tipe | |
et
acee
oo
i
-
o
e
o
aggkation
ant
Ll
s
e
s
a
s
atom
b
bepss:

Figure 5-18: MIME Types window

5. Click Add in the Actions pane. The Add MIME Type dialog box (Figure 5-19)

displays:
Add MIME Type [ 7] |

File name extension:

R

MIME Eyvpe:
|

Ik I Cancel

Figure 5-19: Blank Add MIME Type dialog box

Add MIME Type EE

File name extension:

I aspx

MIME type:
[text html]

I oK I Cancel

Figure 5-20: Add MIME Type .aspx Extension
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5.6

© © N o

10.
11.
12.
13.

Type .aspx in the File name extension field.
Type text/html in the MIME type field.
Click OK.

In the MIME Types dialog box (Figure 5-18), click Add in the Actions pane on
the right of the screen.

Add MIME Type EHE3 |

File name extension:

SWE

MIME Evpe:
Iapplicatinn,l'su:uap+msl:uin1|

(o] 4 I Cancel |

Figure 5-21: Add MIME Type .svc Extension

Type.svc in the File name extension field.
Type application/soap+msbinl in the MIME type field.
Click OK.

Click the back arrow in the upper left corner of the 11S Management Console
(Figure 5-18) to return to the 11S Manager Start window.

HTTP Compression Configuration
To configure HTTP compression:

1.

Using Windows Explorer, browse to C:\Windows\System32\inetsrv\config as
shown in Figure 5-22.

Note: This folder is typically hidden; you may need to manually
type the folder path in the Windows Explorer address bar.
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l C\Windows'\System32'inetst¥',config

,‘;u Local Disk {C:)
— Data (D)

€ Network

applicationHost.config Date modified: 2j25{2012 2:29 PM
CONFIG File Size: 78.7 KB

Date created: 1/5/2010 9:45 PM

g( )v | - Computer ~ |Local Disk (C:)| » Windows - System32 - inetsry = config = - l‘nll Search config ¥
Organize - J Cpen v New folder = » O 9
‘¢ Favarites Mame “ Date modified | Type Size v| |
Bl Deskiop Expart 1fal2010 9:45 PM File Folder
i Downloads schema 2(27/2012 10:09 &M File Folder
< Recent Places {7 | admiristr ation, carfig 2f27(2012 10:27 BN CONFIG File 18KE
ﬂ applicationHost .config 128 9 P COMFIG File
- Libraties
_ A | redirection, config 1/8/2010 9:45 PM COMFIG File: 1KB
£| Documents
@ Music
& Pictures
B Videos
18] Computer

Figure 5-22: Location of applicationHost.config file

Open the applicationHost.config file with a text editor such as Notepad and find
the httpCompression tag. Figure 5-23 shows a typical applicationHost.config file

after scrolling down to the httpCompression tag.

Note: The statements following the tag in the file on the system
might not match those in this example.

<httpCompression directory=

<scheme name="gzip"” dII="%Windi
<dynamicTypes>
<add mimeType=""
<add mimeType=""
<add mimeType=""
<add mimeType=""
</dynamicTypes>
<staticTypes>
<add mimeType=""
<add mimeType=""
<add mimeType=""
<add mimeType=""
</staticTypes>
</httpCompression>

"%SystemDrive%\inetpub\temp\l11S Temporary Compressed Files">

ro\system32\inetsrv\gzip.dil" />

text/*" enabled=""true" />

message/*"" enabled=""true" />
application/x-javascript” enabled=""true" />
*/*" enabled=""false" />

text/*" enabled=""true" />

message/*"" enabled=""true" />
application/javascript” enabled="true"™ />
*/*" enabled=""false" />

Figure 5-23: Section of a typical applicationHost.config file

3. If not already present in your ap
compression level and dynamic

Figure 5-24:

plicationHost.config file, ensure the dynamic
type statements are added to the file as shown in

<httpCompression directory=

"%SystemDrive%\inetpub\temp\l11S Temporary Compressed Files">
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<scheme name="gzip" dII="%Windir%\system32\inetsrv\gzip.dll"
dynamicCompressionLevel="5" />
<dynamicTypes>
<add mimeType="text/*" enabled=""true" />
<add mimeType="message/*" enabled="true" />
<add mimeType="application/x-javascript"” enabled=""true" />
<add mimeType=""application/soap+msbinl™ enabled="true" />
<add mimeType="*/*" enabled=""false”™ />
</dynamicTypes>
<staticTypes>
<add mimeType=""text/*" enabled=""true" />
<add mimeType="message/*' enabled="true" />
<add mimeType=""application/javascript"” enabled="true" />
<add mimeType="*/*" enabled=""false" />
</staticTypes>
</httpCompression>

Figure 5-24: Typical applicationHost.config file after changes

4. When finished editing the applicationHost.config file, save it and exit from the
text editor.

5.7 Moonwalk Web Site Setup

5.7.1  Add the Application Pool
To add the Application Pool:

1. Return to the 11S Manager opened in Section 5.5 and browse to Application
Pools in the tree structure below your IS node as shown in Figure 5-25.

'\-'Elnternet Information Services (I15) Manager

@ &Y [ ) v WIN-WEDKHHIAQS » Application Pacls

File  view Help

ST @) Application Pools

Eﬁ Start Page

!;:I--“j WIN-IVEDKHHIAGS (WIN-JVEDI This page Iets_ wou visw al_ﬂd manage the I?st of application pools on the server, Application pools are associated with worl
Py provide isolation among different applications,

E | Sites Filker: = (HGo - gy show Al | Group by Na Grouping -
% Defaulk Web Site Name * | Skatus | (MET Frame... | Managed Pipeli... | Identit | Applications
fClassic NET App... Starked w20 Classic MetworkService 0
é:'DeFauItAppPool Started w20 Integrated MetworkService 1

Figure 5-25: 1IS Manager browsed to Application Pools

2. Right-click Application Pools and select Add Application Pool. The Add
Application Pool dialog box (Figure 5-26) displays.
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Add Application Pool HE |

Mame:

IMDanalk

.MET Framework wersion:
|.NET Framework v4.0,30319 Rd|

Managed pipeline mode:
IIntegrated j

V¥ start application pool immediately

Cancel

Figure 5-26: Add Application Pool dialog box

3. In the Name field, type the name of the application pool (Moonwalk).
4. Inthe .NET Framework version field, select version 4.x of the .NET Framework.
5. Click OK.
6. Right-click the newly-created application pool in 11S Manager and click
Advanced Settings. A dialog box similar to Figure 5-27 displays:
Advanced Settings HE
E (General) =
MET Framework Yersion ¥4.0
Managed Pipeline Mode Inteqgrated
Marme MoonwsalkMew
Queue Length 1000
Skark Automatically True
E cru
Lirnit: u]
Lirnit Action MNoAction
Limit Inkterwal {minukes) 5
Processor Affinity Enabled False
Processor Affinity Mask, 4294967295 .
E Process Model
Identity ApplicationPoolldentity
Idle Time-out {minutes)
Load User Profile False
Mazimum Worker Processes 1
Fing Enabled True
Fing Maximum Response Time {seconc 90
Fing Period (seconds) a0
Shutdawn Time Limit (seconds) 20
Startup Time Limit {seconds) a0

Fl Prarcess Menhaninn

Idle Time-out (minutes)

[idleTimeout] Amount of ktime {in minutes) a waorker process will remain idle before it
shuts down. & worker process is idle i it is not processing requests and no news
requests are received.

Ok | Cancel |

4

Figure 5-27: Application Pool Advanced Settings
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7. Change the Idle Time-out value to 120 minutes.
8. Change the Identity value to LocalSystem.

9. Click OK to save the changes and close the dialog box.

5.7.2  Create a Moonwalk Folder
To aid in setting up the Moonwalk web site, create a C:\inetpub\Moonwalk folder:

1. Using Windows Explorer, navigate to C:\inetpub on your Windows application
server.

2. Click Organize, and then select New Folder. (Alternatively, click New Folder in
the Windows Explorer toolbar if it is present.)

3. Type Moonwalk, and then press Enter to create the C:\inetpub\Moonwalk folder.

5.7.3 Add the New Site

To add the new web site:

1. Right-click Sites in the Connections pane of the IIS Manager and select Add
Web Site. The Add Web Site dialog box (Figure 5-28) displays.
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5.8

Add Web Site K E |
Site name: Application pool:
IMu:u:unwaIk IMDanaIk Select. .. |

—iconkent Direckory

Phwysical path:

Pass-through authentication

IC:'I,inetpuI:u'l,Mu:u:unwaIId v |

Example: wiwny, contoso, com of marketing. conkoso, com

Conneck as... | Tesk Setkings...

—EBinding
Tvpe: IP address; Pork:
Ihttp j |F'.II Unassigned j IBD
Hosk name:

¥ Start weh site immediately

[ o |

Zancel

Figure 5-28: Add Web Site dialog box

2. In the Site name field, type Moonwalk.

3. Click Select and select the Moonwalk application pool created in the previous

steps.

4. Inthe Physical Path field, browse to the C:\inetpub\Moonwalk folder created in
Section 5.7.2. Be aware that the location will be different if the folder was created

on a different drive.

5. Set the port number in the Binding section to the range of 80 through 83 unless
you have a specific reason not to do so. If you use a port other than the default
Port 80, ensure that port is open on your firewall.

6. Click OK to save the changes and close the Add Web Site dialog box.

Install the SSL Certificate

To install the SSL server certificate acquired in Section 4.1:

1. From the Windows Start menu, select Administrative Tools.

2. Select Internet Information Services (11S) Manager.
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@ﬁ [ €3 » DEMOSERVER  »
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- 17 I8 qi’ DEMOSERVER Home
] C »
6 Start Page : ==
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#l-lal Stes
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d 9 o B8 B B &
Authertication Compressian Dief ot Directory Errar Pages Faled Request  Hander
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Management ;I
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Figure 5-29: Internet Information Services (IIS) Manager

3. Click the server name in the left panel.

K Internet Information Services (I15) Manager

& & [ omosenven EEEICE
Fie Wemw  Help i
TR #ﬂ Server Certificates @
"3 Seart Paoe
& %3 IDEMOSERVER (b1 e thes Fabure Bo reguest and mansge certific stes that the Wb server can use vwih 'Wed stes tonfigured for Create Centificate Request...
T mockestion Posis = Complete Coitfcsts Regut. .
Hokl e LT I trrwpart Certificate EIEd _L1. Creste Domain Catieats. .
Certficate i [.phn ¥ Create %ol Sogned Certficats. .,
[ it Tat, DEMOSERVEREFTW o/« | 0 e
Pasmword: e
[puwaeadd

¥ v thes esrtificats to b sspated

I |

| | |
4] (| _1.'1 |Features Wirvr | Gonterk View
Fusady I‘.‘-.l.i

Figure 5-30: Import Server Certificate dialog box

4. Double-click Server Certificates in the Security section (near the bottom of the
panel).
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5.9

5.

8.

In the Actions panel (on the right), click Import. The Import Certificate dialog
box displays.

Click the ellipses button (...) to browse to the location where the server certificate
file acquired in Section 4.1 was saved.

In the Password field, type the password provided by the IHS Server Certificate
Request team (or in the case of non-tribal sites, by the issuing authority from
which the server certificate was acquired). If the server certificate was acquired
from another issuing authority, you may or may not have received a password.
Enter the password if applicable; otherwise leave this field blank.

Click OK to complete the import procedure.

Configure the SSL Certificate

Note: If you configure the SSL certificate after installing the
BPRM application, you must uninstall BPRM before
configuring the SSL certificate. See Section 8.2 for
information about uninstalling BPRM.

To configure the SSL certificate:

1.

o A~ w DN

In the 11S Manager window, select the name of the server where the certificate
was installed.

Under Sites, select the site to be secured with the SSL certificate.
In the Actions pane, click Bindings.

Click Add.

In Add Site Binding:

a. For Type, select https.
b. For IP address, select All Unassigned, or the IP address of the site.
c. For Port, specify a port number ranging from 440 through 443.

Note: When installing SSL with https (port 440 through 443), first
remove any previous site bindings for http (port 80 through
83). The Site Bindings dialog box shown in will indicate
whether there any http site bindings and allow their
removal.

d. Select the SSL certificate just installed. Click OK.
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Browse *:1443 (https)
Advanced Settings...
Configure
Failed Request Tracing...

Limits...

Deploy

Figure 5-31: Edit Site Binding dialog box

6. Click Close.

7. Close Internet Information Services (11S) Manager.

The SSL Certificate is now configured. Visit the website via an HTTPS connection,
using the domain name, not the IP address, to verify the installation.
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6.0

6.1

6.2

6.2.1

BPRM Database Server Installation and
Configuration

This section outlines the steps essential for setting up and configuring an IHS RPMS
database server in order for the BPRM application to be executed against the RPMS
database. It also provides steps to set up such an environment.

Assumptions
This section assumes the following:

e Ensemble/Cache server (running one of the supported versions as described in
Section 2.4.1) has already been set up.

e An RPMS database is already set up on the Ensemble/Cache server.

e The person performing the installation and configuration has the appropriate
rights to mount databases, create a namespace, and edit namespace settings for the
RPMS database.

e The BMW CACHE.DAT file provided by OIT SQA as described in the BMW
CACHE.DAT Installation Guide and Release Notes document is installed.

Importing a New BPRM XML File

A separate XML file is included with the release; follow the steps in Sections 6.2.1
through 6.2.2 to import a new BPRM XML file.

Disable Read Only

In order to import the bprm0300.01.xml file, you must set the BMW database to
allow write access. If the database is set to Read Only:

1. Browse to the Local Databases window of the Ensemble Management Portal
following this path:

Home > System Administration > Configuration > System
Configuration > Local Databases.

2. Click Edit in the row corresponding to the BMW database.
3. In the window displayed, set the Read Only? field to No.

Once the patch is installed, you can re-enable Read Only mode by repeating these
steps and setting the Read Only? field to Yes.
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6.2.2 Import the BPRM XML File

To import the bprm0300.01.xml file:

1. From the Ensemble/Cache System Management Portal Home window, click
System Explorer, and then click Classes. The Classes dialog box (Figure 6-1)
displays.

- DE
| e

~
Semver [JpT DY Namespace: BMWS Ensemble

User pieran Licensedto. Property of the Indian Health Service Instance' ENSEMBLEAtErSystems.

e@| = hitpy/flocalhost 5774/ csplsysim O -~ B G || & Background Tasks
il Classes

|  Classes = Classes

Home | About | Help | Logout System = Classes

L¥

O Systemitems

[ eenerated items:

Begin date (yyyy-mm-dd)
End dae (yyyy-mm-dd)
Class name

Maximum row s

[0 EMW.ABERFILE.cls

[] BnwW ABERDEENGPRADATAClS

[0 EMW.ABERDEENGPRADATASOCQUARTER.cls

[ BMwW ABMCASHIERINGDETAILVIEW cls

[0 EMW.ABMCASHIERINGSESSIONVIEW.cls

[] BMwW.ABSPCERTIFICATION. cls

[0 EMW.ABSPCERTIFICATIONSOCSWITCHTYPE.cls

[] BMW ABSPCLAIMS cls

[0 enw ABSPCLAIMSSOCTransmitFlag.cls

[] BMwW ABSPCOMBINEDINSURANCE cls

[0 EMW.ABSPDATAINPUT.cls

[] BMwW ABSPDATAINPUTSOCASKFILLDATE cls

[0 EMW.ABSPDATAINPUTSOCASKINSURANCE.cls

[ BMW ABSPDATAINPUTSOCASKNCPDPOVERRIDES cls
[0 EMW.ABSPDATAINPUTSOCASKPREAUTHNUMBER.cls
[ BMW ABSPDATAINPUTSOCASKPRICING.cls

[0 EMW.ABSPDATAINPUTSOCDEFAULTNDC.cls

[ BMW.ABSPDIAGNOSISCODE cls

2012-04-183 16:15:36 412131

p——
| #Lookin: « [page sze:f | Resutts: 1000+ [Page I« [4]0 sloft] |
v
[ Name Date Size

1339 Decumentation

2013-04-18 16:15:37 168236 54461 Decumentation

2012-04-18 16:15:41.600851
2013-04-02 143743 881108
2012-04-02 14:37:22 937526
2013-04-18 16:15.44 396873
2012-04-18 16:33:10.050057

588 Documentafion
1947 Decumentation
567 Documentafion
4155 Documentation

606 Documentafion

2013-04-18 16:15.44 612298 18896 Decumentation

2012-04-18 16:33:10.585186
2013-04-18 163313 503873
2012-04-18 16:33.24.201473
2013-04-18 163328 455803
2012-04-18 16:33.23.636364
2013-04-18 163328 787738
2012-04-18 16:33:28.922453
2013-04-18 163328 045058
2012-04-18 16:33:29.236464
2013-04-18 16:15.44 75683

584 Documentation
3010 Decumentation
5360 Documentation

601 Decumentation

602 Documentation

618 Decumentation

616 Documentafion

586 Decumentation

604 Documentafion

v
3542 Documentation

Figure 6-1: Classes window

2. Select the BMW namespace in the LookIn: pane on the left side of the dialog
box.

3. Click Import. The Import Classes dialog box (Figure 6-2) displays.
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| /& Import Classes - Internet Explorer B

&
=

Import classes to namespace BMW.

Import Classes

=101 x|

User: pieran

Namespace: BMW

The import file resides on
@ TrainingDB () My Local Machine

Import from a File or a Directory:
®File O Directory

Enter the path and name of the import file:
IGi\BMW patches\bprm0300.xmil

Compile imported items — Compile flags |cuku1

[CJRun import in the background
(Highly recommended for importing large files.)

Browse...

Figure 6-2: Import Classes dialog box

W

4. Click Browse and navigate to the bprm0300.01.xml file in the folder where it

was saved as described in Section 3.0.

5. Select the bprm0300.01.xml file and click Next.

6. A listing (Figure 6-3) displays showing the contents of the XML file.
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,_é'lmpnrt Classes - Internet Explorer

Import Classes User: pieran
Namespac e- BMW
~
Select items you wish to import.
ltem Exists| LastModified
BMW.BSF.SPAbmApproveClaimc|s Yes  [2014-12-04 11:15:59
BMW . BSF.SPAbmCancelBilcls Yes  [2014-12-04 11:15:51
BMW . BSF.SPAbmCancelClaimec s Yes  [2014-12-04 111540
BMW_BSF.SP.AbmGetChargeForCode.cls Yes  [2014-12-04 11:1515
BMW.BSF.SPAbmSetBilCreation.cls Yes  [2014-12-04 11:14:54
BMW.BSF.SP.AbmSetCashieringSessionSignin cls Yes  [2014-12-04 11:14:44
BMW.BSF.SP.AbmSetCashieringSess onSignOut.cls Yes  [2014-12-04 11:14:34
BMW.BSF.SPAgCheckAndSelSilentSPTAcc ess.cls Yes  |2015-02-19 17:15:35
BMW.BSF.SPAgCheckSPTACcess cls Yes  [2015-02-19 115214
BMW.BSF.SP.AgGetinc ompleteChariStatistics.c s Yes  [2014-12-04 11:13:56
BMw.BSF.SP.AgGetinc ompleteChariStatistic sCount cls Yes  [2014-12-04 11:13:45
BMW.BSF.SP.AgGetinc ompleteChartStatistic sSumc s Yes  [2014-12-04 11:13:36
BMW . BSF.SPAgGetPatientASheetReport.cls Yes  [2015-02-12 17:30:35 v
| v

Figure 6-3: Import Classes window - Content listing

7. Click Import. After a few moments of processing, a listing of the imported
classes (Figure 6-4) displays.
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,_é'lmpnrt Classes - Internet Explorer i

@
N

Import result

Import Classes

Namespac ] BMWT

User: pieran

Imported
Imported
Imported
Imported
Imported
Imported
Imported
Imported
Imported
Imported

<

class:

class:

class:

class:

class:

class:

class:

class:

class:

class:

Importing Selected Classes from C:\InterSystems\EnsembleZ012\nA

Import to MNamespace BMWT.
Load started on 03/20/2015 13:33:42
Loading file C:\InterSystems\EnsembleZ0l12\mgr\Temp\importfroml

BMW.BSF.5P.AbmApproveClaim
BMW.BSF.SP.AbmCancelBill
BMW.BSF.SP.AbmCancelClaim
BMW.BSF.SP.AbmGetChargeForCode
BMW.BSF.SP.AbmSetBillCreation
BMW.BSF.5P.AbmSetCashieringSessionSignIn
BMW.BSF.5P.AbmSetCashieringSessionSignout
BMW.BSF.5P.AgCheckindSetSilentSPTAccess
BMW.BSF.S5P.AgCheckSPTAccess
BMW.BSF.5P.AgGetIncompleteChartStatistics

ERpEE] -

Figure 6-4: Import Classes window - Import listing

8. Scroll to the bottom of the listing to confirm the Load finished successfully
message displays (Figure 6-5).

Class BMW.
Class BMW.
Class BMW.
Class BMW.
Class BMW.
Class BMW.
BMW .

Class

e

Load finished

BSF.
BSF.
BSF.
BSF.
BSF.
BSF.

§ddd5¢

VWL
successfully.

.BDGADMITTEDPATIENTSVIEW is up-to-date.
.BDGCURRENTADMISSIONVIEW is up-to-date.

.BDGINCOMPLETECHARTSTATISTICSVIEW is up-to-dat
.BDGINCOMPLETECHARTSTATUSVIEW is up-to-date.

.BDGINCOMPLETECHARTVIEW is up-to-date.

.BSDHAPPOINTMENTVIEW is up-to-date.

NICWORELOADVIEW is up-to-date.
W is up-to-date.

ERREN] -

Figure 6-5: Import Classes window - Load finished successfully

At this point, the BMW database configuration is complete.
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6.3 Cache User Creation

BPRM performs CRUD operations over the RPMS DB using the BMW tables that
were mapped over the RPMS database, as described in Section 6.2.

BPRM requires a Cache user privileged to execute CRUD on the RPMS database.
Table 6-1 shows the privileges needed:

Table 6-1: User Permissions Needed

Iltem Permissions Needed

SQL Tables Update/Read/Delete privilege on all tables of the BMW package
in the RPMS database

SQL Views Read permission all views of the BMW package in the RPMS
database

SQL Procedures Execute permission on all procedures of the BMW package in
the RPMS database

6.3.1 Create the Moonwalk User
To create a new Moonwalk user:

1. Navigate to the Users window of the Ensemble System Management Portal
following this path:

Home > System Administration > Security > Users |

2. Click Create New User to display the Edit User window (Figure 6-6).
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Menu Home | About | Help | Logout System > Security Management > Users > Edit User m
-ac e
: Server TRl Namespace:%SYS Switch - -
Edit User User. sa Licensed to: LLC Instance: CACHE

Use the form below to create a new user definition:

[General] Roles | SQL Privileges SQL Tables SQL Views SQL Procedures

Name®: \;00NWALK_USER
Copy from: | an existing name here = |
Full Name
Comment:
Password": |,......
Confirm Password*

Change password on next login:
User Enabled:
Expiration Date: (yyyy-mm-dd)
Startup Namespace:
Startup Tag*Routine:
Two-factor Authentication
Mobile phone service provider: ~| Create

Mobile phone number:

{
* Indicates a required field Save Close

Figure 6-6: Edit User window

3. Type MOONWALK_ USER in the Name field.

4. Type a password that complies with your site-specific password rules in the
Password and Password Confirmation fields.

5. Click Save to save the new user

6. Click Close to exit the Edit User window.

6.3.2  Assign User Roles
To assign user roles for the required tables:

1. Navigate to the Users window (Figure 6-7) in the Ensemble System
Management Portal following this path:

Home > System Administration > Security > Users
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Menu Home | About | Help | Logout System > Security Management > Users =
Cache
Server[ENRSa Namespace:%SYS Switch
Users User: sa Licensed to: LLE Instance: CACHE oy Kielopens
Create New User
The following is a list of user definitions: [Cast update 2012-11.28 14:01:57.307 | | Auio
Filter Page size: 20 [v] Items found: 9
User Full Name Enabled |Namespace|Routine| Type
_PUBLIC (Internal use - not for login) |No Cache password user Profile
_SYSTEM SQL System Manager Yes Cache password user Profile
Admin System Administrator Yos Cache password user| Edit | Delete | Profile
CSPSystem CSP Gateway user Yes Cache password user| Edit te | Profile
Jawad User who installed system |Yes Cache password user| Edit Profile
MOONWALK_USER Yes Cache password userl‘ Profile
sa Yes Cache password user| Edit Profile
SuperUser System Super user Yes Cache password user| Profile
UnknownUser Unauthenticated user Yes Cache password user’ Profile

Figure 6-7: Users window

2. Click Edit in the row corresponding to the new MOONWALK_USER user
created in Section 6.3.1. The Edit User window (Figure 6-8) displays.

Menu Home | About | Help | Logout System > Security Manaaement > Users > Edit User

. Semer‘m Namespace: %SYS Swi
| Edit User User. sa Licensed to: LLC

Caché
tch

Instance: CACHE by InterSystems

E it definition for user MOONWAL K_USER

[ General [ [Roles] |[ sQLPrivileges || SQL Tables |[ SQL Views

|[ QL Procedures

MOONWALK_USER is Assigned to the Following Roles |Grant Option

None.

Assign user MOONWALK_USER to one or more roles

Available Selected
----- Select One or More ----- = -—-- [tems Selected --—- = | Assign
%DB_%DEFAULT » YoAll
%DB_CACHE

%DB_CACHEAUDIT ﬂ | Assign with Grant Option
%DB_CACHELIB E ﬂ

%DB_CACHESYS

%DB_CACHETEMP :I

%DB_DOCBOCK

%DB_SAMPLES

%DB_USER

%Developer i

Hold the [Shift] or [Ctrl] key while clicking to select multiple.

Figure 6-8: Roles tab in Edit User window — before changes

3. Click the Roles tab.

4. Select %ALL from the Available column and move it to the Selected column by

clicking the right arrow.

5. Click Assign to assign the %0ALL role to the MOONW

ALK_USER account.

When done, the Edit User window will look similar to that shown in Figure 6-9.
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[ Menu | Home | About | Help | Logout

Edit User

System > Security Manaaement > Users > Edit User

Server. m Namespace: %SYS Switch

by InterSystems

‘MOONWALK_USER is Assigned to the Following Roles
%Al

User: sa Licensed to: LLC Instance: CACHE
Edit definition for user MOONWALK_USER
General | [Roles] ‘ SQL Privileges SQL Tables | SQL Views ‘ | SQL Procedures
Grant Option

s

%DB_CACHELIB =
%DB_CACHESYS
%DB_CACHETEMP ﬂ
%DB_DOCBOOK

%DB_SAMPLES

%DB_USER

%Developer hd

%DB_CACHEAUDIT ﬂ
»

¥

Hold the [Shitt] or [Ctri] key while clicking to select multiple.

Assign user MOONWALK_USER to one or more roles:

Available Selected
----- Select One or More ----- + ----- ltems Selected - -
%DB_%DEFAULT
%DB_CACHE ﬂ

| Assign

Assign with Grant Option

Figure 6-9: Roles tab in Edit User window — after changes
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7.0

7.1

Application Deployment to the Web Server

With the application and database server installations complete, this section describes
the steps for installing the BPRM application itself.

Note: If installing an update or patch to an existing BPRM
installation, first uninstall the previous version before
continuing. See Section 8.0 for instructions.

Deploy the BPRM Application
To deploy the BPRM application:

1.

4.

Log onto the application server and browse to the location where the BPRM
Application Installer file (bprm0300.01.msi) is stored.

Double-click the bprm0300.01.msi file to run the BPRM application installer.

Note: If an error message displays indicating that you do not have
sufficient privileges to run the installer, refer to Appendix A
for instructions on running the installer from the
Administrator command prompt.

Once the installer is started, the BPRM setup wizard (Figure 7-1) displays.

13 BPRM V3 = = -

Welcome to the BPRM V3 Setup Wizard

The installer will quide you through the steps required tao install EPRM %3 on your computer.

WARMIMG: This computer program ig protected by copyright law and international treaties.
Unauthorized duplication or distibution of thiz program, or any portion of it, may result in zevere civil
ar criminal penalties, and will be prozecuted to the masinum extent possible under the law.

Figure 7-1: BPRM Setup Wizard dialog box

Click Next. The Select Installation Address dialog box displays.
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5. Select Moonwalk from the Site list.
6. Type the directory name in the Virtual directory field, if necessary.

7. Select Moonwalk from the Application Pool list. Figure 7-2 shows the results:

13! BPRM V3 == -

Select Installation Address A

The installer will install BPAM %3 to the following web location.

Ta inztall ta thiz web location, click "Mext". Ta install to a different web location, enter it belaw.

Site:

| taonwalk ™ | Digk Cost...

Wirtual dirscton:

Application Pool:

| tdoonwvealk v

| Cancel | | < Back | | et > |

Figure 7-2: Select Installation Location dialog box after selection

8. Click Next. The Confirm Installation (Figure 7-3) dialog box displays.
il BPRM V3 SEIEN

Confirm Installation A

The installer iz ready to install BPRM %3 on pour computer.

Click "Mext" ta start the installation.

| Cancel | | < Back | | Mewt >

Figure 7-3: Confirm Installation dialog box
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9. Click Next. The Installing BPRM dialog box (Figure 7-4) displays and the
installation progress is shown.

5 BPRM V3 = =] =

Installing BPRM V3 g@

BPRM W3 iz being inztalled.

Please wait...

| Cancel | | < Back | | Meut >

Figure 7-4: Installing BPRM dialog box

10. After a few moments of processing, the Database Configuration dialog box
(Figure 7-5) displays.

Load Existing Configuration | | Add | | Remowe

Database P Marmespace Short Marne User Marme Fort Institution

Figure 7-5: Database Configuration dialog box

11. The BPRM suite relies on specific information about each RPMS database to
which it is connected. Click Add in the Database Configuration dialog box to
display the Configuration dialog box (Figure 7-6) and add this information for
each database associated with this installation.
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DB User Name |m00nwa\k_user | Passuord | |

Configuration -

Database IP || | Mamespace | |

Part | | Short Marne | |

| Werify Connection |

Default Institution

Institutions

Save | | Cancel

Figure 7-6: Configuration dialog box

The Database Configuration dialog box contains the following fields:

Database IP. Use this field to enter the IP address of your RPMS database.
Note that this is the internal IP address, not an external address.

Namespace.Use this field to enter the namespace of your RPMS database.

DB User Name.This field is automatically populated with the
MOONWALK_ USER user name.

Password.Use this field to enter the password you set for the
MOONWALK _USER account in section 6.3.1.

Port.Use this field to enter the Cache Superserver port used by your RPMS
database. By default, this is port 1972, although it will be different on your
system if you have changed this Cache setting.

You can check your Superserver port number from within the Ensemble
Management Portal using this path:

Home > Configuration > Memory and Startup

The Superserver port number displays at the bottom of the page displayed.

Short Name.This field is automatically populated with your institution’s short
name if it exists in your INSTITUTION file. If it does not exist, type a short
name of your choice by which you can identify this institution in the future.

Institutions.Use this list box to choose the institutions associated with your
RPMS database. When the Default check box is enabled, this list is limited to
only the institutions set as your default per your INSTITUTION file. When
the check box is cleared, the list will show all available institutions.
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12. When the Configuration dialog box displays, enter the Database IP,
NamespaceDB User Name, Password, and Port, then click Verify Connection.
Once the Institutions list is loaded, select your institution from the list and
provide a Short Name (if not already present).

13. Once the fields are populated, click Save to add the information to the BPRM
database configuration file. If more than one database is associated with this
installation of BPRM, re-populate the form fields with the appropriate
information and click Save again. Repeat this process for each database.

14. When done, click Continue to continue the application installation.

15. A Moonwalk Setup Status Page (Figure 7-7) will display to perform a setup
check. The checks listed should display as complete.

[-Tolmm

tepe//Macalbogt: o) tupchecks 2 = B G || & rocalhost

-

Moonwalk Setup Status Page

Setup Checks
- Date Time Concurren cy Check - Complete

= Patient B Index Check - Complete

Query Failed
« BMW.BSF.VW.AGPATIENTFLAGVIEW - Complete
- BMW.BSF.VW. BDGADMITTEDPATIENTSVIEW - Complete
« BMW._BSF.VW.EDGINCOMPLETECHARTVIEW - Complete
+ BMW.BSF.VW.BDGINCOMPLETECHARTSTATISTICSVIEW - Complete

- BMW.BSF.VW.AGALTERNATERESOURCEVIEW - Complate

Figure 7-7: Moonwalk Setup Status Page

16. When the installation is complete, click Next. The Installation Complete dialog
box Figure 7-8 displays.
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i BPRM V3 = |[= -

Installation Complete |

BPRM 3 has been succeszfully installed.

Click. "Cloze" to exit.

Flease use Windows Update to check for anw critical updates to the MET Framework.

Cancel < Back

Figure 7-8: Installation Complete dialog box

17. Click Close to exit the dialog box.

7.2 Adding a Database after the Installation

In some cases and at some sites, it may be necessary or desirable to associate one or
more additional databases to the BPRM application suite. To add a database after
BPRM has been installed:

1. Log onto the application server where BPRM resides.

2. Browse to the location where the BPRM Application Installer file
(bprm0300.01.msi) is stored.

3. Double-click the bprm0300.01.msi file to run the BPRM application installer.
The BPRM setup wizard (Figure 7-9) displays in repair mode.
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i) BPRM V3 = = -

Welcome to the BPRM V3 Setup Wizard -

Select whether yau want to repair or rerove BPRM W3,

®) Repair BPRM %3
() Remave BPRM W3

Figure 7-9: BPRM Setup Wizard dialog box — Repair Mode

4. Select Repair, and then click Finish. The Installing BPRM dialog box (Figure
7-10) displays.

7 BPRM V3 = =]

Installing BFRM V3 A

BFRM V3 iz being installed.

Please wait...

Figure 7-10: Installing BPRM dialog box

5. Click Next once the processing is complete. The Database Configuration dialog
box (Figure 7-11) displays.
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Load Existing Configuration | |

Add | | Remowe

Database IP Marnespace

Short Marme

User Marme Part

Institution

Figure 7-11: Database Configuration dialog box

6. In the Database Configuration dialog box, click Load Existing Configuration.
The Configuration File Selection dialog box (Figure 7-12) displays.

Loak jr: | | Config V| e & = HE b
(I:__—... Marre * Date rmodified Type
e
@ qumMeasures 5/28/2MA 319PK XML File
Recent places E Facilities 5/28/2014 2:20 Phd ML File
jMeasurementTypes 5/28/2MA 319 Pk XML File
|| ModuleCatalog g}’PE;é'?\’LL File ML File
. ize: ytes .
Desttap | L ReleMappings Date modified: 5/26/2014 329 pp | MLFile
Llraies
.;_.‘
Computer
@ [<] m [ [>]
Metwark
File narme: ‘Facilities v| | Open |
Files of type: ‘ v| | Cancel |

Figure 7-12: Configuration File Selection dialog box

7. Select Facilities, and then click Open. The Database Configuration dialog box
displays again, with the existing configuration listed, similar to that shown in

Figure 7-13.
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Load Existing Configuration | | Add | | Remowe

Database IP Marmespace Short M ort Institution

(I trzininadh PROT

Figure 7-13: Database Configuration dialog box - Existing configurations listed

8. Click Add in the Database Configuration dialog box to display the
Configuration dialog box.

9. When the Configuration dialog box displays, enter the Database IP,
NamespaceDB User Name, Password, and Port, then click Verify Connection.
Once the Institutions list is loaded, select your institution from the list and
provide a Short Name (if not already present).

10. Once the fields are populated, click Save to add the information to the BPRM
database configuration file. Repeat this process for each database.

11. When done, click Continue to continue the application installation.

12. When the installation is complete, the Installation Complete dialog box Figure
7-14 displays.
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i BPRM V3 = |[= -

Installation Complete (-

BPRM 3 has been succeszfully installed.

Click. "Cloze" to exit.

Flease use Windows Update to check for anw critical updates to the MET Framework.

Cancel < Back

Figure 7-14: Installation Complete dialog box

13. Click Close to exit the dialog box.

7.3 Menu and Security Keys

There are no package-specific security keys associated with BPRM. The BPRM
package operates on existing RPMS security keys.

BPRM security is built upon the RPMS Menus and Security keys. Table 7-1 defines
the relationship between BPRM Roles and the RPMS Menu and Security keys.

Note: If a user has AKMOCORE or AKMOEVE as their primary
menu option, either of these menu options will override any
of the Secondary Menu options shown in Table 7-1. They
will, however, need the appropriate Security Keys as shown
in the table.

Table 7-1: Security Keys

Role Secondary Menu Option Security Keys
(Must include all)

ADT Clerk BDGMENU DGZADT
DGZNUR
DGZMENU

ADT Coder BDGMENU DGZPCC
DGZMENU
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Role Secondary Menu Option Security Keys
(Must include all)
ADT Supervisor BDGMENU DGZADT
DGZICE
DGZNUR
DGZSUP
DGZSYS
DGZMENU
ADT Non-Clinical BDGMENU DGZNOCLN
DGZMENU
Admin XUPROG
XUPROGMODE
CQM Clerk APCLMENU APCLZMENU
CQM Supervisor APCLMENU APCLZMENU
Flag Manager DGPF MANAGER
Flag Assignment DGPF ASSIGNMENT
Flag Access DGPF PRF ACCESS
PHR Operate AGPAT -or- AGZPHROPT
AGVIEWONLY
Registration Clerk AGPAT -or- AGZMENU
AGMENU
Registration Supervisor | AGMENU AGZMENU
AGZMGR
AGZHOME
AGZREPORTS
AGZDELHRN
Registration View Only | AGPAT -or- AGZVIEWONLY
AGVIEWONLY
Scheduling Clerk BSDMENU SDZMENU
Scheduling Supervisor | BSDMENU -or- SDZMENU
BSD MENU SUPERVISOR SDZSUP
SSN Viewer AGSSNMENU AGZVIEWSSN

In cases where there is more than one Secondary Menu Option listed in Table 7-1,
only one is necessary per user. Conversely, where there is more than one Security
Key listed for a specific role, all of the keys shown must be included. For example, a
Scheduling Supervisor needs either the BSDMENU or BSD MENU SUPERVISOR
added as a Secondary Menu Option, but needs both the SDZMENU and SDZSUM
Security Keys.
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7.4 Open the BPRM Application

After the installation and configuration steps have been done, to open BPRM:
1. Open Internet Explorer.

2. Inthe Address bar, enter the IP address of your Windows application server and
the port number using this form, where domain_name represents the IP address
of the application server and k represents the port number you assigned in
Section 5.9:

For sites using SSL:
https://domain_name:kkk
For sites not using SSL:
http:// ip_address:kk

3. If Microsoft Silverlight is not already installed on the computer, a message will be
displayed offering to download and install it. Follow the prompts to install
Silverlight on the computer.

4. Once Silverlight is installed, the BPRM Log In screen (Figure 7-15) displays.

BPRM V3
Access Code | | THERE 15 MO AIGHT OF PRIVACY IN USE OF THIS SYSTEM %
7 You are accessing a U5 Governmeant information system,
Verify Code | | which incdludes (1) this computer, (2} this computer network,
{3} all computers connected to this network, and (4) all
Database | Select a Database - | devices and storage media attached to this network orto a

computer on this network, This information system is

provided for LS, Government-authorized use enly.

Unautharized or impropar use of this system may result in

- disciplinary action, a5 wall as civil and criminal peralties,

Login By wsing this information system, you understand and -

Figure 7-15: BPRM Log In screen

5. Type your RPMS Access Code (user name) in the Access Code field
6. Type your RPMS Verify Code (password) in the Verify Code field.
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7. Select your RPMS database from the Database list box.

Note: Users must have an RPMS division assigned to them before
they can log into the RPMS database selected in this step.

8. Click Login. A screen similar to that shown in Figure 7-16 will be displayed,
although different modules may be displayed at the bottom of the screen.

B féuanced search aiomonowma - 5% @ (D)

‘ Patients Benefits | Prior Auths | Scheduling ADT | COM Settings Reports. Tasks 0 -

Figure 7-16: BPRM Opening Screen

Note: If you specified a port other than the default in Section 5.7.3
and the opening screen is not displayed, verify that the port
you specified is open on the BPRM web server.

Refer to the separate BPRM User Manuals for additional information about using the
modules that make up the application suite.
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8.0 Installing BPRM Patches and Updates

BPRM patches and updates are released on a periodic basis to address reported issues
and to add enhancements. Follow the steps in Sections 8.1 through 8.7 to install an
incremental patch or update.

Note: In this chapter, the BPRM installation file name is
represented with bprmnnnn.exe, where nnnn represents
the BPRM patch or update version number you are
installing.

8.1 Stop the BPRM Web Site on the Application Server

Before installing a patch or update, stop the BPRM (Moonwalk) web site:

1. From the Windows Control Panel menu, open the System and Security applet
and select Administrative Tools as shown in Figure 8-1.

* System and Security I;‘i-

\(-. = 1 |'§§ b Contral Panel » Spstern and Security v O | | Search Control Panel P ‘

File Edit \iew Tools Help
Control Panel Hi . &

e W Action Center
1 Review your computer's status and resolve issues | B Change User Account Control settings

# System and Securi
v o Troubleshoot common computer problems

EtwoTE ahd Internet
Hardware W Windows Firewall
Check firewall status Allow an app threugh Windows Firewall
Programs
User Accounts ‘-_!. S__ystem ; .
T View amount of RAM and processor speed ﬂx Allow remote access Launch remote assistance
S PpEarancs See the name of this computer 'f“_.f'Da.-‘iceManacJer

Cleck, Language, and Region A
o= Windows Update

F
Eese bBiccess - @ Turn automatic updating on or off | Check for updates | Install optional updates | View update history
\J Power Options

Require a password when the computer wakes Change what the power buttens do
e = computer sleeps

Administrative Tools
Defragment and optimize your di
o = = _. Mnerate a system health report

£s \“,' Create and format hard disk partitions "\’, View event logs

Figure 8-1: Opening Administrative Tools

2. Double-click Internet Information Services (11S) Manager (Figure 8-2).
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SR A Shartcut Toals | Spplication Tools Administrative Tools I;‘i-
Hame Share B Manage Manage o 0
. d"; Cut j L X IE":E . Mewr item 85 open - BH selectall
= (3] Copy path Q = T:_']Easyaccess' o Edit Select none
Copy Paste . Move  Copy Delete Rename Mew Propetties o i
2| Paste shortcut to- to- - falder - 1o Invert selection
Clipboard Organize e Open Select
T |'50 v Control Panel b Systern and Security b Administrative Tools » v O | | Search Sdrministrative Tools pel
o o Marme - Date modified Type Size e
Desktap . Terminal Services Tf2e2M2 2105 AM File folder
& Downloads é," Component Services TS a0z 122 P Shortout 2KB =
El Recent places = @ Corrputer Managerment TF25FE02 219 P Shartout KB a
[y Defragrent a i TS 18P Shortcut KB
4 Libraries A Foent Wiewer T/25/202 220 PM Shortcut KB
3 Documents ﬂj Ir‘ﬂ.temet I.n.formation éemces (\.Ié).l;ﬁanager i 25}'2‘(512 ZTSPM S}.wr.i;cL.A.t ”2-|.<.B_
rj‘- Music 7‘ iSCEl Initiatar Frasfema 222 PM Shartcut 2 KB.
=] Pictures E:b Local Security Policy F2a2M2 219 PM Shortout 2KB
E Videos @ ODEC Data Sources (32-hit) TF25F20N2 229 P Shortout 2KB
ODBC Data Sources (64-bit) TrE5f2012 225 PM Shortcut 2KB
1% Computer @_\ Performance Monitaor TFRnfEME 217 P Shortcut KB
i Local Disk (€ b ) Resource Monitar Ti29/202 217 PM Shortcut KB
20items  1itern selected 1.10KE

Figure 8-2: Opening Internet Information

Services (lIS) Manager

Expand the tree in the left pane for the appropriate server (TRAININGAPP in

the example shown in Figure 8-3). Open the Sites folder and select the

Moonwalk site.

L Internet Information Services (IIS) Manager I;‘i-
@0 | @ » TRAININGAPP » Stes b Moonwalk » | oy @
File  Wiew Help
Connections Ik Actions
g | Moonwalk Home
-z |8 “ 4 Explore L4
; & Start Page Filter: . Go - o Show Al | Group by Edit Perrnissions..
492 TRAININGAPP (TRAININGAPP Adminis ' S = R A - o=
o Edit Site
|2} Application Poals ASP.NET an :
1 Bindings...
o Site :% - “ D Basic Settings..
b M NET NET .MET Error NET Wiewy Applications
QR Authorizat., Compilation Fages Globalization Yiew Mirtual Diteett s
b MW-LTST-ADT F _— q o 5
: WEs = IE: I Manage Website A
bR M-LTST-hLI [O= A =fr =% z
b€ MW-LTST-P1 MET Profile  \METRoles NET Trust  NET Users w Restart
bR MW-NR Lewels -
S X =
- 5 =
ab * =2 Browse Website
Application  Connection  Machine Key  Pages and sl B *a1 thity
Settings Strings Contrals ] Browse gt
Advanced Settings..,
“'.k. ) % Configure
Providers  Session State SMTP E-mail Failed Request Tracing...
Limnits..,
[ - & Deploy ~
o2 =0 g . & Export Application...
Bl 3 2‘ ] § a0
Authentic.. Authorizat.. Compression  Default v = MR A e
® Help
7 m > . - Content iew Online Help =
Ready LF|

Figure 8-3:

Internet Information Services (lIS) - Stopping the Moonwalk (BPRM) web site
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4. Click Stop in the Manage Web Site section on the right side of the window as
shown in Figure 8-3.

8.2 Uninstall the BPRM Application
Follow these steps to uninstall BPRM:
1. Open the Windows Control Panel and select the Programs and Features applet.

2. Select the BPRM application as shown in Figure 8-4 and click Uninstall. Be
aware that in some cases, the previous namespace (BMW) may be displayed
instead of BPRM:

[ Programs and Features = = m
® = [ » Contral Panel » Al Control Panel ltems » Pragrams and Features v ] [ Search Programs and Features 2 |
File  Edit  Wiew Tools Help

Control Panel Hi .
A neme Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
B Turn Windows features on or
oft Organize VChangE B o @
1 - Publisher Installed On | Size Version [~
{éBPRM 0300) IHS 142152014 71.8ME 0300
. arw » '] ‘4 . [
" W - -
" -
= S =
"
-
-
- 0
s "o iy - - ) ] i . 1aMmeo
gt o - p— o4 T e [~
B NE3|
_-E IHS Product version: 0.3.0.0
I!F Size: T18MB
3

Figure 8-4: Uninstalling BPRM

8.3 Install the BPRM Application

To deploy the BPRM application:

3. Log onto the application server and browse to the location where the BPRM
Application Installer file (bprmnnnn.msi) is stored.

4. Double-click the bprmnnnn.msi file to run the BPRM application installer.

Note: If an error message displays indicating that you do not have
sufficient privileges to run the installer, refer to Appendix A
for instructions on running the installer from the
Administrator command prompt.
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5. Once the installer is started, the BPRM setup wizard (Figure 8-5) displays.

© o N o

iz, BPRM V3 =11 -

Welcome to the BPRM V3 Setup Wizard |

The inztaller will guide you through the steps required to install EPRRM %3 on vour computer.

WARMIMG: This computer program iz protected by copyright law and intemnational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civi
or criminal penalties, and will be prozecuted to the masimum extent possible under the law.

Figure 8-5: BPRM Setup Wizard dialog box

Click Next. The Select Installation Address dialog box displays.
Select Moonwalk from the Site list.

Type the directory name in the Virtual directory field, if necessary.

Select Moonwalk from the Application Pool list. Figure 8-6 shows the results:
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il BPRM V3 = | = -

Select Installation Address

The installer wall install BPRM %3 to the following web location.

Toingtall to this web location, click "Nest". To install to a different web location, enter it below.

Site:

| tdoonwvealk v | Dizk Cost...

Wirtual directon:

Application Poal:

| t oorwealk W

| Cancel | | < Back | | et > |

Figure 8-6: Select Installation Location dialog box after selection

10. Click Next. The Confirm Installation (Figure 8-7) dialog box displays.
i, BPRM V3 [- [= T

Confirm Installation
i
The installer iz ready to install BPRM %3 on yowr computer.

Click "Mext" to start the installation.

| Cancel | | < Back | | Mext >

Figure 8-7: Confirm Installation dialog box

11. Click Next. The Installing BPRM dialog box (Figure 8-8) displays and the
installation progress is shown.
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b5 BPRM V3 =

Installing BPRM V3 %

BFRM %3 iz being inztalled.

Please wait...

| Cancel | | < Back | | Mext >

Figure 8-8: Installing BPRM dialog box

12. After a few moments of processing, the Database Configuration dialog box
(Figure 8-9) displays.

Load Existing Configuration | | Add | | Rermowve

Database IP Marnespace Short Marme User Marme Part Institution

Figure 8-9: Database Configuration dialog box

13. In the Database Configuration dialog box, click Load Existing Configuration.
The Configuration File Selection dialog box (Figure 8-10) displays.
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Lok irc | | Canfig v| [ < W5 M=l
@& MName # Date modified Type
ot | CgmMeasures 5/28/2014 319 PM XML File
Recent places E Facilities 5/28/2014 3:29 PM HML File
| MeasurementTypes 5/28/214 319 Pkt XML File
|| MaduleCatalog gvpe;él?\t File WML File
. ize: ytes .
Desktop | L RoleMappings Date modified: 5/28/2014 :20pna | <MLFile
Libraries
.!,.‘
Cnmp‘uter
@ < mn [»
Metwark | l | ) |
File name: ‘ Facilities v | | Open |

Filez of type: ‘ v| | Cancel |

Figure 8-10: Configuration File Selection dialog box

14. Select Facilities, and then click Open. The Database Configuration dialog box

displays again, with the existing configuration listed, similar to that shown in
Figure 8-11.

Load Existing Configuration | | Add | | Remowe

Database IP Marmespace 1t Institution

(I trzininadh PROT

Figure 8-11: Database Configuration dialog box - Existing configurations listed

15. After you have specified all of the required information in the BPRM Release
Manager dialog box, click Continue to complete the installation.

16. A Moonwalk Setup Status Page (Figure 8-12) will display to perform a setup
check. The checks listed should display as complete. This page can only display
results white the Moonwalk website and application pool are started.
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e

e/ ocaliost: tupchecks 2 = B G || & rocalhost

Moonwalk Setup Status Page

Setup Checks
- Date Time Concurren cy Check - Complete

= Patient B Index Check - Complete

Query Failed
« BMW.BSF.VW.AGPATIENTFLAGVIEW - Complete
- BMW.BSF.VW. BDGADMITTEDPATIENTSVIEW - Complete
« BMW._BSF.VW.EDGINCOMPLETECHARTVIEW - Complete

+ BMW.BSF.VW.BDGINCOMPLETECHARTSTATISTICSVIEW - Complete

- BMW.BSF.VW.AGALTERNATERESOURCEVIEW - Complate

Figure 8-12: Moonwalk Setup Status Page

17. When the installation is complete, click Next. The Installation Complete dialog
box Figure 8-13 displays.

i BPRM V3 = |[= -

Installation Complete (.

BPRM 3 has been succeszfully installed.

Click. "Cloge" to exit.

Flease use Windows Update to check for any critical updates to the MET Framework.

Cancel < Back

Figure 8-13: Installation Complete dialog box

18. Click Close to exit the dialog box.

8.4 Importing a New BMW CACHE.DAT File

Follow the steps outlined in Section 5 of the BMW CACHE.DAT Installation Guide
and Release Notes to import a new BMW CACHE.DAT file.
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8.5

8.5.1

8.5.2

Importing a New BPRM XML File

A BPRM patch or update is contained within a single XML file. Follow the steps in
Sections 8.5.1 through 8.5.2 to import a new BPRM XML file.

Disable Read Only

In order to import the bprmnnnn.xml file, set the BMW database to allow write
access. If the database is set to Read Only:

1. Browse to the Local Databases window of the Ensemble Management Portal
following this path:

Home > System Administration > Configuration > System
Configuration > Local Databases

2. Click Edit in the row corresponding to the BMW database.
3. In the window displayed, set the Read Only? field to No.

Once the patch is installed, re-enable Read Only mode by repeating these steps and
setting the Read Only? field to Yes.

Import the BPRM XML File

To import the bprmnnnn.xml file:
1. From the Ensemble/Cache System Management Portal Home window, click
System Explorer, and then click Classes.

2. Inthe Classes window displayed (Figure 8-14), select the BMW namespace in
the LooklIn: section on the left side of the window.
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B

e@| & httpy/flocalnost577R/csp/sys/o O = B O @ Background Tasks

& Classes x| | Gy eees

| - Clazses

Home | About | Help | Logout System = Classes

User. pieran

ServerfrU DNk Namespace: BMWS

|
Ensemble Al

Licensedto: Property of the Indian Health Service Instance' ENSEMBLEAtErSystems.

[ BMW ABBRFILE cls

[ BMW.ABERDEENGPRADATA cls

[ EMW.ABERDEENGPRADATASOCQUARTER.cls
[ BMW.ABMCASHIERINGDETAILVIEW.cls

[ EMW.ABMCASHIERINGSESSIONVIEW.cls

[J BMW.ABSPCERTIFICATION.cls

[ EMW.ABSPCERTIFICATIONSOCSWITCHTYPE.cls
[0 BMW.ABSPCLAIMS cls

[] enw ABSPCLAIMSSOCTransmitFlag.cls

[ BMW.ABSPCOMBINEDINSURANCE cls

[ systemitems
[ Generated items:

5
:
&
=
154

y-mm-dd)

g
g
&
=3
=]

!

Class name

*

cls

Compile | Export | Import | Delete (= B Classes
ookin: «|[Page size:l | Results: 1000+ [Page: I « [4]n s of1] |
s
0] rame P e

2013-04-18 16:15:36.412131 1335 Documentation
2012-04-18 16:15.:37.169236 54461 Decumentation
2012-04-18 16:15:41.600851
2013-04-02 14.37.43.881108
2012-04-02 14:37:22 937526
2013-04-18 161544286878
2012-04-18 16:33:10.050057
2012-04-18 16:15.:44.612288 18886 Decumentation
2012-04-18 16:33:10.585186
2013-04-18 16:33.13.503878
2012-04-18 16:33.24.201473

588 Documentafion
1947 Decumentation
567 Documentafion
4155 Documentation

606 Documentafion

584 Documentafion
3010 Documentation

5360 Documentation

Maximum row s

[0 EMW.ABSPDATAINPUT.cls

[J BMW.ABSPDATAINPUTSOCASKFILLDATE.cls

[ EMW.ABSPDATAINPUTSOCASKINSURANCE.cls

[J BMW.ABSPDATAINPUTSOCASKNCPDPOVERRIDES. ¢ls
[0 EMW.ABSPDATAINPUTSOCASKPREAUTHNUMBER.cls

2013-04-18 16:33.28.455803
2012-04-18 16:33.23.636364
2013-04-18 1633 28.787789
2012-04-18 16:33.23.922463

601 Decumentation
602 Documentafion
618 Decumentation

616 Documentafion

[J BMW.ABSPDATAINPUTSOCASKPRICING.cls
[ EMW.ABSPDATAINPUTSOCDEFAULTNDC.cls
[] BMwW.ABSPDIAGNOSISCODE cls

2013-04-18 16:33.28.045058
2012-04-18 16:33:29.236464
2013-04-18 16:15.44 75683

586 Decumentation

604 Documentafion

3542 D

Figure 8-14: Classes window

to be displayed.

Click Import. This causes the Import Classes dialog box shown in Figure 8-15

| & Import Classes - Internet Explorer

| Import Classes

Import classes to namespace BMW.

=101 x|

User: pieran
Namespace: BMW

The import file resides on
@ TrainingDB () My Local Machine

Import from a File or a Directory:
®File O Directory

Enter the path and name of the import file:

|Gi\BMW patches\bprm0300.xml

Browse...

[¥] Compile imported items — Compile flags Icuko‘l

[JRun import in the background
(Highly recommended for importing large files )

Figure 8-15: Import Classes window

4. Click Browse and navigate to the bprmnnnn.xml file in the folder where it was
saved as described in Section 3.0. Select the bprmnnnn.xml file and click Next.
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5. Next, a listing (Figure 8-16) will be displayed showing the contents of the XML
file.

,_é'lmpnrt Classes - Internet Explorer

Import Classes Users pieran
Namespac e- BMW
~
Select items you wish to import.
ltem Exists| LastModified
BMW_BSF.SPAbmApproveClaimcls Yes  |2014-12-04 11:15:59
BMW_BSF.SP.AbmCanceBilcls Yes  |2014-12-04 1111551
BMW_BSF.SPAbmCancelClaim.cls Yes  |2014-12-04 1111540
BMW_BSF.SP.AbmGetChargeForCode.cls Yes  |2014-12-04 1111515
BMW_BSF.SP.AbmSetBilCreation.cls Yes  |2014-12-04 11:14:54
BMW_BSF.SP.AbmSetCas hieringSessionSignincls Yes  |2014-12-04 11:14:44
BMW_BSF.SP.AbmSetCas hieringSessionSignOut cls Yes  |2014-12-04 11:14:34
BMW_BSF.SPAgCheckAndSelSientSPTAccess.cls Yes  |2015-02-19 17:15:35
BMW_BSF.SPAgCheckSPTACcess Cls Yes  |2015-02-19 115214
BMW_BSF.SP.AgGetinc ompleteChariStatistics.cls Yes  |2014-12-04 11:13:56
BMW_BSF.SP.AgGetinc ompleteChariStatistic sCount cls Yes  |2014-12-04 1171345
BMW_BSF.SPAgGetinc ompleteChariStatistic sSumcis Yes  |2014-12-04 11:13:36
BMW_BSF.SPAgGetPatientASheetReport cls Yes  |2015-02-12 17:30:35 v
| v

Figure 8-16: Import Classes window - Content listing

6. Click Import. After a few moments of processing, a listing of the imported
classes will be displayed. Figure 8-17 shows an example of a typical listing.
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,_é'lmpnrt Classes - Internet Explorer

@
N

Import result

Import Classes

User: pieran
Namespac ] BMWT

Imported
Imported
Imported
Imported
Imported
Imported
Imported
Imported
Imported
Imported

<

class:

class:

class:

class:

class:

class:

class:

class:

class:

class:

Importing Selected Classes from C:\InterSystems\EnsembleZ012\nA

Import to MNamespace BMWT.

Load started on 03/20/2015 13:33:42
Loading file C:\InterSystems\EnsembleZ0l12\mgr\Temp\importfroml
BMW.BSF.5P.AbmApproveClaim
BMW.BSF.SP.AbmCancelBill
BMW.BSF.SP.AbmCancelClaim
BMW.BSF.SP.AbmGetChargeForCode
BMW.BSF.SP.AbmSetBillCreation
BMW.BSF.5P.AbmSetCashieringSessionSignIn
BMW.BSF.5P.AbmSetCashieringSessionSignout
BMW.BSF.5P.AgCheckindSetSilentSPTAccess
BMW.BSF.S5P.AgCheckSPTAccess
BMW.BSF.5P.AgGetIncompleteChartStatistics

>

=] -

Figure 8-17: Import Classes window - Import listing

7. Scroll to the bottom of the listing to confirm the Load finished successfully
message displays (Figure 8-18).

Class BMW.
Class BMW.
Class BMW.
Class BMW.
Class BMW.
Class BMW.
BMW .

Class

e

Load finished

BSF.
BSF.
BSF.
BSF.
BSF.
BSF.

§ddd5¢

VWL
successfully.

.BDGADMITTEDPATIENTSVIEW is up-to-date.
.BDGCURRENTADMISSIONVIEW is up-to-date.
.BDGINCOMPLETECHARTSTATISTICSVIEW is up-to-dat
.BDGINCOMPLETECHARTSTATUSVIEW is up-to-date.

-BDGINCOMPLETECHARTVIEW
.BSDXAPPOINTMENTVIEW is
NICWORKLOADVIEW

is up-to-date.
up-to-date.
is up-to-date.
up-to-date.

=R -

Figure 8-18: Import Classes window - Load finished successfully

The importation of the BPRM XML file is now complete.
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8.6 Purge the Previous SQL Queries

To purge any previous SQL queries:

1. From the Ensemble/Cache System Management Portal Home window, click
System Explorer > SQL > Browse SQL Schemas.

2. On the left side of the window displayed select your RPMS database. In the
example shown in Figure 8-19, EBCI is selected. Your database will likely have a
different name.

Menu Home | About | Help | Logout System > SQL > Schemas
Sewer:m Namespace: EBCI

User. sa Licensed to: LLE Instance: CACHE LR
| NAmESPACES
|
‘ %SYS
| BMW SaL Schemas in namespace EBCI:
| BMW-2012

DOCEOOI | [l System  Filter: | Page size: [20 [+] Items found: 3

EBCI

PRD Schema
| SAMPLES ACHS_Report |-| Procedures | Tables
| USER BMwW -| Procedures | Tables | Views
| HS -| Procedures | Tables

Figure 8-19: Purge Queries - Ensemble 2012 systems

3. Click Purge Queries.

8.7 Start the BPRM Web Site on the Application Server

As a final action, re-start the BPRM (Moonwalk) web site. Follow the steps outlined
in Section 8.1, but select the Start option in Step 3.

The installation of the BPRM patch or update is now complete.

Note: Please review the additional steps for disabling the 11S
Manager Logging feature in the 1.1.1.1.1Appendix E:
Disable Logging in 11S Manager section.
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Appendix A: Running the Application Installer from
the Command Prompt

In cases where you do not have sufficient privileges to install the BPRM application,
an error message similar to the one shown in Figure A-1 displays.

You do not have sufficient privileges to complete this installation for all users of the
machine. Log on as administrator and then retry this installation.

oK

Figure A-1: Insufficient privileges error message

If this happens, it will be necessary to install the application as an Administrator:
1. Navigate to C:\Windows\system32 on your application server.

2. Locate the cmd.exe file, right-click, and select Run as Administrator.

3. In the Command Prompt window displayed, type this command to change to the
disk and directory where the BPRM application installer file is located. In this
example, the file is located on drive D: in the EnsembleDatabases\bprm folder.
On your system, this location will likely be different.

C:\Windows\system32>D:
D:\>
D:\>cd EnsembleDatabases\bprm

D:\EnsembleDatabases\bprm>

4. At the resulting prompt, type the name of the installation file (bprm0300.01.msi
in this example) and press Enter:

D:\EnsembleDatabases\bprm>bprm0300.01.msi

This will launch the BPRM setup Wizard and at that point you can follow the
steps described in Section 7.1.
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Appendix B: Running Multiple Instances of BPRM

For testing purposes, it may be desirable to run multiple instances of BPRM. To set
up multiple instances of BPRM:

1. Create a new application pool as described in Section 5.7.1, using a unique name
for your test site (i.e., BetaMoonwalk or TestMoonwalk).

2. Create a new folder (also with a unique name for your test site) as described in
Section 5.7.2.

3. Add a new website as described in Section 5.7.3, using the newly created
application pool and folder. Also change the port number in order to avoid
conflict with the original Moonwalk website.

4. Deploy the new instance of the BPRM application by following the steps shown
in Section 7.1, but select the test website and application pool during the
installation process.
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Appendix C: Global Mappings

In addition to the BPRM suite, it is possible for other RPMS applications to use
Cache classes and global data stored in the BMW database (CACHE.DAT). In these
cases, global mapping must be established between the BMW database and RPMS

database.

Note: These steps are not required for using BPRM, but may be
needed for other RPMS applications. There is no need to
perform the global mapping unless directed to do so in the

documentation provided with the application.

To perform global mapping:

1. Browse to the Namespaces window of the Ensemble Management Portal

following this path:

Home > System Administration > Configuration > System
Configuration > Namespaces

1. A Namespaces window similar to Figure C-1 displays. Click Global Mappings
in the row corresponding to your RPMS production database. This example
shows the ECBI database, an RPMS production database. Your database will
have a different name, and potentially a different name for each site. To reiterate,
this will be your RPMS production database, not the BMW database you created

when you installed BPRM.

= | 0O ﬁ
a@| o httpi//lacalhosti7: O + B @ H & Background Tasks | w Classes | w Mamespaces *® | | n} ﬁ i3
Home | About | Help | Logout System = Configuration = Namespaces |
Server (I Namespace: %SYS i
_ User:_pieran Licensed fo: Property of the Ind@¥i#alti $eivice Ir
Current Namespaces and their default databases for globals
and routines: Last update: 2013-03-03 14:253:08.845 DALrtu |
Fitter. | | Page size: ‘20 Vl ttems found: 15 |
Namespace | Globals Routines Temp Storage
WSYS CACHESYS | CACHESYS | CACHETEMP - Global il Routing il Package
BILINCCM BMWCCM BMWCCM | CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings | Delete
BLIAN BRIAN BLIAN CACHETEMP Edit | Global M Routine Mappi Package Mappi Delete
BMWS BMWS BMWS CACHETEMP Edit | Global i Routine i Package Delete
BMWST BMWST BMWST CACHETEMP Edit | Global il Routing il Package Delete
DOCBOOK DOCBOOK | DOCBOOK | CACHETEMP Edtt | Global Mappi Routing il Package Delete
EBCI EBCI EBCI CACHETEMP Edil Global Mappings utine Mappings Package Mappings | Delete
ENSDEMO ENSDEMO ENSDEMO | CACHETEMP Edit 5 | Reutine Mappings | Package Mappings | Delete
ENSEMBLE ENSEMBLE | ENSEMBLE | CACHETEMP Edit | Global Mappi Routine Mappi Package Mappi Delete
PROMU PROMU PROMU CACHETEMP Edtt | Global il Routine il Package Delete W
< >

Figure C-1: Namespaces window with Global Mappings
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2. In the Global Mappings window shown (Figure C-2), click New Global
Mapping to display the Global Mappings dialog box.

= | O -
a@‘ w http://lacalhosts7: O ~ B C H (= Background Tasks | w» Classes | w Global Mappings X | | A ok
Home | About | Help | Logout System > Configuration > Namespaces > Global Mappings ~
Server Namespace: %SYS
User: pieran Licensed to: Property of the Indigd Hgaiti S&ivice It
q New Global Mapping p
The global mappings for namespace EBCl are displayed below:
Global Subscript Database
57+ EBCI it Delete
%z EBCI Edit Delete
Cachelsg EBCI Edit Delete
Cachelsg ("Arial Tahoma,Verdana”} ENSLIB Edit Delete
CacheMsg ("Confirm”} ENSLIB Edit Delete
CacheMsg ("EDIDocumentview™) ENSLIB Edit Delete
CacheMsg ("Ens") ENSLIB Edit Delete
Cachelsg ("EnsBPL"} ENSLIB Edit Delete
CacheMsg {"Ens Columns™) ENSLIB Edit Delete
CacheMsg ("EnsDICON) ENSLIB Edil Delete
CacheMsg ("EnsDemo™) ENSLIB Eudit Delete
CacheMsg [EnsEDI") ENSLIB Edil Delete
CacheMsg ("EnsEDIEDIFACT") ENSLIB it Delete
CacheMsg ("EnsEDIHLT) ENSLIB it Delete
CacheMsg ("EnsEDISEF) ENSLIB it Delete
CacheMsg ("EnsEDIX12") ENSLIB it Delete
CacheMsg ("EnsRecordMap”) ENSLIB it Delete v

Figure C-2: Global Mappings window

3. Inthe Global Mapping dialog box (Figure C-3), select BPRM as the Global
database location, type BMW as the Global name, and click OK.

€l Global Mapping - Windows Internet Explorer =E

obal Mapping

Map a new globalin namespace EBCL

Global database location:

Global name: [ayw] x]

Global subscripts to be mapped: | ‘

Subscript reference must begin with an open parenthess Click here to
ces examples.

Advanced

EX(E)ED

Figure C-3: Global Mapping dialog box
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4. Click Save Changes in the confirmation window displayed (Figure C-4) to
complete the global mapping operation.

[=[= [
a@| @ httpi/flacalhost57: O ~ B C || 2 Background Tasks w Classes w Global Mappings % | | i e £
Home | About | Help | Logout System = Configuration > Namespaces = Glabal Mappings |
A
- Senrer: Namespace: %5Y5S
| Global Mappings User. pieran Licensed to: Property of the IndR&i¥ialiStvice Ir
I Mew Global Mapping a| Sawe Changes ”) Cancel Changes |
ftem(s) changed. Click ‘Save C! - - e Configuration file or ‘Cancel Changes' to discard.
The global mappings for namespace EBCI are displayed below:
Global Subscript Database
%Z* EBCI Edit Delete
%z EBCI Edit Delete
BIW BIWN Edit Delete
CacheMsg EBCI Edit Delete
CacheMsg ("Arial, Tahoma Verdana™) ENSLIB Edit Delete
CacheMsg ("Confirm~} ENSLIEB Edit Delete
CachelMsqg (EDIDocumentyiew™) ENSLIE Edit Delete
CachehMsqg ("Ens”) ENSLIE Edit Delete
CacheMsg (EnsBPL™) ENSLIE Edit Delete
CacheMsg ("EnsColumns™) ENSLIE Edit Delete
Cachelsg (EnsDICOM) ENSLIE Edit Delete
CacheMsg ("EnsDemo™) ENSLIB Edit Delete
CachelMsg (EnsEDI™ ENSLIE Edit Delete
CacheMsg ("EnsEDIEDIFACT™ ENSLIE Edit Delete
CacheMsg ("EnsEDIHL?™) ENSLIE Edit Delete
CacheMsg ('EnsEDISEF™ ENSLIB Edit Delete
CacheMsg ("EnsEDIX12") ENSLIB Edit Delete v
Figure C-4: Global Mappings confirmation window
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Appendix D: Application Server Specification
Example

Table D-1 shows the specifications for a typical application server capable of running
the BPRM application suite. These specifications only represent an example and are
not to be considered a stringent specification.

This example is from the Dell web site. At the time of initial publication of this
manual, the total cost for this application server (including Windows Server 2008
software) was approximately $3,800.00.

Table D-1: Typical Application Server Specification Example

Catalog Number/Description Product Code | Qty | SKU ID
PowerEdge M520: M520G 1 [225-3012] 1
PowerEdge M520 Blade Server

Operating System: WS8SESC 1 [421-5433] 11

Windows Server 2008 R2 SP1,
Standard Edition,x64, Includes 5

CALS

OS Media Kits: NOSDOC 1 [420-1908] 26
No Operating System Media Kit

Onboard NIC Type (Fabric A): OBNIC 1 [331-7322] 12
On-Board Broadcom 5720 Quad Port

1GBE

Shipping: SHIPGRP 1 [331-7322] 1500
Shipping Material, Individual Blade,

PE M520

Chassis Configuration: SAS 1 [331-4358] 1530
Serial-Attach SCSI Backplane

Cooling: FRESHA 1 [331-7256] 1531
Fresh Air Cooling

Processor: E52407 1 [319-0019] 1550
Intel® Xeon® E5-2407 2.20GHz, 10M [331-7255]

Cache, 6.4GT/s QPI, No Turbo, 4C,
80W, Max Mem 1066MHz

Additional Processor: 2E52407 1 [319-0028] 1551
Intel® Xeon® E5-2407 2.20GHz, 10M [319-0084]

Cache, 6.4GT/s QPI, No Turbo, 4C, [331-7259]

80W

Memory DIMM Type and Speed: 1333RD 1 [331-4422] 1561
1333 MHz RDIMMSs

Memory Configuration Type: PEOPT 1 [331-4428] 1562

Performance Optimized
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Catalog Number/Description Product Code | Qty | SKU ID

Memory Capacity: 4R3LSR 2 [317-9649] 1560

4GB RDIMM, 1333 MT/s, Low Volt,
Single Rank, x4 Data Width

RAID Configuration: MSSR1 1 [331-7249] 1540
Hardware RAID 1

RAID Controller: H310 1 [331-4365] 1541
H310 Controller

Hard Drives: 146A15H 1 [342-3493] 1570

146GB 15K RPM SAS 6Gbps 2.5in
Hot-plug Hard Drive

Embedded Systems Management: IDRENVS 1 [342-1413] 1515
iDRAC7 Enterprise for Blades with [421-5357]

Vflash, 8GB SD card

System Documentation: NODOCS 1 [310-5171] 1590

No Systems Documentation, No
OpenManage DVD Kit

Hardware Support Services: U30s 1 [939-7067] 29

3Yr Basic Hardware Warranty Repair: [939-7187]

5x10 HW-Only, 5x10 NBD Onsite [939-7307]
[994-4019]
[995-9091]
[995-9911]

Installation Services: NOINSTL 1 [900-9997] 32

No Installation

Proactive Maintenance: NOMAINT 1 [926-2979] 33

Maintenance Declined
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Appendix E: Disable Logging in IIS Manager

The Internet Information Services (11S) manager is setup by default with a Logging
feature which allows it to capture certain types of requests to log files in the 11S
installation folder. We recommend disabling this logging feature for the Moonwalk
websites as it may result in storage issues if the log file is not maintained or
monitored.

The following steps show how to disable the Logging feature for each Moonwalk
website setup at your site. This information can also be found on the Microsoft
website at:

https://technet.microsoft.com/en-us/library/cc754631%28v=ws.10%29.aspx

1. From the Windows Start menu, select Administrative Tools.

. Remote Desktop Services »
. Component Services
‘A4 Computer Management
=] Data Sources (ODBC)

@ Event Viewer

X Internet Information Services (IIS) Y
. Manager .

P
@ Internet Explorer "

!E Internet Information Services (I15) Manager
&, iSCSI Initiator
_1-' Local Security Policy

=
42, |
TN

‘] — , Administrator @ Performance Monitor
- 1-' Security Configuration Wizard
Documents .. Server Manager
sl Command Frompt fl_‘e. =
Z. Services
= Computer a
E il Event Viewer 53] Share and Storage Management
Storage orer
Network = age Bxpl

System Configuration
@ Task Scheduler

ﬂ Windows Firewall with Advanced Security
Devices and Printers |2 Windows Memory Diagnostic

E Windows PowerShell Modules

@ Windows Server Backup

Control Panel

Administrative Tools

Help and Support

Run...

3 All Programs

I Search programs and files l[.]_‘J Log off >|

Figure E-1: Opening Internet Information Services (lIS) Manager

2. Select Internet Information Services (11S) Manager to display the 1IS
Management Console.
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Connections

e |2 |8 @ Moonwalk Home

; ri?j Start Page

: Filker: - 7 Go - g Show All | Group by: Area - E-
483 TRAININGAPP (TRAININGAPPYAdrninistrator) % l s
2} Application Pools ASP.NET
a[&] Sites EEL ¥ @ F_ | ,‘,\ ll? 5-?_)
bAD Default Web Site % @\ = o5 - =i 5,
p-@ Moorawalk MET MET .MET Errar MET .MET Profile  .MET Rales  .MET Trust  .MET Users
Authorizat.., Compilation Pages Globalization Levels

m B R & &

Application  Connection Machine Key  Pages and Providers  Session State SMTP E-mnail

Settings Strings Caontrals
115
2 % 9 [, B @ B @
Authentic., Authorizat.. Corpression  Default Directory  Error Pages Failed Handler
Rules Docurnent  Browsing Request Tra.. Mappings
= -
5 S ¢ U PR e
HTTR HTTP IP Address ISP Filters Logging  § MIME Types  hodules Output
Redirect Respan..  and Doma.. Caching
a=
o= %
Request S3L Settings
Filtering
Management
1 &
Configurat., 115 Manager
Editor Permissions
Figure E-2: [IS Management Console
3. Select the Moonwalk website in the left pane.
4. Double-click Logging to display the Logging dialog box.
File  View Help
Connections ) Actions
e 2|8 @ togaing By orty
; gﬂ Start Page Use this feature to configure how IS lags requests on the Weh senver. B Cancel
-85 TRAININGAPP (TRAININGAPPVAdministrstor) [
; % /;:Psh[amn e c;:: o9 e oo " View Log Files.
> &P Default Web Site @ Help
z% m\ut;-hAV;?k Lo File Online Help
b 4D MW-LTST-20T Format:
b MWALTST-hU [wac V] ‘ Select Fields ‘
8 st —
5@ M %SystemDrive2iinetpublogsiLogFiles H Browsse...
Encoding:
Log File Rollover
Select the method that IS uses to create a new log file,
® Schedule:
O Maxirurn file size (in bytes):
QO Do not create new lag files
[ Use local time for file naming and rollaver
<] [> [E Features Wiew | {2 Content View
Figure E-3: Logging window
5. Click Disable in the Actions pane.
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File  View Help

Connections . Actions
CHFIEAT) @ togging

-~ dg Start Page

i Use this feature ta configure haw I15 logs requests on the Web server.
493 TRAININGAPP (TRAININGAPP\Adrministrator)

<2} Application Paols One log file per:

Enahle
2181 Sites - ] View Log Files..
b € Default Web Site @ Help
b €D Moomwalk Log file Online Help
b A8 M-ADT
» €@ MW-LTST-ADT Format:
b M-LTST-MU Wik Select Fields
b M-LTST-P1
b Mhi-NR
b M3 % SysternDrivesaiinetpubilogsiLogFiles .
Encoding:
UTF-8
Log File Rollover
Select the method that [IS uses to create a new lag file.
Schedule:
Diaily
Maxirmurn file size (in bytes):
Do not create new log files
Use local time for file naming and rollover
< > | B Featres View | 75 Content View

Figure E-4: Disabled Logging window
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Acronym List

Acronym Term Meaning

BPRM Practice Management Application Suite
CRUD Create, Read, Update, and Delete

IHS Indian Health Service

s Internet Information Service

PHR Personal Health Record

RPMS Resource and Patient Management System
SSL Secure Sockets Layer

WCF Windows Communication Foundation
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Contact Information

If you have any questions or comments regarding this distribution, please contact the
OIT Help Desk (IHS).

Phone: (888) 830-7280 (toll free)
Web:  http://www.ihs.gov/helpdesk/
Email: support@ihs.gov
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