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The purpp pose of this section is to review issues 
associated with confidenttiality for patients receiving 
substancesubstance aabusebuse treatmentreatmennt.nt.  

Specific Federal regulationss govern disclosure of a 
patient’s identity and treattment information, and 
states may have further suuch regulations.
Title 42, Part 2, Code of Federal Regulaations [42 CFR Part 2]

KnowledgeKnowledge ofof thesethese statustatuutesutes isis importantimportant forfor thosethose 
providing substance abbuse treatment as the rules 
maymay aapplypply ttoo ttheirheir practpractticetice.
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Introduction

Genesis in two statutes of the early 
1970s1970s

ImplementedImplemented bbyy rreguegulationslations fromfrom HEWHEW 
in 1975

Revised by HHS in 19987 (42 CFR Part 2)

Congress reaffirmed and reorganized 
thethe twotwo statutesstatutes ointoointo aa singlesingle actact



Rationale for Developmment of Confidentiality 
StatutesStatutes SpecificSpecific ttoo ThoThooseose SeekingSeeking SubstanceSubstance 
Abuse Treatment

TheThe logiclogic behindbehind ttheshessese regulationsregulations isis thatthat 
persons with substaance abuse 
problems are more likely to seek and 
succeedsucceed atat ttreateatmeennt if tht t eyey know o tht eir e
need for treatment wwill not be disclosed 
unnecessarilyunnecessarily



Scope of the Law

Overview

RestrR t icti s t didiscllosure and d use off patitientt-ididentiftifyiing 
information

Patient-identifying informmation is anything that 
reveals a person is receeiving, has received, or has 
applied for substance aabuse treatment

CannotCannot disclosedisclose participaparticipaationation inin substancesubstance abuseabuse 
treatment – but can discclose identity under some 
circumstancescircumstances



Scope of the Law

Application 
Reg lations appl hRegu tolations apply to holdershholders, recipientsrecipients, 

and seekers of patiennt-identifying 
information

Individual/progp gram caan’t release 
information except as authorized by the 
patient orpatient or as permitteed by regulationsas permitteed by regulations



Scope of the Law

Application (continued)

Anyone who receives infoormation can’t re-
disclosedisclose wwithoutithout patientpatient consentconsent oorr asas 
authorized by regulations, and may not use it 
exceptexcept forfor certaincertain purpospurpossesses

Anyone seeking information can’t compel its 
disclosure except as perrmitted by regulations



Scope of the Law

Strictness of Regulationss

Federal confidentialityy regulations more 
strict than most other confidentiality rules

They apply whether the individual:
- Seekingg the information alreadyy has it
- Is seeking it for judicial oor administrative 

proceedings 
- Is a law enforcement or oother government official 
- Has a subpoena or a seaarch warrant
- Is the spouse, parent, relative, employer, or friend



Scope of the Law

Consequences of Vioolating or 
Disregardingg g

Criminal penalty

For a program, couuld lose license or 
certifitificatition

PatientsPatients maymay suesue



Scope of the Law

Conflicts with State LLaws

StateState lawslaws oror regularegulaationsations cancan bebe moremore
restrictive than federal regulations, 
but they can’t reduce the restrictions 
containedcontained inin ffederederralral regulationsregulations



General Rules: Definitionns of Terms in Statutes

Patient

AnyoneAnyone whowho hhasas dapplieddapplied fforor oror receivedreceived aa 
diagnostic examinationn or interview, 
treatt tmentt, or refferral ofol r f treatt tment att  a t ddrug or 
alcohol program

Applicants for services aare covered even if they 
fail to show for their initial appointment, or 
elect to not follow up wwith treatment

IncludesIncludes ccurrent,urrent, former,,,former, aandnd deceaseddeceased patientspatients



General Rules: Definitioon of Terms in Statutes

Programs

Definition of a programm:  federally 
assistedassisted organizationorganizationnsns andand iindividualndividual 
practitioners (DOs, MMDs, NPs, PAs, 
psychologists, SSociaal Workers and 
others)



General Rules

Programs (continued)

Federal assistance:

- OperatedOperated byby thethe FedFedderalderal governmentgovernment

- Certified for Medicaid reimbursement

- Receiving Federal bllock grant funds

-- LicensedLicensed byby thethe FedFederaleral governmentgovernment

- Exempt from paying taxes



General Rules

Programs (continued)

What programs (includding individual 
practitioners) do:  p )

Specialize in providing, in whole or in part, 
individualized alcoholl or drug abuse 
diagnosis, treatment, or referral for 
treatment



General Rules

Programs (continued)

Location of programs (aand individual 
practitioners):  free staanding, part of a larger 
organization (in a hosppital, part of a larger 
clinic)

Staff in the program ssubject to 
ConfidentialityConfidentiality RRulesuless:s:  partpart- andand fullfull-timetime 
employees; volunteeers; student interns; 
fformer sttaffff; execu ititive, adminii d sti rai tit ve, ti
clinical and support staff



General Rules
Disclosure

CommunicationCommunication tthathat ddirirrectlyrectly oror indirectlyindirectly 
identifies someone as being, having been in, or 
havinghaving appliedapplied forfor subsubbstancebstance aabusebuse ttreatmentreatment

Occurs when a programm or practitioner: 
disclosesdiscloses patientpatient’s s rreeecord;ecord; 
allows an employee to testify about a patient’s 

treatment;treatment;
allows a receptionist to confirm that a person 

is a patient in the prrogram; 
uses identifying statioonery; 
discloses anecdotal information



Disclosure: Exceptioons

• Internal communicatioons

• Consent

• AnonymousAnonymous oror nonnon-papaatientatient identifyingidentifying 
information

• Qualified service organization agreement

• Crimes on premises or against personnel



Disclosure: Exceptions

• Medical emergenccies

• Mandated reportss

• Research

• Audit and evaluattion

• Court orders **



Disclosure: Exceptions
Internal Communications

- Can occur within a proggram/office or with an 
entity having direct admministrative control, if 
information is needed

- StaffStaff cancan shareshare informatinformattiontion withwith eacheach otherother, 
supervisors

- Staff of the hospital’s reecord-keeping or billing 
department 



Disclosure: Excepptions
With Patient Consent

Patient can authorize spspecific disclosures
The patient’s consent mmust be in writing
ConsentConsent mustmust contain:contain:
- name of patient
- name of disclosing program 
- purpose of disclosure 
- who is to receive
- exact information to be released 
- that patient understands he/she ccan revoke consent at any time 
- revocation can be oral 
-- date/conditiondate/condition underunder wwhichhich conseconseentent expiresexpires 
- date signed
- patient’s signature



Disclosure: Exceptionns

Consent (continued)

- Program (or office) has tto receive a copy of the 
ppatient’s consent beforee responding to rep g questq

- Disclosures must includde a written notice 
prohibitihibiting re-didiscllosuree

- The re-disclosure pprohibbition must be sent to 
recipient even when discclosure is made orally



Disclosure: Exceptions

Anonymous or Non-patiennt Identifying 
InfI formatition 

DisclosureDisclosure maymay revealreveal aaa a patienpatientt’s s namnamee, 
address, telephone nuumber without 
violatingviolating rregulationsegulations wwwhenwhen itit doesdoes notnot revealreveal 
the nature of the services received by the 
patient or provided byy the program



Disclosure: Exceptions
Qualified Service Organizattion Agreement

-- ProgramProgram oror officeoffice cancan disdissclosesclose toto QSOQSO withoutwithout 
consent

- QSOQSO:  a person or agencyy ththatt proviiddes serviices 
that the program/office itsself does not provide 
(e(e.gg., ddataata processingprocessing, dodoosageosage preparationpreparation, 
vocational counseling)

- QSOQSO must bbe qualifilifiedd to communiicate withi h thhe 
program/office (i.e., writteen agreement)



Disclosure: Exceptions

Qualified Service Organizattion Agreement 

- Program or office may ffreely communicate 
with QSO onlyy the information needed byy QSO

- Program or office can enter into such an 
agreement only ift l  if QSOQ  S oO offffers serviice tthhe 
program/office does nott offer

- Program/office doesn’t have to inform patients 
aboutabout QSOsQSOs



Disclosure: Exceptions

Crimes on Premises or Aggainst Personnel 

- RegulationsRegulations permitpermit aa ppprogramprogram oror officeoffice toto 
release patient identifyying information to the 
policepolice ifif aa patientpatient ccomommitsmits oror threatensthreatens toto 
commit a crime on thee premises or against 
program/officeprogram/office staffstaff

- Can give name, addresss, last known location

- Can’t report patient’s oother crimes



Disclosure: Exceptions

Medical Emergencies 

- MedicalMedical emergency:emergency:  sisituationtuation posingposing iimmediatemmediate 
threat to health of the ppatient and requiring 
immediateimmediate medicalmedical inteinteerventionervention

- Information can be releeased to medical 
personnel who need to treat the condition

- ThisThis exceptionexception cannotcannot bbbebe usedused toto releaserelease 
information to family orr non-medical personnel



Disclosure: Exceptions

Mandated Reports

StatesStates requirerequire reportireportingng ofof casescases ofof childchild abuseabuse 
or neglect (to child wwelfare authorities)

Can report such cases to the state (including in 
writing), but regulations continue to apply 
regarding patient’s rrecords



Disclosure: Exceptions

Research 

- Program or individual ppractitioner may allow a 
researcher to have acceess to ppatient records

- Program director/ indivvidual practitioner must 
verifify researchher qualifliffifiedd, prottocoll prottectts 
records, patient identifiication will not be re-
didiscllosedd

- Reseaesearcch pprotocootocol needeeddsds outsoutsidede reevieew



Disclosure: Exceptions

Audit and Evaluation

- May be conducted by reegulatory agencies; 
funders; private third-pparty payers; private 
peer review organizatioons

- TimeTime-limitedlimited activityactivity forrrfor aauditudit oorr evaluationevaluation

- Can’t re-disclose informmation except pursuant 
toto aa ccourtourt orderorder oror toto dedeetermineetermine 
Medicaid/Medicare commpliance



Disclosure: Exceptions

Court Orders

AA ffederalederal, statestate, oror locallocal cccocourtrt mamay aauthorithorizee aa 
program or individual prractitioner to make a 
disclosuredisclosure ooff cconfidentiaonfidentiaalal patientpatient iidentifyingdentifying 
information only after foollowing certain procedures 
andand mmakingaking certaincertain detedeteerminationserminations

A subpoena, search warraant, or arrest warrant is not 
sufficient by itself to reqquire or permit disclosure, 
even if signed by a judge



Disclosure: Exceptions

Court Orders

-All court proceedings must remain 
confidentialconfidential ununnlessnless thethe ppatientatient 
requests otherwwise

-The court mustt find “good cause” 
befb fore itit ordderss ththe didiscllosure



Disclosure:Disclosure: ExceptionsExceptions
Court Orders
If information sought is a “confidential 

communication,”  it mayy not be disclosed unless 
thethe disclosure:disclosure: 

is necessary to protectt against threat to 
life/serious bodily haarm; 

is necessary to investiigate or prosecute an 
extremely serious criime; 

is connected with a prooceeding in which the 
patient has already ppresented evidence 
concerningconcerning thethe cconfionfidentialdential communicationcommunication



ElectronicElectronic HealtHealtthth RecordsRecords EHREHR
The issues of 42 CFR Part 2 and HIPPA in the IHS 

andand TribalTribal ElectronicElectronic HeaHeaalthalth RecordRecord isis stillstill 
pending.  The IHS EHR wwas built from the 
VeteranVeteran’ss AdministrationAdministration ElectronicElectronic HealthHealth 
Record.  The VA is speciffically exempted from the 
4242 CFRCFR PPartt 22.  ThThe IHSIHS iis NOTNOT exempttedd.  WWe 
will continue to work to addhere with the existing 
regulations for privacy and confidential care but 
the regulations may change in the future.  The 
practitioner is responsiblee to be aware of the law.



HIPAA and Substance AAbuse Treatment

HIPAA:  Health Insurance PPortability and 
AAccounttabilitbility AActt )(1996)(1996)) bbecame effffectitive on 
April 14, 2003, providing national standards for 
protectit ting heah lthl  t ih nfi formaatition.  

It is impportant to be aware of HIPPA for all ppatients 
in treatment (not just thoose with a substance 
abuseabuse disorder)disorder)



HIPAA and Substance AAbuse Treatment

HIPAA shifts control of heaalth information from 
providersproviders toto patientspatients (to(to aa greatgreat degree)degree)

Covers providers who transsmit health information 
electronically (essentiallyy everyone)

KeKey y featurfeature e oof f HIHIPPAAA A iiss thetheee definitiondefinition ooff 
“Protected Health Informmation” (PHI) –
individuallyindividually identifiableidentifiable ininnformationnformation  (e(e.gg., nnameame, 
date of birth, Social Secuurity Number)



y

HIPAA and Substance Abbuse Treatment

HIPAA establishes rules reggarding PHI (for 
exampleexample, regardingregarding ppatieatieentent notificationnotification, 
protection of informationn, disclosure, and 
research)research)

These rules are, in some wways, a movement 
toward the substance abuse confidentiality 
regulations (i.e.,g (  making , gg eneral confidentialitg y 
regulations more like thoose used in substance 
abuseabuse treatmenttreatment programprogramms)ms)



HIPAA and Substance AAbuse Treatment

Important for the physiciann to be familiar with 
HIPAA, and how it impaccts their treatment and 
office practices

Maintaining the standards for confidentiality of 
substancesubstance aabusebuse treatmetreatmeentent iiss veryvery consistentconsistent 
with the requirements off HIPAA.  



Confidentiality: Summarry

Confidentiality regarding treeatment for substance 
useuse ddisordersisorders isis moremore stristriingentingent thanthan typicaltypical 
regulations for doctor-pattient relationship

Disclosure of information reequires special consent 
of patient; other circumstaances may allow 
disclosure

BeBe familiarfamiliar withwith regulationssregulationss fforor confidentialityconfidentiality, andand 
be prepared for requests oof records



MedicalMedical RecReccordkeepingcordkeeping



Medical Record Keeping

The medical record is the ongooing narrative of a patient’s 
healthcare and memorializes the past history for purposes 
of continuity of current and future treatment. 

Remember:Remember: ifif itit isnisn’tt writtenwritten ddooown,own, itit didndidn’tt happen.happen. 

Treatment for substance abuse is confidential.  The medical 
recordrecord isis aa legallegal documentdocument wwwhichwhich takestakes onon differentdifferent 
importance when a controlleed substance – such as 
buprenorpp phine – is used in tthe treatment of substance 
abuse.

ThisThis sectionsection rreviewseviews aspectsaspects ooofof medicalmedical recordrecord keepingkeeping asas 
they apply to treatment of patients with a substance abuse 
disorder.
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Overview to the Medical RRecord

The medical record should document

- InitialInitial ddiagnosisiagnosis andand treatmenttreatment planplan iiinformationinformation
- Complete history 
- Physical examination results

- On-going history and physical examination

- Comparisons with initial presentation for progress or regression 
(with corresponding modifications, if needed, in the treatment plan)

- Assessment of pharmacological efficcacy

- Lab tests and results

- Consults
- Compliance with treatment plan

- Urine and blood drug screening: Colllection and results

- Medications prescribed

- Inventory and dispensing of controllled substances



History Portion of the Record

Attention should be ppaid to documenting:

-Social supports annd living 
arrangementsarrangements

-EmploymentEmployment statustatuusus 

-Addiction and treaatment history of 
patient and close ffamily members



History Portion of the Reccord

Particular attention shouuld be paid to 
documenting:d ti

WhetherWhether thethe patientpatient hashasss currentcurrent medicalmedical oror 
psychiatric conditions, and treatment status

How the patient intends to pay for treatment 
(esp( pecially y if his or herr insurance companyp y is 
not to be billed)



Treatment Plan

Treatment Plan portion off the medical record 
should document:
- Diagnoses and how deterrmined

- TreatmentTreatment goalsgoals

- Determination of medication to be used

- How medication will be ussed

- Psychosocial services neeeded/recommended

- Signature of patient and pprovider



Documentation and Buprrenorphine

WhenWhen planningplanning toto prescribeprescribe bbbuprenorphinebuprenorphine forfor opioidopioid 
dependence treatment, it iss important to document:

- Evidence showing patiennt is opioid dependent 
(including physical signss/symptoms, urine 
toxicology results)

- LengthLength aandnd severityseverity ofof papaatientatient’ss opioidopioid ddependenceependence

- Number, type, and intenssity of previous treatments 
forfor opioidopioid ddependenceependence

- Any legal consequences to the patient because of 
opioid use



Documentation and Bupreenorphine

Prior to starting the patient on buprenorphine, obtain 
and document the patientt’s consent

Document each of the elemennts of informed consent:  

- Adequate information giveen

- PatientPatient competentcompetent toto procproccesscess informationinformation

- Patient given opportunity to ask questions

- Consent given freely and voluntarily



Documentation and Bupreenorphine

As a part of informed conseent, document that you 
have:

- Notified the purpose of thhe treatment

- Identified the agent to bee used, what it does

-- ExplainedExplained contraindicatiocontraindicatioonsons toto useuse ofof thethe 
medication

- Provided any special warrnings, adverse 
reactions, side effects, drrug interactions



Documentation and Bupreenorphine

As a part of informed cconsent, document 
that you have:

-DiscussedDiscussed dependedependeenceence, withdrawalwithdrawal

-DiscussedDiscussed alternativalternativveve treatmentstreatments

-Determined who elsse can know about 
the treatment



Access to Records
• To encourage patients to seek trT ti eeatt t ment, Fet t dk t F erald l regulatil tion protectt s t

the identity of patients who receiive treatment for alcoholism or drug 
abuse by limiting access to theirr medical records.

• A specific release of information from the patient is required for 
release

• Some agencies can obtain accesss to records:

Department of Justice (DOJ): 

Department of Health and Humaan Services (HHS):

Food and Drug Administration (FDA)

SubsS b ttance AbAbuse and d MMentatal Hl Healtlth Sh Serviices AAddmiiniisttratition 
(SAMHSA)

Drugg Enforcement Administtration (DEA)( )

Federal Bureau of Investigattion (FBI)

U.S. Attorney Offices



d

Documentation Scrutinyy

Pertinent federal regulations include:

CConffididentitialitlity andd ddiisclosure of recordl f s

StorageStorage andand dispensidispensingng controlledcontrolled 
substances in an offfice setting

Writing of prescriptions



Documentation Scrutinyy

Pertinent state regulations:

State regulations vary ffrom state to state

TypicallT i lly modeld el dd on fefederal td l templatel t

CanCan bebe moremore stringentstringent thanthan federalfederal 
regulations

Subpoena may be requuired



SDocumentation ScrutiiD i ny

Insurance companies 

May seek to revieew medical 
recordsrecords ttoo ddetereterrminermine thethe mmedicaledical 
necessity of treaatment provided



Alteration of Recordss
Records can be legitimattely changed under 

certait in condidititions 

- WordsWords crossedcrossed outout (no(nootot erased)erased)

- Date and initials of writter entered at correction 
siite

- NewNew oror changedchanged informinformmationmation insertedinserted

Investigators and attorneeys are trained to 
detect aberrations



Alteration of Recordss

Absence of words orr information is 
construed as neverr existing

Controlled substancee records are 
moremore likelylikely toto bebe scsccrutinizedcrutinized duedue toto 
addiction and diverrsion



StorageStorage ofof RRecordsecords

MustMust keepkeep availableavailable forfor atat lleasteast 22 yearsyears

CanCan bbee keptkept atat aa cencenntralntral locationlocation (but(but 
must notify DEA)

Must be kept in a loccked, secure place 
whenwhen notnot inin useuse



Storage of Buprenorphiine

• Buprenorpp phine must be sstored in the 
physician’s office 

•• BuprenorphineBuprenorphine mustmust bebe ssstoredstored underunder lockedlocked 
conditions

• Tracking record must be maintained that 
provides information on who received 
buprenorphine andb hi  quantitntitd y off ddrug 
dispensed



Summary

Documentation and immmaculate record 
keepik ing are exttremelyy il mportant –i t ft or thf t e h
well being of both the patient and the 
physician.  

The record is a legal doocument that may be 
reviewed by outside aagencies.


