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O This agreement defines procedures of reciprocal cooperation and coordination between
IHS and a fribal-entity. "All Tribal IT or Urban IT systems that will be connected to the IHS
network, regardless of the nature of the connection, require... an ISA to be submitted and
approved prior to activation of the connection." Indian Health Manual, Part 8 Chapter 15.

O ISAs are implemented at the national, area, or facility level. Partners conducting business
with a single facility should have an agreement with the local area and/or facility. Partners
with national contracts, or separate contracts operating within many different IHS areas,
should have a national agreement with the IHS Office of Information Technology.
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O The Information Technology Access
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Control (ITAC) system is a web-based upstonccess | (Thress Weber actig for Rober Gommel)syich e

rRemove User Welcome!

Sys.l-e m .l-h G -I- rec Ord S O C C ess TO i nform O .l-i O n :E;:r:;l Access Welcome to the Information Technology Access Control (ITAC) system, Request

Review Submission Sub-System. The purpose of this system is to enable qualified Indian

S S.I-e I ' » Team Management Health Service (IHS) personnel to submit requests for access to computer and network
» Alternates resources

» Request Tracking

Appropriate supervisors can submit new access, update access or remove acce:
»Training requests for their team members, as well as perform required annual access reviews
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1. An IHS Web Login:
If you have an IHS Web Systems Login (usemame and password), you can login by clicking the "Login’ button (left). If you
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requirements

For permissions to access this system, you will need to have your supervisor submit an access request for this system.

Welcome, Robert Gemmell.
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FiskVision incident HHS CSIRC ID has been created to track this imncident.

O HHS and IHS both have Computers
Security Incident Response Teams (CSIRT) (St
that are constantly using software to scan

A . * Source IP(s): 198.45.3.26
the network for malicious files

* Destination IP(s): 216.119.115 ||}

O HHS and/or IHS CSIRT notifies ISSO, ISSO

* Destination Host: mail kimaw].Jorg

works with the site to identify

e g * Date/Time: 2018-10-17T16:13
users/systems and mitigate the risks. Hertme

* Traffic Type: HTTP GET RequestMalicious doc file

*MD3: 25b19fcb6d4e793a165a%dc5834d6a8




HHS regularly scans all systems on the
domains for patch compliance,
especially during pervasive attacks

IHS also does the same sort of scans, using
resources like Tenable and Nessus scans.

HQ notifies Each Area ISSOs of affected
systems, or vulnerable systems

ISSOs disseminate to appropriate
contacts for remediation, provides
instructions and offers assistance in
regards to mitigation.

The harddisks of your computer have been encrypted with an military grade §
encryption algorithm. There is no way to restore your data without a specia
key. You can purchase this key on the darknet page shown in step 2.
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purchase your key and restore your data, please follow these three easy

steps:

1,

2.

Dounload the Tor Browser at "https://wwmu. torproject.orgs". If you need
help, please google for "access onion page".

Uisit one of the following pages with the Tor Browser:

http://petyad7hS5tbhyvki.onion/N19fuE
http://petyaSkoahtsf7sv. onion/N19fvE

Enter your personal decryption code there:
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Services Offered by HQ:

O Frewall management and support
O Network device management

O IHS Web Account Management

Services Offered by Area Office:

O Disaster Recovery Planning

O Backup planning

O Access Control implementation
O Account/access reconciliation
O ISSA tracking
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