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Interconnection  Security Agreements  (ISAs) 

 This agreement defines procedures of reciprocal cooperation and coordination between 
IHS and a tribal-entity. "All Tribal IT or Urban IT systems that will be connected to the IHS 
network, regardless of the nature of the connection, require… an ISA to be submitted and 
approved prior to activation of the connection." Indian Health Manual, Part 8 Chapter 15. 

 ISAs are implemented at the national, area, or facility level. Partners conducting business 
with a single facility should have an agreement with the local area and/or facility. Partners 
with national contracts, or separate contracts operating within many different IHS areas, 
should have a national agreement with the IHS Office of Information Technology. 
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Information Technology Access Control (ITAC) 

Request Submission Sub-System 
(Theresa Weber acting for Robert Gemmell) [switch user) 

~lcome! 

Welcome to the Information Technology Access Control (ITAC) system. Request 
Submission Sub-System. The purpose of th is system is to enable qualified Indian 
Health Service (IHS) personnel to submit requests for access to computer and netw ork 
resources . 

Appropri ate supervisors can submit new access, update access or remove access 
requests for their team members, as well as perform required annual access reviews 
and team management functions. 

To access this system, you need: 

1. A n IH S Web Login: 

► Your Account 

If you have an IHS Web Systems Login (usemame and password), you can login by clicking the 'Login' button (left ). If you 
do not have an IHS Web Systems Login, you can register with the system by click ing the 'Register' button (left). 

2. System Permissions: 
For pem1iss ions to access this system, you will need to have your supervisor submit an access request for this system. 

Welcome, Roben Gemmell. 

   

 
   

   

   
 

  

Information Technology Access Control 

 The Information Technology Access 
Control (ITAC) system is a web-based 
system that records access to information 
systems 

 Can be utilized to record access to any 
system, even tribal/urban/local systems 

 Fulfills HIPAA access control record 
requirements 



Risk:Vision incident HHS CS!IRC ID has been created to track this incident - -

HHS CSIRC findings: 

* Source IP(s): 198-415.3_26 

* Destination IP(s): 216.119.115-

* Destination Host: maiLkimarw[. ]org 

* Date/Time: 20 8-10-l7T16:13 

* Traffic Type: HTTP GET Request/Malicious .doc file 

*MD5: 25b19fcb6d4e793al65a9cdc5834d6a8 

 

  
  

  
  

   
 

   

Malicious Traffic Notifications 

 HHS and IHS both have Computers 
Security Incident Response Teams (CSIRT) 
that are constantly using software to scan 
the network for malicious files 

 HHS and/or IHS CSIRT notifies ISSO, ISSO 
works with the site to identify 
users/systems and mitigate the risks. 
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Critical Patching Notifications 

 HHS regularly scans all systems on the 
domains for patch compliance, 
especially during pervasive attacks 

 IHS also does the same sort of scans, using 
resources like Tenable and Nessus scans. 

 HQ notifies Each Area ISSOs of affected 
systems, or vulnerable systems 

 ISSOs disseminate to appropriate 
contacts for remediation, provides 
instructions and offers assistance in 
regards to mitigation. 



Cybersecur it y th reat vulne rabli 
Scan r e.su ts Scan resu t s Scan r e.su ts Scan Scan Scan re.su ts Scan re.su ts Scan resu ts 

Sean re.su Its Scan resu lts Scan resu lt s 
Cange 

Tuesday Tuesday Fr iday results re.suits Tuesday Friday Tuesday Scan results Friday 
Tuesday 

Scan re.suits Fr iday 
Tuesday 

Scan re.suits 
Tue.sday 

Change in total in % of 

08/15/2017 08/22/2017 08/25/2017 Tue.sday Fr iday 09/12/2017 09/14/201 09/19/201 09/22/2017 
09/26/2017 

09/29/2017 
10/03/2017 

Friday10/06/2017 
10/10/2017 

number of network network 

Area Offi.ce 
Number of Number of Number of 08/29/201 09/01/201 Number of 7 7 Number of 

Number of 
Number of 

Number of 
Number of 

Number of 
connected syst em., oonnecte 

network network network 7 7 network Number of Number of network connected 
network connected 

network oonnected 
network connected 

network oonnected 
network connected 

w it h vu lnerabilit ies d 

oonnected connected oonnected Number of Number of connected network netw ork sy.stems wit h 
sy,stems wit h 

system.s w ith 
systems with 

systems wit h 
sy.stemswith 

betw een 5/12 and system.s 

sy.stemswith sy.stemswit h sy.stems network network sy.stems connected connected vu lnerabilit ies 
vulne rabilit ie.s 

vu lnerabilities 
vu lnerabilit ie.s 

vu lnerabilit ies 
vu lnerabilit ies 

07/05 with 

4 Albuquerque 7 6 6 9 7 3 3 (79 2.00) 100% 

5 Alaska 1 1 1 1 1 1 1 (18 00) 95% 

6 4 2 2 2 2 1 1 (59 00) 98% 

87 9 7 100 81 84 87 89 53 52 46 44 41 33 33 

10 Great Pl.ai n.s 52 124 135 62 55 47 37 24 19 16 10 10 7 6 (419.00) 99% 

11 Headquart ers 11 30 30 l2 11 10 7 7 7 7 7 7 4 3 (208 00) 99% 

12 Nashville 5 24 23 6 6 4 3 3 3 3 3 2 2 2 (6800) 97% 

13 Navajo 23 76 33 27 23 21 20 16 20 19 19 23 20 16 (742 00) 98% 

14 Okl.ahoma City 56 115 324 67 110 108 99 79 56 56 55 55 23 19 (27300) 93% 

15 Phoenix 23 145 31 24 27 23 15 11 7 8 9 1 7 7 (39 7.00) 98% 

16 Port land 14 85 90 20 17 14 16 15 14 12 11 12 10 10 (255 00) 96% 

17 Tucson 44 48 51 48 45 35 35 33 32 44 31 30 7 7 (8 53 00) 88% 

18 Tota l 365 834 903 392 423 392 360 274 237 237 218 209 128 118 (5048.00I 96% 

19 ** Does not include sy.stems not , time of .scan 
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Sample Wanna Cry Area Report 



  

 
  

 

  

 
 

  

 

Additional Services by IHS 

Services Offered by HQ: 
 Firewall management and support 

 Network device management 

 IHS Web Account Management 

Services Offered by Area Office: 
 Disaster Recovery Planning 

 Backup planning 

 Access Control implementation 

 Account/access reconciliation 

 ISSA tracking 



 
 

  
 

Questions?? 

Reese Weber, MBA, CISSP 
Information Systems Security Officer 
Indian Health Service, California Area Office 
916.930.3981 x 307 
Theresa.weber@ihs.gov 

mailto:Theresa.weber@ihs.gov
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