[bookmark: _Toc400356777]Calculating the Format, Key Tag, and Algorithm for a DNS Certificate
When loading an X.509 certificate into the DNS, DYNECT requires that the values for Format, Key Tag, and Algorithm be included. For our purposes, the Format value will always be 1 and the Algorithm value will always be 5. However the Key Tag is a calculated value and the actual method for calculating it is fairly obscure. There is an executable called 'ConfigConsole.exe' which is a part of the DIRECT distribution. Using this routine, it is possible to calculate the Key Tag (and verify the other two values).

Locate the 'ConfigConsole.exe' routine and double-click on it. (NOTE: This will be loaded on server DITHIE101 on the IHS network in a folder named "DIRECT".)

Then enter the following command at the resulting ">" prompt (using the appropriate location and file name for the CRT/CER/PEM encoded version of the certificate to be added to the DNS).

>certificate_export_fromfile directihs_net.pem
directihs.net. IN CERT 1 65445 5 (
[bookmark: _GoBack]*** Copy of the encoded certificate will be displayed. Removed for brevity. ***
)
>

The values displayed and their meanings (in order) are:
· directihs.net (This is the domain name on the certificate.)
· IN CERT (An identifier that is not required on our DNS system.)
· 1 (The calculated value of the "Format" parameter - usually 1.)
· 65445 (The 5-digit calculated value of the "Key Tag" parameter.)
· 5 (The calculated value of the "Algorithm" parameter - usually 5.)

These three parameters, together with the CRT/CER/PEM encoded version of the certificate file would be provided to someone in IHS OIT with appropriate access to be added to the DNS.


[bookmark: _Toc400356778]Creating the CSR and other file operations using OpenSSL
1. Use Remote Desktop to access the server DITHIE01 on the IHS network.
2. Open a Windows Command Prompt "as Administrator" (NOTE: If you use the standard command prompt, you may receive the message: "unable to write 'random state'" and will need to begin again.)
3. Change to directory "C:\OpenSSL"
4. Enter one of the following commands. Make sure to edit the command to use the actual path and file name where the file that is created should be stored and/or where the source file was originally loaded. (NOTE: These commands are too long to display on one line in this document, but they should be entered on one line when
[bookmark: _Toc400356779]Create the CSR for the EV Certificate
openssl req -new -sha256 -newkey rsa:2048 -nodes -out directihs_net.csr -keyout directihs_net.key -subj "/C=US/ST=Maryland/L=Rockville/O=Indian Health Service/OU=IHS OIT/CN=directihs.net"
NOTE: Originally, this certificate was requested from DigiCert using a Subject Alternative Name so that both "directihs.net" and "webmail.directihs.net" would be included on the same certificate. This is no longer required. In the future when this certificate is ready to expire and needs to be generated again, use the following command instead.
openssl req -new -sha256 -newkey rsa:2048 -nodes -out webmail_directihs_net.csr -keyout webmail_directihs_net.key -subj "/C=US/ST=Maryland/L=Rockville/O=Indian Health Service/OU=IHS OIT/CN=webmail.directihs.net"
The resulting CSR file will be used at DigiCert with the "EV certificate" to generate an EV SSL certificate for IHS covering "webmail.directihs.net".
[bookmark: _Toc400356780]Create the CSR for the X.509 Certificate ('directihs.net' organization)
openssl req -new -sha256 -newkey rsa:2048 -nodes -out directihs_net.csr -keyout directihs_net.key -subj "/C=US/ST=Maryland/L=Rockville/O=Indian Health Service/OU=IHS OIT/CN=directihs.net"
The resulting CSR file will be used at DigiCert with the IHS "wildcard certificate" to generate an X.509 Organizational certificate covering "directihs.net".
NOTE: By modifying the file names and the "CN" value in the above command, you can generate a CSR for any other organization within IHS. For example, to generate a CSR for the Cherokee site:
openssl req -new -sha256 -newkey rsa:2048 -nodes -out cherokee_directihs_net.csr -keyout cherokee_directihs_net.key -subj "/C=US/ST=Maryland/L=Rockville/O=Indian Health Service/OU=IHS OIT/CN=cherokee.directihs.net"


[bookmark: _Toc400356781]Convert a CER or CRT encoded file to a DER encoded file
The James service normally requires all external certificates, trust anchors, etc. to be loaded from a DER encoded (binary) certificate file containing the public key. DigiCert mostly supplies CER/CRT/PEM encoded (ASCII) certificate files. To convert a CER/CRT/PEM file to a DER file, use the following OpenSSL command.
NOTE: This example is specifically for the IHS Trust Anchor. Other usages vary only by the input and output file name used.
openssl x509 -in IHS_Anchor.crt -out IHS_Anchor.der -outform DER
NOTE: Following are two examples using the Organizational certificates for "directihs.net" and "cherokee.directihs.net" for which CSR file generation was described in the previous section.
openssl x509 -in directihs_net.crt -out directihs_net.der -outform DER
openssl x509 -in cherokee_directihs_net.crt -out cherokee_directihs_net.der -outform DER
[bookmark: _Toc400356782]Combine a pair of CER and KEY files into a PKCS12 encoded file
The James service normally requires all internal certificates to be loaded from a PKCS12 encoded (binary) certificate file containing both the public and private certificates (with no passwords). To combine a pair of CER and KEY files into a P12 file in the correct format, use the following OpenSSL command.
NOTE: This example is specifically for the IHS X.509 Organizational Certificate used for e-mail encryption of the main "directihs.net" domain. Other usages vary only by the input and output file name used.
openssl pkcs12 -export -inkey directihs_net.key -in directihs_net.cer -out directihs_net.p12


[bookmark: _Toc400356783]Onboarding a New Domain
Following is a checklist showing the steps required to onboard and test a new domain (ex. 'newdomain.directihs.net') with the DIRECT project. 
NOTE: Currently, all certificate and key files are stored on the DITHIE101 server and copies of the PKCS12 version are store on the DIRECT/James servers. We may want to designate another permanent storage location for these files (or at least additional copies).
NOTE: After testing of this process is complete, we will need to determine permanent responsibility for each step in the process.
	Section
	Responsibility
	Notes

	hMail
	Ken/Ravi/Meghna
	Create 'newdomain.directihs.net' in hMail.

Create initial user accounts including at least one Domain Administrator account.

Create a "Test User" account (testuser@newdomain.directihs.net) for NIST TTT and DCDT testing. (NOTE: These accounts can be disabled after initial testing of the domain, but should be kept available for later testing after any major upgrade.)

	Create CSR
	Ken/Ravi/Meghna

	Follow the steps in the section "Create the CSR for the X.509 Certificate ('directihs.net' organization)" above using the new domain information supplied by Meghna.

Store the private KEY file for later use.

Send the CSR to Glenn/Meghna.

	Request certificate
	Glenn/Meghna
	Submit the CSR to DigiCert and request an organizational certificate.

Return the certificate to Ken/Ravi when received.

	OpenSSL
	Ken/Ravi
	Store the certificate files in the same location as the private key.

Follow the steps in the section "Convert a CER or CRT encoded file to a DER encoded file" above and create a DER version of the certificate for use with NIST TTT testing.

Follow the steps in the section "Combine a pair of CER and KEY files into a PKCS12 encoded file" above and create a PKCS12 version of the certificate and private key for use with James.

	DIRECT
	Ken/Ravi
	See document "HISP DIRECT RI Installation Guide and Release Notes" section 4.0 for further details.

Create 'newdomain.directihs.net' in DIRECT and assign a
Postmaster@newdomain.directihs.net account. Make sure the account and domain are both marked 'Enabled'.

Add the RPMS, Demo Direct, and NIST anchors to the new domain.

Add the PKCS12 file (generated above) to the Certificates tab.

	James
	Ken/Ravi
	See document "HISP DIRECT RI Installation Guide and Release Notes" section 5.6 and 5.7 and Appendix A for further details.

Add 'newdomain.directihs.net' to the "Servers" section of the 'config.xml' file as a new "Server Name" on both the Inbound and Outbound James servers.

Restart the James service on both the Inbound and Outbound James servers.

	DNS
	Ken/Ravi/Thomas
	Follow the steps in the section "Calculating the Format, Key Tag, and Algorithm for a DNS Certificate" and send the resulting information (including a copy of the certificate) to Thomas Hussey.

Thomas will use that information to add a CERT record to the DNS for that domain as well as MX records similar to the following:

newdomain.directihs.net MX preference = 10, mail exchanger = smtpxway3.ihs.gov
newdomain.directihs.net MX preference = 10, mail exchanger = smtpxway4.ihs.gov
newdomain.directihs.net MX preference = 100, mail exchanger = smtpaltxway3.ihs.gov
newdomain.directihs.net MX preference = 100, mail exchanger = smtpaltxway4.ihs.gov

	SMTP
	Scott
	Send an e-mail message to Scott Babcock asking him to add the 'newdomain.directihs.net' to the SMTP Gateway and forward all inbound mail for that domain to the James server for processing.

	Testing
	Ken/Ravi/Meghna
	DCDT (http://demo.direct-test.com/dcdt-web/)
Perform at least the following two tests to verify that the domain exists and that the CERT and MX records in the DNS are correct.
· Hosting Test H2 - Normal domain-bound certificate search in DNS
· Discovery Test D2 -  Valid domain-bound certificate discovery in DNS

NIST (http://transport-testing.nist.gov/ttt/)
Perform at least the following three tests to verify that the inbound and outbound e-mail as well as the DNS records work as expected.
· Registered the 'testuser@newdomai.directihs.net' address at NIST TTT.
· Send a message from 'testuser@newdomain.directihs.net' to 'direct-clinical-summary@transport-testing.nist.gov' (or one of the other provided addresses).
· Send a message from 'direct-clinical-summary@transport-testing.nist.gov' (or one of the other provided addresses) to 'testuser@newdomain.directihs.net'.

IHS to IHS
· Send a message to a known working account in another previously created IHS DIRECT domain.
· When that message is received, reply to it (or send a new message to 'testuser@newdomain.directihs.net') and make sure that it is also received.

Release the new domain for further testing and send e-mails to the appropriate domain representatives and testers.



