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Preface

This administrator manual provides instructions for using the Indian Health Service
(IHS) Personal Health Record (PHR) Administrator Web Portal —Version 2.0
application.

The contents of the PHR Administrator Manual are organized by subject matter, with
headings and pages corresponding to the PHR Administrator Web Portal menus and
options. All images shown herein contain no real data and are used for illustration
purposes only.

Note: To avoid redundancy, this user manual does not include
background information on such topics as the Resource and
Patient Management (RPMS) system, the [HS Master
Patient Index (MPI), the IHS Health Information Exchange
(HIE), or a summary of changes in this version of the
application.
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1.0 Introduction

This manual is intended for all IHS administrators of the PHR, including the National
PHR Administrator, Area Office (AO) Administrators, Service Unit/Facility
Administrators (SU/FA), and PHR Registrars. The PHR Administrator Web Portal
application lets administrators perform the responsibilities based on their role (see
Section 1.4). These responsibilities include creating administrator accounts, managing
patients, creating reports, managing accounts, processing PHR access applications,
and updating user profiles.

This manual in its entirety can be accessed from the PHR Administrator Web Portal
application Help link at https://phradmin.ihs.gov/phr-admin-web/login.

1.1 PHR Background

The IHS Office of Information Technology (OIT) developed the PHR to help IHS
patients manage their health more effectively. The PHR is a secure and private
internet application that conforms to all federal privacy laws and regulations. It
enables verified patients, and their authorized representatives, to view their clinical
information. This health information includes allergies, medications, health issues,
recent lab results, immunizations, recent vital signs, implantable devices, and
procedures in electronic form. By using the PHR to access health information
between visits, patients can:

e Ensure the information in their medical record is correct.

e Learn more about their medications and health issues.

e Save, print, and email a copy of their health information.

e Share their health information with a caregiver or other personal representative.

e Prepare questions or concerns they would like to discuss with their health care
providers.

e Exchange messages with their health care team using a private and secure email
system.

Patients can share their health information with their personal representatives.
Patients who have completed the verification process can delegate, manage, and
revoke access to their PHR for any registered PHR user. A registered PHR user is
someone who has registered to use the IHS PHR and may or may not have completed
the verification process. The verified PHR user delegating access can manage the
areas of their PHR that the delegate can and cannot view through access controls.
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Note: The PHR will suppress specific health-related information

for an un-emancipated minor (Minor) PHR user, such as
family planning, contraceptives, and pregnancy. Parent,
guardian, or individual acting in loco parentis that have
been granted delegate access to the Minor’s PHR will be
revoked automatically when the Minor reaches the age of
majority (18th birthday). If the Minor becomes
emancipated, the PHR Registrar will revoke delegation
access as part of the operational process and update their
emancipated minor status (see Section 10.4). The patient
will have to reestablish their PHR through the verification
process to access their PHR (see Section 6.0).

1.2 PHR Administrator Web Portal Application Requirements

The PHR Administrator Web Portal is a stand-alone web application in which PHR
Administrators and Registrars may have limited access to Protected Health
Information (PHI)/ Personally Identifiable Information (PII). Therefore, all computers
used for the PHR Administrator Web Portal application must be used on computers
where the environment is secure, its hard drive and storage media is encrypted, and
other storage media is encrypted.

The PHR Administrator Web Portal supports the latest versions of the following
Internet browsers:

e Microsoft Internet Explorer

e Microsoft Edge

¢ Google Chrome

e Firefox

Note: Although Internet Explorer is supported, Microsoft security

patches may cause some functionality to perform
inconsistently. If you experience an issue with the Internet
Explorer browser, try using one of the other supported
browsers. You may need to contact the IT department to
install the latest version of Google Chrome or Firefox.
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1.3 PHR Administrative Access Requirements

Each authorized PHR administrator must complete the following steps to gain access
to the PHR Administrator Web Portal application. Access request method may vary
based on Service Unit/Facility’s local policy and procedure; however, the registration
process for all authorized PHR administrators must include an in-person identity
verification. Upon identity verification, PHR administrators will need to complete the
process based on the administrative role in Section 1.4. Each PHR Administrator
must comply with the auditing policies outlined in the PHR Audit Policy and the
Health Insurance Portability and Accountability Act (Chapter 7 - Health Insurance
Portability and Accountability Act Privacy Rule and the Privacy Act).

Note: Unauthorized use of the PHR Administrator Web Portal
application is not covered by the Privacy Act of 1974
Section 522a.

1.4 PHR Administrator Roles and Responsibilities

The PHR Administrator Web Portal application consists of four administrator roles:
National Administrator, AO Administrator, Service Unit/Facility (SU/FA)
Administrator, and the PHR Registrar.

141 National Administrator Role

The PHR system limits the number of National Administrators to three (3), which are
appointed by the IHS Chief Information Officer. This role is limited to individuals
who are IHS employees or their designee who have National Security responsibilities.
National Administrators will need to complete the following to gain access to the
PHR Administrator Web Portal application:

e Complete in-person identity verification.

e Upon identity verification, the PHR project Federal Lead will complete the
Information Technology Access Control (ITAC) system to request and track
access for National Administrators.

e Once the ITAC has been approved, the Federal Lead or designee will create the
National Administrator account.

e The PHR Federal Lead will also coordinate access and training for the PHR
Administrator Web Portal application.

National Administrators possess the following privileges:

e C(Create, read, update, or delete (CRUD) other National Administrator accounts.
e CRUD AO Administrator accounts.

e Read SU/FA and PHR Registrar accounts.

Web Portal Administrator Manual Introduction
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e Unlink or inactivate PHR User access

e Generate audit reports for every user of the PHR, which includes users of the
PHR Administrator Web Portal and PHR Patient Web Portal applications.

The National Administrator responsibilities include the following:
e Verify the identity of other National Administrators and AO Administrators.

e Create PHR Administrator Web Portal accounts for other National Administrators
and AO Administrators.

e Update/Change other National Administrator and AO Administrator passwords
upon request.

e Update, inactivate, or reactivate other National Administrators’ and AO
Administrators’ account information.

e Provide PHR Administrator and Patient Web Portal training to AO
Administrators.

Additional responsibilities may include the following as an AO Administrator,
SU/FA Administrator, or PHR Registrar backup.

e Update/Change PHR User password upon request.
e Unlink or inactivate PHR Users from their IHS Medical Record.
e Respond to other PHR User help requests.

1.4.2  AO Administrator Role
The PHR system limits the number of AO Administrators to ten (10), which are
appointed by the Area Information System Security Officer (ISSO) or supervisor for
each AO. AO Administrators will need to complete the following to gain access to
the PHR Administrator Web Portal application:
1. Upon identity verification, the Area ISSO or supervisor will complete the ITAC
system to request and track access for AO Administrators.
2. Once the ITAC has been approved, the National Administrator will create the AO
Administrator account.
3. The PHR Federal Lead or National Administrator will coordinate access and
training for the PHR Administrator Web Portal application.
Note: For facilities that do not buy Area shares, the National
Administrator will create an independent Area for each of
these facilities. These facilities will assume the
responsibilities of this role in addition to any facility
defined roles.
Web Portal Administrator Manual Introduction
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AO Administrators possess the following privileges:

Read other AO Administrator accounts within the administrator’s AQ.

CRUD SU/FA Administrator and PHR Registrar accounts for a facility within the
administrator’s AO.

Unlink or inactivate PHR User access.

Generate audit reports to monitor system level activities for their Area Service
Units and facilities.

Reset own password.

The AO Administrator responsibilities include the following:

Verify the identity of the SU/FA Administrator.

Create PHR Administrator Web Portal accounts for SU/FA Administrators.
Update/Change SU/FA Administrator passwords upon request.

Update, inactivate, or reactivate SU/FA Administrators account information.

Provide PHR Administrator and Patient Web Portal training to the SU/FA
Administrator.

Perform as a back-up SU/FA, if needed.

Additional responsibilities may include the following as a SU/FA Administrator or
PHR Registrar backup.

Verify the identity of the PHR Registrar for the SU/FA.

Create PHR Administrator Web Portal accounts for the SU/FA PHR Registrar.
Update/Change SU/FA PHR Registrar password upon request

Update, inactivate, or reactivate SU/FA PHR Registrar account information.
Update/Change PHR User passwords upon request.

Unlink or inactivate PHR Users from their IHS Medical Record.

Respond to other PHR User help requests.
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1.4.3  Service Unit/Facility Administrator Role

The PHR system limits the number of SU/FA Administrators to six (6) per each
Service Unit/Facility, which are appointed by the Indian, Tribal, or Urban Chief
Executive Officer or local Health Information Management (HIM) staff. SU/FA
Administrators will need to complete the following to gain access to the PHR
Administrator Web Portal application:

1.

Facilities on the IHS D1/Active Directory will complete the ITAC system to
request access for their SU/FA, while Tribal and Urban facilities not on the THS
D1/Active Directory will need to open an OIT Headquarters helpdesk ticket at
[Tsupport@ihs.gov for their designated AO Administrator to request and track
access for SU/FA Administrators.

Once the ITAC or helpdesk ticket has been approved, the AO Administrator will
create the SU/FA Administrator account.

The PHR Federal Lead or AO Administrator will coordinate access and training
for the PHR Administrator Web Portal application.

SU/FA Administrators may be responsible for more than one service unit or facility
and possess the following privileges:

Read other Service Unit/Facility Administrator accounts within the
administrator’s own Service Unit/Facility.

CRUD PHR Registrar accounts within the administrator’s Service Unit/Facility.
Unlink or inactivate PHR User access.

Generate audit reports to monitor local facility system activities.

The SU/FA Administrator responsibilities include the following:

Verify the identity of the SU/FA PHR Registrars.

Create PHR Administrator Web Portal accounts for SU/FA PHR Registrars.
Update/Change PHR Registrars password upon request.

Update, inactivate, or reactivate PHR Registrar account information.

Prepare SU/FA specific PHR Administrator and Patient Web Portal training
materials for the SU/FA PHR Registrar.

Provide PHR Administrator and Patient Web Portal training to the SU/FA PHR
Registrar.

Inform Patient Registration Clerks to ask patients if they have PHR Access.

Conduct regular audits.

Additional responsibilities as a PHR Registrar backup may include the:

Update/Change PHR User passwords upon request.
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e Unlink or inactivate PHR Users from their IHS Medical Record.
e Respond to other PHR User help requests.
e May need to update RPMS PHR Access field.

1.4.4 PHR Registrar Role

The PHR system does not limit the number of PHR Registrars that a facility can
create; however, facilities should limit the number of PHR Registrars based on
demand and the facilities’ policies and procedures. Service units and facilities will
determine the job function that will fill this role. The IHS HIM Consultants
Committee recommends that service units and facilities consider HIM and Patient
Registration Clerks to fill the PHR Registrar role. PHR Registrars will need to
complete the following to gain access to the PHR Administrator Web Portal
application:

1. Facilities on the IHS D1/Active Directory will complete the ITAC system to
request access for their SU/FA, while Tribal and Urban facilities not on the THS
D1/Active Directory will need to open an OIT Headquarter helpdesk ticket at
[Tsupport@ihs.gov for their designated SU/FA Administrator to request and track
access for PHR Registrars.

2. Once the ITAC or helpdesk ticket has been approved, the SU/FA Administrator
will create the PHR Registrar account.

3. The PHR Federal Lead or SU/FA Administrator will coordinate access and
training for the PHR Administrator Web Portal application.

The PHR Registrar possesses the following privileges:
e Update/Change own password.

e Process PHR access applications

e Read patient profile information.

e Generate PHR user-requested audit reports.

Note: PHR users are users who have registered to use the PHR.
This role is defined in the Personal Health Record User
Manual.

The PHR Registrar responsibilities include the following:
e Verify registered PHR User’s (patient) identity.

e Process PHR applications, which include matching and linking patient records
with their [HS Medical Record.

e Process request PHR access for minors.
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— Process the IHS-810 form according to the Service Unit/Facility’s policies and
procedures.

— Register and process the minor’s PHR account access, as described in
Section 6.0, once the minor’s request for access IHS-810 form is approved, if
necessary.

Note: The PHR Registrar will need to record the minor’s PHR
Username, Password, and Security Questions and Answers
on the THS-810 form and file the form according to the
Service Unit/Facility’s policies and procedures.

— Grant the minor’s parent, legal guardian, or court appointed guardian access to
the minor’s PHR as described in Section 10.0

e Process the request for PHR access for the legal guardian of an elderly patient or a
patient living with mental illness.

— Process IHS-810 form according to the Service Unit/Facility’s policies and
procedures.

— Register and process the patient’s PHR account access, as described in
Section 6.0, once the patient’s request for access IHS-810 form is approved, if
necessary.

Note: The PHR Registrar must record the patient’s PHR
Username, Password, and Security Questions and Answers
on the THS-810 form and file the form according to the
Service Unit/Facility’s policies and procedures.

— Grant the legal guardian access to the patient’s PHR as described in Section
10.0.

e Update/Change PHR User passwords upon request.

e Unlink or inactivate PHR Users from their IHS Medical Record.
e Verify patient access can access their PHR.

e Prepare SU/FA specific PHR training materials.

e Review PHR training materials with registered PHR users.

e Respond to PHR User help requests.
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2.0

2.1

PHR Administrator Web Portal Common
Functions

The PHR Administrator Web Portal provides administrators with common
functionality on each page throughout the portal.

Logon

The PHR Administrator Web Portal application is located at https://phradmin.ihs.gov
(Figure 2-1). This page allows PHR administrators to view information about the
PHR, the privacy policy, terms and conditions, contact information, PHR
Administrator Manual (Help), and to logon to the PHR Administrator Web Portal
application. Only PHR administrators (National, Area, SU/FA, and PHR Registrars)
who have completed the access requirements in Section 1.2 and received a PHR
administrator username and password can logon to the portal.

‘PHR Personal Health Record

Administration Login

Username
Password| |

Legin
There is no right of privacy in use of
this system
You are accessing a U.S. Government
information system, which includes (1) this
computer, (2) this computer network, (3) all
computers connected to this network, and (4) all
devices and storage media attached to this
network or to a computer on this network. This
information system is provided for U.S
Government-authorized use only.

Unauthorized or improper use of this system
may result in disciplinary action, as well as civil
criminal penalties.

By using this information system, you
understand and consent to the following:

You have no reasonable expectation of privacy
regarding any communications or data transiting
or stored on this information system. At any
time, and for any lawful Government purpose.
the government may monitor, intercept, and
search and seize any communicaticn or data
transiting or stored on this information

Who can use PHR?

Only an Indian health system
patient who registers to use
PHR and verifies their identity
at an |HS facility can view their
records.

What is PHR?

Indian health system patients
can use PHR to view and
manage personal, family and
community health information.
Track medicines, lab results, allergies and
more from the privacy of a personal
computer.

Planned PHR Outage

The PHR is updated on Thursdays
between 10pm and 11pm Eastern Time (9-
10pm CT, 8-9pm MT, 7-8pm PT)

You may not be able to log into your PHR
during this time. We apologize for any
problem this may cause. Thank you for
your patience

If you have questions, please contact your
healthcare facility.

AboutPHR |  Privacy Policy | Termsand Conditions | ContactUs

Figure 2-1: PHR Administrator Web Portal Application Login

To logon to the PHR Administrator Web Portal application:

1. Go to https://phradmin.ihs.gov (Figure 2-1).
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2. Enter your administrator Username.
3. Enter your Password.

4. Click Login. The PHR will redirect the administrator to the Welcome page
(Figure 2-2). Access administrator privileges from the Welcome page.

Note: If this is the first time the administrator logs into the PHR
Administrator Web Portal Application or the administrator
had their password reset by an up-level PHR Administrator,
the administrator will be prompted to reset their password.
(see Section 5.0 for more information.)

‘PHR Personal Health Record Welcome National Administrator Log Out

Q;j Home Create Account “» Manage Patients | ¥, Create Reports _ Manage Account Profile

Welcome to your Personal Health Record (PHR)!
Welcome to the Personal Health Record (PHR) Administration Portal. To administer the PHR, click on the
appropriate link above.

The Indian Health Service (IHS) has created the PHR to improve patient health. The PHR encourages
patients to talk to their doctors, nurses and other healthcare providers about their health and healthcare.
Research shows that increased patient-provider collaboration improves the healthcare that patients receive
and positively impacts their health. Your administration of patient and administrative accounts in the PHR is
critical to this collaboration. Thanks for making it happen!

If you wish to participate in telling us how to improve the PHR, contact the PHR Contract Technical
Representative (COTR) Chris Lamer at Chris.Lamer@IHS.gov.

AboutPHR | PrivacyPolicy | TermsofUse | ContactUs

Figure 2-2: Welcome page for National Administrators, AO Administrators, and SU/FA
Administrators

‘PHR Personal Health Record Welcome Local Log Out Help

" Process Application v-, Manage Patients 7 Create Reports s, Profile

Welcome to your Personal Health Record (PHR)!
Welcome to the Personal Health Record (PHR) Administration Paortal. To administer the PHR, click on the
appropriate link above.

The Indian Health Service (IHS) has created the PHR to improve patient health. The PHR encourages
patients fo talk to their doctors, nurses and other healthcare providers about their health and healthcare.
Research shows that increased patient-provider collaboration improves the healthcare that patients receive
and positively impacts their health. Your administration of patient and administrative accounts in the PHR is
critical fo this collaboration. Thanks for making it happen!

If you wish to participate in telling us how to improve the PHR, contact the PHR Contract Technical
Representative (COTR) Chris Lamer at Chris.Lamer@IHS gov.

AboutPHR | PrivacyPolicy | TermsofUse | ContactUs

Figure 2-3: Welcome page for PHR Registrar Administrators

Web Portal Administrator Manual PHR Administrator Web Portal Common Functions
September 2020

10



Personal Health Record (BPHR) Version 2.0 Patch 5

2.2 Help

To access the PHR Administrator Web Portal manual, click Help in the upper right
corner of the page (Figure 2-2 and Figure 2-3).

2.3 Search Results
1. Click on the Manage Account tab.

”HR Personal Health Record Welcome Wocrt Log Out Help

_‘;jj Home @ Create Account “» Manage Patients Create Reports | -4 Manage Account | & Profile

Manage Administrative Account

Search For Administrative Account
Search for an Administrative Account by entering data into at least one of the fields below, and clicking the Search button.

Use *with additional characters to widen your search (‘sm™ finds “Smith” and “*sm™ finds Highsmith)

Username Last Name
First Name Middle Name
To select more than cne item, hold dewn the "ctrl” key and
Registrar ~

select items. If you have a Macintesh computer, hold down
the "Alt" key and select items.

Role Serice Unt Admin

Search Clear
AboutPHR | PrivacyPolicy | Termsand Conditions |  ContactUs

Figure 2-4: Manage Account tab, Search for Administrative Account

2. Enter criteria into the appropriate fields and click Search.

Note: The asterisk (*) symbol can be used as a wildcard to
replace zero or more characters in a word. For example, to
search for accounts with a last name that begins with
“Demo,” type Demo* in the Last Name field. The search
results will display every administrator user with the
selected role that begins with Demo, such as Demo,
Demos, Demotest, Demouser, demoprovider, etc.

Web Portal Administrator Manual PHR Administrator Web Portal Common Functions
September 2020

11



Personal Health Record (BPHR) Version 2.0 Patch 5

2.4 Sorting Search Results

Search Results from the Manage Account (Figure 2-5), Process Application,
Manage Patients, or Create Reports tabs can be sorted or modified. The procedure
is the same for each.

Search Results
Administrative Accounts below maich your search criteria. If you do not find the Account you want, refine your search criteria. To update
details of an account, select it and click the "Update Account” or "Reset Password button as appropriate.

Administrative Accounts

Username First Name Last Name Role HArea Office Facility/ Service Unit
{areaWOCRTAdm Arez Admin AreaOfficaAdmin 'WOCRT AQ
localadmini Local Admin AreaOfficaAdmin 'WOCRT AQ
localadmin local sdmin2 Area0fficaAdmin MASHVILLE AQ
[WocrtAresAd WocrtArea Administrator Area0fficaAdmin 'WOCRT AD
localadmind Phoanix Admin Area0fficaAdmin PHOENIX AQ
localadmind California AD Area0fficaAdmin CALIFORMIA 2D
localadming Portland AD Area0fficaAdmin PORTLAND AQ
localadming Oklzhoma AD Area0fficaAdmin OHLAHOMA A0
WoortA0 Woort Area Office AreaOfficaAdmin WOCRT AD
localadminT Navajo AD AreaOfficaAdmin MNAVAJO AQ
WocrtDemoad WOCRT AT AreaOfficatdmin WOCRT AQ

1| m

Figure 2-5: Search Results page for Administrative Accounts tab

1. Click the column header of the returned table (Figure 2-5) to sort the table by that
column in ascending order (Figure 2-6).

a. Click the column header again to sort the table in descending order (Figure
2-7).

Search Results
Administrative Accounts below match your search criteria. If you do not find the Account you want, refine your search criteria. To update
details of an account, select it and click the "Update Account” or "Reset Password button as appropriate.

Administrative Accounts

Username First Name Last Name Role Area Office Facility/Service Unit -
AresWOCRTAIm Area Admin AreaOfficeAdmin WOCRT AD
localadmini Local Admin AreaOfficefdmin WOCRT AQ
localadminZ local adminZ AreaOfficefdmin MNASHVILLE A0
localadmind Phoenix Admin AreaOfficeAdmin PHOENIX AD
localadmind California A0 AreaOfficeAdmin CALIFORNIA AD
localadminG Portland A0 AreaOfficeAdmin FPORTLAND AD
localadming Okizhoma A0 AreaOfficefdmin OHLAHOMA A0
localzdmin? Navajo AD Area0fficefdmin MAVAJID A0
WocrtAD Woort Area Office AreaOfficeAdmin WOCRT AD
WocrtAreafd WocrtArea Administrator AreaOfficeAdmin WOCRT A
WocrtDemoAd WOCRT AD AreaOfficefdmin WOCRT AQ

1] m

Figure 2-6: Manage Administrative Account Search Results Sort Ascending Order
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Search Results
Administrative Accounts below maich your search criteria. If you do not find the Account you want, refine your search criteria. To update
details of an account, select it and click the "Update Account” or "Reset Password button as appropriate

Administrative Accounts

Username ™ First Name Last Name Role Area Office Facility/ Service Unit
WocrtDemoad WOCRT AT ArezOfficeAdmin WOCRT AD
WocriAreatd WocrtArea Administrator ArezOfficeAdmin WOCRT AD
Wocrad Wocrt Area Office ArezOfficeAdmin WOCRT AD
localadmin? Navajo AD ArezOfficeAdmin NAVAID AD
localadming Oklshoma AT ArezOfficeAdmin OHLAHOMA A0
localadmin® Portland AD ArexOfficeAdmin PORTLAND AQ
localadmind California AD ArexOfficeAdmin CALIFORNIA A0
localadmind Phosnix Admin ArexOfficeAdmin PHOENIX AD
localadmin2 local admin2 ArexOfficeAdmin NASHVILLE AQ
localadmini Local Admin ArexOfficeAdmin WOCRT AD
AresWOCRTAdm Area Admin ArexOfficeAdmin WOCRT AD

1 m >

Figure 2-7: Manage Administrative Account Search Results Sort descending Order

2. To move a column, place the cursor in the column header, hold the left mouse
button down, drag the column to the desired location, and release the left mouse
button.

3. To expand or contract a column, move the cursor to the end of the column until
you see the expand and compress icon (left and right arrows).

4. Hold the left mouse button down, drag the mouse left or right to the desired
column width, and release the left mouse button.

5. An alternative method for sorting and configuring is to right-click on a column
header and select from the menu that displays (Figure 2-8).

i Sort Ascending
N3 Sort Descending
Configure Sort

Aurte Fit All Columins
At Fit

i GColumns r
5 Group by Username

[i] Freezz Username

Figure 2-8: Manage Administrative Account Search Results Column Header Menu ltems

a. Sort Ascending and Sort Descending are the same as previously mentioned
(step 1 and 1.a).
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b. Select Configure Sort (Figure 2-8) to add, modify, or remove column sorting
levels.

] Sort
) Add Level | | (@) Delete Level | | [ Copy Level |Z| |E|

Columin Cirder

Sort by Username w | Ascending E|

Apphy | | Cancel

Figure 2-9: Manage Administrative Account Search Results Sort Menu Window

c. From the Column menu, select a column by which to sort.
d. From the Order menu, select the order by which to sort.

e. To add an additional sorting level, click Add Level.

jar]

To delete a sorting level, select a level from the sort list and click Delete
Level.

g. To copy a sorting level, select a level from the sort list and click Copy Level.

h. To rearrange the sorting level, select a level and click the up or down arrow
next to the Copy Level button.

i. To apply the sorting changes, click Apply.
j.  To cancel the sorting changes, click Cancel.

6. Select Auto Fit All Columns (Figure 2-8) to set the width of each column
automatically to the width of the longest row in each column.

7. Select Auto Fit (Figure 2-8) to set the width of the selected column to the width
of the longest row

8. Select Columns and a column name from the list to add (check) or remove
(uncheck) from the results table (Figure 2-10 and Figure 2-11).
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3 Sort Ascending
N5 Sort Descending

Configure Sort

Auto Fit All Columns

Suto Fit

[ Columns

[i] Fresze Username

Z-| Growp by Username

Username

First Name

Last Name

Role

Area Office

Facility/ Service Unit

Figure 2-10: Manage Administrative Account Search Results Add or Remove Columns Menu

Search Results

Username
AreaWOCRTAIm
localadmini
localadminZ
WocrtArazAd
localadmind.
localadmind
localadming:
localadming
WocrtA0
localadmin?
WocrtDemoAd

Administrative Accounts

First Mame
Area
Local
local
WocrtArea
Phosnibe
California
Portiand
Okdahoma
Wosrt
Navaio
WOCRT

Administrative Accounts below match your search criteria. If you do not find the Account you want, refine your search criteria. To update
details of an account, select it and click the "Update Account” or "Reset Password button as appropriate

Last Name
Admin
Admin
admin2
Administrator
Admin
AD
AT
AD
Area Office
AT
AT

Area Office Facility/ Service Unit
WOCRT AD
WOCRT AQ
MASHVILLE AQ
WOCRT AQ
PHOENIX AQ
CALIFORNIA AC
FORTLAND AQ
DOKLAHOMA AD
WOCRT AD
NAVAID AD
WOCRT AD

Figure 2-11: Manage Administrative Account Search Results with Role Column Removed

9. Group the results by column name by selecting Group by (Figure 2-8, Group by
Username). Figure 2-12 shows the results grouped by role.
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Search Results
Administrative Accounts below match your search criteria. If you do not find the Account you want, refine your search criteria. To update
details of an account, select it and click the "Update Account” or "Reset Password button as apprnpr\ate

Administrative Accounts

Username First Name Last Name Role Area Office Facility/ Service Unit

[#] MHationalAdmin

4] Area0fficeAdmin

Figure 2-12: Manage Administrative Account Search Results Group Column By Role

10. Freeze the selected column by selecting Freeze Username (Figure 2-8). The
results table can now scroll through other columns while the Username column is
always visible.

Search Results
Administrative Accounts below match your search criteria. If you do not find the Account you want, refine your search criteria. To update
details of an account, select it and click the "Update Account” or "Reset Password button as appropriate.

Administrative Accounts

Username First Name Last Name Role Area Office Facili
lAreaWOCRTAdm Arez Adimin AreaQfficaAdmin WOCRT AQ
localadmin1 Local Adimin AreaOfficeAdmin WOCRT AC
localadmin2 local admin2 ArexOfficzAdmin NASHVILLE A
[WocrtAresAd WocrtArea Administrator Area(fficaAdmin WOCRT AC
localadmind Phoenix Adimin AreaOfficaAdmin FHOENIX AQ
localadmind California AD AreaOfficeAdmin CALIFORMIA AD
localadming Portland AD ArexOfficzAdmin PORTLAND AQ
localadming Okdahoms AC Area(fficaAdmin OHLAHOMA A0
[WocrtAQ Wocrt Arzz Office AreaOfficaAdmin WOCRT AQ
localadmin? Mavaje AD ArezOfficaAdmin NAVAJIO AD
[WocrtDemadd WOCRT AD ArexOfficzAdmin WOCRT A

Figure 2-13: Manage Administrative Account Search Results Freeze Username Column

a. To unfreeze a column, right-click on the frozen column and select Unfreeze
from the menu (Figure 2-14).
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2.5

2.6

2.7

2.8

2.9

L: Sort Ascending

F Saort Deccending
Configure Sort
Aarto Fit All Columns
FAarto Fit

o Columns
I-| Group by Username

[5] Unfrezze Username

Figure 2-14: Manage Administrative Account Search Results Column Header Menu ltems
with the Unfreeze Option

About the PHR

To view information about the PHR, click the About PHR link at the bottom of the
page (Figure 2-4).

Privacy Policy

To view the Website Privacy Policy, click the Privacy Policy link at the bottom of
the page (Figure 2-4).

Terms and Conditions

To view the PHR Terms and Conditions, click the Terms of Use link at the bottom of
the page (Figure 2-4).

Contact Us

To view information on how to contact us, click the Contact Us link at the bottom of
the page (Figure 2-4).

Log Off

To exit the PHR Administrator Web Portal, click Log Out in the upper right corner of
the page (Figure 2-4) or close the web browser. The Log Out link is only available
after the administrator successfully logs into the PHR Administrator Web Portal.
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2.10 Session Timeout

The PHR Administrator Web Portal will automatically sign the administrator out of
the PHR Administrator Web Portal after 10 minutes of inactivity.

After nine minutes of page inactivity, administrators are prompted with a PHR
Session Timeout dialog (Figure 2-15) with a 60-second timer.

To continue working in the current PHR administrative session, click Yes, Keep
me signed in.

To sign out of the PHR Administrator Web Portal immediately, click No, Sign
me out.

If neither button is clicked, the PHR Administrator Web Portal will automatically
sign the administrator out of the PHR Administrator Web Portal when the PHR
Administrator Session Timeout dialog 60-second timer reaches zero (0)
seconds.

Administrators must again logon to the PHR Administrator Web Portal to regain
access to the PHR Administrator Web Portal.

Your session is about to expire!

You will be logged out in 56 seconds.

Do you want to stay signed in?

Yes, Keep me signed in No, Sign me out

Figure 2-15: PHR Administrator Web Portal Session Timeout dialog

Note: The timeout value is reset by either selecting a different tab
or clicking the Yes, Keep me signed in button on the PHR
Session Timeout dialog message.
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3.0 Create a PHR Administrator Account

Because the PHR is not integrated with an IHS domain or the ITAC system, PHR
administrators must create other administrator accounts. PHR administrators can
create administrator accounts within their organizational level. Create PHR
Administrative Accounts is limited to the National, AO, and SU/FA Administrator
roles (see Section 1.4).

3.1 Create an AO account

1. Logon to the PHR Administrator Web Portal application as described in
Section 2.0 as a National Administrator.

2. Click the Create Account tab. The Create Administrative Account page
(Figure 3-1) displays.

‘PHR Personal Health Record Welcome National Administrator Log Qut Help

Create Administrative Account

Step 1: Create The Account
Bold fields are required.

Your username must:
* be 6-12 characters long

+ only contain letters and numbers

s MNOT contain spaces
NOTICE: Your username is not case-sensitive.

Your password must:
+ be §-15 characters long
s have at least one capital letter and lower case letter

have at least one number

Password l:l » have at least one special character (eg. 5.1.#)
« NOT contain spaces
+ NOT be the same as usemname

MOTICE: Your password is case-sensitive.

Confirm Password l:l Choose a password you can remember.
First Name I:l Administrator first name.
Middle Mame l:l Administrator middle name.
Last Name l:l Administrator last name.
Role | Select One v | Select the Role you want to create.
Next Cancel
AboutPHR | Privacy Policy |  TermsofUse | ConiactUs

Figure 3-1: PHR Create Administrative Account

3. Complete the form (Figure 3-1) through the Last Name field.
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4. Select the Role of the administrative account as Area Office System

o e
Administrator.
Role Select One ¥ Select the Role you want to create.
Next Area Office System Administrator
MNational System Administrator

Figure 3-2: PHR Create Administrative Account Page, Select Role

5. Select the Area Office for the administrator

Area Office |Se\ect One v | Select the Area Office for which you want to create the account.

Mext Cancel

Figure 3-3: PHR Create Administrative Account Page, Select Area Office

6. Completed Create Administrative Account form.

b =T [ - R— Welcme WOCRT Loy

Create Administrative Account

Step 1: Create The Account
Bold fields are required.

Your username must:
* be 6-12 characters long
« only contain letters and numbers
+ be unique
« NOT contain spaces
NOTICE: Your username is not case-sensitive.

Username WocrReg

Your password must:
+ be 8-15 characters long
« have at least one capital letter and lower case letter
« have at least one number
+ have at least one special character (eg. 5.1.#)
« NOT contain spaces
« NOT be the same as username
NOTICE: Your password is case-sensitive.

Password

Confirm Password Choose a password you can remember.

First Name Wocrt Administrator first name.

T

Middle Name Administrator middle name.
Last Name HR Registrar Administrator last name.
Role PHR Registrar v Select the Role you want to create.
Area Office WOCRT AD Select the Area Office for which you want to create the account
Service Unit/Facility Select the Facility for which you want to create the account.
Next Cancel
AboutPHR | PrivacyPolicy | TermsofUse | ContactUs

Figure 3-4: PHR Create Administrative Account Page, completed form
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7. Click Next to create the account.

MNext Cancel

Figure 3-5: PHR Create Administrative Account Page, Select Next

3.2 Create a PHR Registrar or Service Unit System
Administrator

1. Login as an AO administrator and follow steps 1-3 in section 3.1.
2. Select the Area Office for the new administrator.

3. Select either PHR Registrar or Service Unit System Administrator. The
procedure is the same for both.

Role Select One v Select the Role you want to create
Select One
Nesxt PHR Registrar
— | Semice Unit System Administrator |

Figure 3-6: PHR Create Administrative Account Page, Select Role

4. Click on Service Unit/Facility and select one.

Service Unit/Facility Select One v Select the Facility for which you want to create the account.
Select One
Next | Demo IHS Clinic - WOCRT

Figure 3-7: PHR Create Administrative Account Page, Select Facilities

Note: PHR Administrators cannot be assigned different roles.
However, the PHR Registrar and Service Unit
Administrator can serve in the same role for multiple
service units within the Area.

a. To select multiple Service Unit/Facilities, click the first Service Unit/Facility,
hold the Control (Ctrl) key down, scroll through the list and click on each
additional Service Unit/Facility.

5. Click Next to create the account.

Mext Cancel

Figure 3-8: PHR Create Administrative Account Page, Click Next
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3.3 Verify Account Information

The Confirm Administrative Account page displays after the completed form has
been submitted (Figure 3-4).

1. Verify information on the Confirm Administrative Account page.

'PHR Personal Health Record Welcome National Administrator Log Out Help

Confirm Administrative Account

Step 2: Confirm Your Information
Confirm that the information you inputted is correct.

User Name WocrtAO
Password s

First Name Waocrt

Middle Name

Last Name Area Office

Role AreaOfficeAdmin
Area Office WOCRT AQ
Service Unit/Facility

Cancel

AboutPHR | Privacy Policy | TermsofUse | ContactUs

Figure 3-9: PHR Confirm Administrative Account

Note: The confirmation will list each Service Unit/Facility the
Service Unit/Facility Administrator or PHR Registrar that
is selected during the account creation process for those
roles.

2. Ifthe information is correct, click Create.

a. To make changes to the account information, click the Back button and repeat
the appropriate section (3.1 or 3.2).

b. To cancel administrative account creation, click Cancel and click OK on the
Confirmation dialog to return to the Welcome page.
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e

o - - .
W% If you cancel, you will lose the information you entered. Are you sure
Y youwant to cancel?

Figure 3-10: Confirmation dialog

3. Upon successful account creation, the Administrator Account Created! page
displays (Figure 3-11).

a. You may print this page by clicking Print Details to print the account
information.

‘PHR Personal Health Record Welcome National Administrator Log Out Help

Print Details |

Administrator Account Created!

The Next Step

An administrator account has been created, below are the details

Full Name: Woaocrt Area Office
Username: WocrtAO
Temporary Password:IHSphr123!

Provide the above user name and temporary password to this user, and instruct the user to log into the

PHR Administration portal at http://10.154.33.41:8080/phr-admin-web and change the temparary
password to their own password.

If you have questions about this process, please contact Help Desk.

| Create Another Account || Return Home |

AboutPHR | PrivacyPolicy | TermsofUse | ContactUs

Figure 3-11: PHR Administrator Account Created

4. Contact the administrator that you created the account for and provide them with
their account information.

Note: The password is a temporary password. The administrator
will be prompted to change their password the first time the
administrator logs into the PHR Administrator Web Portal.
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3.4 Cancel Administrative Account Creation

Cancel at any time while on the Create Administrative Account page by clicking
Cancel.

TISTRAmE PR REqTSTaT

Role PHR Registrar v Select the Role you want to create

Area Office WOCRT AQ v Select the Area Office for which you want to create the account

Service Unit/Facility Demo IHS Clinic - WOCRT ¥ Select the Facility for which you want to create the account

Next Cancel

Figure 3-12: PHR Create Administrative Account Page, Cancel

Click OK on the Confirmation dialog to return to the Welcome page.

Message from webpage @

1 If you cancel, you will lose the information you entered. Are you sure
¥ youwant to cancel?

K | ’ Cancel
L|= =
Figure 3-13: Confirmation dialog
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4.0

4.1

Manage PHR Administrative Accounts

Because the PHR is not integrated with an IHS domain or the ITAC system, PHR
administrators may need to update other administrator accounts. This functionality is
limited to the National, AO, and SU/FA Administrator roles (see Section 1.4 for role
details). Manage accounts allow these administrative roles to update other PHR
administrators’ active status, name, role, Area office, and service unit/facility and
reset other PHR administrators’ password.

Updating PHR Administrative accounts is role specific and limited to the following:

National Administrators: These administrators can update other National
Administrators and AO Administrators.

AO Administrators: These administrators can update Service Unit/Facility
Administrators and PHR Registrars within their area. For example, a California
PHR AO Admin cannot update SU/FA or PHR Registrar accounts for Service
Units/Facilities that are included in the Phoenix Area.

Service Unit/Facility Administrators: These administrators can update PHR
Registrars within their assigned Service Units/Facilities. For example, if a SU/FA
is assigned to one SU/F, then they can only update PHR Registrar accounts for
that SU/F.

PHR Registrars: These administrators cannot update any PHR Administrator
accounts.

Search for Administrative Account

1.

Logon to the PHR Administrator Web Portal application as defined in Section 2.0.

Note: Logon to the portal based on the administrator account
being managed. For example, if the administrative account
being managed is an AO Administrator, logon to the portal
as a National Administrator.

Click the Manage Account tab. The Manage Administrative Account page
(Figure 4-1) displays.
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~PHR Personal Health Record Welcome National Administrator Log Qut Help

‘ﬁj Home & Create Account “» Manage Patients | ", Create Reports | -s Manage Account & Profile

Manage Administrative Account

Search For Administrative Account
Search for an Administrative Account by entering data into at least one of the fields below, and clicking the Search button.

Use " with additional characters to widen your search (“sm™ finds “Smith” and “*sm™ finds Highsmith).

Username Last Name
First Name Middle Name
Area Office Admin To select mare than one item. hold down the "ctr” key

National Admin

Role and select items_ If you have a Macintosh computer, hold

down the "Alt" key and select items

AboutPHR | PrivacyPolicy | TermsofUse | ContactUs

Figure 4-1: PHR Manage Account

3. Search for the administrator account to manage in the Search For
Administrative Account pane by entering one or more of the following on the
Manage Administrative Account page:

e Username
e [ ast Name
e First Name

e Middle Name

Note: The asterisk (*) symbol can be used as a wildcard to
replace zero or more characters in a word. For example, to
search for accounts with a last name that begins with
“Demo” type “Demo*” in the last name field. The search
results will display every administrator user with the
selected role that begins with Demo, such as Demo,
Demos, Demotest, Demouser, demoprovider, and etc.

4. (Optional) Select one or more roles in the Role field. The roles available will
depend on the type of administrative logon.

e National Administrators can select the Area Office Admin or National
Admin role (Figure 4-2).
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Area Office Admin

To select more than one item, hold down the "ctrl” key
National Admin : :
Role and select items. If you have a Macintosh computer, hold
down the "Alt" key and select items
Search Clear

el

Figure 4-2: Manage Administrative Account - National Administrators Search Role Field: Area
Office Admin and National Admin

e AO Administrators can select the Registrar or Service Unit Admin role
(Figure 4-3).
Registrar ) To select more than one item, hold down the “ctrl” key
Role Service Unt Admin and select items. If you have a Macintosh computer, hold
down the "Alt" key and select items
Search Clear

Figure 4-3: Manage Administrative Account - AO Administrators Search Role Field: Registrar
and Service Unit Admin

e SU/FA Administrators can select the Registrar role (Figure 4-4).
Registrar To select more than one item, hold down the "ctrl” key
Role and select items. If you have a Macintosh computer, hold
down the "Alt" key and select items
Search Clear

Figure 4-4: Manage Administrative Account — SU/FA Administrators Search Role Field:
Registrar

5. Do one of the following: click Search or Clear (Figure 4-5). After clicking

Search, the Manage Administrative Account - Search Results Pane will open
(Figure 4-6).

Search Clear

Figure 4-5: Manage Administrative Account - Search and Clear Buttons
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‘PHR Personal Health Record Welcome National Administrator Log Out

Home Create Account “» Manage Patients ", Create Reports _ Manage Account Profile

Manage Administrative Account

Search For Administrative Account
Search for an Administrative Account by entering data into at least one of the fields below, and clicking the Search button.

Use * with additional characters to widen your search ('sm*" finds “Smith" and **sm*" finds Highsmith).

Usermame Last Name ]
Area Office Admin To select more than one item, hold down the "ctrl” key
Natienal Admin

Role and select items. If you have a Macintosh computer, hold

down the "Alt" key and select items.

Search Results
Administrative Accounts below match your search criteria. If you do not find the Account you want, refine your search criteria. To update
defails of an account, select it and click the "Update Account” or "Reset Password bufton as appropriate.

Administrative Accounts

Username First Hame Last Name Role Area Office Facility/Service Unit
natladmin Natienal Administrater Admin Mational&dmin
Natl&dminZ Natienal Administrator2 Mational&dmin
Update Account Reset Password
AboutPHR | PrivacyPolicy | TermsofUse | ContactUs

Figure 4-6: Manage Administrative Account - Search Results Pane

6. (Optional) Sort or modify the search results in the Search Results pane
(Section 2.4).

7. Select an account to manage from the Search Results pane below the Search For
Administrative Account pane and do one of the following:

e Click Update Account to update the selected administrative account and
complete the steps in Section 7.0.

o C(Click Reset Password to reset the password of the selected administrative
account and complete the steps in Section 4.4.
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4.2

Update Administrator Account

Because the PHR is not integrated with an IHS domain or the ITAC system, PHR
administrators may need to update other administrator accounts. This functionality is
limited to the National, AO, and SU/FA Administrator roles (see Section 1.4 for role
details). The Update Administrative Account page allows these administrators to
update other PHR administrators’ active status, name, role, area office, and service
unit/facility.

1. Complete the steps in Section 4.1. The Update Administrative Account page
displays (Figure 4-7).

'PH R Personal Health Record Welcome WOCRT Log Out Help

Update Administrative Account
Bold fields are required.
User Name WocriReg
¥ Active Administrator active status
First Name Waocrt Administrator first name.
Middle Name Administrator middle name
Last Name PHR Registrar Administrator last name.
Role | PHR Registrar ¥ Select the Administrator Type you want to create.
Area Office WOCRT AO M Select the Area Office for which you want to create the account
Service Unit/Facility Dema IHS Clinic - WOCRT ¥ Select the Facility for which you want to create the account.
MNext Cancel
ApoutPHR | Privacy Policy | TermsofUse | ContactUs

Figure 4-7: Update Administrative Account

2. Do one or more of the following on the Update Administrative Account page:

a. Disable the selected administrator account by unchecking the Active check
box.

b. Enable the selected administrator account by checking the Active check box.

c. Update the administrator’s name by updating the text in the First Name,
Middle Name, or Last Name text fields.

d. To update the administrator’s role, select a role from the Role menu.
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e. To update the administrator’s SU/F, select a Service Unit/Facility from the
menu.

3. To continue with the update, click Next.

a. To cancel the update, click Cancel and click OK on the Confirmation dialog
to return to the Manage Administrative Account page.

4.3 Confirm Changes

1. After clicking Next (Section 4.2, step 3), the Confirm Update Administrative
Account page displays.

'P H R Personal Health Record Welcome WOCRT Log Out Help

Confirm Update Administrative Account
Confirm Updated Information
Confirm that the information you updated is correct.
Current account information: Updated account information:
User Name WocrtReg User Name WocrtReg
Active Status Active Active Status Inactive
First Name Waocrt First Name Wocrt
Middle Name IMiddle Name
Last Name PHR Registrar Last Name PHR Registrar
Role Registrar Role Registrar
Area Office WOCRT AO Area Office WOCRT AO
Service Unit'Facility Dema IHS Clinic - WOCRT Sernvice UnitiFacility Dema IHS Clinic - WOCRT
Cancel

AboutPHR |  Privacy Policy | TermsofUse | ContactUs

Figure 4-8:Confirm Update Administrative Account

2. Click Confirm if the information is correct (Figure 4-8).

3. To make changes to the updated administrative account information, click the
Back button (Figure 4-8) and repeat Section 4.2.

a. To cancel the update, click Cancel (Figure 4-8) and click OK on the
Confirmation dialog (Figure 4-9) to return to the Manage Administrative
Account page.

b. To go back to the Confirm Update Administrative Account page and
continue updating the administrative account, click Cancel on the
Confirmation dialog (Figure 4-9).
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Message from webpage @

QK | I Cancel

L%

Figure 4-9: Confirmation dialog

4. When you are finished updating, do one of the following:

a. Click Log Out in the upper right corner to log off of the PHR Administrator
Web Portal application (Figure 4-8).

b. Click Help in the upper right corner (Figure 4-8) to access the PHR
Administrator Web Portal application help function.

c. Click Print (Figure 4-8) to print the updated account information. The
Question dialog will display.

e To continue the print option, click Yes on the Question dialog (Figure
4-10) to display the Print Preview window (Figure 4-11).

GQuestion

This data you are printing may be sensitive.
Check the printer to see if someone you do
not know or trust could see the print-out
before you get to it.

Do you want to continue ?

Yes Mo

Figure 4-10: Print — Question dialog
e To go back to the Confirm Administrative Account Updated, click No or
click the in the upper right corner on the Question dialog.
d. Click Print to print the details of the account created.

e To cancel the print, click the in the upper right corner of the Print
Preview window.
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Print preview Print

[Administrative Account
User Name - | NatlAdmin?
Active Status :|Active

First Name - National
Middle Name -
Last Name .| Administrator?
Role : NationalAdmin
Area Office:
Service Unit/Facility -

Figure 4-11: Print - Print Preview Window

4.4 Reset Administrative Account Password

Because the PHR is not integrated with an IHS domain or the ITAC system, PHR
administrators may need to reset the password for other administrator accounts. This
functionality is limited to the National, AO, and SU/FA Administrator roles (see
Section 1.4 for role details). The Reset Password for Administrative Account page
allows these administrators to reset the password of other PHR administrators.

Note: Administrators resetting password requests for another
PHR Administrator must verify the identity of the
Administrator requesting the password reset. In-person
verification is preferred. If in-person verification is not
possible, a series of questions can be asked to establish
identity, or ask the supervisor to submit a password reset
request, or follow HIPAA and/or facility procedures for
establishing identity. The PHR Administrator requesting
the password reset shall certify in writing that they are the
individual who they claim to be, and they understand that
the knowing and willful request for or acquisition of a
record under false pretenses is a criminal offense under the
Privacy Act and subject to a fine of not more than $5,000.
(5 U.S.C. 552a).

1. Complete Steps 1-7 of Section 4.1.

2. Reset the password of the selected administrator account on the Reset Password
for Administrative Account page (Figure 4-12) by entering a new password in
the New Password field and enter the same password in the Confirm New
Password field.
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Note: The new password must meet the requirements as defined
on the Reset Password for Administrative Account page.

‘PHR Personal Health Record Welcome National Administrator Log Out Help

Reset Password for Administrative Account

Name National Administrator2
User Name NatlAdmin2
Administrator Type NationalAdmin

Area Office

Facility/Service Unit

Reset Password

Your password must:
s be 8-15 characters long
« have at least one capital letter and lower case letter
« have at least one number
New Password : + have at least one special character (eg. $.!.#)
« NOT contain spaces
« NOT be the same as usemams
MOTICE: Your password is case-sensitive.

Confirm New Password l:l Choose a password you can remember.

Cancel
AboutPHR | PrivacyPolicy | TermsofUse | ContactUs

Figure 4-12: Manage Administrative Account - Reset Password for Administrative Account

3. Click Save. If the reset is successful, the Confirm Administrative Account
Updated page (Figure 4-14) displays.

a. If the new password entered has been used in one of the previous six password
resets or updates, the password will not be accepted and the You cannot
reuse the last 6 passwords dialog will open (Figure 4-13). Click OK on the
Passwords dialog and repeat Steps 2 and 3.

i You cannot reuse the last 6 passwords.

A

K

Figure 4-13: You cannot reuse the last 6 passwords dialog

b. To cancel the password reset, click Cancel (Figure 4-12) and click OK on the
Confirmation dialog to return to the Manage Administrative Account page.
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Welcome National Administrator

Password has been reset successfully.
Updated account information:

Name

User Name

Role

Area Office

Service Unit/Facility
Password

| Back to Manage Administrative Account

ApoutPHR | PrivacyPaolicy | TermsofUse | Cont

Confirm Administrative Account Updated

Print

National Administrator2
NatlAdmin2
NationalAdmin

IHSphr123%

act Us

Figure 4-14: Manage Administrative Account - Confirm Administrative Account Updated

4. Contact the administrator

who you are resetting the password for that their

account has been updated and provide them with the new password.

administrator will
next time the adm

Note: The new password is a temporary password. The

Administrator Web Portal.

be asked to change their password the
inistrator logs into the PHR

5. When you are finished updating, do one of the following on the Confirm
Administrative Account Updated page (Figure 4-14):

Click Back to Manage Administrative Account.

b. Click Log Out in the
Web Portal applicatio

c. Click Help in the upp

upper right corner to log off of the PHR Administrator
n.

er right corner to access the PHR Administrator Web

Portal application help function.

d. Click Print to print the updated account information. The Question dialog

opens (Figure 4-15).

e To continue the print option, click Yes on the Question dialog to display
the Print Preview window (Figure 4-16).

e To go back to the
or click the in the

Confirm Administrative Account Updated, click No
upper right corner on the Question dialog.
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Guestion

This data you are printing may be sensitive.
Check the printer to see if someone you do
not know or trust could see the print-out
before you get to it.

Do you want to continue ?

No

Figure 4-15: Print - Question dialog
e To print the details of the account created, click Print on the Print
Preview window (Figure 4-16).

e To cancel the print, click the in the upper right corner of the Print
Preview window.

Print preview Print

[Administrative Account
Name :| WOCRT Demo AQ

User Name :|WocrtDemoAd
Role . AreaOfficeAdmin
Area Office. WOCRT AQ
Service Unit/Facility -
Password ;| THSphr436!

Figure 4-16: Print - Print Preview Window

6. Contact the administrator who you are resetting the password for that their
account has been updated and provide them with the new password.

Note: The new password is a temporary password. The
administrator will be asked to change their password the
next time the administrator logs into the PHR
Administrator Web Portal.

4.5 Unlock Administrative Account

Because the PHR is not integrated with an IHS domain or the ITAC system, PHR
administrators may need to reset the password for other administrator accounts to
unlock the account. This functionality is limited to the National, AO, and SU/FA
Administrator roles (see Section 1.4 for role details). To unlock an administrative
account, complete the steps in Section 4.4.
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Note: Administrators unlocking locked administrative accounts
for another PHR Administrator must verify the identity of
the Administrator requesting the password reset. In-person
verification is preferred. If in-person verification is not
possible, a series of questions can be asked to establish
identity, or ask the supervisor to submit a PHR unlock
Administrative account reset request, or follow HIPAA
and/or facility procedures for establishing identity. The
PHR Administrator requesting the account unlock shall
certify in writing that they are the individual who they
claim to be, and they understand that the knowing and
willful request for or acquisition of a record under false
pretenses is a criminal offense under the Privacy Act and
subject to a fine of not more than $5,000. (5 U.S.C. 552a).
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5.0 Change Account Password

Because the PHR is not integrated with an IHS domain or the ITAC system, PHR
administrators may need to update their own password. PHR Administrator accounts
expire every 60 days and will be prompted to change their password at least 10 days
in advance. If the administrator’s password expires or the administrator has their
password reset by an up-level PHR Administrator, the administrator will be prompted
to reset their password at the next logon.

Note: Passwords for new PHR Administrators and administrators
who had their password reset by an up-level PHR
Administrator are temporary and expire within 10 days. If
these passwords expire, the administrator will need to have
the password reset by an up-level PHR Administrator.

5.1 Non-Expired Password Reset

To change your administrator account password:

1. Logon to the PHR Administrator Web Portal application as described in
Section 2.0.

Consider Changing You Password ¥

i ) Your password expires in 10 days. To change
¥ your password go to your PROFILE tab and
update your password.

ook |

Figure 5-1: Consider Changing Your Password dialog

2. Ifthe Consider Changing You Password dialog opens, click OK. The Welcome
to your Personal Health Record (PHR)! page (Figure 5-2) opens.
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Create Account

appropriate link above.

critical to this collaboration. Thanks for making it happen!

AboutPHR |  PrivacyPolicy | TermsofUse | ContactUs

“» Manage Patients

Welcome to your Personal Health Record (PHR)!
Welcome to the Personal Health Record (PHR) Administration Portal. To administer the PHR, click on the

The Indian Health Service (IHS) has created the PHR to improve patient health. The PHR encourages
patients to talk to their doctors, nurses and other healthcare providers about their health and healthcare.
Research shows that increased patient-provider collaboration improves the healthcare that patients receive
and positively impacts their health. Your administration of patient and administrative accounts in the PHR is

If you wish to participate in telling us how to improve the PHR, contact the PHR Contract Technical
Representative (COTR) Chris Lamer at Chris.Lamer@IHS.gov.

Welcome National Administrator Log Out Help

[, Create Reports _ Manage Account Profile

Figure 5-2: PHR Welcome

3. Click the Profile tab. The Profile page (Figure 5-3) displays.

@& Create Account

% Manage Patients

sme Hational Log Out

I Create Reports _ Manage Account Profile

Profile
Your Profile
Name National Administrator2
User Name NatlAdmin2
Role NationalAdmin
Area Office

Facility/Service Unit

Change Password

Current Password |
New Password ] |
Confirm New Password |:|
cancel

AboutPHR |  Privacy Poliy | TermsofUse |  ContactUs

* have at least one capital letter and lower case letter
* have at least one number

* have at least one special character (eg. §,#)

* NOT contain spaces

* NOT be the same as username

Your password must:
be 8-15 characters long

NOTICE: Your password is case-sensitive.

Choose a password you can remember.

Figure 5-3: Profile — Change Password

4. Type your current password in the Current Password field.

5. Type new password in the New Password field.

6. Retype the new password in the Confirm New Password field.
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7. Click Save to save your password. The Changed Password Confirmation dialog
opens (Figure 5-4).

i ) You have successfully changed your
“ password.

ook |

Figure 5-4: Changed Password Confirmation Dialog

8. Click OK on the Password dialog (Figure 5-4) to return to the Profile page.

a. To cancel the password reset and return to the Welcome page, click Cancel
on the Profile page (Figure 5-3) and click OK on the Password confirmation
dialog.

52 Forced Password Reset

If the administrator’s password expires or the administrator has their password reset
to a temporary password by an up-level PHR Administrator, the administrator will be
prompted to reset their password at the next logon.

To change your administrator account password:

1. Logon to the PHR Administrator Web Portal application as defined in Section 2.0.
The Change Password page (Figure 5-5) displays.
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'PHR Personal Health Record Welcome National Log Qut Help

Change Password

Name National Administrator2
User Name NatlAdmin2

You have been given a temporary password. You must change this password before you can log on.

Your password must:
* be 815 characters long
* have at least one capital letter and lower case letter
+ have at least one number
New Password :| * have at least one special character (eg. 3! #)
* NOT contain spaces
*+ NOT be the same as username
NOTICE: Your password is case-sensitive.

Confirm New Password I:' Choose a password you can remember.
Cancel

About PHR | Privacy Policy | Termsof Use | Contact Us

Figure 5-5: Change Password

2. Type the new password in the New Password field.

3. Retype the new password in the Confirm New Password field.

4. Click Save to save your password. The Confirmation Dialog (Figure 5-6) opens.

#
i ) Youhave successfully changed your
Y password.

ook |

Figure 5-6: Changed Password Confirmation dialog

5. Click OK. The Welcome to you Person Health Record (PHR)! page (Figure
5-2) is displayed.

a. To cancel the password reset and return to the PHR Administrator Login
page, click Cancel (Figure 5-2) and click OK on the confirmation dialog
(Figure 5-7).

b. To go back to the Change Password page and continue resetting the account
password, click Cancel on the confirmation dialog (Figure 5-7).
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il — ™
e

@ If you cancel, you will lose the information you entered. Are you sure
o

¥ youwant to cancel?

| ok || Cancel

Figure 5-7: Confirmation dialog
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6.0 Process PHR Patient Applications

The PHR Registrar is the only role that can process a patient’s PHR Application.

Before patients can access the PHR and view their IHS Medical Record, the patient
will need to complete the following steps:

1. Register to use the PHR online at https://phr.ihs.gov.

2. The patient goes to their IHS facility to complete the in-person identity
verification process.

a. The PHR Registrar verifies the patient’s identity

3. The PHR Registrar processes the patient’s application and links the patient’s
registered PHR account with their IHS Medical Record.

4. The patient logs on to the PHR at https://phr.ihs.gov.

See Section 1.4 for the PHR Registrar role definitions. Once the patient’s PHR
application has been processed, the patient can logon to the PHR and view their IHS
Medical Record information for the selected facility. This information includes an
appointment list, demographic information, medication list, health issues, test results,
immunizations, vital signs, send and receive secure messages, procedures, goals,
medical devices, hospital admissions, and download health information.

6.1 Process Application: Step 1: Register to Use PHR
Patients must complete the PHR online registration process before the PHR Registrar
can process the patient’s PHR application.
To register patients to use the PHR, follow these steps:

1. Go to the patient PHR Patient Web Portal application website at
https://phr.ihs.gov.
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A,
g%% Indian Health Service
s
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What is the Personal Health Record?

The Indian Health Service Personal Health Record (PHR) can
help you access your health information. You can track
medications and lab results, contact your health care provider,
and much more - all from the privacy of your personal camputer
-and mobile device.

7
Who can use the Personal Health Record? When should | use the Personal Health Record?

The PHR is a tool that provides you with timely access to your
health information. It is not a substitute for meeting with your
health provider. If you are experiencing a medical emergency, call
911 or go immediately 1o the closest emergency room

Register to use PHR

Any patient within the Indian Health System can register to use
the PHR. As part of the registration process, patients must verify
their identity at an Indian Health Service, tribal, or urban health
care facility.

About PHR | Terms and Conditions | Contact Us

Privacy Policy |

Health Record y

PHR Login
*Indicates Required Field.

Username* Username

Password* Password

Login Forgot Usermname or Password?

PHR Maintenance

The PHR is updated on Thursdays between 10 pm and 11 pm
Eastern Time (9pm-10pm CT, 8pm-8pm MT, 7pm-gpm PT). You
may not be able to log into your PHR during this ime. 'We
apologize for any problem this may cause. Thank you for your
patience. If you have questions, please contact your healthcare
facility

I FAQ | Download Adobe Reader

Figure 6-1: PHR Patient Web Portal application logon

2. Click Register to use PHR. The Step 1: Create Your Account page displays

(Figure 6-2).

EALTy,
f%% Indian Health Service  [F=lE]
‘%g.\e‘f’
IHS Registration
Step 1: Create Your Account
* Indicates Required Field
Username?
Password"
Confirm Password™
About PHR | Privacy Policy | Terms and Conditions |

Health Record

Your username must.
+ be 6-100 characters long
- contain letters, numbers, dots/periods (. ), underscores (_), and
hyphens (- ) only
- be unique
- NOT contain spaces
NOTICE: Your username is ot case-sensitive

Your password must

+ be 815 characters long

+ have at least one capital letter and lower case letter
- have at least one number

- have at least one special character (eg. $,1#)

+ NOT contain spaces

- NOT be the same as usermame

NOTICE: Your password is case-sensitive.

ContactUs | FAQ | Download Adobe Reader

Figure 6-2

3. Complete the form on the Step 1: Create Your
instructions on the page.

: PHR Patient Web Portal application Step 1: Create Your Account

Account page by following the
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4. Click Next to continue. The Step 2: Your Security Questions and Answers

page displays (Figure 6-3).

a. Click Cancel to return to the PHR Patient Web Portal application logon page.

You may do this at any of the steps in the process.

5. Complete the form on the Step 2: Your Security Questions and Answers page
by selecting three security questions from the dropdown and typing an answer for

each question in the security answer boxes.

IHS Registration

ALy ]
f%% L EUEROE S I PerSonallHealthiRecord @
g1
Step 2: Your Security Questions and Answers

* Indicates Required Field. If you forget your Usemame or Password, PHR Administrator will ask you these security questions to confirm your identity. Be sure to select questions and answers you will remember.

Security Question #1”
Security Answer #1*
Security Question #2"
Security Answer #2*

Security Question #3”

Security Answer #3"
Next>> Cancel
About PHR | Privacy Policy | _Terms and Conditions | _ContactUs | _FAQ | _Download Adobe Reader

Figure 6-3: PHR Patient Web Portal application Step 2: Your security questions and answers

6. Click Next to continue. The Step 3: Enter Your Information page displays

(Figure 6-4).

a. To go back to the Step 1: Create Your Account page, click Previous. You

may go to the previous page at any of the steps in the process.

A,
§j/' § Indian Health Service PersonallHealth Record @
s o

IHS Registration
Jstep 3: Enter Your Information
Indicates Required Field. You do not need to give us any not required data. But the more you give us, the better we can match your PHR account with your medical record.

Personal Information Contact Information

Title —— Select —— V' Street Address® Street Address.
First Name* First Name Address Line 2 |Address Line 2
Middie Name Middle Name. Adaress Line 3 [Address Line 3
— oy
Suffix v State” ‘ I Select ——— v‘
. — ZpPosta Code (1114111 [ipPosarcate
onae Famse
e e g
Date of Birth (mm/ddlyyyy)" Date of Birth
TETTTTET

ContactUs | FAQ

About PHR | Privacy Policy | Terms and Conditions Download Adobe Reader

Figure 6-4: PHR Patient Web Portal application Step 3: Enter your information

7. Complete the form on the Step 3: Enter Your Information page by following
the instructions on the page.
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Note: Fields marked with a red asterisk (*) are required fields.
Additional information provided will help the PHR
Registrar minimize the time to process the PHR
application.

8. Click Next to continue. The IHS.gov Privacy Policy Statement page displays

(Figure 6-5).
STy
§#2"% indian Healtn Service Health Record @
g 85
IHS Privacy Policy

Please read and accept the IHS Privacy Policy that follows. If you have accepted it in the past, you must do so again because it may have changed. Click the Accept button to continue.

IHS.gov Privacy Policy Statement

Information Automatically Collected and Stored:

The Office of Management and Budget Memo M-10-22. Guidance for Online Use of Web
and Customization Technologics [PDF - 103KB] allows Federal agencics to use
session and persistent cookies.

‘When you visit any website, its server may genecrate a picce of text known as a "cookie" to place
on your computer. The cookie allows the server to "remember” specific information about your

visit while you are connected. The cookie makes it easier for you to use the dynamic features of
Web pages

Cookies from THS web pages only collect information about your browser’s visit to the site: they
do not collect personal information about you. Personal information will never be collected from
you without your permission and will be clearly identified on THS.gov websites where that

information is necessary.

There are two types of cookies. single session (temporary) and multi-session (persistent). Session

About PHR | Privacy Policy | Termsand Conditions | ContactUs | FAQ | Download Adobe Reader

Figure 6-5: PHR Patient Web Portal application IHS Privacy Policy Statement

9. Registering PHR users must accept the IHS.gov Privacy Policy Statement as part
of the registration process. Read the statement and click Accept to continue. The
IHS Terms and Conditions page displays (Figure 6-6).

a. Click Cancel to return to the PHR Patient Web Portal application logon page.
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IHS Terms and Conditions
Please read and accept the IHS Terms and Conditions that follows. If you have accepted it in the past, you must do so again because it may have changed. Click the Accept button to confinue.

~

Indian Health Service
Office of Information Technology
Agreement to the Personal Health Record Terms and Conditions

Terms and Conditions Summary

The Indian Health Service (IHS) created an online website called the Personal Health Record
(PHR). The PHR website is where you can view your health information. You can use it to send
sccure email messages to your health care team.

To access the PHR. you will need to create a username and password. You will enter your
username and password every time you want to look at your PHR. You will have five chances to
enter the correct username and password or you will be locked out. When you are done using the
PHR you must log out. This prevents someone from getting into your account. You will be
logged out of the PHR after 10 minutes of no activity.

The information in the PHR is to help you make better healthcare decisions. It is not intended to
replace the advice of your doctor. Contact your medical facility if you see errors in your PHR.

The PHR account may be made on a patient’s behalf (such as by a parent or guardian). You must v

About PHR | Privacy Policy | Terms and Conditions | ContactUs | FAQ | Download Adobe Reader

Figure 6-6: PHR Patient Web Portal application IHS Terms and Conditions

10. Registering PHR users must accept the IHS Terms and Conditions as part of the
registration process. Read the statement and click Accept to continue. The Final
Step: Confirm Your Information page displays (Figure 6-7).

=
i‘%‘% Indian Health Service Health Record @
g0 g

Verify your informiation below and ciick the Regisler butlon ta complete the PHR Registration. If you need to modify any information befre submitting, ¢lick the edi livks in the Account Delails or Personal Details sections.

Final Step: Confirm Your Information

Information entered an this page & for your account enly. This imfermation i not transmitied to your oficial Indian health system medical record. To update your official medical record, contact the appropriate office at your Indian healln systern medical faciy.

Account Details
Edit Account Details

Usemame tshermani23]
Fasshord —

Edit Account Securlty Questions
WG iS YOU FAVOIIE ACI0, MUSICEaN. of AMist? [actor]
Who 1> your favorie eacher? Treacher]
Vhatis ihe name of your pet? Ipetl

Personal Details
Edit Persanal Details

Full Name Tuki Snerman
Address 1401 50TH ST STE 200
Wiest Des Moines, 1A 50266-5024
Gender Wale
Date of Birth Te01/1953
Martal Status
Emai geepBSa1 @gIail com
Emal Noticaton Yes

Health Record Numter

Haeme Phone. £153386091

Mobile Phone

Viark Phone

=3 e
Figure 6-7: PHR Patient Web Portal application Final Step: Confirm Your Information

11. Confirm the information entered during the PHR patient registration process on
the Final Step: Confirm Your Information page by doing one of the following
or click Cancel to return to the PHR Patient Web Portal application logon page.
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a. Click Register to complete the registration. The Next Steps page displays
(Figure 6-8).

b. Click Edit Account Details and repeat Steps 3 through 10.
c. Click Edit Account Security Questions and repeat Steps 5 through 10.
d. Click Edit Personal Details and repeat Steps 7 through 10.

Note: The patient must click Register to create an account for
PHR access.

SEALTE
f%%’ ISELEEEE S aPersonaliHealthiRecord @
.%.1!5%'

Your Application Has Been Sent

The Next Steps

Before you can see your medical records in PHR, you must verify your identity in person. Te do this, please follow the steps below

Step 1 Visit your local Indian Health System facility
Step 2 Bring one form of identification with you (see examples below).

Step 3 Show identification to the PHR Registration Clerk at the Indian Health System facility.

Example Forms of Identiication:
Driver's License

Tribal Identification Card

Employment |dentification Card/Badge
Military Identification Card

Passport

If you have questions abaut this process, please contact your Indian Health System facility

Back to Login Page

About PHR Privacy Policy Terms and Conditions Contact Us FAQ Download Adobe Reader

Figure 6-8: PHR Patient Web Portal application Next Steps

12. Follow the instructions on the Next Steps page to complete the registration
process.

13. Close the window or click Back to Logon Page to return to the PHR Patient Web
Portal application logon page.

Note: At this point, the patient’s PHR account is created and the
patient can log into the PHR. Until the patient’s identity is
verified and the application is processed, the patient will
see this page (Figure 6-8) and cannot view the IHS Medical
Record.
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6.2 Process Application: Step 2: Verify ldentity

Once the patient completes the PHR online registration process, the patient is
informed that their identity needs to be verified in person before they can view their
IHS Medical Record through the PHR.

The PHR Registrar is responsible for verifying the patient’s identity in-person. The
PHR Registrar must follow the facility’s existing policies and procedures that pertain
to the Procedure for Verification of Identity Prior to Disclosure of PHI
(https://www.ihs.gov/ihm/pc/part-2/chapter-7-health-insurance-portability-and-
accountability-act-privacy-rule-and-the-privacy-act/#2-7.24) to verify the identity of
the patients requesting access to their PHR.

Forms of identification include the following:

e I[fthe identity of the patient requesting PHR access is personally known to the
responsible the PHR Registrar, the patient’s representation regarding their identity
will be sufficient verification if it is reasonable under the circumstances.
Otherwise, upon completing the Form IHS-810, the patient’s identity shall be
verified as follows:

e Provide one piece of tangible identification (preferably picture 1.D.)

— Driver’s license

— military identification card

— tribal identification card

— employment identification card/badge
— passport

— alien registration card

e [fa patient is requesting his or her own PHR, the name on the identification must
match the name of the patient whose record is being sought.

e If'the patient’s name has been legally changed, evidence documenting the name
change must be presented. Additionally, the patient shall provide particulars that
can be verified by information already included in the record, such as place of
birth, names of parents, an occupation, rank attained in Uniformed Services, or
specific times the patient received medical treatment.

e If the patient cannot produce identification, in addition to providing the particulars
noted above, they shall certify in writing that they are the individual who they
claim to be, and they understand that the knowing and willful request for or
acquisition of a record under false pretenses is a criminal offense under the
Privacy Act and subject to a fine of not more than $5,000. (5 U.S.C. 552a (I)).

Web Portal Administrator Manual Process PHR Patient Applications
September 2020

48


https://www.ihs.gov/ihm/pc/part-2/chapter-7-health-insurance-portability-and-accountability-act-privacy-rule-and-the-privacy-act/#2-7.24
https://www.ihs.gov/ihm/pc/part-2/chapter-7-health-insurance-portability-and-accountability-act-privacy-rule-and-the-privacy-act/#2-7.24
https://www.ihs.gov/ihm/pc/part-2/chapter-7-health-insurance-portability-and-accountability-act-privacy-rule-and-the-privacy-act/#2-7.24

Personal Health Record (BPHR) Version 2.0 Patch 5

e An individual who makes a request for PHR access on behalf of a minor, a person
who is legally incompetent, or another individual, shall verify that he/she has
authority to act by providing a copy of a birth certificate, a court order, or other
competent evidence of the relationship or authority, e.g., health care power of
attorney, in addition to verifying their own identity with photo identification
(unless personally known to the PHR Registrar), unless the PHR Registrar can
establish that evidence of the relationship or authority has previously been
provided. The type of identification and any documentation of authority used will
be documented on the completed Form [HS-810, e.g., “verified, Driver’s
License.” The PHR Registrar making the verification must initial and date the
form. See Section 10.0 for more details on requesting and granting PHR access
for minors.

Note: If the patient is unable to verify their identity, you must
stop processing the patient’s PHR application until the
patient can prove their identity.

Once the patient’s identity has been verified, the PHR Registrar can process the
patient’s PHR application (see Section 6.3).

6.3 Process Application: Step 3: Link Accounts

Process Application is limited to the PHR Registrar. Processing the patient’s PHR
will allow patients to view their IHS Medical Record. Patients must verify their
identity before the PHR Registrar can process their PHR application (see Section 9.0).

Note: The patient does not have to be a patient at your SU/FA to
process a patient’s PHR Application; however, the patient’s
IHS SU/FA must have on-boarded with the IHS MPI and
IHS HIE.

6.3.1 Find Patient Account

1. Logon to the PHR Administrator Web Portal application as the PHR Registrar as

defined in Section 2.0. The Welcome page - PHR Registrar view opens (Figure
6-9).
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'PHR Personal Health Record Welcome Local Log Out Help

Process Application| <% Manage Patients ', Create Reports Profile

Welcome to your Personal Health Record (PHR)!
Welcome to the Personal Health Record (PHR) Administration Portal. To administer the PHR, click on the
appropriate link above.

The Indian Health Service (IHS) has created the PHR to improve patient health. The PHR encourages
patients to talk to their doctors, nurses and other healthcare providers about their health and healthcare.
Research shows that increased patient-provider collaboration improves the healthcare that patients receive
and positively impacts their health. Your administration of patient and administrative accounts in the PHR is
critical to this collaboration. Thanks for making it happen!

If you wish to participate in telling us how to improve the PHR, contact the PHR Coniract Technical
Representative (COTR) Chris Lamer at Chris Lamer@IHS gov.

AbDoutPHR | PrivacyPolicy |  TermsofUse |  ConiactUs

Figure 6-9: Welcome page - PHR Registrar view

2. Click the Process Application tab. The Process Application page- Search for
Patient Records pane (Figure 6-10).

“1 Home & Creabe Account

Manage Patients

Search for PHR Patients
Thus page enabies you io locale a PFHR Account and its inked IHS Medical Record 50 Thal you can proCess them. Enber an the seandh b
bl PHR account infarmabon and cick the "Seach” buttan

ROTE: To search, you mést enter information info al least one field that 1= nol JF/Fostal Code and Gendear. Use " with additional characters
160 wchan your search ("sm™ finds "Smilh’ and “"sm™ finds Haghemith)

Diabe of Barth Month * | | Day * | Year 7 HRM
PR USername LBs1 Nafe
Firss Haemes Lgddie Hame
ZFFosial Code Gender halke CiFemake
Search Clear
Aboul PHR Privacy Palcy Tetms of Use ContidUs

Figure 6-10: Process Application - Search for Patient Records pane

3. Search for the patient’s account to process the application in the Search for
Patient Records pane by entering one or more of the following on the Process
Application page:

e First Name

e Date of Birth
e Middle Name
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e ZIP/Postal Code

e (Gender

Note: The asterisk (*) symbol can be used as a wildcard to
replace zero or more characters in a word. For example, to
search for accounts with a last name that begins with
“Demo” type “Demo™*” in the last name field. The search
results will display every PHR registered account that
begins with Demo, such as Demo, Demos, Demotest,
Demouser, demoprovider, and etc. The more demographic
data entered in the Search for Patient Records pane, the
results will match the patient’s demographic information
better.

4. Click Search (Figure 6-10) to return the matching results or click Clear to clear
the search fields. The Manage Patient — Search Results pane opens (Figure 6-11).

Search Results
Below are the results of your search Highlight the "right” PHR Account and click "View Selected Record” to view it and its linked IHS
Medical Record. If you do not see the "nght" PHR Account, then refine your search.

Name Date of Birth User Name HRN Gender Address

& Jones, Isabella 05/01/1947 Isalones Female 1357 Amber Drive

View Selected Record

Figure 6-11: Manage Patient — Search Results pane

6.3.2  Link Accounts
The patient’s IHS Medical Record must be linked his/her PHR account.

1. Click the link icon (chain) next to the patient’s name (Figure 6-11). The Process
Application - Search results for entered search criterion page opens (Figure 6-12).
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aPHR Personal Health Record Welcome Local Log Out Help

Q’,}Home * ' Process Application | <> Manage Patients ', Create Reports & Profile

Manage Patient Records

Search for Patient Records

This page enables you to locate a PHR application for a patient to view their Indian health system medical information, and at the same
time, to locate maiching Indian health system records. Enter in the search box below demographic data from the person and their
identification and click the “Search” button.

NOTE: Bold fields are required.

First Name |Patient Middle Name
Last Name |Demo ZIP/Postal Code

Date of Birth[03  [v|[21 [v][1981]~ Gender OMale OFemale

Search Clear

Search Results

On the left table, select the PHR Account that maiches the person and their identification. On the right table, select the Indian heaith system
medical record that matches the PHR Account. Click the person’s name to view all data on record for that person. When your search does
not find the correct records — in either table — then refine your search data above. Click the “Compare Selected Records” button to double-
check that you have selected the correct matching PHR and Indian health system records.

PHR Account Indian Health System Medical Record
Name Birthdate  Username HRN Name Match Prob  Birthdate HRN

& Demo, Patient D3/21M981  PHRDemo & DEMO, PATIENT 2770 03211981 0000TO1053 E
DEMO, PATIENT 2470 0327881 0000TD0246
DEMO, PATIENT 19.70 08/21/1981 000001657 L
DEMO, PATIENT WILLIAM GRAY 13.70 03/21/1985 000002377 1
DEMO, PATIENT 12.70 0818981 0000TOO782 L
DEMO, PATIENT 12.70 0312711967 0000TD1415
DEMO, PATIENT 12.70 032001974 00DOTO1840
DEMO, PATIENT DAVID AVINA 12,70 08/D4/1981 0000TO3187
DEMO, PATIENT 12.70 03/25/1996 000000855
DEMO, PATIENT 1270 03181971 0000TO1144
DEMO, PATIENT MARIE REAMS 12.70 032511975 0000702152
DEMO, PATIENT T 12.70 0341211985 0000899987 E|

0] m | [ [l m | [

CompareRecords
AboutPHR | PrivacyPolicy | Terms and Conditions | Contact Us

Figure 6-12: Process Application - Search results for entered search criterion
2. Possible warning messages. If you have no warning messages, go to step 3.

a. When the Registrar searches for the medical record, the PHR queries the IHS
MPI for results matching the criteria entered. However, because the IHS MPI
data may be extensive, the IHS Medical Record side may time out and not
return any results. If that happens, a message will display on the IHS Medical
Record pane indicating a problem with the patient registry (Figure 6-13).
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There is a problem with Patient Registry. Try again
® later.

Figure 6-13: Process Application - IHS MPI Search Timeout/Connectivity Error Message

If this message displays, narrow the search results by entering additional
search criteria and try searching again. If the error occurs again, please try
again later as the PHR may be experiencing connectivity issues with the IHS
MPIL.

Note: Narrow the search results by entering more specific
information in the search criteria fields. Click on any
column header to sort that column in ascending order.
Click the column header again to sort that column in
descending order. You cannot link a patient’s PHR
account to multiple IHS Medical Records or multiple
PHR accounts to one IHS Medical Record. For PHR
applications that have already been processed, a chain
link icon will display next to the patient’s name in the
Search Results pane for both the PHR Account and
IHS Medical Record.

b. If the search does not return a PHR Account for the patient, a message will
display on the PHR Account pane indicating that no PHR account was found
matching the criteria entered (Figure 6-14).

No PHR Account matches the data you
@ inputted. You may want to adjust the search
criteria and search again.

Figure 6-14: Process Application - No PHR Account Found Message

e Verify the patient is registered to use the PHR as described in Section 6.1.

e I[fthe patient has registered to use the PHR, repeat Steps 3 and 4 by
changing some of the search criteria and searching again. For example, the
patient may have changed their name; however, the patient registration
data may not have been updated in the databases.

e In most cases, changing the search criteria, such as entering a different
Last Name, or including the Gender or using the asterisk (*) symbol in one
or more fields, can resolve an issue.

e [fan issue is found, it can be corrected by the patient before linking the
record
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e Have the patient logon to the PHR Patient Web Portal, and follow the
instructions in the Section 6.4.1.

c. Ifthe search does not find a matching IHS Medical Record, a message will
display on the IHS Medical Record pane indicating that no record was found
matching the criteria entered (Figure 6-15).

No Indian health system medical record matches the data

o you inpufted. You may want to adjust the search criteria and
search again. If you cannot find a match, then record a non-
match.

Figure 6-15: Process Application - No IHS Medical Record Found Message

e [fthis message displays, narrow the search results by entering additional
search criteria and try searching again.

Note: If you continue to receive this message, verify the
patient belongs to your facility and that the patient’s
RPMS health record is active. If the patient’s record
does not belong to your facility, remind them that
his/her facility must have onboarded with the IHS
MPI and IHS HIE.

3. To view account details of the search results, do one of the following (Figure
6-12):

a. Double-click the PHR Account to view the details of the PHR account’s
demographic information (Figure 6-16).

e C(Click the X in the upper right corner of the PHR Account Detail window
to close the window.
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" PHR Account Detail

PHR Account

Name:

HRN:

Gender:

Date of Birth:
Street Address:
Address2:
Address3:

City:

State:
Zip/Postal Code:
Country:

Email Address:
Marital Status:
Mobile Phone:
Home Phone:
Work Phone:
Other Name (Alias):

Demo, Patient

Female
03/21/1981
456 Anywhere Dr

Portland

OR

97005

United States

Separated

m

Figure 6-16: Process Application - Search Results: PHR Account Detail window

b. Double-click the IHS Medical Record to view the details of the medical
record’s demographic information (Figure 6-17).

e Click the X in the upper right corner of the IHS Medical Record Detail
window to close the window.
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Indian Health System Medical Record Detail ®
Indian Health System Medical Record

Name: Demo, Patient
HRN:

Gender: Female

Date of Birth: 03211981
Street Address: 456 Anywhere Dr
Address2:

Address3:

City: Portland
State: OR
Zip/Postal Code: 97005
Country: United States

Email Address:
Marital Status:
Mobile Phone:
Home Phone:
Work Phone:
Other Name (Alias):

1 m »

Figure 6-17: Process Application - Search Results: IHS Medical Record Detail window

4. (Optional) Sort or modify the search results in the Search Results pane (see
Section 2.3)

5. Click the PHR Account record that you are processing (Figure 6-12).
6. Then click the matching IHS Medical Record for the same record (Figure 6-12).

7. Click CompareRecords (Figure 6-18). The Process Application - Search
Results: CompareRecords page opens (Figure 6-19).

8. To cancel process application, click Cancel and click OK on the Confirmation
dialog to return to the Process Application page.

Note: Ifyou cannot locate a matching IHS Medical Record, you
must stop processing the patient’s application. If the
patient’s record belongs to your facility, verify the patient’s
RPMS health record is active. If the patient’s record does
not belong to your facility, ask the patient to visit their
primary IHS healthcare facility to have their PHR
application processed.
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Search Results
On the left table, select the PHR Account that mafches the person and their identification. On the right table, select the Indian health system
medical record that matches the PHR Account. Click the person’s name to view all data on record for that person. When your search does
not find the correct records — in either table — then refine your search data above. Click the *Compare Selected Records” button to double-
check that you have selected the correct matching PHR and Indian health system records.
PHR Account Indian Health System Medical Record

Name Birthdate Username HRN Name Match Prob Birthdate HRM

Jones, Isabella 05/01/1947  Isalones JONES, ISABELLA 17.58 05/01/1947 0000147190 20
1 mn » 1 AL »

CompareRecords

Figure 6-18: Process Application - Search Results: CompareRecords

Note: In most cases, the required search criteria will return one
PHR Account and the first returned IHS Medical Record
will be the result with the highest probability match.
However, you must still review and compare each of the
selected records.

9. Compare and confirm that the PHR account and IHS Medical Record match
(Figure 6-19).

Note: The IHS Medical Record pane includes HRN and Facility
information found during the search to help you confirm
patient information. If more than one HRN and facility are
listed, they align with each other. For example, the first
HRN listed is the HRN found with the first facility listed.
The second HRN with the second facility, and so on. These
fields can assist in identification and verification process.
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Manage Patient Records

Compare and Confirm Match

If the two selected records match, record the type of verification below and link the two records, which will give
the patient access to his/her Indian health system medical information via PHR . If the two records do not
match, then click the button Back To Search Results.

PHR Account Indian Health System Medical Record

Name: Jones, Isabella Name: JONES, ISABELLA
HRN: HRN: 0000147190, null
Facility: Facility: %(EﬁgEHSEOSPWAL’ 2013
Gender: Female Gender: Female

Date of Birth: 05/0171847 Date of Birth: 05/01/1947

Street Address: 1357 Amber Drive Address1: 1357 Amber Drive
Address2: Address2:

Address3: Address3:

City: Beaverton City: Beaverion

State: OR State: OR

Zip/lPostal Code: 97006 Zip: 97006

Country: United States Country:

Email Address: ISAJONES@BOGUSMAILCO it

Marital Status: Separated Marital Status:

Mobile Phone: Mobile Phone:

Home Phone: Home Phone: 816-276-6909
Work Phone: Work Phone:

Other Name (Alias): Other Name (Alias):

Type of Person Verified
Verification Method

BackToSearchResults Cancel

Figure 6-19: Process Application - Compare and Confirm Match

a. If the records match choose the Type of Person Verified and the
Verification Method (choose the appropriate selection; Figure 6-20).

Note: Although other options exist in the Type of Person
Verified dropdown menu, the Patient option should always
be selected.

b. Click the Link button.
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Type of Person Verified | Select One v
Fatient

Verif Meth
erification Method | Sel Pavent Of Patient

Guardian Of Patient

E Patient Representative Cancel
Verification Method [Select One v
Select One

Registrar Knowledge
Driver Licanse
Tribal Id Card
Employment Badge
Military Card
Passport

, i Other Identification Card G

i

Cancel

Figure 6-20: Process Application — Type of Person Verified and Verification Method

c. Ifthe records do not match, do one of the following:

e C(Click BackToSearchResults to return to the Process Application page
and repeat your search.

e C(Click Cancel to return to the Process Application page.
10. To complete the linking of the records, do the following:

a. Click Yes on the Confirm Link dialog (Figure 6-21) and click OK on the
Link Complete dialog (Figure 6-22).

b. To cancel the linking of the records, click No to return to the Compare and
Confirm Match page.

Confirm Link x|

Are you sure you would like to grant this user access to
their medical records?

Yes Mo |

Figure 6-21: Process Application — Link Records: Confirm Link Dialog
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Link Complete b4

“ou have sutcessfully granted this user access to their medical records
2013 DEMO HOSHTAL

1.4

Figure 6-22: Process Application — Link Records: Link Complete Dialog
11. Possible warning messages.

a. PHR accounts cannot be linked to more than one IHS Medical Record. If
a PHR account is already linked to an IHS Medical Record, the PHR Registrar
will see a waring message (Figure 6-23) when comparing records. In this use
case, you can only do one of the following:

e C(Click BackToSearchResults to return to the Process Application page
and repeat your search.

e Click Cancel to return to the Process Application page.

The selected PHR Account is already linked to another IHS Medical Record. PHR
cannot link more than one PHR Account to an IHS Medical Record. Double-check

@ information about the patient and the accounts, and determine if you have mis-
selected accounts or if the PHR Account has been mistakenly connected to the
wrong IHS Medical Record.

Figure 6-23: The Selected PHR Account is already linked to another IHS Medical Record
Warning Message

b. The reverse is also true. An IHS Medical Record cannot be linked to more
than one PHR account. If an IHS Medical Record is already linked to a PHR
account, the PHR Registrar will see a warning message (Figure 6-24) when
comparing records. In this use case, you can only do one of the following:

e Click BackToSearchResults to return to the Process Application page
and repeat your search.

e Click Cancel to return to the Process Application page.

The selected IHS Medical record is already linked to another PHR Account. PHR
cannot link more than one [HS Medical Record to a PHR Account. Double-check

@ information about the patient and the accounts, and determine if you have mis-
selected accounts or if the IHS Medical Record has been mistakenly connected to
the wrong PHR Account.

Figure 6-24: The Selected IHS Medical Record is already linked to another PHR Account
Warning Message
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c. Ifthe selected PHR account and the selected IHS Medical Record are linked
to each other currently, the PHR Registrar will see a warning message (Figure
6-25) when comparing records. In this use case, you can only do one of the
following:

e Click BackToSearchResults to return to the Process Application page
and repeat your search.

e Click Cancel to return to the Process Application page.

The selected PHR Account is already linked to the selected IHS Medical Record.
@ PHR cannot link more than one PHR Accountto an IHS Medical Record. You may
want to double-check account and patient information.

Figure 6-25: The Selected PHR Account is already linked to another IHS Medical Record
Warning Message

6.4 Process Application: Step 4: Verify Patient Access

After completing the steps is Sections 6.1 through 6.3, the patient’s PHR application
has been processed as a registered PHR user and the patient can view their IHS health
information from their PHR. Before the patient leaves the facility, verify that the
patient can do the following:

e Access their PHR.

e View their health information

e View the PHR User Manual (Help).

— Review and any PHR training materials such as PHR fliers, benefits, features,
demos, and other training materials created by your SU/FA.

Note: Patients can view their [HS health information from each
Service Unit/Facility in which they are an active patient, if
the Service Unit/Facility has on-boarded with the IHS MPI
and IHS HIE. It is unnecessary for the patient to visit each
Service Unit/Facility where they are an active IHS patient.

6.4.1 Access and Information Verification
1. Go to the PHR Patient Web Portal website at https://phr.ihs.gov (Figure 6-26).

2. Ask the patient to logon to the PHR Patient Web Portal by entering his/her PHR
Username and Password and click Login.
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Note: If the patient sees the Next Steps page (Figure 6-8), verify
the patient’s PHR Account was successfully linked by
repeating Find Patient Account in Section 6.3.1. If the
account was successfully linked a chain link will display
next to the patient’s PHR Account. If the patient was
successfully linked, verify the patient’s PHR Account
facility information on the Manage Patients page
(Section 7.0). If no facility is listed, the patient may not
have an active IHS Medical Record. If the patient belongs
to your facility, verify the patient’s RPMS health record is
active. If the patient’s RPMS health record is active,
contact help desk. If the patient does not have a record at
your facility, unlink the patient’s record and ask them to
visit their primary facility to have their PHR application
processed.

ALy
5%% L ENEEE O M PersonaliHealthiRecord

-3

g, =

What is the Personal Health Record?

PHR Login

*Indicates Required Field.

The Indian Health Service Personal Health Record (PHR) can
help you access your health information. You can track
medications and lab results, contact your health care provider,

- Username

and much more - all from the privacy of your personal computer Username’ =
and mabile device - ‘

Password* assword

When should | use the Personal Health Record?
Who can use the Personal Health Record?
R i The PHR is a toal that provides you with timely access to your iy

Any patient within the Indian Health System can register to use Login Forgot Username or Password?

health information. It is not a substitute for meeting with your
nealth provider. If you are experiencing a medical emergency, call
11 or go immediately to the closest emergency room

Register to use PHR

the PHR. As part of the registration process, patients must verify
their identity at an Indian Health Service, tribal, or urban heaith
care facility.

PHR Maintenance

The PHR is updated on Thursdays between 10 pm and 11 pm
Eastern Time (9pm-10pm CT, 8pm-8pm MT, 7pm-gem PT). You
may not be able 1o log into your PHR during this time. We
apologize for any problem this may cause. Thank you for your
patience. If you have questions, please contact your healthcare
facilty

About PHR | Privacy Policy | Terms and Conditions | ContactUs | FAQ | Download Adobe Reader

Version 2.0 Patch 5

Figure 6-26: PHR Patient Web Portal Logon

3. Verify the patient’s health information matches the linked IHS Medical Record by
completing the following:

a. Have the patient select a facility (preferably your facility) from the My
Health Records page (Figure 6-27).
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Faciy Name

Search Visits by Date Range
Setect Vi

enter a Start Date and End Date o search fh
For best results, please i al se:

Inpatient Visits

Outpatient Visits

¥ 1
{23 incian Health Service (AL ) Becord
g i

90080 @ ¢

H

poooo g

Figure 6-27: PHR Patient Web Portal - My Health Records Page Facility List

e The My Health Records page will only display the last five visits by
default. To see all visits, click All Visits (Figure 6-27).

b. If the patient does not have any facilities listed on the My Health Records
page, verify the patient’s facility information on the Manage Patients page

(see Section 7.0).

e Ifthe patient’s record belongs to your facility, verify the patient’s RPMS
health record is active.

e [fthe patient’s record is does not belong to your facility, unlink the
patient’s record, and ask them to visit the facility on the Manage Patients
page to have their PHR application processed.

e [fthe patient was previously given access to someone else’s PHR, they
will initially see the My Accounts page. Have the patient select the My
Account link to go to the My Health Records page.

c. Select the My Info menu item and verify the patient’s demographic
information.
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Update Personal Profile

Account Details

Formation ertered on fhis page is for your account orly. I Is nof transaitied o your oficial Inian heafh sysTs

A 10
g%,% [ ER LR PErsonallHealthiRecord @
g 5",

kS
Remove Phote

Personal Details

elly har@gdil com

Figure 6-28: PHR Patient Web Portal — My Info: About Me Section

e If the demographic information does not match the linked patient’s
information, unlink the patient records (Section 7.2) and repeat the steps
for linking patient records (Section 6.3).

6.4.2 PHR User Manual

Detailed information on how to navigate the PHR Patient Web Portal can be found in
the PHR User Manual. After logging into the PHR, patients have access to this
manual by selecting the Help menu option in the upper right corner of the page.
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7.0

7.1

Manage Patients

PHR Administrators can view, unlink, and reset PHR User accounts through the

Manage Patients page.

View PHR User Account Information

To view the PHR User account information, do the following:

1. Log on to the PHR Administrator Web Portal application as the PHR Registrar

as defined in Section 2.0.

2. Click the Manage Patients tab (Figure 7-1). The Search for PHR Patient page

opens (Figure 7-2).

‘PHR Personal Health Recard Welcome Local

& Home | © Process Application| <» Manage Patients Create Reports | & Profile

Log Out. Help

Welcome to your Personal Health Record (PHR)!
Welcome to the Personal Health Record (PHR) Administration Portal. To administer the PHR, click on the
appropriate link above.

The Indian Health Service (IHS) has created the PHR to improve patient health. The PHR encourages
patients to talk to their doctors, nurses and other healthcare providers about their health and healthcare.
Research shows that increased patient-provider collaboration improves the healthcare that patients receive
and positively impacts their health. Your administration of patient and administrative accounts in the PHR is
critical to this collaboration. Thanks for making it happen!

If you wish to participate in telling us how to improve the PHR, contact the PHR Contract Technical
Representative (COTR) Chris Lamer at Chris.Lamer@IHS.gov.

AboutPHR | PrivacyPolicy | TermsofUse | ContactUs

Figure 7-1: Welcome page - PHR Registrar view
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‘PHR Personal Health Record Welcome Local Log Out Help

‘FjﬁHome x Process Application| <+ Manage Patients Create Reports & Profile

Manage Patients

Search for PHR Patients
This page enables you to locate a PHR Account and its linked IHS Medical Record so that you can process them. Enter in the search box
below PHR account information and click the “Search” button.

NOTE: To search, you must enter information info at least one field that is not ZIP/Postal Code and Gender. Use * with additional characters
to widen your search (“sm™ finds “Smith” and “*sm™ finds Highsmith).

First Name Middle Name
Last Name ZIP/Postal Code
Date of Birth [ Month] : Day : Year : Gender OMale OFemale
PHR Username HRN
Search Clear
AboutPHR | PrivacyPolicy | Terms and Conditions | ContactUs

Figure 7-2: Manage Patients - Search for PHR Patient pane

3. Search for the patient’s account to view in the Search for PHR Patients page
(Figure 7-2) by entering one or more of the following:

e First Name

e [Last Name

e Date of Birth

e PHR Username
e Middle Name

e Zip/Postal Code
e Gender

e HRN

Note: Gender requires information in one or more of the other
demographic fields. The asterisk (*) symbol can be used as
a wildcard. More data entered in the Search for PHR
Patients pane gives a better match.

4. Click Search to return the matching results (Figure 7-3). The Search Results
pane opens (Figure 7-4).

e (Click Clear to clear the search fields.
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Figure 7-3: Manage Patients — Search and Clear Buttons

5. The search results will be displayed below the Search for PHR Patients pane in
the Search Results pane (Figure 7-4).

.PHR Personal Health Record Welcome Local Log Out Help

¥, Home | = Process Application v-g Manage Patients P Create Reports

Manage Patients

Search for PHR Patients
This page enables you to locate a PHR Account and its linked IHS Medical Record so that you can process them. Enter in the search box
below PHR account information and click the “Search” button.

NOTE: To search, you must enter information into at least one field that is not ZIP/Postal Code and Gender. Use * with additional characters
to widen your search (*sm™” finds “Smith” and **sm*” finds Highsmith).

First Name Middle Name
Last Name Emu ZIP/Postal Code
Date of Birth  [Month[™][Day [w][Year[w Gender OMale CFemale
PHR Username HRN
Search Clear

Search Results
Below are the results of your search. Highlight the "right" PHR Account and click "View Selected Record" to view it and its linked IHS
Medical Record. If you do not see the "right" PHR Account, then refine your search.

Name Date of Birth User Name HRN Gender Address

Demo, Patient 04/26/1905 PHRDemoT1 Male 102 East Court
demo, Patient 04/26/1905 pdemot Male 123 main st
Demo, Patient 04/26/1905 pdemo2 Male 123 main st
Demo, PHR Test 07/03/1968 demotest11 Male 111 Anywhere DR
Demo, Patient Bcma Alpha 01/01/1933 alphademo Female 101 S Moore Awe
Deme, Patient Bcma Brave 0372471948 bravodemo Male 101 S Moore Ave
Deme, Patient Bcma Charlie 01/29/2014 charliedeme Female 101 S Moore Ave
Deme, Patient Bcma Delta 10/31/1983 deltademo Female 101 S Moore Ave
Demo, Patient Bcma Echo 03/03/1992 echodemo Male 101 S Moore Awve

& Demo, George 01/01/1960 demogeorge Male Po Box 3333
Demeo, David 01/01/1930 demodawid Male 1310 Mockingbird Lane

{'?Demﬂ, Linda 0170171974 demolinda Female 1 Hospital Rd

& Demo, Patient 03/21/1981 PHRDemo Female 456 Anywhere Dr

View Selected Record

AboutPHR | PrivacyPolicy | Terms and Conditions | ContactUs

Figure 7-4: Manage Patients - Search results for Last Name: Demo

a. If the search results do not return a PHR Account for the patient, verify the
patient registered to use the PHR as described in Section 6.1.
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b. If the patient is registered to use the PHR, repeat Steps 3 and 4 entering only
the PHR Username.

c. Verify the patient’s information and repeat Steps 3 and 4 by entering as many
fields as possible without the PHR Username and search again.

Note: Click on any column header to sort that column in
ascending order. Click the column header again to sort that
column in descending order.

6. (Optional) Sort or modify the search results in the Search Results pane (see
Section 2.3)

7. Select a PHR User account to view and click View Selected Record. The
Detailed Patient Profile page opens (Figure 7-5).

‘PHR Personal Health Record Welcome Local Log Out Help

Detailed Patient Profile

Profile
Usemame PHRDemo
Security Question 1 What is the name of your pet?
Security Answer 1 Demopet
Secunity Question 2 Who was your childhood hero?
Security Answer 2 Demohero
Security Question 3 What is your favorite food?
Security Answer 3 Demofood
Account Status: Not Locked
Title
Full Name Patient Demo
Suffix
Other Name (Alias)
Gender Female
Date of Birth 03/21/1987
Marital Status Separated
Mother's Maiden Name
Address 456 Anywhere Dr Portland, OR 97005 United States
Preferred Contact Method Address
Email Address
Direct Address PHRDemo@direct.ins.gov

Patient Provided HRN

IHS Recorded HRN(s)
Facility Health Record Number Show Record
2013 DEMO HOSPITAL

Unlink Account | Update HRN | ResetPassword | Back To Search

AboutPHR | PrivacyPolicy |  Terms and Conditions |  ContactUs

Figure 7-5: Manage Patients — Detailed Patient Profile
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8. On the Detailed Patient Profile (Figure 7-5) page do one of the following:

a. Unlink PHR User accounts with their IHS Medical Record by clicking Unlink
Account (see Section 7.2).
b. Reset the PHR User’s password by clicking Reset Password (see Section 7.3)

c. To update the PHR User’s IHS Recorded HRNSs section, click Update HRN
(see Section 7.4)

d. Update a minor PHR User’s emancipated status by clicking Emancipated
Minor.

Note: The Emancipated Minor Status and Emancipated Minor
button will only display if the PHR user is under the age of
18 (see Section 10.4).

e. To go the Manage Patients page and search for another patient, click Back to
Search.

Note: If viewing PHR Account information of a patient whose
application has not been processed (see Section 6.0), the
IHS Recorded HRNS field will display No IHS Recorded
Health Record Numbers. If the PHR Account has
multiple [HS Medical Records in the IHS MPI and IHS
HIE when the PHR application is processed, each facility
and HRN will be displayed in the field and the Show
Record check box will be checked by default.

7.2 Unlink PHR User Account

In some cases, PHR administrators may need to unlink the PHR User account from
their IHS Medical Record. As a result, each PHR administrator can unlink PHR User
accounts regardless of their role. These cases include the following:

e PHR Account was accidently mapped to another patient’s IHS Medical Record.
e The PHR User requests to terminate the use of their PHR.

e The parent, legal guardian, or court appointed guardian of a minor request to
terminate the minor’s PHR.

e The minor becomes emancipated and requests to terminate the use of their PHR.

e The legal guardian of an elderly patient or patients living with mental illness
requests to terminate the patient’s PHR.

To unlink a PHR User account from their IHS Medical Record:

1. Complete Steps 1 through 7 in Section 7.1 and click Unlink Account (Figure
7-6).
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Results pane.

Note: You can only unlink patients whose application has been
processed and linked to a medical record. The chain link
icon will display next to the patient’s name in the Search

.P H R Personal Health Record

Welcome Local Log Out

Profile

Title

Full Name

Suffix

Other Name (Alias)
Gender

Date of Birth

Marital Status

Mother's Maiden Name
Address

Preferred Contact Method
Email Address

Detailed Patient Profile

Usemame

Security Question 1
Security Answer 1
Security Question 2
Security Answer 2
Security Question 3
Security Answer 3

Account Status:

PHRDemo

What is the name of your pet?
Demopet

Who was your childhood hero?
Demohero

What is your favorite food?
Demofood

Not Locked

Patient Demo

Female
03/2111987
Separated

456 Anywhere Dr Portland, OR 97005 United States

Address

Direct Address PHRDemo@direct.ihs.gov
Patient Provided HRN
IHS Recorded HRN(s)
Facility Health Record Number Show Record
2013 DEMO HOSPITAL

Unlink Account

Update HRN

ResetPassword

Back To Search

About PHR

Privacy Policy |

Terms and Conditions

Contact Us

Figure 7-6: Manage Patients - Detailed Patient Profile

2. Verify and confirm the selected account to unlink is the PHR User’s account on
the Unlink PHR & THS Accounts page.

an update.

Note: Before records can be unlinked, the PHR will verify the
IHS Medical Record by querying the IHS MPI database for
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a. Ifthe PHR is experiencing issues querying the IHS MPI database, a warning
message (Figure 7-7) will display at the top of the Unlink PHR & THS
Accounts page. Please try again later. If the problem persists, see Section 12.0
for reporting the issue.

@ Problems with PHR, Try again later.

Figure 7-7: Unlink PHR & IHS Accounts - Problem with the PHR message

b. If the IHS MPI query does not locate the linked record, an error message
(Figure 7-8) will display in the Name field on the IHS Medical Record side of
the Unlink PHR & IHS Accounts page. In most cases, this message displays
because multiple IHS MPI records were merged or unmerged after processing
the original PHR application (see Section 6.0). Continue with the unlinking
process.

Unlink PHR & IHS Accounts

Confirm that you have selected the "right” account and enter into the text box, "Reason for unlinking the PHR Account from the IHS Medical
Record" the reason you are unlinking the selected PHR Account from this IHS Medical Record. Then click the "Unlink" button.

Type of Person Verified: Patient

Verification Method: DriverLicense

Verified On: 11/26/2018

PHR Account Indian Health System Medical Record

Name: Demo, Patient Error, Linked
Name: Record Not

HRN: Found

Gender: Female HRN:

Figure 7-8: Unlink PHR & IHS Accounts - Error, Linked Record Not Found message

3. Enter the reason for unlinking the account in the Reason for unlinking the PHR
Account text box (Figure 7-9).
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Figure 7-9: Manage Patients: Unlink PHR & IHS Accounts

4,

To continue unlinking the PHR User account, click Unlink on the Unlink PHR
& ITHS Accounts page (Figure 7-9). The Confirm Unlink dialog opens (Figure

7-10).

a. To cancel unlinking the PHR User account, click Back to Search to return to

the Manage Patients page.

page opens.

Click Yes on the Confirm Unlink dialog (Figure 7-10).The Unlink Confirmation

a. To cancel the unlinking of the records, click No to return to the Unlink PHR

& IHS Accounts page.

Confirm Unlink

Figure 7-10: Manage Patients: Confirm Unlink dialog

Flease confirm that you wish to unlink the patient's PHR

Account from the IHS Medical Record

Yes

6. The Unlink Confirmation page (Figure 7-11) has a Go To Search button and a

Go Home button. Click the appropriate button.
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Unlink Confirmation

The Patient's PHR account has been successfully unlinked from the IHS Medical Record.

Go To Seaen Ga Home

Figure 7-11: Manage Patients: Unlink Confirmation

7. Verify that unlinking was successful. Go to the PHR Patient Web Portal website

at https://phr.ihs.gov (Figure 7-12).

‘What is the Personal Health Record?

The Indian Health Service Personal Health Record (PHR) can
help you access your health information. You can track
medications and lab results, contact your health care provider,
-and much more - all from the privacy of your personal computer
-and mobile device.

|2
Who can use the Personal Health Record? When should | use the Personal Health Record?

The PHR is a tool that provides you with timely access to your
health information. It is not 3 substitute for mesting with your
health provider. If you are experiencing a medical emergency, call
911 or go immediately to the closest emergency room

Register to use PHR

Any patient within the Indian Health System can register to use
the PHR. As part of the registration process, patients must verify
their identity at an Indian Health Service, tribal, or urban health
care facility.

P
g%’% Indian Health Service Health Record
.Q‘?s-\%‘;”

About PHR | Privacy Policy | Terms and Conditions | ContactUs |

PHR Login
*Indicates Required Field.

Username* Username

Password* Password

Login Forgot Usermname or Password?

PHR Maintenance

The PHR is updated on Thursdays between 10 pm and 11 pm
Eastern Time (3pm-10pm CT, 8pm-8pm MT, 7pm-8gm PT). You
may not be able to log into your PHR during this time. We
apologize for any problem this may cause. Thank you for your
patience. If you have questions, please contact your healthcare
facility

FAQ | Download Adobe Reader

Figure 7-12: PHR Patient Web Portal Logon

8. Ask the patient to logon to the PHR Patient Web Portal by entering their PHR

Username and Password, and click Login.

9. Verify the patient cannot view their health information. If unlinking was
successful, the PHR Patient Web Portal application displays The Next Steps page

(Figure 7-13).
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SERALT /
Y ) R 4 A
| § Indian Health Service [l Health Record | )
2 \
R -
Your Application Has Been Sent
The Next Steps
Before you can see your medical records in PHR, you must verify your identity in person. To do this, please follow the steps below
Step 1 Visit your local Indian Health System faciity
Step 2 Bring one form of idenification with you (see examples below).
Step 3 Show identification to the PHR Registration Clerk at the Indian Health System faclity

Example Forms of Identiication:
Driver's License

Tribal Identification Card

Employment Identification Card/Badge
Military Identification Card

Passport

If you have questions abaut this process, please contact your Indian Health System facility

Back to Login Page

About PHR Privacy Policy Terms and Conditions Contact Us FAQ Download Adobe Reader

Figure 7-13: PHR Patient Web Portal application Next Steps

7.3 Disable PHR User Account

To disable a PHR User account, repeat the steps in Section 7.2.

7.4 Update HRN Facility List

In some cases, PHR Administrators may not see their Service Unit/Facility listed in
the IHS Recorded HRNs Section of the Manage Patient Detailed Patient Profile page.
If any of following cases apply, the HRN must be updated.

e Patient was linked to a record in which he or she has multiple IHS Medical
Records in the IHS MPI.

e Patient is new to the facility.

e Patient was first seen at the facility after the patient’s PHR application was
processed as defined in Section 6.0.

e Multiple IHS MPI records were merged into one IHS MPI record after the
patient’s PHR application was processed as defined in Section 6.0.

To update the IHS Recorded HRNs Section of the Manage Patient Detailed Patient
Profile page, do the following:

1. Complete Steps 1 through 7 in Section 7.1 and click Update HRN (Figure 7-5).
The Manage Patient Profile (Update HRN) dialog opens.
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Note: Before the facility list can be updated, the PHR will verify
the IHS Medical Record by querying the IHS MPI database
for an update.

a. Ifan IHS MPI record is not found, a dialog will display indicating a linked
record could not be found, and asks if you want to unlink the account.

e This message will only display if multiple IHS MPI records were merged
or unmerged after processing the original PHR application (see
Section 6.0) or the PHR is experiencing issues querying the IHS MPL

2. To continue, click OK on the Manage Patient Profile (Update HRN).

Manage Patient Profile (Update HRN) *

To update the HRN, you will be redirected to the Manage Patient
search page. Click the search button, select the record, and click
the View Selected Record bution to complete this process.

i
oK

Figure 7-14: Manage Patient Profile (Update HRN) dialog

Note: Although an IHS MPI record could not be found for the
linked account, it is recommended that you click No and
search for the patient record as described in Section 6.3 to
make sure the PHR is not experiencing issues querying the
IHS MPIL. If a matching IHS Medical Record is found from
that query, proceed with the unlinking processes as
described Section 7.2. A PHR record should not be
unlinked except as described in Section 7.2.

a. To return to the Manage Patient Detailed Patient Profile page, click No.

Manage Patient Profile (Update Facilities) #

Linked record not found, do you wish to be directed to the Unlink
Account page?

es Mo

Figure 7-15: Manage Patient Profile (Update Facilities) dialog

3. Click OK on the Manage Patient Profiles (Update Facilities) dialog.
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Manage Patient Profile (Update Facilities) b4

. To update the facilty list, you will be redirected to the Manage

" Patient search page. Click the search butten, select the record,
and click the View Selectad Record button to complete this
Process.

0K

Figure 7-16: Manage Patient Profiles (Update Facilities) dialog

Note: A new call to the IHS MPI is needed to update or refresh
the patient facility list. As a result, clicking the OK button
will redirect to the Admin user to the Manage Patients
page, which will invoke the call to the IHS MPL

4. On the Manage Patients search page, leave the search settings as is and click
Search.

5. Select the PHR user account from the returned search results and then click View
Selected Record.

6. Ifthe PHR user account has an updated IHS MPI record, the IHS Recorded HRNss
Section of the Detail Patient Profile page will be updated to include additional
facilities.
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'PHR Personal Health Record Welcome Local

Detailed Patient Profile

Profile
Usemame PHRDemo
Security Question 1 What is the name of your pet?
Security Answer 1 Demopet
Security Question 2 Who was your childhood hero?
Security Answer 2 Demohero
Secunty Question 3 What is your favonite food?
Security Answer 3 Demofood
Account Status: Not Locked
Title
Full Name Patient Demo
Suffix
Other Name (Alias)
Gender Female
Date of Birth 03/21/1987
Marital Status Separated
Mother's Maiden Name
Address 456 Anywhere Dr Portland, OR 97005 United States
Preferred Contact Method Address
Email Address
Direct Address PHRDemo@direct.ihs.gov

Patient Provided HRN

IHS Recorded HRN(s)

Facility Health Record Number Show Record
2013 DEMO HOSPITAL
PHR - PERSONAL HEALTHRECO. .. 0000107889

Unlink Account | Update HRN | ResetPassword | Back To Search

AboutPHR | PrivacyPolicy |  Terms and Condifons |  ContactUs

Figure 7-17: Manage Patients - Detailed Patient Profile

7.5 Hide Selected Facility Visit Documents

In some cases, PHR patient users may request not to see visit documents from
specific facilities. This may happen because of one or more of the following:

e Patient was last seen at the facility several years ago, and the patient believes the
visit data is no longer relevant.

e Patient has relocated and no longer visits a particular facility.
e Patient does not want to see visits from a specific facility.
To hide visit documents for a specific facility from the patient’s PHR:

1. Complete Steps 1 through 7 in Section 7.1.
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2. Inthe IHS Recorded HRN(s) Section of the Detail Patient Profile page (Figure
7-18), uncheck the Show Record check box for any facility for which the PHR
patient user does not want to see visit documents. Click Update HRN.

Note: The Show Record check box must be checked for at least
one facility.

HS Recorded HRM(s)

Facility Health Record Number Show Record
2013 DEMO HOSPITAL (INST) 000948563 v
2018 DEMO HOSFITAL 0000641234 )
COMMUNITY HEALTH AND HOSFI 0000745121 ]
BIENSHEORMHOON PLYSICIARS D NONOARTTA

Unéink Account | Update HRMN = Reset Password = Back To Search

Figure 7-18: Manage Patients - Detailed Patient Profile

3. Click OK on the Manage Patient Profiles (Update Facilities) dialog (Figure
7-19). Clicking OK redirects you to the search page (Figure 7-4).

Note: A database update is needed to update or refresh the patient
facility list. As a result, clicking the OK button will redirect
to the Admin user to the Manage Patients page, which will
invoke the call to the IHS MPI to check for new facilities
and update the database to show or not show records.

Manage Patient Profile (Update Facilities) b4

. To update the facility list, you will b2 redirected to the Manage
/' Patient search page. Click the search button, select the record,
and click the View Selected Record button to complete this
Process.

Il
-

OK

Figure 7-19: Manage Patient Profiles (Update Facilities) dialog

Note: Ifthe PHR patient user does not want to see any facility
visit information, verify that the patient wishes to disable
their PHR and follow the steps in Unlink PHR User
Account (Section 7.2) to unlink their PHR.

4. Verity the update. On the Manage Patients Search Results page (Figure 7-4),
leave the search settings as is and click Search.
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5. Select the PHR user account from the returned search results and then click View
Selected Record.

6. Verify that the IHS Recorded HRN(s) Section of the Detail Patient Profile page
(Figure 7-20) has been updated and shows the facilities with Show Record check
box changes performed in step 2.

Note: For any new facilities added to this section, the Show
Record box will be checked by default.

nPHR Personal Health Record Welcome Local Log Out

Detailed Patient Profile

Profile
Usemame PHRDemo
Security Question 1 What is the name of your pet?
Security Answer 1 Demopet
Security Question 2 Who was your childhood hero?
Security Answer 2 Demohero
Security Question 3 What is your favorite food?
Security Answer 3 Demofood
Account Status: Not Locked
Title
Full Name Patient Demo
Suffix
Other Name (Alias)
Gender Female
Date of Birth 0312111987
Marital Status Separated
Mother's Maiden Name
Address 456 Anywhere Dr Portland, OR 87005 United States
Preferred Contact Method Address
Email Address
Direct Address PHRDemo@direct.ihs.gov

Patient Provided HRN
IHS Recorded HRN(s)

Facility Health Record Number Show Record
2013 DEMO HOSPITAL 0000107889 B
PHR - PERSONAL HEALTH RECO.

Unlink Account | Update HRN | ResetPassword | Back To Search

AboutPHR | PrivacyPolicy |  Terms and Conditions | ContactUs

Figure 7-20: Manage Patients - Detailed Patient Profile

7. Verify the facility visit documentation does not display in the PHR patient user’s
PHR.

a. Go to the PHR Patient Web Portal website at https://phr.ihs.gov.
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b. Ask the patient to logon by entering their PHR Username and Password and
clicking Login.

c. Verify they no longer see documents from the removed facilities.

7.6 Show Hidden Facility Visit Documents

PHR patient users may request to have visit documents from specific facilities that
were previously hidden to be visible in their PHR. To show previously hidden facility
documents, do the following:

1. Complete Steps 1 through 7 in Section 7.1.

2. Inthe IHS Recorded HRN(s) Section of the Detail Patient Profile page, check
the Show Record check box for any facility previously hidden. Click Update
HRN.

3. Complete Steps 3 through 7 in Section 7.5.

7.7 Reset PHR Patient User Account Password

Even though the PHR Patient Web Portal allows PHR Users to reset their password
online, PHR administrators may be asked by the PHR patient user to reset their
password. Each PHR administrator, regardless of their role, can reset PHR patient
user account passwords. Reasons for resetting are the following:

e The PHR patient user forgot the answers to their security questions.

Note: The PHR Patient Web Portal allows PHR patient users to
recover their PHR Username online. See the PHR User
Manual for more details. Administrators resetting PHR
patient user account passwords must verify the identity of
the PHR patient user requesting the password reset. In-
person verification is preferred and defined in Section 6.2.
If in-person verification is not possible, a series of
questions can be asked to establish identity or follow
HIPAA and/or facility procedures for establishing identity.

To reset a PHR User account password, do the following:

1. Complete Steps 1 through 7 in Section 7.1 and click Reset Password. The Reset
Password for Patient Account page (Figure 7-21) opens.
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Reset Password for Patient Account
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Figure 7-21: Manage Patients — Reset Password for Patient Account

2. Type a new password in the New Password text field (Figure 7-21).

Note: Follow the instructions on the page to ensure the new
password meets the password requirements.

3. Type the new password again in the Confirm New Password text field and do
one of the following:

a. To save the new password, click Save (Figure 7-21). The Confirm Patient
Account Updated page opens (Figure 7-23).

b. To return to the Detailed Patient Profile page, click Back (Figure 7-21).

c. To cancel the password reset, click the Cancel link and do one of the
following on the Cancel Password Reset dialog (Figure 7-22):

e (lick OK to return to the Manage Patients page.

e (lick Cancel to return to the Reset Password for Patient Account page.

Message from webpage

o
|

Y sure you wank ko cancel?

[ If wou cancel, you will lose the infarmation you entered, Are vou

Cancel |

=]|

Figure 7-22: Manage Patients: Cancel Password Reset dialog
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4. On the Confirm Patient Account Updated page (Figure 7-23), do one of the
following:

Give the PHR patient user their new password information verbally.

b. Print the Confirm Patient Account Updated page by clicking Print and give
the printed page to the PHR patient user.

c. To go back to the Manage Patients page, click Back to Manage Patients.

‘PHR Personal Health Record Welcome Local Log Out Help

Print

Confirm Patient Account Updated

Password has been reset successfully.

Updated account information:

Name Patient Demo
User Name PHRDemoT1
Password IHSphr123~
Back to Manage Patients
AboutPHR | PrivacyPolicy | TermsofUse | ContactUs

Figure 7-23: Manage Patients: Password Reset Confirm Patient Account Updated
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8.0 Create Reports

The PHR records specific event types that occur within the PHR Administrator and
Patient Web Portal applications. PHR Administrators may be asked to generate a
report for one or more of these event types for a specific role, a specific PHR
administrator, or a specific patient. These requests are for auditing purposes and there
may be other requests, such as a patient inquiry regarding their PHR activity. The
amount of information returned in a report is as follows:

National Administrators can create a report for the entire PHR system. For
example: a report for the Registrar role will return the events generated by every
Registrar in the PHR system.

AO Administrators can only create a report within their Area. For example, a
report for the Registrar role will only return the events generated by a Registrar
within their AO. This limitation is applied for any Role selected.

SU/FAs can only create a report within their Service Unit/Facility. For example a
report for the Registrar role will only return the events created by a Registrar
within their Service Unit/Facility. This limitation is applied for any Role selected.

Registrars can only create a report within their Service Unit/Facility. For
example a report for the Registrar role will only return the events created by a
Registrar within their Service Unit/Facility. This limitation is applied for any Role
selected.

Patient: This role is available to all PHR Administrators, regardless of their role
and will display events created by PHR users (patients).

The report results contain the following information about each event selected:

— Username
— IP Address
— Last Name
— First Name
— Event Type
— Severity

— Message

— Time Stamp

To create a report for a PHR event, do the following:

1.

Logon to the PHR Administrator Web Portal application as defined in Section 2.0.
The Welcome page for PHR Administrators opens (Registrar page is shown in
Figure 2-2).
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2. Click the Create Reports tab. The Create Reports page opens. Each type of
administrator will have different options on this page. (Figure 8-1: Create Reports
page for National Administrators; Figure 8-2: Create Reports page for AO
Administrators; Figure 8-3: Create Reports page for SU/FA Administrators;
Figure 8-4: Create Reports page for PHR Registrars)

3. On the Create Reports page, select a Role from the in the Specify Report Data
pane.

Note: A PHR role and date range must be selected to generate a
report. PHR Administrators will only see the roles for
which they can create a report. Once a role is selected, the
Event Type field will be populated. For more details on
recorded event types, see Appendix A.

.PHR Personal Health Record Welcome National Administrator Log Out Help

f?,? Home

@& Create Account “» Manage Patients | I, Create Reports | -5 Manage Account & Profile

Create Reports

Specify Report Data

This page enables you to specify data that you want to report. Enter below the report data you want and click the “Report Results” button.
Fields in bold are required.

™ Based on the date range, the report may take several minutes to complete. Reduce the date range to improve report performance.

* For optimal performance please restrict all queries to a 90 day maximum for best results.

Role ---Select Ong--- »
—Select One—
USEr Name |y ponalaamin
. wrealfficeAdmin
First Name ServiceUnithdmin Last Name
Registrar
Patient Low To select more than one item, hold down the "ctd”
Event Type Severity Medium key and select items. If yds have a Macintosh
High computer, hold down the "Alt" key and select items.
Date From IMonth.IDay. Year. Date To Month.IDay : Year.
Report Results Clear

Figure 8-1: Create Reports page for National Administrators
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‘PHR Personal Health Record

Log Out Help

Create Account vg Manage Patients ) Create Reports _ Manage Account

Create Reports
Specify Report Data
Fields in bold are required.

* For optimal performance please restrict all queries to a 90 day maximum for best results.

Date From [Month|w][Day[V][Year[¥] Date To Month.IDay. Year[v]

Report Results Clear

This page enables you to specify data that you want to report. Enter below the report data you want and click the "Report Results” button.

*Based on the date range, the report may take several minutes to complete. Reduce the date range to improve report performance.

Role —Select One— v [Q
-—-Select One-—
User Name Area0ffic eAdmin
First Name o eeuniadmn Last Name
Registrar
Fatient I
Low To select more than one item, hold down the "ctd”
Event Type Severity Medium key and select items. If you have a Macintosh
High computer, hold down the "Alt" key and select items.

Profile

Figure 8-2: Create Reports page for AO Administrators

VPHR oot

Create Account \-g Manage Patients ) Create Reports _ Manage Account

Create Reports
Specify Report Data
Fields in bold are required.

* For optimal performance please restrict all queries to a 90 day maximum for best results.

Date From IMnnth. Day. Year. Date To Month. Day. Year.

Report Results Clear

This page enables you to specify data that you want to report. Enter below the report data you want and click the “Report Results” button.

* Based on the date range, the report may take several minutes to complete. Reduce the date range to improve report performance.

Role
--5elect One-—
USEr NaMe st nivadmin
Registrar
First Name | Last Name
Low To select more than one item, hold down the "ctd”
Event Type Severity Medium key and select items. If you have a Macintosh
High computer, hold down the "Alt" key and select items.

Profile

Figure 8-3: Create Reports page for SU/FA Administrators
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aPHR Personal Heaith Record Welcome Local Log Out Help

%Home X Process Application !-p Manage Patients ', Create Reports &Proiile

Create Reports

Specify Report Data

This page enables you to specify data that you want to report. Enter below the report data you want and click the “Report Results” button.
Fields in bold are required.

* Based on the date range, the report may take several minutes fo complete. Reduce the date range to improve report performance.

* For optimal performance please restrict all quenies fo a 90 day maximum for best results.

Role —Select One— -
—Select One—
User Name e el it dmin D&
N Registrar I—
First Name " Last Name
Low To select more than one item, hold down the "ctrd”
Event Type Severity Medium key and select items. If you have a Macintosh
High computer, hold down the "AR” key and select items
Date From [Month|w|[Day[V][Year[¥] Date To IMunth.IDay. Year|v|
Report Results Clear

Figure 8-4: Create Reports page for PHR Registrars

4. On the Create Reports page, select an Event Type (Figure 8-5).

Note: To run a report for multiple event types, select an event
type, hold the Alt key and select additional event types
until you have selected all the events you want in the
report. If you do not select an event, the report will run for
all events.
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wHR Personal Health Record Welcome Wocrt Log Out Help

'?j“ Home @& Create Account “» Manage Patients | I, Create Reports | _-s Manage Account & Profile

Create Reports

Specify Report Data

This page enables you to specify data that you want to report. Enter below the report data you want and click the “Report Results” button
Fields in bold are required.

* Based on the date range, the report may take several minutes to complete. Reduce the dale range fo improve report performance.

* For optimal performance please resirict all queries fo a 90 day maximum for best results.

Role ServiceUnitAdmin ~

UserName [ ]

Firsthame [ ] tasthame[ ]
Admin Account Create Successful Low To select more than one item, hold down the "ctrl”
Admin Account Inactivate Falure i i key and select items. If you have a Macintosh

Event Type Admin Account Inactivate Successful V] Seve”ty I:_e«:‘mm hold d -h "Alf" K d sel P
ig computer, hold down the "Alt" key and select items._

Date From Date To

Report Results Clear
AboutPHR |  Privacy Policy | Terms and Conditions |  Contact Us

Figure 8-5: Create Report Page for SU/FA — Specify Report Data: Event Type

5. Enter a date range for the report by entering a month, day, and year for both the
Date From and Date To fields (Figure 8-5).

Note: Based on the date range entered, the report may take
several minutes to complete. In some cases, the report may
time out. If this happens, reduce the date range and try
again. For optimal performance, limit the date range to 90
days.

6. To narrow the report results, enter or select one or more of the following in the
Specify Report Data pane by following the instructions on the page (Figure 8-5):

a. User Name
b. First Name
c. Last Name
d. Event Type

e. Severity

Note: The asterisk (*) symbol can be used as a wildcard to
replace zero or more characters in a text field.

7. Click the Reports Results to display the results or click Clear to clear the fields
(Figure 8-5).
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8. (Optional) Sort or modify the search results in the Search Results pane (see
Section 2.4)

9. (Optional) Export and save the report results by selecting the .csv (Excel file)
option. Click the Generate Report link in the Report Results pane (Figure 8-6).

‘PHR Personal Health Record Welcome Local Log Out Help

Process Application !-p Manage Patients 7 Create Reports Profile

Create Reports

Specify Report Data

This page enables you to specify data that you want to report. Enter below the report data you want and click the “Report Results” button.
Fields in bold are required.

* Based on the date range, the report may take several minutes to complete. Reduce the date range to improve report performance.

* For optimal performance please restrict all queries to a 90 day maximum for best results.

T
User Name
First Name Last Name

Admin Update Failure L To select more than one item, hold down the "ctd”

Admin Update Successful ~ Severi Medi key and select items. If you have a Macintosh
Event Type ‘Create Temporary Passw ord Failure [v] verlty nlum hold d he "Alt" k d sel -

Create Temporary Fassword Successiul Higl computer, lown the "Alt" key and select items.

Date From |09 . 01 . 2018. Date To |11 . 30 .|2n1a.

Report Results Clear

Report Results
Below are the report results. Click the "Generate Report” button to manage the results.

Resuits

Username IP Address Last Name First Name Event Type Severity Message Time
LocalWOCRTAD 10.154.33.42 Admin Lecal AdminLoginSuccessful Low ‘Successful login by administrator ;2 locatlwoc... 09M7iL 2
LocalWOCRTAd 10.154.32.42 Admin Local UnlinkPatientSucc essful Medium Successfully unlink patient :; laclow ney 091'17%
LocalWOCRTAd 10.154.33.42 Admin Local Proc essPatientA pplicationSu.. Medium Patient - laclow ney application is successful. 0817
LocalWOCRTAd 10.154.33.42 Admin Local AdminLogout Low Administrator logged out :: Loc alWOCRTAd oM7L
LocalWOCRTAd 10.154.33.42 Admin Local AdminLoginSuccessful Low ‘Successful login by administrator ;2 localw oc... 09/26/1.
LocalWOCRTAD 10.154.33.42 Admin Lecal AdminLogout Low Administrator logged out :: LocaWOCRTAd 090264,
LocalWOCRTAd 10.154.32.42 Admin Local AdminLeginSuccessful Low Successful legin by administrator :: localwoc... 11181
LocalWOCRTAd 10.154.33.42 Admin Local AdministratorUpdateSucces. . Low Successfully reset passw ord for - LocalWO. .. 11161
LocalWOCRTAd 10.154.33.42 Admin Local AdminLogout Low Administrator logged out :: Loc alWOCRTAd 11161
LocalWOCRTAd 10.154.33.42 Admin Local AdminLoginSuc cessful Low ‘Successful login by administrator ;2 localwoc... 11161
LocalWOCRTAD 10.154.33.42 Admin Lecal ProcessPatientApplicationSu. .. Medium Patient :: myrjones application is successfully... 11161
LocalWOCRTAd 10.15433.42 Admin Local AdminLogout Low Administrator logged out :: LocaWOGRTAd 11M84; 5
= m ]
Report Format |.csv (Excel) i Generate Report

AboutPHR | PrivacyPolicy | Terms and Conditions | ContactUs

Figure 8-6: Create Reports - Report Results for Demo Administrator
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9.0

Locked Administrative Accounts

A PHR Administrator who fails to logon to the PHR Administrator Web Portal
successfully in five consecutive attempts will be locked out. An administrator whose
account has been locked will need to have their password reset by an up-level PHR
Administrator. See Section 4.4.

If the account becomes locked, the administrator will receive the message shown in
Figure 9-1. Click OK.

Account is locked out ¥

i) Youhave been locked out of your PHR

¥ account after 5 tries. You will need to contact
IHS and ask for help from a PHR
Administrator.

ook |

Figure 9-1: Account is locked out dialog

If a PHR Administrator account is locked, the administrator cannot logon and will
receive a message on the PHR Administrator Login page (Figure 9-2) informing the
administrator that their account is locked.

b, T-TH7 - R—

Administration Login
Username €

Your account has been
locked. Contact your
Service Unit or Area
PHR Administrator to
unlock your account

Password

Login
There is no right of privacy in use of
this system
You are accessing a U S. Govemment
information system, which includes (1) this
computer, (2) this computer network, (3) all
computers connected to this network, and (4) all
devices and storage media attached fo this
network er to a computer on this network. This
information system is provided for U.S
Govemment-authorized use only

Unauthorized or improper use of this system
may result in disciplinary action, as well as civil
criminal penalties.

By using this information system, you
understand and consent to the fellowing

You have no reasonable expectation of privacy
regarding any communications or data transiting
or stored on this information system. At any
time, and for any lawful Government purpose.
the govermment may monitor, intercept, and
search and seize any communication or data
transitin or stored on this information

What is PHR?

Indian health system patients —

can use PHR to view and =
manage personal, family and = i[
community health information

Track medicines, lab results, allergies and
more from the privacy of a personal
computer.

Planned PHR Outage

The PHR is updated on Thursdays
between 10pm and 11pm Eastern Time (9-
10pm CT, 8-9pm MT, 7-8pm PT)

You may not be able to log into your PHR
during this time. We apologize for any
problem this may cause. Thank you for
your patience.

If you have questions, please contact your
healthcare facility.

AboutPHR | Privacy Policy |  Terms and Conditions |  ContactUs

Who can use PHR?

Only an Indian health system
patient who registers to use
PHR and verifies their identity
at an IHS facility can view their
records.

Figure 9-2: PHR Administrator Logon page with your account has been locked message
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10.0 Grant Access to a Minor’s PHR

A parent, legal guardian, court appointed guardian, or individuals acting in loco
parentis may request access to a minor’s PHR by completing the IHS-810 form
(https://www.ihs.gov/sites/forpatients/themes/responsive2017/display_objects/docum
ents/patientforms/IHS-810.pdf) according to the Service Unit/Facility policies and
procedures. Once the form has been approved by the minor’s provider or according to
the Service Unit/Facility policy and procedures, the PHR Registrar will complete the
following before granting access to the minor’s PHR.

Note: The individual does not have to be an IHS patient to be
given access to the minor’s PHR; however, the individual
listed on the approved IHS-810 form must have a registered
PHR account at a minimum.

1. Register the minor to use the PHR as described in Section 6.1.

Note: In some cases, a parent, legal guardian, court appointed
guardian, or individuals acting in loco parentis may have
created the minor’s PHR account already. If so, reset the
minor’s password as described in Section 7.7 and reset the
minor’s security questions by logging into the minor’s PHR
Patient Web Portals described in Section 6.1.

2. Record the minor’s PHR Username and Password on the IHS-810 form and file
the form according to the Service Unit/Facility’s policies and procedures.

3. Verify the identity of the individuals listed on the approved IHS-810 form as
described in Section 6.2.

4. Link health accounts in the minor’s PHR account as described in Section 6.3.

5. Verify that the minor’s health information matches the linked THS Medical
Record as described in Section 6.4.

Note: Minors cannot be provided a PHR account at this time. In a
future release of RPMS software, the PHR will filter
sensitive information from displaying in the minor’s PHR
account. The information below describing the procedure
for registering a minor is for use after the PHR can filter
sensitive information. Please contact your PHR
administrator if you have any further questions.
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10.1  Add Access

To grant access to the individuals listed on the approved IHS-810 form, do the

following:

1. Go to the PHR Patient Web Portal website at https://phr.ihs.gov.

2. Logon to the PHR Patient Web Portal by entering the minor’s PHR Username

and Password (Figure 6-1).

3. Click the Manage My Accounts link in the lower-left of the My Health Records
page (Figure 10-1). The My Accounts page opens (Figure 10-2).

Hello MGrant

My Health Records

Click on a name below to view your health records from that facility.

Inpatient Visits
Facility Name Visit Date and Time~
2013 Demo Hospital 05/14/2014 00:00:00

Outpatient Visits

SSALTy
i%% Indian Health Service [}{Eaﬂ})
w‘fs.\s‘-*“"

Facility Name Visit Date and Time~ Document Type
2013 Demo Hospital 01/6/2014 00:00:00 text/xml (=]
2013 Demeo Hospital 04/29/2014 00:00:00 textixml =]
My Account Information
=View my activity log
2 Update my PHR profile settings and change my password
4 Manage my Accounts
AboutPHR | My PHR Settings | Privacy Policy | Terms and Conditions | CentactUs | FAQ | Download Adobe Reader

Home | Sign Out

Document Type
textlxml =]

Figure 10-1: PHR Patient Web Portal - My Health Records page

4. Click the Add/Update Account Access link on the My Accounts page (Figure
10-2). The Manage Access to my Personal Health Record (PHR) page opens

(Figure 10-3).

Hello MGrant

My Accounts

My Personal Health Record (PHR): Click My Account to view your personal health information.

My Account

PHR Accounts | Can View: You have been granted access to view the following account(s). Click on a name to view that person’s health information.
No PHR user has delegated their information to MGrant

Manage Access to My Personal Health Record

To add. change, or remove an individual's access to view your personal health information, click Add/Update Account Access.
A Add/Update Account Access

EALLY,
g%% Indian Health Service [}{_@aﬂ})
s e

AboutPHR | MyPHR Settings | Privacy Policy | Terms and Conditions | ContactUs | FAQ | Download Adobe Reader

Home | Sign Out

Figure 10-2: PHR Patient Web Portal - My Accounts page
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5. Click Add Access on the Manage Access to my Personal Health Record (PHR)
page (Figure 10-3). The Add Access to your Personal Health Record opens
(Figure 10-4).

Hello MGrant ip1 Sign Out

Home | He
ey
-3
i%% Indian Health Service m
g e

Manage Access to my Personal Health Record (PHR)

The table below shows the people who can view your persenal health information. If not one is listed, you have net given
anyone access.
Click the Add Access button to give people access to your personal health information.

If you have given someone access, you can do one of the following:
Click on the Update Access icon to change the type of information they can see.
Click on the Delete Access icon to remove their access to your personal health information.

PHR User Name Name Type of Access Update Access Delete Access
[You have not granted anyone access to view your personal health information.

About PHR My PHR Settings Privacy Policy Terms and Conditions Contact Us FAQ Download Adobe Reader

Figure 10-3: PHR Patient Web Portal - Manage Access to my Personal Health Record

6. Complete the form on the Add Access to your Personal Health Record (PHR)
page (Figure 10-4) and click Verify Username to continue. The Personal Health
Record (PHR) Access Types page opens (Figure 10-5).

Note: You must enter the PHR Username, first name, and last
name of the individual being granted access to the minor’s
PHR.

Hello MGrant ip | Sign Out

P
AL,
) ) . N
gj%iﬁ Indian Health Service Health Record @
‘%»\‘ﬁ"

Add Access to your Personal Health Record (PHR)

To grant others access to your PHR, complete the form below and click the Verify User Name button to continue.

Giving others access will allow them to view all or part of your personal health information

PHR User ID*
User First Name*

User Last Name™

About PHR My PHR Settings Privacy Policy Terms and Conditions Contact Us FAQ Download Adobe Reader

Figure 10-4: PHR Patient Web Portal - Add Access to your Personal Health Record

a. To cancel and return to the Manage Access to my Personal Health Record
(PHR) page, click Cancel.

7. Choose one of the following types of access to grant to the user from the Type of
Access dropdown menu on the Personal Health Record (PHR) Access Types
page (Figure 10-5) and select and click Next to continue. The Confirm Access:
Full Access page opens (Figure 10-6).
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e Full Access — Selecting this option will allow the user to view all of the
patient’s personal health information except for the My Messages section.
The user can also download the patient’s visit information.

Note: If the approved IHS-810 form has limitations regarding the
data that can be viewed in the minor’s PHR, do not select
this option.

e Limited Access — Selecting this option will allow the user to view only the
Section that the patient wants the user to view. Access to the My Messages
Section is not permitted.

Note: You can change access types and sections anytime on the
Manage Access to My Personal Health Record page.

Hello MGrant

SEALLy
i%% EENEET R R PersonallHealth!Record @
.\%‘4". j

Personal Health Record (PHR) Access Types

The types of access you can give others is defined below.

PHR Access Type: PHR Access Types
Full Access | Limited Access
Full Access: The user can view all of your personal health information. The user can also download your Download CCD 9
visit information
|Appointments List 9
Limited Access: The user can only view the sections that you want them to view. My Info e
Note: You can change access anytime on the Manage Access to My Personal Health Record page. petieatons 0
Health Issues [2)
Test Results. [2)
Pgen Imaging Results Q
Allowsd Immunizations Q
% | Not Allowed Vital Signs Q
@) User controlled My Messages [7)
Email My Data [7)
Procedures [7)
Medical Equipment [7)
My Goals [7)
Hospital Admissions e
For More Information|
Download My Data Q

Figure 10-5: PHR Patient Web Portal - Personal Health Record (PHR) Access Types
a. To go back to the Add Access to your Personal Health Record page, click
Previous.

b. To cancel and return to the Manage Access to my Personal Health Record
(PHR) page, click Cancel.

8. If you selected the limits access type, go to Step 9. If you selected full access
type, do one of the following on the Confirm Access page (Figure 10-6):

a. Go back to the Personal Health Record (PHR) Access Types page by
clicking Back.

b. Grant access to the user by clicking Add Access.

c. Cancel and return to the Manage Access to my Personal Health Record
(PHR) page by clicking Cancel.
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Hello MGrant Home | Help | Sign Out
2 . . /i B\
?:%% Indian Health Service  [Feiselirl (REElHR (Rl b ¢ ’ ‘
R 4

Confirm Access

Complete the steps below to grant access.

Verify the information below
Click the Back button to make changes.
Click the Add Access button to grant access.

PHR User Name: jgrant
Name: John Grant
Type of Access: Full Access
About PHR | My PHR Settings | Privacy Policy | Terms and Conditons | ContactUs | FAQ | Download Adobe Reader

Figure 10-6: PHR Patient Web Portal - Confirm Access: Full Access

9.
Health Record (PHR) Section Access page (Figure 10-7):

If you selected the limited access type, do one of the following on the Personal

a. Follow the instructions on the screen to select or de-select the PHR sections to

grant the user access and click Next to continue.

Note: By default, the Download My Data Section is unchecked,
which prevents the user from downloading the patient’s
visit information.

b. To cancel and return to the Manage Access to my Personal Health Record

(PHR) page, click Cancel.

Hello MGrant
SEALTy
{%% I Y SR PersonallHealth'Record
g 0P
Personal Health Record (PHR) Access Types
The types of access you can give others is defined below.
PHR Access Type: PHR Access Types
Full Access | Limited Access
Full Access: The user can view all of your personal health information. The user can also download your Download GCD v o
visit information
IAppointments List v [7)
Limited Access: The user can only view the sections that you want them to view. My Info v o
Note: You can change access anytime on the Manage Access to My Personal Health Record page Modicstions v 2}
Health Issues v [>)
[Test Results v [>)
N Imaging Results v [>)
< [Alowed Immunizations 7 [2)
% | NotAllowed \Vital Signs v @
0 User controlled My Messages v 0
Email My Data v [7)
Procedures 7 Q
Medical Equipment v [~}
My Goals v [~}
Hospital Admissions. v [~}
For More Information < <
Download My Data v [~}

Figure 10-7: PHR Patient Web Portal - Personal Health Record (PHR) Access Types

10. On the Confirm Access page (Figure 10-8), do one of the following:

a. To go back to the Personal Health Record (PHR) Section Access page,

click Back.
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b. To grant access to the user, click Add Access. The Manage Access to my
Personal Health Record (PHR) page opens (Figure 10-9).

c. To cancel and return to the Manage Access to my Personal Health Record
(PHR) page, click Cancel.

Hello MGrant Fome | He
S5 .

g § Indian Health Service  [FEE] 'Health Record

g1

Complete the steps below to grant access.

p I Sign Out

Confirm Access

Verify the information below
Click the Back button to make changes.
Click the Add Access button to grant access.

PHR User Name: jgrant
Name: John Grant
Type of Access: Limited Access

About PHR | My PHR Settings | Privacy Policy | Termsand Conditons | ContactUs | FAQ | Download Adobe Reader

Figure 10-8: PHR Patient Web Portal - Confirm Access : Limited Access

11. On the Manage Access to my Personal Health Record (PHR) page (Figure
10-9), verify the user granted access was added to the table.

Hello MGrant Home | Help | Sign Out

i%% Indian Health Service G{Eﬁfﬂ}]} )

&’is.\aﬁ”'
Manage Access to my Personal Health Record (PHR)

The table below shows the people who can view your personal health information. If not one is listed, you have not given
anyone access.
Click the Add Access button to give people access to your personal health information.

If you have given someone access, you can do one of the following:
Click on the Update Access icon to change the type of information they can see.
Click on the Delete Access icon to remove their access to your personal health information.

PHR User Name Name Type of Access Update Access Delete Access
jgrant John Grant Limited Access ! Q
AboutPHR | My PHR Settings | Privacy Policy | Termsand Conditions | ContactUs | FAQ | Download Adobe Reader

Figure 10-9: PHR Patient Web Portal - Manage Access to my Personal Health Record with
User Access Displayed

12. Log off of the minor’s PHR and verify the user given access can view the minor’s
health information.

a. Have the user given access logon to the PHR using their individual PHR
account as in Section 6.1.

b. On the My Accounts page (Figure 10-10), click the minor’s PHR account
under the PHR Accounts I Can View section. The My Health Records Page
Facility List opens (Figure 10-11).
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Hello PSherman Home | Sign Out
BT

5%% Indian Health Service  [Feelifl) (3 CE LT @
.%-\‘34’.

My Personal Health Record (PHR): Click My Account to view your personal health information.

My Accounts

My Account

PHR Accounts | Can View: You have been granted access to view the following account(s). Click on a name to view that person’s health information.
MGrant

Manage Access to My Personal Health Record

To add, change, or remove an individual's access to view your personal health information, click Add/Update Account Access.

4 Add/Update Account Access

AboutPHR | MyPHR Settings | Privacy Policy | Terms and Conditions | ContactUs | FAQ | Download Adobe Reader

Figure 10-10: PHR Patient Web Portal - My Accounts

c. Select one of their facilities (preferably your facility) from the My Health
Records page (Figure 10-11). My Info: About Me section opens (Figure
10-12).

Tielo MG THome | Felp | Sign O

s
§%% Indian Health Service  (F=ltolil R LN @
s
My Health Records

Atlogin, this page displays your most recent visits in the last year (maximum five (5) visits)

Choose a health care facility by clicking on a Facility Name below to view your health information

The Visit Date is the most recent day you had an appointment

The Last Updated Date is when new information was added. This may be after your last visit date.

Click on the disk icon to download a fle that has your health information for that visit. This can be shared with another health care provider

Search Visits by Date Range
Select Visits and enter a Start Date and End Date to search the visits you want to view. Note: Date ranges greater than 1 year, including Al Visits, may take several minutes
to complete or time out. For best results, please limit all searches to a 90 day maximum date range

Visits: Start Date: End Date:
Last’ (n Date Range) v oo @ o000 | & Search Vst

Outpatient Visits

Facility Name Visit Date « Last Updated + save

2019 Demo Hospital (nst) 0611572020 0611572020 16:02:17 a

2019 Demo Hospial (nst) 0612020 0611112020 18:0211 =]

Figure 10-11: PHR Patient Web Portal - My Health Records Page Facility List

d. Select the My Info menu item and verify the minor’s demographic
information (Figure 10-12).
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Update Personal Profile

Account Details

AT T 7
g%% Indian Health Service [FEEGnRENREE ) Rect’d |
g ]

Personal Details

Figure 10-12: PHR Patient Web Portal - My Info: About Me section

information, delete access to this PHR account

the minor’s PHR (Section 10.1).

Note: If the demographic information does not match the minor’s

(Section 10.3) and repeat the steps for granting access to

10.2 Update Access to a Minor’'s PHR

A parent, legal guardian, court appointed guardian, or individuals acting in loco
parentis that have access to a minor’s PHR sections may change the access type.

Note: The individual does not have to be an IHS patient to be
given access to the minor’s PHR. However, the individual
listed on the approved IHS-810 form must have a registered

PHR account at a minimum.

10.2.1 Update Access Type

To update the type of PHR access for the individuals listed on the approved IHS-810

form, do the following:

1. Go to the PHR Patient Web Portal website at https://phr.ihs.gov.

2. Logon to the PHR Patient Web Portal as in Section Figure 6-1, Step 1. The My

Health Records page opens (Figure 10-13).
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3. Click the Manage My Accounts link on the My Health Records page (Figure
10-13). The My Accounts page opens (Figure 10-14).

My Account Information

My Messages (34)

WView my activity Iog

Update my PHR profile setings
UpdateResel my passwaond
Manage my Accounts

Figure 10-13: PHR Patient Web Portal - My Health Records

4. Click the Add/Update Account Access link on the My Accounts page (Figure

10-14). The Manage Access to my Personal Health Record page opens (Figure
10-15).

Hello MGrant

y .
g%% Indian Health Service ezl R ERR G §
.‘973-\9‘-";

Home | Sign Out

My Accounts

My Personal Health Record (PHR): Click My Account to view your personal health information.
My Account

PHR Accounts | Can View: You have been granted access to view the following accountls). Click on a name to view that person'’s health information.
No PHR user has delegated their information to MGrant
Manage Access to My Personal Health Record

To add, change, or remove an individual's access to view your personal health information, click Add/Update Account Access.
2 Add/Update Account Access.

AboutPHR | MyPHR Settings | Privacy Policy | Terms and Conditions | ContactUs | FAQ | Download Adobe Reader

Figure 10-14: PHR Patient Web Portal - My Accounts

5. Click the pen and paper icon under the Update Access column on the Manage
Access to my Personal Health Record (PHR) page for the user you want to
update (Figure 10-15). The Update Access page opens (Figure 10-16)

Hello MGrant Home | Help | Sign Out
GEhLy
A n N
g%% Indian Health Service [F=FGhE] [}MH}] Record
.AIYS.\'!?I

Manage Access to my Personal Health Record (PHR)

The table below shows the people who can view your personal health information. If not one is listed, you have not given
anyone access.

Click the Add Access button to give people access to your personal health information.
If you have given someone access, you can do one of the following:

Click on the Update Access icon to change the type of information they can see.
Click on the Delete Access icon to remove their access to your personal health information.

PHR User Name Name

Type of Access Update Access Delete Access
jgrant John Grant Full Access ! Q
About PHR | My PHR Seftings | Privacy Policy | Terms and Gonditions | _ContactUs | FAQ | Download Adobe Reader

Figure 10-15: PHR Patient Web Portal - Manage Access to my Personal Health Record page
with User Access Displayed: Full Access
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6. Click the Edit Access Type link in the Access Information pane on the Update
Access page (Figure 10-16). The Edit Access Types page opens (Figure 10-17).

Hello MGrant

Ay ..
f%% NCELREEIL RSP ersonallHealthiRecord ?
‘A,,s ! \g,;,‘ NS /

Update Access for John Grant

To change the access type, click Edit Access Type
If the person has limited access, click Edit Hidden Sections to show or hide PHR sections

Access Information

User Information
PHR Username: [igrant]

Name [John Grant]

Edit Access Type
Access Type [Full Access]

Back

About PHR My PHR Settings Privacy Policy Terms and Conditions Contact Us FAQ Download Adobe Reader

Figure 10-16: PHR Patient Web Portal - Update Access for delegated user

a. To go back to the Manage Access to my Personal Health Record (PHR)
page, click Back.

Note: If the selected user’s current type of access is Limited
Access, the Hidden Sections pane will display. To edit
hidden sections, see Section 10.2.2.

7. On the Edit Access Type page (Figure 10-17), choose an access type (see Section
10.1, Step 7) to grant to the user. Click Update to continue. You are returned to

the Update Access page (Figure 10-16).

a. Click Cancel to return to the Update Access page.

Note: If the approved IHS-810 form has limitations regarding the
data that can be viewed in the minor’s PHR, do not select
the Full Access type.
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Hello MGrant

Personal Health Record (PHR) Access Types

The types of access you can give others is defined below.

PHR Access Type: PHR Access Types
Full Access | Limited Access
Full A::ess: The user can view all of your personal health information. The user can also download your Download CCD < ‘)
visit information.
IAppointments List 7 [7)
Limited Access: The user can only view the sections that you want them to view. My Info v € )
Note: You can change access anytime on the Manage Access to My Personal Health Record page. Modications v 7}
Health Issues 7 Q
[Test Results s (7]
Pepend Imaging Results s (7]
/ TAllowed Immunizations 4
% | Not Allowed |Vital Signs v
@) User controlled My Messages v
[Email My Data v
Procedures v
Medical Equipment v [2)
My Goals 7 Q
Hospital Admissions v [7)
For More Information < e
Download My Data v [7)

SEALTy
{%% Indian Health Service Health Record @
gy

Figure 10-17: PHR Patient Web Portal - Edit Access Types

8. Verify that the type of access was updated on the Update Access page (Figure

10-18).

Hidden Sections pane will display. To edit blocked
sections, see Section 10.2.2.

Note: If the type of access was updated to Limited Access, the

Hello MGrant
A,
5%% Indian Health Service  [FEIRE (REE L Rl e
.&"S-\S"g

Update Access for John Grant

To change the access type, click Edit Access Type
If the persen has limited access, click Edit Hidden Sections to show or hide PHR sections.

Access Information
User Information
PHR Username: [igrant]

Name: [John Grant]

Edit Access Type
Access Type [Limited Access]

Hidden Sections

Edit Hidden Sections
Download My Data

Back

About PHR | My PHR Settings | Privacy Policy | Terms and Conditions | CentactUs | FAQ | Download Adobe Reader

Home | Help | Sign Out

Figure 10-18: PHR Patient Web Portal - Update Access for delegated user page with the

Hidden Sections Pane Added

a. Click Back to go back to the Manage Access to my Personal Health Record

(PHR) page.

9. Log off of the minor’s PHR and verify the user given access can view the minor’s
health information based on the updated access type (Full or Limited).
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Have the individual logon to the PHR using their PHR account.

On the My Accounts page (Figure 10-19), click the minor’s PHR account
under the PHR Accounts I Can View section.

Hello PSherman

SEAL
g%% Indian Health Service [FE(EiEl (REE L (RG] T
“as

ey

Home | Sign Out

My Accounts

My Personal Health Record (PHR): Click My Account to view your personal health information.

My Account

PHR Accounts | Can View: You have been granted access to view the following account(s). Click on a name to view that person’s health information.
MGrant

Manage Access to My Personal Health Record

To add, change, or remove an individual's access fo view your personal health information, click Add/Update Account Access.

2 Add/Update Account Access

AboutPHR | MyPHR Settings | Privacy Policy

Figure 10-19: PHR Patient Web Portal - My Accounts

| Temms and Conditions | ContactUs | FAQ | Download Adobe Reader

c. Select one of their facilities (preferably your facility) from the My Health
Records page. The My Health Records Page Facility List opens (Figure
10-20).

My Health Records

Click on a name below to view your health records from that facility.

Inpatient Visits
Facility Name Visit Date and Time- Document Type
2013 Demo Hospital 05/14/2014 00:00:00 textlxml =]
Outpatient Visits
Facility Name Visit Date and Time~ Document Type
2013 Demo Hospital 01/672014 00:00:00 textlxml &
2013 Demo Hospital 04/29/2014 00:00:00 textlxml =]

Figure 10-20: PHR Patient Web Portal - My Health Records Page Facility List

d. Verify the individual can view the minor’s health information (Figure 10-21)
based on the updated access type (Full or Limited).

ALICE JONES NEWMAN Home | Help | Sign Out

My health information from: NEIGHBORHOOD PHYSICIANS PRACTICE: Last Updated: July 17, 2020, 08:97:35, CST

%

Appointments List

M)
Medications

Healln Issues

Test Resulis
Imaging Results
Immunizations

Vital Signs

My Messages (3)
Emall My Data
Procedures

Medical Equipment
My Goals

For More Information

Dowinload My Data

felo Alice Newman

The information on this page is from your IHS medical record at this facilfy. You can change some information, such as your address and phone number, anytime at patient registration. Changes to
your mediical record (medications, health issues, allergies, tests resuls, and etc ) must be made by your health care team. To correct information in your IHS medical record, fll ut the top part of the:
Request for Correction/Amendment of Protected Health Information (PHI) form, sign and date the form in black ink, and take the form to your medical records department. Note that any changes you
request will only be made to your record at this facility and not to any other facilities where you may receive medical care.

About Me

Name: ALICE JONES NEWMAN
Birthday: May 1, 1970
Age: 50

Other Names: ALICIA JONES NEWMAN;
Race: WHITE, EUROPEAN

Ethnicity: NOT HISPANIC OR LATINO
Preferred Language: ENGLISH

Sexat Birth: Female

Contact Information

Address 1357 AMBER DRIVE

Beaverton, OR 97006

Preferred Email
Home Phone:

Moblle Phone:

Work Phone:

Preferred Method of Contact:

7-
Not available
unknown

smoking Status.
Current every day smoker [449868002]; Start Date

TOBACCO USE AND CESSATION

Talk to your ider quit using tob
for sddi our
Allergles
Substance ~ Reaction + severty - satus
AMPICILLIN HIVES Moderate Active
PENICILLIN HIVES Moderate Active

Figure 10-21: PHR Patient Web Portal - Full Access: Displays All Menus selected for access
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Note: If the individual can view more or less information than is
expected based on the access type, verify the type of access
granted to the individual by repeating Steps 1 through 8 . If
the individual’s access type is Limited, edit the individual’s
blocked sections (Section 10.2.2).

10.2.2 Edit Hidden Sections

To edit the blocked sections to the individuals listed on the approved IHS-810 form
with the Limited Access type, do the following:

1. Complete Steps 1 through 4 in Section 0.

2. Click the pen and paper icon under the Update Access column on the Manage
Access to my Personal Health Record (PHR) page for the user you want to
update access (Figure 10-22). The Update Access for delegated user page with the
Hidden Sections pane opens (Figure 10-23).

Hello MGrant ]

|
AT,
)
;f%% Indian Health Service  (FefiseiE ) (R L (R @
.A‘fs.\a‘:"

Manage Access to my Personal Health Record (PHR)

The table below shows the people who can view your personal health information. If not one is listed, you have not given
anyone access.
Click the Add Access button to give people access to your personal health information

If you have given someone access, you can do one of the following

Click on the Update Access icon to change the type of information they can see
Click on the Delete Access icon to remove their access to your personal health information.

PHR User Name Name Type of Access Update Access Delete Access
jgrant John Grant Limited Access f Q

About PHR My PHR Settings Privacy Policy Terms and Conditions Contact Us FAQ Download Adabe Reader

Figure 10-22: PHR Patient Web Portal - Manage Access to my Personal Health Record page
with User Access Displayed: Limited Access

3. Click the Edit Hidden Sections link in the Hidden Sections pane on the Update
Access for delegate user page (Figure 10-23). The Edit Personal Health Record
(PHR) Section Access page opens (Figure 10-24).
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Hello MGrant | Help |

g%% Indian Health Service Health Record ( 2
‘a& s ‘9,;:‘ "y /

Update Access for John Grant

To change the access type, click Edit Access Type
If the person has limited access, click Edit Hidden Sections to show or hide PHR sections.

Access Information
User Information
PHR Username: [igrant]

Name: [John Grant]

Edit Access Type
Access Type [Limited Access]

Hidden Sections

Edit Hidden Sections
Download My Data

Back

About PHR My PHR Settings Privacy Policy Terms and Conditions. Contact Us FAQ Download Adobe Reader

Figure 10-23: PHR Patient Web Portal - Update Access for delegated user page with the
Hidden Sections pane

a. Click Back to go back to the Manage Access to my Personal Health Record
(PHR) page.

4. On the Edit Personal Health Record (PHR) Section Access page (Figure
10-24), follow the instructions on the screen to select or de-select the PHR
sections to grant the user access and click Update to continue. The Update Access
page opens (Figure 10-25).

Note: By default, the Download My Data Section is unchecked,
which prevents the user from downloading the patient’s
visit information.

a. Click Cancel to cancel and return to the Manage Access to my Personal
Health Record (PHR) page.
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Personal Health Record(PHR) Section Access

Complete the steps below.

Check the section(s) that you want to give access.

Uncheck the section(s) that you do not want to give access.

Click next to continue.
Appointments List Section :
My Info Section :
Medications Section :
Health Issues :
Test Results :
Imaging Results :
My Immunizations :
Vital Signs :
My Messages : O
Email My Data : O
Procedures :
Medical Equipment :
My Goals :
Hospital Admissions :
Download My Data : 0

Figure 10-24: PHR Patient Web Portal - Edit Personal Health Record (PHR) Section Access

5. Verify the Hidden Sections pane was updated on the Update Access for delegate
user page (Figure 10-25).
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Hello MGrant Home | Help | Sign Out

GBALTy
f%% Indian Health Service  [FEEl (L) (Rl

2

Uy .19

Update Access for John Grant

To change the access type, click Edit Access Type
It the person has limited access, click Edit Hidden Sections to show or hide PHR sections.

Access Information

User Information
PHR Usemame: [grant]

Narme: [John Grant]

Edit Access Type
Access Type [Limited Access]

Hidden Sections

Edit Hidden Sections.
Medications

Procedures

Download My Data

Back

About PHR | My PHR Settings | Privacy Policy | Terms and Conditiens | ContactUs | FAQ | Download Adobe Reader

Figure 10-25: PHR Patient Web Portal - Update Access for delegated user page with the
Hidden Sections pane

a. Click Back to go back to the Manage Access to my Personal Health Record
(PHR) page.

6. Log off of the minor’s PHR and verify the user given access to the minor’s PHR
can view the minor’s health information for the sections granted access.

Have the individual logon to the PHR using their PHR account.

b. On the My Accounts page, click the minor’s PHR account under the PHR
Accounts I Can View section (Figure 10-26). The My Health Records Page
Facility List opens (Figure 10-27 ()).

Hello PSherman Home | Sign Out
% ) i / \
g%% RENEEIM LY P ersonallHealthiRecord 2 ,
s -

My Accounts
My Personal Health Record (PHR): Click My Account to view your personal health information.

My Account

PHR Accounts | Can View: You have been granted access to view the following account(s). Click on a name to view that person’s health information.
MGrant

Manage Access to My Personal Health Record

To add, change, or remove an individual's access to view your personal health information, click Add/Update Account Access.

A Add/Update Account Access

AboutPHR | MyPHR Settings | Privacy Policy | Termsand Conditions | ContactUs | FAQ | Download Adobe Reader

Figure 10-26: PHR Patient Web Portal - My Accounts

c. Select one of their facilities (preferably your facility) from the My Health
Records page (Figure 10-27). The Limited Access: Displays Available Menus
opens (Figure 10-28).
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My Health Records

Inpatient Visits

Facility Name
2013 Demo Hospita

Outpatient Visits
Facility Name
2013 Demo Hospital

2013 Demo Hospital

Click on a name below to view your health records from that facility.

Visit Date and Time-

05/14/2014 00:00:00

Visit Date and Time~

01/6/2014 00-:00:00
04/29/2014 00:00:00

Document Type
textlxml =]

Document Type
textixml

oo

textixml

Figure 10-27: PHR Patient Web Portal - My Health Records Page Facility List

d. Verify the individual can view the minor’s health information based on the
updated access type (Full or Limited; Figure 10-28).

Health lssues.
Test Results
h i

Upcoming Appointments

Visit Date and Time

For More Information Past and Future Referrals

Date Time

About PHR

Specialist

My PHR Seftings ~ Privacy Policy

MARY GRANT
My health information from: 2013 DEMO HOSPITAL: Last Updated: June 3, 2014, 14:46:11, CST
My Info Date Test

Specialist

Terms of Use Contact Us FAQ

Home | Sign Out

Hello Mary Grant

Location

Location

Figure 10-28: PHR Patient Web Portal - Limited Access: Displays Available Menus

Note: If the individual can view more or less information than is
expected based on the access type, verify the type of access
granted to the individual by repeating Steps 1 through 5.

10.3 Delete Access to a Minor's PHR

In some cases, access to a minor’s PHR by a parent, legal guardian, court appointed
guardian, or individuals acting in loco parentis will need to be removed. These cases
include but are not limited to; abuse of PHR privileges, the primary provider requests
access removal, court order, or the minor becomes emancipated, etc.

To delete access to the individuals listed on the approved IHS-810 form, do the

following:

1. Go to the PHR Patient Web Portal website at https://phr.ihs.gov (Figure 10-29).

2. Logon to the PHR Patient Web Portal by entering the minor’s PHR Username
and Password and click Login. The My Health Records page opens (Figure

10-30).
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A,
g%% Indian Health Service
s
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What is the Personal Health Record?

PHR Login

*Indicates Required Field.

The Indian Health Service Personal Health Record (PHR) can
help you access your health information. You can track
medications and lab results, contact your health care provider,
and much more - all from the privacy of your personal camputer
-and mobile device.

Username* Username

o Password" Password
n use 4 | Healti ) When should | use the Personal Health Record?

R ) The PHR is a tool that provides you with timely access to your )
Any patient within the Indian Health System can register to use , - Login |~ Forgot Usemame or Password?
health information. It is not a substitute for meeting with your
health provider. If you are experiencing a medical emergency, call

11 or go immediately to the closest emergency room

the PHR. As part of the registration process, patients must verify
their identity at an Indian Health Service, tribal, or urban health
care facility.

PHR Maintenance

The PHR is updated on Thursdays between 10 pm and 11 pm
Eastern Time (9pm-10pm CT, 8pm-8pm MT, 7pm-gpm PT). You

may not be able to log into your PHR during this ime. 'We

apologize for any problem this may cause. Thank you for your

patience. If you have questions, please contact your healthcare
facility

About PHR | Privacy Policy | Terms and Conditions | ContactUs | FAQ | Download Adobe Reader

Figure 10-29: PHR Patient Web Portal Logon

3. Click the Manage My Accounts link on the My Health Records (Home) page
(Figure 10-30). The My Accounts page opens (Figure 10-31).

Hello AliceNewman. Home | Help | Sign Out

ALy,
i%% Indian Health Service Health Record @
s
My Health Records

Atlogin, this page displays your most recent visits in the last year (maximum five (5) visits)
Choose a health care facility by clicking on a Facility Name below to view your health information

The Visit Date is the most recent day you had an appointment

The Last Updated Date is when new information was added. This may be after your last visit date

Click on the disk icon to download a fle that has your health information for that visit. This can be shared with another health care provider

Search Visits by Date Range
Select Visits and enter a Start Date and End Date to search the visits you want to view. Note: Date ranges greater than 1 year, including Al Visits, may take several minutes
to complete or time out. For best results, please limit all searches to a 90 day maximum date range.

Visits: Start Date: End Date:
Last 5 (in Date Range) v 077202019 s 07/19/2020 F SEEVER
Outpatient Visits
Facility Name Visit Date + Last Updated ~ save
Neighborhood Physicians Practice 07/16/2020 07/17/2020 08:37:35 5]

My Account Information

My Messages (3)

View my activity log

Update my PHR profile settings and change my password
Manage my Accounts

ADOUtPHR | MyPHR Setngs | Privacy Policy | Terms and Conditions | Contact Us FAQ Download Adobe Reader

Indian Health Service V2.0 Patch 4

Figure 10-30: PHR Patient Web Portal - My Health Records

4. Click the Add/Update Account Access link at the bottom of the My Accounts
page (Figure 10-31). The Manage Access to my Personal Health Record (PHR)
page opens (Figure 10-32).
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Hello MGrant Home | Sign Out

ALy
g%% Indian Health Service [H_[%ﬂﬁ]
ey

My Personal Health Record (PHR): Click My Account to view your personal health information.

My Accounts

My Account

PHR Accounts | Can View: You have been granted access to view the following account(s). Click on a name to view that person’s health information.
No PHR user has delegated their information to MGrant

Manage Access to My Personal Health Record

To add. change, or remove an individual's access to view your personal health information, click Add/Update Account Access.
A Add/Update Account Access

AboutPHR | MyPHR Settings | Privacy Policy | Terms and Conditions | ContactUs | FAQ | Download Adobe Reader

Figure 10-31: PHR Patient Web Portal - My Accounts

5. Click the red circle with a white x icon under the Delete Access column on the
Manage Access to my Personal Health Record (PHR) page of the user for
whom you want to remove access (Figure 10-32). The Are You Sure You Want
To Revoke Access page opens (Figure 10-33).

Hello MGrant Home | Help | Sign Out

SRy,
i%% Indian Health Service [}{mﬂm
.A‘?s.\aﬁ".

Manage Access to my Personal Health Record (PHR)

The table below shows the people who can view your personal health information. If not one is listed, you have not given
anyone access.
Click the Add Access button to give people access to your personal health information

If you have given someone access, you can do one of the following
Click on the Update Access icon to change the type of information they can see.
Click on the Delete Access icon to remove their access to your persenal health information.

PHR User Name Name Type of Access Update Access Delete Access
jgrant John Grant Limited Access ! @
About PHR | My PHR Settings | Privacy Policy | Termsand Conditions | ContactUs | FAQ | Download Adobe Reader

Figure 10-32: PHR Patient Web Portal - Manage Access to my Personal Health Record page
with User Access Displayed

6. On the Are you sure you want to revoke access for this user dialog, click OK
to delete the user’s access.

a. To go back to the Manage Access to my Personal Health Record (PHR)
page without deleting the user’s access, click Cancel.

— B
o e S s

:I Are you sure you want to revoke delegated access for this user? |

| ok || cancel |

Figure 10-33: Are you sure you want to revoke access for this user dialog
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7. Verify the user’s access was removed on the Manage Access to my Personal
Health Record (PHR) page (Figure 10-34).

Note: If the individual’s whose access to the minor’s PHR is

being revoked is with the PHR Administrator revoking
access, ask the person to logon to the PHR and verify they
cannot view the minor’s account.

Manage Access to my Personal Health Record (PHR)

The table below shows the people who can view your personal health information. If not one is listed, you have not given
anyone access.
Click the Add Access button to give people access to your personal health information.

If you have given someone access, you can do one of the following:

Click on the Update Access icon to change the type of information they can see
Click on the Delete Access icon to remove their access to your personal health information

PHR User Name Name Type of Access Update Access Delete Access
You have not granted anyone access to view your personal health information.

<<y Accomts

Hello MGrant THelp |

A
g%% Indian Health Service REE) @

% ) 135‘"

About PHR My PHR Settings Privacy Policy Terms and Conditions Contact Us FAQ Download Adobe Reader

Figure 10-34: PHR Patient Web Portal - Manage Access to my Personal Health Record page

with No User Access Displayed

10.4 Emancipated Minors

Minors who have been emancipated according to applicable law can be granted
access to the PHR. Before an emancipated minor can access the PHR and view their
IHS Medical Record, the emancipated minor will need to complete the following

steps:

1. Register to use the PHR (see Section 6.1).

2. The patient goes to their IHS facility to complete the in-person identity
verification process (See Section 6.2).

a.

C.

Provide proof that he or she has been emancipated according to applicable
law. If it is unclear which law applies to an emancipated minor, consult the
Area HIM Consultant or the Office of General Counsel (OGC).

Provide a copy of a court’s decision that he or she is an emancipated minor as
of today or were in legal guardianship immediately before reaching the age of
being an adult in your state. The court must be located in the state of legal
residence in which the PHR account is being processed as emancipated.

The PHR Registrar verifies the patient’s identity

3. The PHR Registrar processes the patient’s application and links the patient’s
registered PHR account with their IHS Medical Record (see Section 6.3).
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4. The emancipated minor logs on to the PHR at https://phr.ihs.gov (see Section 6.4)

Note: Although an emancipated minor is under the age of 18,
emancipated minors are considered to be of legal age and
their own legal guardian. Therefore, the PHR will not filter
sensitive information (e.g., family planning, drug/alcohol
treatment, domestic violence, and STIs) for these users.

10.4.1 Grant Non-PHR Linked Emancipated Minors Access to the PHR

To grant an emancipated minor who does not have a linked PHR account access to
the PHR, do the following:

1. Complete Steps 1 through 2 described in Section 10.4. The Detailed Patient
Profile page for un-emancipated minor opens (Figure 10-35).

2. Complete Steps 1 through 7 in Section 7.1 and click Emancipated Minor. The
Manage Patient Profile (Update Emancipated Minor) dialog opens (Figure
10-36).
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VPHR e

Welcome Local

Detailed Patient Profile

AboutPHR | Privacy Policy |

Terms and Conditions |

Profile
Usemame PHRDemo
Secunty Question 1 What is the name of your pet?
Security Answer 1 Demopet
Security Question 2 Who was your childhood hero?
Security Answer 2 Demohero
Security Question 3 What is your favorite food?
Security Answer 3 Demofood
Account Status: Not Locked
Emancipated Minor: No
Title
Full Name Patient Demo
Suffix
Other Name (Alias)
Gender Female
Date of Birth 08/07/2004
Marital Status
Mother's Maiden Name
Address 456 Anywhere Dr Portland, OR 897005 United States
Preferred Contact Method Address
Email Address
Direct Address PHRDemo@direct.ihs.gov
Patient Provided HRN
IHS Recorded HRN(s)
Facility Health Record Number Show Record
No IHS Recorded Health Record Numbers
Unlink Account  Emancipated Minor  Update HRN ~ Reset Password ~ Back To Search

Contact Us

Figure 10-35: Manage Patients - Detailed Patient Profile page for un-emancipated minor

3. Click OK on the Manage Patient Profile (Update Emancipated Minor) dialog
(Figure 10-36).

Manage Patient Profile (Update Emancipate Minor) e

= - To update the Emancipated Minor value, you will be redirected to
1 the Manage Patient search page. Click the search button, select
the record, and click the View Selected Rec ord button to
complete this process.

Figure 10-36: Manage Patient Profile (Update Emancipated Minor)

Web Portal Administrator Manual
September 2020

Grant Access to a Minor's PHR

111



Personal Health Record (BPHR) Version 2.0 Patch 5

Note: A database update is required to update the emancipated
minor status. As a result, clicking the OK button will
redirect to the Admin user to the Manage Patients page
(Figure 7-2), which will invoke the call to update the
database.

4. On the Manage Patients search page (Figure 7-2), leave the search settings as is
and click Search. The Manage Patients - Search results page opens (Figure 7-4).

5. Select the PHR user account from the returned search results (Figure 7-4) and
then click View Selected Record. The Manage Patients - Detailed Patient
Profile page for emancipated minor opens (Figure 10-37).

6. The Emancipated Minor status will be updated to Yes and the Emancipated
Minor button will be updated to Not Emancipated Minor (Figure 10-37).

‘PHR Personal Health Record Welcome Local Log Out Help

Detailed Patient Profile

Patient Provided HRN

Profile
Usermame PHRDemo
Security Question 1 What is the name of your pet?
Security Answer 1 Demopet
Security Question 2 Who was your childhood hero?
Security Answer 2 Demohero
Security Question 3 What is your favorite food?
Security Answer 3 Demofood
Account Status: Not Locked
Emancipated Minor: Yes
Title
Full Name Patient Demo
Suffix
Other Name (Alias)
Gender Female
Date of Birth 08/07/2004
Marital Status
Mother's Maiden Name
Address 456 Anywhere Dr Portland, OR 97005 United States
Preferred Contact Method Address
Email Address
Direct Address PHRDemo@direct.ihs.gov

IHS Recorded HRN(s)
Facility Health Record Number Show Record

No IHS Recorded Health Record Numbers

Unlink Account  Not Emancipated Minor  Updaie HRN ~ Reset Password  Back To Search

AboutPHR | PrivacyPolicy |  Terms and Conditions | Contact Us

Figure 10-37: Manage Patients - Detailed Patient Profile page for emancipated minor
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7. Complete Steps 3 and 4 in Section 10.4 to verify PHR access.

Note: Once the emancipated minor turns 18, the account will
automatically be updated by removing emancipated minor
functionality. These accounts will remain active and linked.

10.4.2 Update a Minor’s Linked PHR Account as an Emancipated Minor

Minors who have a PHR account and have been granted access to the PHR as defined
in Sections 10.0 and 10.1 can be updated as an emancipated minor.

To update a minor’s linked PHR account to an emancipated minor, do the following:

1. Complete Step 2 in Section 10.4.

2. Remove any access to the minor’s PHR account as defined in the approved IHS-
810 form described in Section 10.0.

3. Complete the steps in Section 10.3 for each user with access to the minor’s PHR
account.

| Note: Ifthe My Accounts page is displayed skip Step 4. |

4. Complete Steps 1 through 7 in Section 7.1 and click Emancipated Minor (Figure
10-35). The Manage Patient Profile (Update Emancipated Minor) dialog
opens (Figure 10-38).

5. Click OK on the Manage Patient Profile (Update Emancipated Minor) dialog
(Figure 10-38).

Manage Patient Profile (Update Bmancipate Minor) #

To update the Emancipated Minor value, you will be redirected to
the Manage Patient search page. Click the search button, select
the record, and click the Wiew Selected Record button to
complete this process.

.
1/
/

1.4
Fo

Figure 10-38: Manage Patient Profile (Update Emancipated Minor)

Note: A database update is required to update the emancipated
minor status. As a result, clicking the OK button will
redirect to the Admin user to the Manage Patients page
(Figure 7-2), which will update the database.
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6. On the Manage Patients search page, leave the search settings as-is and click
Search (Figure 7-2). The Manage Patients - Search results page opens (Figure
7-4).

7. Select the PHR user account from the returned search results and then click View
Selected Record (Figure 7-4). The Manage Patients - Detailed Patient Profile
page for emancipated minor opens (Figure 10-36).

8. The Emancipated Minor status will be updated to Yes and the Emancipated
Minor button will be updated to Not Emancipated Minor (Figure 10-36).

Note: To ensure all delegation was removed, the account will
automatically be unlinked as part of the PHR emancipation
process and must be relinked before the emancipated minor
can view their IHS Medical Record in the PHR.

9. Complete Steps 3 and 4 in Section 10.4 to verify PHR access.

Note: Once the emancipated minor turns 18, the account will
automatically be updated by removing emancipated minor
functionality. These accounts will remain active and linked.

10.4.3 Remove Emancipated Minor Status

In some cases, an emancipated minor’s status may need to be revoked (set to No).
These may include one of the following:

e The minor’s account was updated as an emancipated minor by mistake.

e Although rare, a court may revoke a minor’s emancipation status under extreme
circumstances.

Note: If a court has revoked a minor’s emancipated status,
documented proof (a copy of the court’s decision) that the
emancipated minor’s status has been revoked is required to
remove the Emancipated Minor status.

To remove and reset an emancipated minor’s PHR account back to a standard PHR
minor account, do the following:

1. Complete Steps 1 through 7 in Section 7.1 and click Not Emancipated Minor.
The Manage Patients - Detailed Patient Profile page for emancipated minor opens
(Figure 7-5).

2. Click OK on the Manage Patient Profile (Update Emancipated Minor) dialog
(Figure 10-39).
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Manage Patient Profile (Update Emancipate Minor) b4

= - To update the Emancipated Minor value, yvou wil be redirected to

l:j the Manage Patient search page. Click the search button, select

. the record, and click the VWiew Selected Record button to
complete this process.

pTTTTmmnTmmmnem s i

OK

Figure 10-39: Manage Patient Profile (Update Emancipated Minor)

Note: A database update is required to update the emancipated
minor status. As a result, clicking the OK button will
redirect to the Admin user to the Manage Patients page
(Figure 7-2), which will invoke the call to update the
database.

3. On the Manage Patients search page (Figure 7-2), leave the search settings as is
and click Search.

4. Select the PHR user account from the returned search results (Figure 7-4), and
then click View Selected Record.

5. The Emancipated Minor status will be updated to No and the Not Emancipated
Minor button will be updated to Emancipated Minor (Figure 10-40).

Note: To ensure all delegation was removed, the account will
automatically be unlinked as part of the PHR un-
emancipation process and must be relinked before granting
access to the un-emancipated minor’s PHR.
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b 7= T ¥ - B—

Welcome Local

Detailed Patient Profile

Profile

Username

Security Question 1
Security Answer 1
Security Question 2
Security Answer 2
Security Question 3
Security Answer 3

Account Status:
Emancipated Minor:

Title

Full Name

Suffix

Other Name (Alias)
Gender

Date of Birth

Mantal Status

Mother's Maiden Name
Address

Preferred Contact Method
Email Address

Direct Address

Patient Provided HRN

IHS Recorded HRN(s)

PHRDemo

What is the name of your pet?
Demopet

Who was your childhood hero?
Demohero

What is your favorite food?
Demofood

Not Locked
Yes

Patient Demo

Female
08/07/2004

456 Anywhere Dr Portland, OR 97005 United States
Address

PHRDemo@direct.ihs.gov

AboutPHR | PrivacyPolicy |

Facility Health Record Number Show Record
No IHS Recorded Health Record Numbers
Unlink Account  Emancipated Minor  Update HRN ~ Reset Password  Back To Search

Terms and Condiions |

ContactUs

Figure 10-40: Manage Patients - Detailed Patient Profile page for un-emancipated minor

6. Complete the steps in Sections 10.0 and 10.1 to reestablish access to a minor’s

PHR, as needed.
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11.0 Report a Breach or Misuse of the PHR

All PHR administrators must report inappropriate or suspicious activities, such as
misuse of the PHR system (PHR Administrator Web Portal or PHR Patient Web
Portal applications) and PHI/PII under the PHR system, using the IHS Incident
Response Team (IRT) process and/or local facility procedures.

Additionally, local administrators shall advise the Area and/or local Privacy Officer
of the incidents and include them in the investigation, response, and any subsequent
notification that is required by law. For reporting, facilities on the IHS D1/Active
Directory are required to use IRT procedures at https://www.ihs.gov/IHM/pc/part-

8/p8cY/.

All Tribal and Urban facilities are required to follow their local policies and
procedures and required to notify IHS of such breach using IRT Incident Response
Form (https://www.ihs.gov/IHM/pc/part-8/p8c9/).
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12.0

Technical Support

IHS RPMS DIRECT Information Technology (IT) support is based on the principle
of tiered levels of support (Figure 12-1).

The levels of support provided at each tier are as defined by the OIT Standards &
Policies (See https://www.ihs.gov/oit/operations/). See local policies and procedures
for further information.

Tier 1 Tier 2 Tier 3
Clinic
: ) Area om
Custonj , H EIE-'II;I; Iﬁf;l:t e / Office /  HelpDesk

Figure 12-1: Flow of Tiered Service Support (OIT Customer Service handbook Figure 1)

121 Tier 1
PHR Tier 1 support is provided by the local Service Unit/Facility. Tier 1 is the basic
level of customer support related to IT hardware, software, and telecommunications.
Examples would include access request, reset of passwords, training, PHR Patient
Web Portal issues, and other PHR related questions.

12.2 Tier 2
PHR Tier 2 support is provided by the Area IT office and Area Administrators. Tier 2
supports provide an intermediate level of customer support related to PHR
administrative access, or system related issues. Examples would include assistance in
adding or terminating SU/FA, resetting of SU/FA Administrator passwords, or other
PHR related questions.

12.3 Tier 3
PHR Tier 3 support is provided by IHS OIT. Examples would include
troubleshooting errors in the PHR system or maintenance of the PHR system.

12.4 Requesting Help
PHR administrators should follow the Tier 1, Tier 2 and Tier 3 process for support.
As noted on the IHS website at https://www.ihs.gov/oit/operations/, Tier 3 support
from field units will be directed to the associated AO for initial support.
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12.5 E-Mail

The IHS IT Service Desk can be reached by sending e-mail message to
itsupport@ihs.gov.

12.6  Phone

The IHS IT Service Desk can be reached via phone at the number listed below. See
the OIT Customer Service Handbook for more information.

o 1-888-830-7280 (Toll Free)
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13.0 Appendices

Appendix A contains additional information about PHR Recorded Event Types.
Appendix B contains information about security and role-specific responsibilities.
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Appendix A PHR Recorded Event Types

The PHR records the following event types for each specific role. This Section lists the PHR recorded event types, a brief
description of each event, and the role the event type is recorded.

Table A-1: Recorded Event Types

Facilities

Event Display Name | Event Description Severity | Nat Admin | AO Admin | SU/FA | Registrar | Patient
Event Logging Failure Fails to purge event log and other | High X
non-specified system events
HIE Service Connection | Problems with the IHS HIE service | High X
Failure
MPI Service Connection | Problems with the IHS MPI service | High X
Failure
User Not Found in PHR | Administrator or Patient PHR High X
DB account not in the PHR SQL
database
Event Logging Successfully purged event log and | Low X
Successful other non-specified system events
Admin Account Create Fails to create an Administrator High X X X
Failure account or exceeds the permitted
number of administrative
accounts.
Create Temporary Fails to create a temporary High X X X X
Password Failure password for an administrator or
PHR User account
Audit Report Export Exports audit report X X X X
Audit Report Generation | Generate an audit report X X X X
Update Emancipation Updates emancipation information X X X X
Update Preferred Updates preferred facilities X X X X
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Event Display Name | Event Description Severity | Nat Admin | AO Admin | SU/FA | Registrar | Patient

Login Failure Administrator or Patient fails to High X X X X X
successfully logon to the PHR
Application

Patient Facility Update Fails to complete the HRN update | High X X X X

Failure functionality.

Unlink Patient Record Fails to unlink a registered PHR High X X X X

Failure User with his or her IHS Medical
Record

Admin Account Successfully inactivates an Low X X X

Inactivate Successful Administrator account

Admin Account Successfully reactivates an Low X X X

Reactivate Successful Administrator account

Admin Update Successfully updates an Low X X X X

Successful Administrator account

Login Successful Administrator or Patient Low X X X X X
successfully logs into the PHR
Application

Logout Administrator or Patient logs out of | Low X X X X X
the PHR Application

Admin Account Create Successful creation of an Medium X X X

Successful Administrator account

Admin Account Fails to inactivate an Administrator | Medium X X X

Inactivate Failure account

Admin Account Fails to reactivate an Administrator | Medium X X X

Reactivate Failure account

Admin Update Failure Fails to update an Administrator Medium X X X X
account

Create Temporary Successfully creates a temporary Medium X X X X

Password Successful password for an Administrator or
PHR User account
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Event Display Name | Event Description Severity | Nat Admin | AO Admin | SU/FA | Registrar | Patient
Unlink Patient Record Successfully unlinks a registered Medium X X X X
Successful PHR user with his or her IHS
Medical Record
Blue Button Download Blue button fails to download High X
Failure health information
Facility Not Found in PHR is unable to locate the patient | High X
PHR DB facility in the PHR database
Incorrect Security User answers one or more High X
Question Answers security questions incorrectly
when attempting to reset their
password.
No Visit Documents Unable to locate documents for High X
Found the patient in the central IHS HIE
Process Patient Fails to process a registered High X
Application Failure patient PHR application
User Forgets UserName | PHR user clicks on the forgot High X
username link and retrieves their
PHR username
User Registered Failure | PHR user fails to register High X
successfully to use PHR from the
Patient Application
Blue Button Download Patient downloads health Low X
Successful information
Medication Refill User request a medication refill Low X
Request request using the Request Refill
button.
User Accepts Privacy Patient accepts the privacy policy Low X

Policy

during the PHR registration
process from the Patient
Application

Web Portal Administrator Manual

September 2020

123

PHR Recorded Event Types




Personal Health Record (BPHR)

Version 2.0 Patch 5

Event Display Name | Event Description Severity | Nat Admin | AO Admin | SU/FA | Registrar | Patient
User Accepts Terms Patient accepts the terms and Low X
And Conditions conditions for PHR use during the
PHR registration process from the
Patient Application
User Adds Delegation PHR user adds delegated user to Low X
view their PHR
User Registered Patient successfully registers to Low X
Successful use PHR from the Patient
Application
User Select More Info User selects the info button from Low X
Button any page that includes the More
Info button/link to Medline plus
User Update Delegation | User updates delegated user Low X
access to view their PHR
View Blue Button User views the Download My Data | Low X
Section Page
View Health Issues User views the Health Issues page | Low X
Section
View Hospital User views the Hospital Low X
Admissions Section Admissions page
View Immunizations User views the Immunizations Low X
Section page
View Medications User views the Medications page Low X
Section
View More Information User views the For More Low X
Section Information page
View My Info Section User views on the My Info page Low X
View My Goals Section User views on My Goals page Low X
View Imaging Results User views on the Imaging Results | Low X

Section

page
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Event Display Name | Event Description Severity | Nat Admin | AO Admin | SU/FA | Registrar | Patient
View Medical Equipment | User views on the Medical Low X
Section Equipment page
View Procedures User views on the Procedures Low X
Section page
View Secure Messages User views on the My Messages Low X
Section page
View Test Results User views on the Test Results Low X
Section page
View Visit CCDA User selects one of their visit Low X
Document records
View Email My Data User views on Email My Data Low X
Section page
View Vital Signs Section | User views on the Vital Signs Low X
page
Process Patient Successfully processes a Medium X
Application Successful registered patient PHR application
User Delete Delegation PHR user deletes delegated user Medium X
to view their PHR
User Downloads CCDA | PHR user downloads their raw Medium X
Document data (clicks the save button on the
landing page)
User Rejects Privacy Patient rejects the privacy policy Medium X
Policy during the PHR registration
process from the Patient
Application
User Rejects Terms And | Patient rejects the terms and Medium X
Conditions conditions for PHR use during the
PHR registration process from the
Patient Application
User Update Security User updates their security Medium X
Questions questions/answers
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Event Display Name | Event Description Severity | Nat Admin | AO Admin | SU/FA | Registrar | Patient
User Updates Password | User updates/changes their Medium X
password.
User Updates Profile User updates their personal Medium X
Successful details
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Appendix B Rules of Behavior

B.1

B.1.1

The Resource and Patient Management (RPMS) system is a United States
Department of Health and Human Services (HHS), Indian Health Service (IHS)
information system that is FOR OFFICIAL USE ONLY. The RPMS system is
subject to monitoring; therefore, no expectation of privacy shall be assumed.
Individuals found performing unauthorized activities are subject to disciplinary action
including criminal prosecution.

All users (Contractors and IHS Employees) of RPMS will be provided a copy of the
Rules of Behavior (ROB) and must acknowledge that they have received and read
them prior to being granted access to a RPMS system, in accordance IHS policy.

e For a listing of general ROB for all users, see the most recent edition of /HS

General User Security Handbook (SOP 06-11a).

e For a listing of system administrators/managers rules, see the most recent edition
of the IHS Technical and Managerial Handbook (SOP 06-11b).

Both documents are available at this IHS Web site:
https://home.ihs.gov/security/index.cfmhttp://security.ihs.gov/.

Note: Users must be logged on to the IHS D1 Intranet to access
these documents.

The ROB listed in the following sections are specific to RPMS.

All RPMS Users

In addition to these rules, each application may include additional ROB that may be
defined within the documentation of that application (e.g., Dental, Pharmacy).

Access
RPMS users shall
e Only use data for which you have been granted authorization.

e Only give information to personnel who have access authority and have a need to
know.

e Always verify a caller’s identification and job purpose with your supervisor or the
entity provided as employer before providing any type of information system
access, sensitive information, or nonpublic agency information.

e Be aware that personal use of information resources is authorized on a limited
basis within the provisions Indian Health Manual Part 8, “Information Resources
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Management,” Chapter 6, “Limited Personal Use of Information Technology
Resources.”

RPMS users shall not

Retrieve information for someone who does not have authority to access the
information.

Access, research, or change any user account, file, directory, table, or record not
required to perform their official duties.

Store sensitive files on a PC hard drive, or portable devices or media, if access to
the PC or files cannot be physically or technically limited.

Exceed their authorized access limits in RPMS by changing information or
searching databases beyond the responsibilities of their jobs or by divulging
information to anyone not authorized to know that information.

B.1.2 Information Accessibility

RPMS shall restrict access to information based on the type and identity of the user.
However, regardless of the type of user, access shall be restricted to the minimum
level necessary to perform the job.

RPMS users shall

Access only those documents they created and those other documents to which
they have a valid need-to-know and to which they have specifically granted
access through an RPMS application based on their menus (job roles), keys, and
FileMan access codes. Some users may be afforded additional privileges based on
the functions they perform, such as system administrator or application
administrator.

Acquire a written preauthorization in accordance with IHS policies and
procedures prior to interconnection to or transferring data from RPMS.

B.1.3  Accountability
RPMS users shall

Behave in an ethical, technically proficient, informed, and trustworthy manner.

Log off of the system whenever they leave the vicinity of their personal
computers (PCs).

Be alert to threats and vulnerabilities in the security of the system.

Report all security incidents to their local Information System Security Officer
(ISSO)

Differentiate tasks and functions to ensure that no one person has sole access to or
control over important resources.
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e Protect all sensitive data entrusted to them as part of their government
employment.

e Abide by all Department and Agency policies and procedures and guidelines
related to ethics, conduct, behavior, and information technology (IT) information
processes.

B.1.4  Confidentiality
RPMS users shall

e Be aware of the sensitivity of electronic and hard copy information, and protect it
accordingly.

e Store hard copy reports/storage media containing confidential information in a
locked room or cabinet.

e FErase sensitive data on storage media prior to reusing or disposing of the media.
e Protect all RPMS terminals from public viewing at all times.

e Abide by all Health Insurance Portability and Accountability Act (HIPAA)
regulations to ensure patient confidentiality.

RPMS users shall not

e Allow confidential information to remain on the PC screen when someone who is
not authorized to that data is in the vicinity.

e Store sensitive files on a portable device or media without encrypting.

B.1.5 Integrity
RPMS users shall
e Protect their systems against viruses and similar malicious programs.
e Observe all software license agreements.

e Follow industry standard procedures for maintaining and managing RPMS
hardware, operating system software, application software, and/or database
software and database tables.

e Comply with all copyright regulations and license agreements associated with
RPMS software.

RPMS users shall not
e Violate federal copyright laws.
e Install or use unauthorized software within the system libraries or folders.

e Use freeware, shareware, or public domain software on/with the system without
their manager’s written permission and without scanning it for viruses first.
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B.1.6 System Logon
RPMS users shall

Have a unique User Identification/Account name and password.

Be granted access based on authenticating the account name and password
entered.

Be locked out of an account after five successive failed logon attempts within a
specified time period (e.g., one hour).

B.1.7 Passwords
RPMS users shall

Change passwords a minimum of every 90 days.
Create passwords with a minimum of eight characters.

If the system allows, use a combination of alpha-numeric characters for
passwords, with at least one uppercase letter, one lower case letter, and one
number. It is recommended, if possible, that a special character also be used in the
password.

Change vendor-supplied passwords immediately.

Protect passwords by committing them to memory or store them in a safe place
(do not store passwords in logon scripts or batch files).

Change passwords immediately if password has been seen, guessed, or otherwise
compromised, and report the compromise or suspected compromise to their ISSO.

Keep user identifications (IDs) and passwords confidential.

RPMS users shall not

Use common words found in any dictionary as a password.

Use obvious readable passwords or passwords that incorporate personal data
elements (e.g., user’s name, date of birth, address, telephone number, or social
security number; names of children or spouses; favorite band, sports team, or
automobile; or other personal attributes).

Share passwords/IDs with anyone or accept the use of another’s password/ID,
even if offered.

Reuse passwords. A new password must contain no more than five characters per
eight characters from the previous password.

Post passwords.

Keep a password list in an obvious place, such as under keyboards, in desk
drawers, or in any other location where it might be disclosed.
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e (Give a password out over the phone.

B.1.8 Backups
RPMS users shall

e Plan for contingencies such as physical disasters, loss of processing, and
disclosure of information by preparing alternate work strategies and system
recovery mechanisms.

e Make backups of systems and files on a regular, defined basis.

e Ifpossible, store backups away from the system in a secure environment.

B.1.9 Reporting
RPMS users shall

e Contact and inform their ISSO that they have identified an IT security incident
and begin the reporting process by providing an IT Incident Reporting Form
regarding this incident.

e Report security incidents as detailed in the IHS Incident Handling Guide (SOP
05-03).

RPMS users shall not

e Assume that someone else has already reported an incident. The risk of an
incident going unreported far outweighs the possibility that an incident gets
reported more than once.

B.1.10 Session Timeouts

RPMS system implements system-based timeouts that back users out of a prompt
after no more than 5 minutes of inactivity.

RPMS users shall

e Utilize a screen saver with password protection set to suspend operations at no
greater than 10 minutes of inactivity. This will prevent inappropriate access and
viewing of any material displayed on the screen after a period of inactivity.

B.1.11 Hardware
RPMS users shall

e Avoid placing system equipment near obvious environmental hazards (e.g., water
pipes).

e Keep an inventory of all system equipment.
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e Keep records of maintenance/repairs performed on system equipment.
RPMS users shall not

e Eat or drink near system equipment.

B.1.12 Awareness
RPMS users shall
e Participate in organization-wide security training as required.

e Read and adhere to security information pertaining to system hardware and
software.

e Take the annual information security awareness.

e Read all applicable RPMS manuals for the applications used in their jobs.

B.1.13 Remote Access

Each subscriber organization establishes its own policies for determining which
employees may work at home or in other remote workplace locations. Any remote
work arrangement should include the following policies that:

e Are in writing.

e Provide authentication of the remote user through the use of ID and password or
other acceptable technical means.

¢ Outline the work requirements and the security safeguards and procedures the
employee is expected to follow.

e Ensure adequate storage of files, removal, and nonrecovery of temporary files
created in processing sensitive data, virus protection, and intrusion detection, and
provide physical security for government equipment and sensitive data.

e Establish mechanisms to back up data created and/or stored at alternate work
locations.

Remote RPMS users shall

e Remotely access RPMS through a virtual private network (VPN) whenever
possible. Use of direct dial in access must be justified and approved in writing and
its use secured in accordance with industry best practices or government
procedures.

Remote RPMS users shall not

e Disable any encryption established for network, internet, and Web browser
communications
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B.2 RPMS Developers
RPMS developers shall

Always be mindful of protecting the confidentiality, availability, and integrity of
RPMS when writing or revising code.

Always follow the IHS RPMS Programming Standards and Conventions (SAC)
when developing for RPMS.

Only access information or code within the namespaces for which they have been
assigned as part of their duties.

Remember that all RPMS code is the property of the U.S. Government, not the
developer.

Not access live production systems without obtaining appropriate written access,
and shall only retain that access for the shortest period possible to accomplish the
task that requires the access.

Observe separation of duties policies and procedures to the fullest extent possible.

Document or comment all changes to any RPMS software at the time the change
or update is made. Documentation shall include the programmer’s initials, date of
change, and reason for the change.

Use checksums or other integrity mechanism when releasing their certified
applications to assure the integrity of the routines within their RPMS applications.

Follow industry best standards for systems they are assigned to develop or
maintain, and abide by all Department and Agency policies and procedures.

Document and implement security processes whenever available.

RPMS developers shall not

Write any code that adversely impacts RPMS, such as backdoor access, “Easter
eggs,” time bombs, or any other malicious code or make inappropriate comments
within the code, manuals, or help frames.

Grant any user or system administrator access to RPMS unless proper
documentation is provided.

Release any sensitive agency or patient information.

B.3 Privileged Users

Personnel who have significant access to processes and data in RPMS, such as,
system security administrators, systems administrators, and database administrators,
have added responsibilities to ensure the secure operation of RPMS.
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Privileged RPMS users shall

Verify that any user requesting access to any RPMS system has completed the
appropriate access request forms.

Ensure that government personnel and contractor personnel understand and
comply with license requirements. End users, supervisors, and functional
managers are ultimately responsible for this compliance.

Advise the system owner on matters concerning information technology security.

Assist the system owner in developing security plans, risk assessments, and
supporting documentation for the certification and accreditation process.

Ensure that any changes to RPMS that affect contingency and disaster recovery
plans are conveyed to the person responsible for maintaining continuity of
operations plans.

Ensure that adequate physical and administrative safeguards are operational
within their areas of responsibility and that access to information and data is
restricted to authorized personnel on a need-to-know basis.

Verify that users have received appropriate security training before allowing
access to RPMS.

Implement applicable security access procedures and mechanisms, incorporate
appropriate levels of system auditing, and review audit logs.

Document and investigate known or suspected security incidents or violations and
report them to the ISSO, Chief Information Security Officer (CISO), and systems
owner.

Protect the supervisor, superuser, or system administrator passwords.

Avoid instances where the same individual has responsibility for several functions
(i.e., transaction entry and transaction approval).

Watch for unscheduled, unusual, and unauthorized programs.
Help train system users on the appropriate use and security of the system.

Establish protective controls to ensure the accountability, integrity,
confidentiality, and availability of the system.

Replace passwords when a compromise is suspected. Delete user accounts as
quickly as possible from the time that the user is no longer authorized system.
Passwords forgotten by their owner should be replaced, not reissued.

Terminate user accounts when a user transfers or has been terminated. If the user
has authority to grant authorizations to others, review these other authorizations.
Retrieve any devices used to gain access to the system or equipment. Cancel
logon IDs and passwords, and delete or reassign related active and backup files.
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e Use a suspend program to prevent an unauthorized user from logging on with the
current user's ID if the system is left on and unattended.

e Verify the identity of the user when resetting passwords. This can be done either
in person or having the user answer a question that can be compared to one in the
administrator’s database.

e Shall follow industry best standards for systems they are assigned to, and abide by
all Department and Agency policies and procedures.

Privileged RPMS users shall not

e Access any files, records, systems, etc., that are not explicitly needed to perform
their duties.

e (Grant any user or system administrator access to RPMS unless proper
documentation is provided.

e Release any sensitive agency or patient information.
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Acronym List

Acronym Meaning

AO Area Office

HIE Health Information Exchange

HIM Health Information Management

IHS Indian Health Service

ISSO Information System Security Officer
ITAC Information Technology Access Control
MPI Master Patient Index

oIT Office of Information Technology

PHI Protected Health Information

PHR Personal Health Record

Pl Personally Identifiable Information
RPMS Resource and Patient Management System
SU/FA Service Unit/Facility
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Contact Information

If you have any questions or comments regarding this distribution, please contact the
IHS IT Service Desk.

Phone: (888) 830-7280 (toll free)
Web: https://www.ihs.gov/itsupport/

Email: itsupport@ihs.gov
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