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	FAQs


	Upgrade

	Am I “required” to upgrade Dentrix to version 11.0.20? 

	Dentrix Enterprise (DXE) versions prior to 8.0.96 (8.0.7, 8.0.5, 7.0)

Microsoft support for PCs with version Windows 7 (or earlier versions) ended on January 14, 2020.  (Microsoft support for earlier Windows’ version[s] ended years ago.)  IHS OIT (and likely Tribal IT staff) ‘requires’ all computers on their network to upgrade to Windows 10 to maintain security updates.  In addition, Microsoft SQL (server language) version 2008 support ended in July, 2019.  Microsoft support for [server] Windows 2008 also ended in January, 2020.  This makes each of these systems potentially vulnerable to security breaches/hacking.  If a service unit’s leadership (or IT) decides not to do these upgrades and leaves their network vulnerable to a security breach (and loss of patient PII (personally identifiable information)); there would be no support from Microsoft to defend this decision. Microsoft Best Practice is to upgrade to versions supported by Microsoft to prevent catastrophic events such as system breaches.
Similarly, Dentrix Enterprise support for DXE 8.0.7, 8.0.5 or earlier versions does not extend to use with Windows 10 or the previously mentioned Windows server upgrades.  Initial observations indicate Dentrix Enterprise 8.0.7 and 8.0.5 do continue to function with Windows 10; however, electing to remain on an unsupported version of Dentrix Enterprise (DXE 8.0.7 or earlier versions) leaves the clinic vulnerable to sudden (or incremental) loss of Dentrix Enterprise functionality as well as increased vulnerability to system breach of patient PII (Personal Identifiable Information).  

Therefore, it is our Best Practice and is highly recommended that clinics upgrade to supported versions of all of these programs / operating systems.  Dentrix Enterprise 8.0.7 was an interim option for clinics that had hardware not compatible at that time with the then approved for IHS version of DXE 8.0.96.  However, DXE 8.0.7 is no longer supported by upgrades or updates, leaving it vulnerable to the same security risks and failure risk as stated above.  
It is unknown when the combination of Windows 10 and the previously mentioned upgrades and future upgrades to server versions of SQL (2016, 2017) or Windows (2012, 2014, 2016) may result in Dentrix Enterprise (versions 8.0.7 and below) becoming non-functional.  Waiting until Dentrix Enterprise becomes incrementally (or totally) non-functional is likely not the time to start to plan for a Dentrix upgrade. Upgrading to DXE 11.0.20 takes significant time and coordination.  **NOTE** There is the risk that any future Windows 10 update (or server upgrade) could affect functionality of the DXE 8.0.7 or 8.0.5 application without warning. 
Dentrix Enterprise (DXE) version 8.0.96
Dentrix Enterprise support for version 8.0.96 will most likely end in 2022.  Therefore, it is highly recommended clinics upgrade to Dentrix Enterprise 11.0.20.  Clinics currently on DXE 8.0.96 can take advantage of current IHS EDR (Electronic Dental Record) Contract upgrade funding (see question ‘Are Dentrix Enterprise upgrades ‘free’?).  Dentrix Enterprise 11.0.20 also includes many new and enhanced features for IHS clinics.

	Will support for previous Dentrix Enterprise versions be discontinued?  If so, when?
	Dentrix Enterprise (DXE) versions prior to 8.0.96 (8.0.7, 8.0.5, 7.0)

With the Microsoft announcement of end-of life for Windows 7 and Microsoft server operating system versions, Dentrix no longer continues ‘supporting’ 8.0.5.   Dentrix also no longer supports DXE 8.0.7. This means Dentrix will not make any developments to DXE 8.0.7 or 8.0.5 (or earlier versions) to address connectivity with other systems - including the no longer supported Microsoft PC and server operating systems.  Dentrix will also not continue ‘development’ of DXE 8.0.7 or 8.0.5 to make it (8.0.7 or 8.0.5) compatible with PC and server configurations that are not listed in the ‘supported’ Dentrix Enterprise 8.0.7 or 8.0.5 System Requirements information sheet.  All current new development for IHS will also only be available in 11.0.20 (and higher versions).

The Dentrix help desk will ‘support’ clinics calling for guidance on how to do a specific function, etc. within DXE 8.0.7 or 8.0.5 and will assist to get a DXE 8.0.7 or 8.0.5 system running again; however, Dentrix will not do anything that requires reprogramming to continue connectivity with other systems.  Also, Dentrix Enterprise can no longer continue to provide the CDT and ICD-10 updates for versions prior to DXE 8.0.96. 

Dentrix Enterprise 8.0.96
As previously stated, Dentrix support for Dentrix Enterprise 8.0.96 is anticipated to end in 2022.  All new features and enhancements in Dentrix Enterprise are being developed in DXE 11.0.20.  This includes all of the new features developed for IHS use. The IHS version of DXE 11.0.20 has many significant enhancements for IHS.  All of the improvements in function for IHS will only be available in 11.0.20 (and higher versions).  

	How do I know to which version our facility should upgrade to?
	Both IHS OIT and Dentrix recommend ‘Users’ upgrade to the latest IHS/OIT approved software version when it is available.  This is true for both Microsoft software as well as RPMS / Dentrix Enterprise software.  All clinics will be upgraded to the latest IHS-approved Dentrix Enterprise 11.0.20 version.

	If our clinic is on DXE version 8.0.7, 8.0.5 or earlier version, can our clinic skip the more complex DXE 8.0.96 upgrade and just upgrade to DXE 11.0.20?
	No. If the site is on DXE 8.0.7, 8.0.5 or earlier versions, EDR support will need to upgrade the site’s system through each of the EDR Dentrix Enterprise versions, including the more complex 8.0.96 versions, until the clinic gets 11.0.20.  For Upgrades that must transition through 8.0.96 to 11.0.20, every data transaction in the entire Dentrix database is touched to convert every time/date field associated with every transaction from local time to UTC time (Coordinated Universal Time).   

	What are the system requirements for Dentrix Enterprise version upgrade?
	The system requirements for DXE 11.0.20 may be found by visiting this website:
https://hsps.pro/DentrixEnterprise/Documentation/Dentrix_Enterprise_11.0.2_System_Requirements_-_IHS.pdf

	Are Dentrix Enterprise upgrades ‘free’?  


	The IHS EDR (Electronic Dental Record) Support Contract has received funding to assist with upgrading the clinic’s current version of Dentrix Enterprise (DXE) to the most recent IHS OIT approved version of Dentrix 11.0.20.  These available funds will provide: 

· Physical EDR Server (for the Dentrix program), (additional host server for satellite clinics, if needed)

Note: Dentrix can be set up in a virtual server configuration; however, set up of the virtual server is the responsibility of the hosting entity.

· Digital image management software server (for x-ray images) (if needed)

· Microsoft SQL software upgrade

· Backup system (if needed) 

· Remote/onsite assistance from Henry Schein Technical support group*

· Remote/onsite Training * 

(*subject to travel restrictions)

Workstation/operatory computers and monitors are NOT included in the IHS EDR contract at this time.  If these items are required, your site can purchase these directly from Henry Schein.  

IHS EDR Support Contract funds can be allocated for a clinic’s upgrade once the clinic has committed to the actual ‘Live’ Upgrade date.   

This offer is available until funds are exhausted.
Note the following program requirements and limitations:

The clinic’s Dentrix Enterprise annual support agreement must be current.  

The clinic cannot purchase software, hardware, training or support service(s) on their own and then ask for a reimbursement.  The services and other items listed above must be purchased by the IHS EDR Contract and provided / given to the local site in conjunction with the EDR upgrade.  

Advantages of using EDR contract funds for your site’s upgrade services:

•
[For federal sites] There is no need to obtain competitive bids for these services as the EDR Contract has already competed these costs.

•
[For all I/T/U sites] There is no need to sign a Purchase Order (PO) with Henry Schein for the upgrade service(s).

o
Henry Schein will submit the upgrade costs directly to the IHS EDR contract (Leidos)



	How long will the actual upgrade take / clinic down time with everyone off the system / who needs to be present?


	EDR Dentrix Enterprise 8.0.7, 8.0.5 or earlier versions:

Again, if the site is on DXE 8.0.7, 8.0.5 (or earlier versions), EDR support will need to upgrade the site’s system through each of the EDR Dentrix Enterprise versions, including the more complex 8.0.96 version, until the clinic gets 11.0.20.  For Upgrades through 8.0.96, every transaction in the entire Dentrix database is touched as every time/date field associated with every transaction is converted to UTC   (Coordinated Universal Time).   

All EDR Dentrix Enterprise versions:

Depending on the size of the Dentrix Enterprise database, DXE software upgrade testing and DXE software upgrade times may vary.  Sites should allot for several hours, typically averaging 4-5 hours (possibly more). 

Users must be off Dentrix Enterprise for ‘Live’ Upgrade to the production/operational environment.  Users do not need to be off Dentrix Enterprise for the test upgrade.
During the scheduled training sessions, clinics are expected to reduce patient treatment to an absolute minimum to take maximum advantage of the training opportunity.  t

The site’s IT team will need to be available during the entire upgrade process to answer questions and resolve issues that may arise.  

	Hardware

	Do I have to upgrade my EDR server? 


	If the site’s server does not meet the minimum system requirements for the Dentrix Enterprise version upgrade desired or if the site’s servers are coming to the end of their warranty (to remain compliant), upgrading the server is necessary.  It is recommended that clinics upgrade to the latest server (and SQL) level.  It is also recommended to plan an upgrade of the servers and software at the same time in order to minimize office downtime and amount of change for the office staff.  
The system requirements for DXE 11.0.20 may be found by visiting this website:

https://hsps.pro/DentrixEnterprise/Documentation/Dentrix_Enterprise_11.0.2_System_Requirements_-_IHS.pdf

	Are virtual servers supported for my upgrade?
	Dentrix Enterprise can be set up in a virtual server configuration; however, set up of the virtual server is the responsibility of the hosting entity.  Virtual servers must meet the DXE 11.0.20 minimum system requirements found by visiting this website:
https://hsps.pro/DentrixEnterprise/Documentation/Dentrix_Enterprise_11.0.2_System_Requirements_-_IHS.pdf

	Can I buy my hardware from another vendor?
	Yes.  However, it must meet the minimum system requirements and configuration needed for Dentrix Enterprise 11.0.20.  Note:  if hardware or software is purchased by the service unit / clinic; the EDR Contrct will not reimburse the costs of those expenses.  The EDR Contract does not have the capability to reimburse expenses. 
The IHS EDR (Electronic Dental Record) Support Contract has been given funding to assist with upgrading your clinic’s current version of Dentrix Enterprise (DXE) to the most recent IHS OIT approved version of Dentrix 11.0.20.  This funding will provide any necessary servers, SQL upgrades and backup solution for the site’s upgrade.  

Workstation/operatory computers and monitors are NOT, however, included in the IHS EDR contract at this time.  If these items are required, the site can purchase these directly from Henry Schein or another vendor.

	Can I purchase workstations (computers and/or laptops) and monitors from Henry Schein?
	Yes.  A quote will be provided according to the information provided on the completed “Dentrix Self-Evaluation form”.  Workstation purchases must be either paid in full or have guaranteed funding approval in place before the upgrade will be scheduled.  

Workstations purchased by other vendors must be installed and set up on the D1 domain (if applicable) (or local network) before the upgrade will be scheduled.  

	Training

	Do I need training?
	Dental Clinics should consider if their personnel will be able to use all of the new Dentrix Enterprise 11.0.20 features and capabilities without any ‘hands-on’ training.  It is highly recommended that the site plan to provide training to the office staff to best utilize and maximize the benefits of the upgrade version.  (Calling the help desk for assistance with navigating and using all of the new 11.0.20 functional processes should not be considered the appropriate way to get training.)  Therefore, it is recommended that each site meet with the DXE Training Team contact that will be provided by the Henry Schein POC. The DXE Training Team contact will help the clinic assess the gap of knowledge between the site’s current Dentrix software release and the upgrade version.

	What is the cost of training?
	The IHS EDR (Electronic Dental Record) Support Contract has received funding to assist with upgrading your clinic’s current version of Dentrix Enterprise (DXE) to the most recent IHS OIT approved version of Dentrix 11.0.20.  These available funds are available to provide upgrade training.  IHS EDR Support Contract funds can be allocated for a clinic’s upgrade once the clinic has committed to the actual ‘Live’ Upgrade date. 
This offer is available until funds are exhausted.


	What is the “Workflow Analysis”?
	A Workflow Analysis is conducted by a Dentrix Enterprise (DXE) certified trainer to observe and analyze the clinic’s current EDR and clinic management workflows; use of DXE (version specific) capabilities; and the clinic’s desired DXE upgrade efficiency outcomes to create a report of recommendations to achieve the most appropriate balance of ‘ideal’ EDR and clinic management workflows; optimal efficiency; and training agenda.  The Workflow Analysis includes the trainer’s time collecting information and observing the clinic’s EDR and clinical staff “team” and a compiled report for training recommendations.

	Imaging

	Do I need to upgrade my imaging system i.e., DEXIS, MiPACS
	DEXIS versions 8, 9 and 10 are all compatible with Dentrix Enterprise 11.0.20.  MIPACs (the imaging system ‘approved’ for use in the current EDR contract) is what is used for new EDR implementations due to DICOM compliance feature.  

DEXIS Imaging does not work with Windows 10 and is not supported.  

	What is MiPACS?
	MiPACS is the ‘approved’ digital imaging solution for IHS EDR setups and is a ‘replacement’ for DEXIS.  MiPACS is the ‘image management’ software that processes the digital x-rays, photographs, scanned image files, etc. ‘within’ the electronic dental record and is DICOM compliant.  The ‘image management’ software is actually totally separate from Dentrix (or any other EDR or EHR system software).  There is a software ‘integrator’ program that allows the two systems to operate together.  

Because the image management software is independent of the EDR software, a clinic can continue to take x-rays even if Dentrix is not functioning.  It is also a reason why a clinic might need to access the image management software (i.e. DEXIS or MiPACS) separately from Dentrix if the ‘integrator’ software is not functioning properly.

	Getting started
	

	What do I do to get started?  
	Clinics should contact the Dentrix Enterprise Support at 800-459-8067; option 2, option 3 (Have the clinic’s Dentrix customer ID number and current DXE version available) or email IHS-Support@henryschein.com and request either a Dentrix Self-Evaluation form or System Verification form.  

To determine which form your clinic needs: identify current DXE version: DXE version is listed in the lower right corner of the Dentrix login box.  Then request and complete the form corresponding to the clinic’s current Dentrix Enterprise Version below:

Dentrix Enterprise Version[s] 8.0.7 or Prior (to include 8.0.5, 7.0.0)

· IHS Dentrix Self-Evaluation Form  (long EDR upgrade form)

Dentrix Enterprise Version[s] 8.0.96
· IHS Dentrix System Verification Form  (shortened EDR upgrade form) 

Follow the instructions listed in the first tab of each form. 

Completed forms should be submitted via email to the Leidos point-of-contact (POC), Kamisha Sullivan, at Kamisha.Sullivan@leidos.com.

Submitting the appropriately completed form begins the upgrade process using the EDR Contract assistance for EDR upgrade recommendations.   


	What staff is needed to participate?


	IT Staff, Office Manager, Dental Director, CAC, Lead Dentist – for actual upgrade 
IT Staff, Office Manager, Dental Director, CAC, Lead Dentist Hygienists, Biller, Scheduler – for training

	Support

	Dentrix Enterprise Support
	· Support team at 800-459-8067; Option 2, Option 3 (Have Dentrix customer number)

· IHS-Support@henryschein.com

	Contacts 

	Leidos EDR Site Managers 
	Kamisha Sullivan

Kamisha.Sullivan@Leidos.com 

Vonda Walker

Vonda.Walker@Leidos.com 



	Henry Schein Upgrades POC
	Larry Arko

Larry.Arko@HenrySchein.com
 

	Henry Schein Training Manager
	Jessica Napiza

Jessica.Napiza@HenryScheinOne.com
 

	Henry Schein/TechCentral Manager
	John Sferrazza

John.Sferrazza@HenrySchein.com
Phone 631-843-5500, Ext. 2222139 

	Henry Schein Support 
	 Software Upgrade Support

 Zach Horlacher (Support Manager)

 Zach.Horlacher@henryschein.com 
 Phone 800-459-8067; Option 2, Option 3 (Dentrix Support)
Jonathan Watkins (IHS Support Tech)

Jonathan.Watkins@henryschein.com 
Phone 800-459-8067; Option 2, Option 3 (Dentrix Support)

	IHS EDR Project Manager
	Dr. Joel C. Knutson, DDS 







Dental Informatics and Project Manager for the IHS Electronic Dental Record


Division of Oral Health, Indian Health Service

Team EDR: IHSEDR@ihs.gov
Joel.Knutson@ihs.gov
Phone 301-443-1106, Option “4”




The information in this document is proprietary to Leidos. 

It may not be used, reproduced, disclosed, or exported without the written approval of Leidos.
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