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Preface

This manual describes the installation of the Practice Management Application Suite
(BMW) and any additional support software needed.

BMW is a browser-enabled graphical user interface (GUI) for the Indian Health
Service (IHS) Resource and Patient Management System (RPMS) applications. It
provides improved access to existing RPMS data, and streamlines the input of new
patient data. In some aspects of its operation and configuration, this suite is also
referred to by its development name, Moonwalk.

The BMW application suite consumes Cache classes, generated by Fm2Class utility,
which maps onto FileMan files. Create, read, update, and delete (CRUD) operations
can then be performed over the generated Cache classes (SQL tables) via the
ADO.NET provider for Intersystems Ensemble/Cache.
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1.0 Release Notes

1.1 Enhancements
BMW 1.0 Patch 1 includes the following enhancements:

e A "Mini Registration™” form is now displayed in the Scheduling module when a
user attempts to schedule an appointment for a patient who is not currently
registered.

e Multiple Clinic Stop codes can now be entered when the appropriate RPMS
parameter is set to allow them via the Settings module.

e The login screen now displays a "Select a Database™ option when a user opens
BMW. Subsequent logins default to the previously-selected database, although
the user is given the option to change databases before logging in.

e Patient Record Warnings are now displayed as a list when a patient record is
opened. This list also shows whether the patient is registered at the current
facility.

e These revisions have been made to the clinic availability functions:

— Schedule copying
— Option for schedule changes to only affect the current week

— Option to block availability on the Calendar view of the Scheduling module is
available, but only to Scheduling Supervisors.

e These revisions have been made to the Tools option:

— Users can now change their verify code

— An "About" screen has been added, displaying current user information and
BMW version information. (This is primarily for Help Desk use.)

— Release Notes can now be displayed
e The login page now prompts users to update their verify code if it has expired.

e User preferences are saved as cached data, based on the database the user is
logged into.

e The patient record flag now only shows active flags.

1.2 Bug Fixes

The following corrections have been made to address issues reported to the RPMS
Helpdesk:
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HEAT#87554 Session timeout too short — The application timeout has been
increased to meet IHS security standards.

HEAT#87985 Remove application update error display — Changes have been
made to correct an application update error message displayed when running
BMW in out of browser mode.

HEAT#87985 Clinic name displayed incorrectly in Settings Module — The clinic
name is now displayed correctly in the Settings module when a user changes
divisions.

HEAT#87985 Division ID Changed to String — The Division ID field now accepts
alphanumeric characters.

Cancelled Appt Shows on EHR Application — When an appointment is canceled,
the appointment is now correctly displayed in the EHR application.

Patient Record Flag date now displays correctly.

Clinic Creation: Meeting Location — When creating a clinic, the "Clinic meets at
this location" option is now correctly saved.

Clinic Availability Configuration Screen: Copy — The "Copy" option is now
correctly disabled when configuring a new clinic schedule.

Inactive Clinic — Inactive clinics no longer allow appointment creations or show
up when searching for a resource in the Scheduling module.

Scheduling clerk can edit schedule — The Scheduling Clerk role is no longer able
to edit a clinic availability schedule unless the Modify Schedule permissions have
been set for that role.

The Clinic Workload Report no longer truncates figures in the Date column.
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2.0 Installation Notes
Prefix: BMW
Current Version: 1.0 Patch1
2.1 Contents of Distribution
File Description
bmw_0100.01.msi BMW Application Installer
bmw_0100.01db_win_2009.7z CACHE.DAT Cache database file for Windows
systems running Ensemble version 2009.1.6
bmw_0100.01db_win_2010.7z CACHE.DAT Cache database file for Windows
systems running Ensemble version 2010.2.3
bmw_0100.01db_aix_2009.tar.gz CACHE.DAT Cache database file for AIX
systems running Ensemble version 2009.1.6
bmw_0100.01db_aix_2010.tar.gz CACHE.DAT Cache database file for AIX
systems running Ensemble version 2010.2.3
bmw_0100.01i.pdf Patch 1 Installation Guide and Release Notes
for sites running Ensemble versions 2009 and
2010
bmw_0100.01u_overview.pdf User Manual — Overview
bmw_0100.01u_registration.pdf User Manual — Patient Registration Module
bmw_0100.01u_scheduling.pdf User Manual — Scheduling Module
bmw_0100.01t.pdf Technical Manual
2.2 Required Resources
2.2.1  Application Server Resources

The following resources are required on the application server:
e Microsoft® Windows® 2008 Server x64 bit
e Microsoft 11S® 7.0 (available with Windows 2008 server by default)

e Microsoft .NET Framework 4

e 4 processor cores running at 2.0 GHz or faster (for site)

e 8 processor cores running at 2.4 GHz or faster (for area office)
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e 4 GB RAM running at 1333 MHz (for site)
e 12 GB RAM running at 1333 MHz (for area office)
e 5 GB minimum free disk space (disk drives should be 10K RPM or faster)

See Appendix A of this manual for a listing of specifications for a typical BMW
application server.

2.2.2 Database Server Resources

Database servers running the BMW application require a minimum 5 GB of free disk
space.

2.2.3  Workstation Resources

The following resources are recommended for any workstations accessing the BMW
application:

e Dual-core processor running at 1.8 GHz or faster

e 4GBof RAM

e 20 GB free disk space

e Screen resolution of 1024 x 768 or higher

e Windows 7 (highly recommended) or Windows XP

e Internet Explorer® 9 (highly recommended) or Internet Explorer 8
e Microsoft Silverlight® 5.0 plugin for Internet Explorer (required)

The Silverlight plugin can be rolled out on an enterprise basis using Group
Policies or another enterprise deployment tool, or it can be installed individually
on the workstation. Silverlight is available from Microsoft at this location:
http://www.microsoft.com/getsilverlight/get-started/install/default.aspx

2.3 Before You Begin: Installation Issues

Internet connectivity on the application server is necessary to download the required
installation items.

2.4 Prerequisites
2.4.1 Ensemble Prerequisites

BMW currently supports only Ensemble versions 2009.1.6, 2010.2.3, and 2012.2.0
with support for later versions planned in the future.
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Note: This manual specifically describes the steps for installing
BMW on Ensemble versions 2009 and 2010. Refer to the
BMW Installation Guide and Release Notes for Ensemble
Version 2012 for instructions on installing BMW on
Ensemble 2012.2.0.

The examples in this Installation Manual reflect Ensemble 2010.2.3. If you are
running a different version, some of the screens you see may vary slightly from those
shown here.

A BMW-specific CACHE.DAT file is delivered as part of the installation package
and must be loaded into the Ensemble server BMW namespace.

Note: If you are running a version of Ensemble other than
2009.1.6 or 2010.2.3, contact the OIT Help Desk for a
CACHE.DAT file specific to your Ensemble version.

2.4.2 BMW Prerequisites
The following KIDS must be installed:
e BSDXV3.0
e PIMS V5.3 patch 1015
e AG V7.1 patch 10
e AUT V98.1 patch 24
e XUV8.0

2.4.3  Other Prerequisites

You will need 7-Zip software to extract the installation files from the BMW
installation package. 7-Zip is available at http://www.7-zip.org.

2.4.4  Deployment Strategy

To minimize changes to the RPMS database, BMW adopts a strategy where a
separate database is mounted or attached on a current Ensemble/Cache server. This
mounted database contains already generated Cache classes against FileMan files.
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The classes in the BMW database are generated in a specific package called BMW.
The BMW package can be mapped onto the RPMS database, thus enabling the RPMS
database to consume the mapped classes. The Cache-generated Classes will reside in
the BMW database, yet remain available to the RPMS database, thus achieving the

goal of minimizing steps for the BMW database setup when it is scaled onto several
sites.
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3.0 Installation Overview

Patch 1of the Practice Management Application Suite (BMW) is comprised of two
files: The CACHE.DAT file specific to the Ensemble version (contained in a zipped
file named bmw_0100.01db_[OS version]_[Ensemble version].xx) and the
bmw_0100.01.msi application installation file.

Save the zipped bmw_0100.01db_[OS version]_[Ensemble version].xx file to a
folder that is accessible to your database server. Similarly, save the
bmw_0100.01.msi file to a folder that is accessible to your application server.

Note: If you are installing BMW for the first time at your site,
refer to Chapters 4.0 through 8.0 of this manual for full
installation instructions. If you have already installed BMW
at your site and are now installing a patch or updated
version, see Chapter 9.0 in this manual for instructions.
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4.0

4.1

4.1.1

Installation Instructions: First-Time Install
Follow the instructions shown in Chapters 4.0 through 8.0 of this manual if you are
installing BMW for the first time at your site.

BMW contains components that run on both the RPMS server and the client personal
computer (PC). As a result, the installation instructions are separated into these
actions:

e Application Server Installation

e Database Server Installation

e Application Installation

These actions are described in detail in Chapters 5.0 through 7.0 of this manual.

The application operates in a web-based environment; there is no separate installation
necessary on workstations above and beyond the items listed in Section 2.2.3.

Acquire the SSL Certificate

BMW utilizes the Secure Sockets Layer (SSL) protocol to ensure secure
communications between its components. If your site is not on a secure domain, you
must acquire an SSL certificate. If your site is on a secure domain, an SSL certificate
IS not necessary and you can skip the steps shown in this section and in Sections 5.8
and 5.9.

Note: Since the SSL certificate acquisition may take up to 24
hours, it is recommended that you acquire the SSL
certificate before beginning the BMW installation.

The process for acquiring this certificate for sites on the IHS domain is different than
that used by sites that are not on the IHS domain.

SSL Certificate Acquisition — IHS Domain

If your site is on the IHS domain, follow these steps to acquire your SSL certificate:

1. Click Start, then Administrative Tools, and then Internet Information Services
(11S) Manager.

2. Click on the server name.

3. Inthe center panel, double-click Server Certificates in the Security section (near
the bottom of the panel), shows an example of the Internet Information Services
(11S) Manager window.
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) Internet Information Services (115) Manager =10l x|
GO (% wwsnsor » |§a @ -
Fle Wew  Help
_ W WIN-4PL9715YGXR
CHETED a9 OoenFeatre
& Start Page ome HManage Server
= 97 WIN-PLO7ISVER (WIN-4PLI7 GIRIRE aree =0 - -
_ r\-! [t . Stop
MIME Types Miodbes Oustpust Wiew Sites
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{3 a -
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Ready Chdigicert L=

Figure 4-1: Internet Information Services (1I1S) Manager

4. Next, in the Actions panel (on the right), click Create Certificate Request as
shown in Figure 4-2.
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Figure 4-2: Internet Information Services (IIS) manager - Server Certificates

5. This opens the Request Certificate Wizard shown in Figure 4-3. In the
Distinguished Name Properties dialog, enter the information as follows:

e Common Name - The name through which the certificate will be accessed
(usually the fully-qualified domain name, e.g.,
“NPACSMTBMW.d1.na.ihs.gov”).

e Organization - The legally registered name of your organization/company.

e Organizational unit - The name of your department within the organization
(e.g., “IHS”).

o City/locality - The city in which your organization is located.
e State/province - The state in which your organization is located.

e Country/region — The two-character Country code.

Installation Guide and Release Notes
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Request Certificate
{ Distinguished Name Properties
Al

Specify the required information Far the certificate, Stake/province and Cityflocaliby must be specified
as official names and they cannot contain abbreviations.

Comman name: [HPACSMTEM d1 na. hs. gov

Cirganization: IHHS

Crganizational unit: IHS

City localiby I.ﬁ.lbuquerque

state province: ||'-.||‘v1|

Counkryfregion: ILIS j

Brevious | Mexk I Einish | Cancel |

Figure 4-3: Request Certificate Wizard - Distinguished Name Properties

6. Click Next. This opens the Cryptographic Service Provider Properties dialog
(Figure 4-4).
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2ix|

Cryptographic Service Provider Properties

al

Select a cryptographic service provider and a bit length. The bit length of the encryption key
determines the certificate's encryption strength. The greater the bit length, the stronger the security.
However, a greater bit length may decrease performance.

Gidigicert pevious [ Next | Eoe | conad |

Figure 4-4: Request Certificate Wizard - Cryptographic Service Provider Properties

7. Leave both settings at their defaults (Microsoft RSA SChannel and 2048) and
then click Next.

8. Inthe dialog displayed (Figure 4-5), type a path and file name for your certificate
request file. Make note of the filename you choose and the location to which you
save it. You will need to open this file as a text file and copy the entire body of it
(including the Begin Certificate Request and End Certificate Request tags) into
the online order process when prompted.
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4.1.2

Request Certificate K E3

1 File Name
alt

™

Specify the File name For the certificate request, This information can be sent to a certification
autharity For signing.

Specify a file name For the certificate request:

|C:\inetpub\Moonwalkiscr.bxt |

Previous [est | Finish I Cancel

Figure 4-5: Request Certificate - File Name dialog

9. Click Finish to save the SSL certificate request file.

10. After you have created the certificate request and saved the file, e-mail the file to
IHSServerCertificateRequest@ihs.gov. Request the SSL Certificate in PFX
format for the BMW Application. A certificate will be issued within 24 hours and
e-mailed to the originator of the request. Once you are in receipt of the certificate,
proceed with the BMW installation as described in Chapters 5.0 through 9.0.

SSL Certificate Acquisition — Non-IHS Domain

If your site is not on the IHS domain, the steps for acquiring your SSL certificate will
vary, depending on the certificate provider. Several vendors (e.g., GoDaddy, Thawte,
and Verisign) provide SSL certificates, and the process for acquiring the certificate is
different for each.

Follow the steps provided by your SSL certificate vendor to acquire your SSL
certificate, and then proceed to the BMW installation instructions in Chapters 5.0
through 9.0.
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5.0

5.1

5.2

BMW Application Server Installation &
Configuration

.NET Framework Verification

As mentioned in Section 2.2.1, Microsoft .NET Framework 4 is required on your
BMW application server. Follow these steps to determine if it is already installed on
your application server:

1. From the Start menu, select Control Panel.
2. Click Programs and Features. A listing similar to that shown in Figure 5-1 will
be displayed.

1 Programs and Features
’79_09 "_f:if = Control Panel ~ All Conkrol Panel Ttems = Programs and Features = @I Search Programs and Features

Cantrol Panel Home Uninstall or change a program

View installed updakes Tao wninstall a program, select it From the list and then dick Uninstall, Change, or Repair,
6‘ Turn Windows features on or off
Install 2 program from the network, Orgonizel
Name = |-| Publisher I-l Install... |-I Size [-l \ersion I
[ 37-2ip 9.22beta 8j16/2012
AT g adobe Systems Incorporated Bl16f2012 116ME  10.1.4
Microsoft Corporation 2f13f2012 38.8ME  4.0,30319
Microsoft Corporation 2{13f2012 S1.9ME 4.0.30319
fluga.. = 0GRttt TB L able - 254 9., Microsoft Corporation 2132012 JE3KE 9.0.30729.4143
[ micrasoft Visual C++ 2008 Redistributable - x86 9... Microseft Corporation 2{13f2012 S9SKE  9.0.30729.41438
IESwnanlxc Endpoint Protection Symanbec Corporation 4j10f2012 1.12GE 12.1.1000.157

Figure 5-1: Programs and Features listing

3. Review the listing displayed, looking for any Microsoft NET Framework 4
entries. If none are found, install the .NET Framework 4 by following the
instructions in Section 5.2. If Microsoft .NET Framework 4 is listed, skip to
Section 5.3.

Note: You can have more than one version of the .NET
Framework on your server at the same time.

Microsoft .NET Framework 4.0 Installation

If not already installed on your server, follow these steps to install the .NET
Framework:

1. Download .Net Framework 4 from the Microsoft download center at:
http://www.microsoft.com/download/en/details.aspx?id=17851

2. Double-click the downloaded file to run the .Net Framework 4 setup. The
License Terms dialog (Figure 5-2) is displayed:
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. Microsoft .NET Framework 4 Setup = || =] R
MNET Framework 4 Setup N
Please accept the license terms to continue., Micrasal
NET
a
MICROSOFT SOFTWARE M
| I have read and accept the license terms. = H
Download size estimate: 37 MB
Download time estimates: DialHJp: 91 minutes
Broadband: & minutes
| Install | | Cancel

Figure 5-2: .NET Framework License Terms dialog
3. Select I have read and accept the license terms to accept the license agreement.

4. Click Install. Respond to any prompts presented as the installation proceeds.
When completed, the Installation is Complete dialog (Figure 5-3) displays:
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. Microsoft MET Framework 4 Setup EI =] @

Installation Is Complete

N .NET Framework 4 has been installed.

Microsoft®

NET

Chedk for more recent versions on Windows Update,

Figure 5-3: .NET Framework Installation is Complete dialog

5. Click Finish to complete the installation. If necessary, restart the server.

6. As a final step, run the Windows Updates utility to check for and install any .NET
Framework updates if available.

Note: It is very important to check for and install any .NET
Framework updates. These updates can be critical to the
stability and security of BMW operation.

5.3 Internet Information Services (IIS) 7.0 Installation

If not already installed on your server, follow these steps to install the Microsoft
Internet Information Services:

1. Select Server Manager from the Administrative Tools menu as shown in Figure
o-4:
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E Internet Information Services (I115)
. Manager

@ Internet Explorer

- Administrator @ Performance Monitor
| Motepad 3 =z :
“~ i Security Configuration Wizard
ErmE R Documents E 5 -a'r Manager
L. Services Get an overview of the status of this server, perform top
Computer 3 management tasks, and add or remove server roles and
Event Viewer | EEEE SR features. '
Storage Explorer
Metwork =
System Configuration
e r— (1) Task Scheduler

3 All Programs

Devices and Printers

Administrative Tools

Help and Support

Run...

. Remote Desktop Services 3
. Component Services
;%; Computer Management
E Data Sources (ODBC)
@ Event Viewer
W_:] Internet Information Services (I15) Manager
& i5CSI Initiator
S Local Security Policy

e

€ i
\T‘T“' ;

@& Windows Firewall with Advanced Security
[ Windows Memory Diagnostic

£ windows PowerShell Modules

b @ Windows Server Backup

I Search programs and files

@J Log off >|

Figure 5-4: Open Server Manager applet

2. Click Roles in the left pane (Figure 5-5).

Elle  Action  ¥iew Help

. server Manager _[O[x

&= 7mE

3 Roles
il Features
i Diagnostics
Bl 5} Configuration
Task Scheduler
9 Windows Firewall with Adve
£ Services
i WMI Contral
= & Local Users and Groups
" Users
1 Groups
g Storage

(~ Roles Summary

~| Web Server (II5)

! Role Status

ﬁ, # View the health of the roles installed on your server and add or remove roles and features,
 d

~ Roles: 1 of 17 installed

(i) Web Server (115)

Provides a relisble, manageable, and scalable Wweb application infrastructure,

ﬂ Roles Summary Help

3{; Add Roles

3:5 Remove %s

e Server (115) Help

iao bo Web Server (I15)

Messages: None
System Services: 4 Running, 1 Stopped

) Events: S informational in the last 24 hours

'~ Role Services: 24 installed

Best Practices Analyzer: To start a Best Practices Analyzer scan, ga to the Best Practices Analyzer
tile on this rale's homepage and click Scan this Role

b Add Role Services

Figure 5-5: Add Roles

B R Role 5
Role Service [ Status | 52 Remove Role Services
" Web Server Installed
L‘:’J Common HTTP Features Installed

3. If you already set up a web server, click Select Roles and skip to Step 5.

If you have not yet set up a web server, click Add Roles on the right pane.

Review the Before You Begin dialog, and then click Next.
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5. The Select Server Roles dialog (Figure 5-6) is displayed:

Add Roles Wizard

=
iﬁ:ﬁ Select Server Roles

Before You Begin

Confirrmation

Progress

|: Active Directory Federation Services
Results

[ application Server

|: DHCP Server

|: DMS Server

|: Fax Server

[] File Services

[ Metwork Policy and Access Services
|: Print Services

|: Terminal Services

|: UDDI Services

[] web Server (115}

[ windows Deployment Services
[ windows Server Update Services

More about server roles

[] Active Directory Lightweight Directory Services
|: Active Directory Rights Management Services

Select one or more roles to install on this server.

Descripkion:

Active Directory Certificate Services
{AD C5) is used bo create certification
authorities and related role services
that allows vou to issue and manage
certificates used in a variety of
applications.

< Previous I

Nexk = I Install Cancel

Figure 5-6: Select Server Roles dialog

6. Select Web Server (11S). The Add Roles Wizard (Figure 5-7) is displayed:

add Roles Wizard

=
ig:b Select Server Roles

Before You Begin

Select one or more roles to install on this server.

Rales: Descripkion:
Confirmation = . = = Active Directory Certificate Services
L ACt!VB D!rectory CertlF!cate Sz.er'wces (AD 5 is used to create certification
Progress [] Active Directory Domain Services b e
Bzt Add Roles Wizard E ]\apage
o
Add features required for Web Server (l15)?
Y'ou cannot install Web Server (I15] unless the required features are alza installed
Features: Description:
= ‘windows Process Activation Service Windo\?ﬁs F'rohcelslss Activation Sedr\fice )
generalizes the |15 process model, removing
P[DC?SS M.Dd8| the dependency on HTTP. All the features..
Configuration APls
Add Required Features I Cancel |
(i) ‘why are thess features required?
L W q 5
L4 T [o] BT Upgats Serviies
More shout server roles
< Previous I Tlewt = Inistall Cancel

Figure 5-7: Add Roles Wizard

x|
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7. Click Add Required Features. The Web Server (11S) dialog (Figure 5-8) is
displayed:

Add Roles Wizard

E
! Woeb Server (IIS)

Eefore You Begin Introduction to Web Server (II15)

e e ‘Weh servers are computers that have specific software that allows them ko accept requests from client

computers and return responses to those requests, Web servers let vou share information over the Internet, or
through intranets and extranets. The \Web Server role includes Internet Infarmation Services (115} 7.0, a unified
‘Web platform that integrates I1S 7.0, ASP.MET, and Windows Communication Foundation, 1IS 7.0 also features
enhanced security, simplified diagnostics, and delegated administration.

Role Services

Confirmation

Things to Note
Progress i Using Windows System Resource Manager (WSRIM) can help ensure equitable servicing of Web server
Results traffic especially when there are multiple roles on this computer,

i The default installation For the Web Server (I15) role includes the installation of rale services that enable
wou o serve skatic content, make minor customizations {such as default documents and HTTP errors),
monitor and log server activity, and configure static content compression.

Additional Information

Owverview of Web Server (T15)

Overview of Available Role Services in 115 7.0
115 Checklists

Common Administrative Tasks in 115
Cverview of WSRM

< Previous | Mext = I Install Cancel

Figure 5-8: Add Roles Wizard Web Server (IIS) dialog

8. Click Next. The Select Role Services dialog (Figure 5-9) displays:
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Add Roles Wizard [ %]

ES}' Select Role Services

Befare You Begin

Server Roles

‘Web Server (I1S5)

Confirmation
Frogress

Results

Select the role services to install For Web Server (I15):

Role services:

=l [E web server
=l [¥] Common HTTP Features
[¥] Static Content
[¥] Default Document
IZ Direckory Browsing
IZ HTTP Etrors
[¥] HTTP Redirection
= [@ application Development
[¥] ask.MET
[¥] MET Extensibility
[] asp
[ car
[V] 158PI Extensions
[/] 154P1 Filters
[T server Side Includes
=l [E Health and Diagnostics
[¥] HTTP Logging
[ Logging Tools
IZ Request Monitor
[1 Tracing
["1 custom Logging
1 AREE 1 i

More about role services

|»

[~

Description:

‘windows authentication is a low cosk
authentication solution For internal
‘Web sites. This authentication scheme
allows adrministratars in a Windows
domain ko take advantage of the
domain infrastructure for
authenticating users. Do not use
Wwindows authentication if users who
must be authenticated access your
‘Web site From behind firewalls and
Procy SEervers,

Mexk = I Install Cancel

Figure 5-9: Add Roles Wizard Select Role Services dialog

9. Clear any checked boxes and enable the following role services:

e Common HTTP Features

— Static Content

— Default Document
— Directory Browsing

— HTTP Errors

— HTTP Redirection
e Application Development

ASP.NET

— .NET Extensibility

ISAPI Extensions
— ISAPI Filters

e Health and Diagnostics (optional)

— HTTP Logging
— Request Monitor

e Security

— Request Filtering
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e Performance

— Static Content Compression

— Dynamic Content Compression
e Management Tools

— 1IS Management Console

— 11S 6 Metabase Compatibility

10. Click Next to display the Confirm Installation Selections dialog shown in
Figure 5-10. Click Install.

! * Confirm Installation Selections

Before You Eegin

To install the Following roles, role services, or Features, click Install,
. Server Roles .
1 i) 2informational messages below

‘Web Server (11S)

Role Services i:i.i' This server might need to be restarted after the installation completes, —
Confirmation ~| Web Server (II5)
Progress nj:i:jn Find out more about Windows System Resource Manager (WSRM) and how it can help optimize
o ~ CPUusage

Web Server

Common HTTP Features
Static Cantent
Drefaulk Document
Directory Browsing
HTTP Errors
HTTP Redirection

Application Development |-
ASP.NET
MET Extensibility
ISAPI Extensions
ISAPI Filters

Health and Diagnaostics
HTTP Logging
Rennesk Monikor LI

Print, e-mail, or save this information

| < Previous | Tewt = | Install I Cancel

Figure 5-10: Add Roles Wizard Confirm Installation Selections dialog

11. The Installation Results dialog displays as shown in (Figure 5-11):
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Add Roles Wizard E3

EE:E Installation Results

Befaore You Begin X . .
The Following roles, role services, or features were installed successfully:
Server Roles

web Server (115) ~! Web Server (IIS) 'Q:—J" Installation succeeded =

DolE Serfices The following role services were installed:
WwWeb Server
Common HTTP Features
FProgress Skatic Conkent
Default Docurnent
Direckory Browsing
HTTP Errars
HTTP Redirection
Application Development
ASPL.MET
MET Extensibility
ISAFT Extensions
ISAPI Filters
Health and Diagnostics
HTTP Logaging
Request Monitor
Security
Request Filkering
Performance
Skatir Conkenk Comnressinn L‘

Confirmation

Results

Print, e-mail, or save the installation report

= Previous | [dewt = I Close I Zance|

Figure 5-11: Add Roles Wizard Installation Results dialog

12. Click Close to complete the installation and end the process.

54 Windows Communication Foundation (WCF) Activation
Follow these steps to activate the Windows Communication Foundation:

1. Select Server Manager from the Administrative Tools menu as described in
Section 5.3.

2. Select Features in the left pane to display the Features pane.

3. Select Add Features as shown in Figure 5-12:
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F,=5erver Manager _I_I- jm| 1'
File Acton View Help

&2z H

P Roles

g
f‘g Diagnostics View the status of features installed on this server and add or remove features.
j’ﬁ Configuration 2

3 storage

-~ Features Summary Features Summary Help

~| Features: 0 of 42 installed &7 Add Features

Eﬂ Remove Features

4 | | _>| £) Last Refresh: Today at 8:06 AM Configure refresh

Figure 5-12: Server Manager Features applet selected

4. Select the NET Framework 3.x Features as shown in Figure 5-13, including the
WFC Activation options:

Note: The example in Figure 5-13 shows .NET Framework 3.0.

You may see a different .NET Framework version (i.e., 3.0)
ON your Server.
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Add Features Wizard

="

_,:ﬂ}' Select Features
[ w"

Features

Confirmation
Progress

Results

Select one or more features to install on this server,
Features:

= IZ MET Framework 3.5.1 Features
[¥] .MET Framework 3.5.1
B[] WCF Ackivation
[¥] HTTP Activation
[¥] Mon-HTTP activation
[] Background Inteligent Transfer Service (BITS)
’: BitLocker Drive Encryption
[] BranchCache
|: Connection Manager Administration Kit
[ pDeskkop Experience
|: DirectAccess Management Console
’: Group Policy Management
[] 1nk and Handwriting Services
[] 1nternet Printing Client
’: Inkternek Storage Mame Server
[ LPR Part Moritor
[] Message Queving
[ mMultipath 1j0
[ Metwark Load Balancing
[ Peer Mame Resolution Protocol

4

More about features

Drescripkion:

Microsoft JMET Framework 3.5.1
combines the power of the \MET
Framework 2.0 APIs with new
technologies For building applications
that offer appealing user interfaces,
protect vour customers' personal
identity information, enable seanless
and secure communication, and
provide the ability to model a range of
business processes,

= Brevious | Mext = I Install Cancel

Figure 5-13: Add Features Wizard - Select Features dialog

5. Click Next to view the Confirm Installation Selections dialog (Figure 5-14).
Click Install to complete the process.
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Add Features Wizard

- Confirm Installation Selections
e

Features
To install the Following roles, role services, or features, dick Install,

Confirmation

Progress
Results (T) This sarver mright: nieed to be restarted after the inctallation completes.

. NET Framework 3.5.1 Features

NET Framework 3.5.1

WCF Activation
HTTP Actheation

Hon=HTTP Activation

< Pravious I I Install Cancel

Figure 5-14: Add Features Wizard - Confirm Installation Selections dialog

6. Click Next to view the Installation Results (Figure 5-15).
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Add Features Wizard

= E Installation Results
G

Features
The Fiollowing roles, role services, or features were installed successfully:
Confirmakion

1 1 warning message below

Progress

1, ‘Windows automatic updating is not enabled, To ensure that your newdy-installed role o feature is
automaticaly updated, turn on Windows Update in Control Panel,

~! NET Framework 3.5.1 Features &) mstallation succeeded
The folowing Festures were instaled:
MET Framework 3.5.1
WILCF Activatbon
HTTE Activation
Mon-HTTF &cthvation

e o]

Figure 5-15: Add Features Wizard - WCF Installation results

7. Click Close to complete the WCF installation.

5.5 Adding MIME Types
Follow these steps to add MIME types:

1. Select Internet Information Services (11S) Manager from the Administrative
Tools menu as shown in Figure 5-16:
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. Remote Desktop Services 3
2. Component Services
;g; Computer Management
5 Data Sources (ODBC)
@ Event Viewer

q% Internet Information Services (I15) Sy

. Manager

@ Internet Explorer

"—'E Internet Information Services (I15) Manager
& i5CST Initiator
= Local Security Policy

N
ey
[ &

- Administrator @ Performance Monitor
| Motepad 3 =
-~ _f_é Security Configuration Wizard
Jocuments. =L Server Manager
s Command Prompt i =
. Services
Computer a
Event Viewer ‘21| Share and Storage Management
Storage Explorer
Metwork = a5 Expl
J System Configuration
o () Task Scheduler
D Windows Firewall with Advanced Security
Devices and Printers (%] Windows Memary Diagnostic

E Windows PowerShell Modules

Administrative Tools » @ s Fera D

Help and Support

Run...

» All Programs:

I Search programs and files @J Log off Dl

Figure 5-16: Opening Internet Information Services (IIS) Manager

2. Select the application server in the left pane as shown in Figure 5-17:

Comnections
Q- 112 18 @) WIN-JVBDKHHJAQS Home

W5 Start Page

595 WIN-VEDKHHIAGS (Wit-Jvepk | STOUP By Ares - -
i [} Application Pools ASP.NET
(& Sikes

e e 8 B L F B B & &

MET MET METTrust  Application  Connection  MachineKey  Pagesand  Providers  Session State  SMTP E-mail
Compilstion ~ Globalization  Lewels Settings Strings Controls

11s

futhentication Compression  Default Directory  EmorPages  Handler  HTTPRedrect  HTTP  154PTand CGI ISAPI Fiters
Document  Browsing Mappings Respo...  Restrictions
— e,
B H #= T 2
=i b o oty
Logging Modules Output Server Warker
Cathing  Certificates Processes
Management
é%:

Feature Shared
Delegation  Configuration

Figure 5-17: 1IS Management Console

3. Double-click MIME Types to display the MIME Types window as shown in
Figure 5-18:
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R "} internet Information Services {115} Manager

@..,. N3 b WRTMERIAAE b

e  You el
o
Q- iz 18 Gy MIME Types ...
i :‘mmmm Use this festure to menage the kst of thiat ane served a5 static fles by the Web server L
Lt Appkcation Pocks Gronply: Mo Grouging e
e Extenzon - [ e Type | Entry Trpe I =]
=] tethazy Locel
o appkeskionjortet st Loesl J
on appbeationfoctet-st. . Locel
oceds appleationjmaenss Loesl
accde applcetionimesccess  Local
o aphestionjmacoms Lol
-aex appheation/rbernet...  Local
o sopheationfoctet-st.,  Local
r ek ationpowaret  Local
of sudefe-aff Lecel
ke ol Lol
o sudofaff Locel
ppestin ke stioneameng... Loc
art magelig Locdl
sl ok son/otetdt,., L
st - Loeal
b aopheationfoctet-st.., Lot
am Yot o Loeal
g et e Local
- - [
e vadeoinms-asf Locdl
o mpkson/stonrod  Locel
. audofbasic Locel
el videsfu-mevdes (]
s applcationjolescrgt Loeal
b tetipian Local
bepie appleskionobepin Leeal =
. ] [Elrestuaes ven . coreant iew
Condiga st T abunt’ gl aticrnd onidiy uy

Figure 5-18: MIME Types window

4. Click Add in the Actions pane. The Add MIME Type dialog (Figure 5-19)

displays:
Add MIME Type EHE |

File name extension:

MIME Evpe:
|

K I Zancel

Figure 5-19: Blank Add MIME Type dialog
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5. Type the .aspx text in the File name extension field. Type the text/html text in
the MIME type field as shown in Figure 5-20. Click OK.

Add MIME Type [ 7]

File name extension:

| .aspi

MIME type:
Jtext/htm]

OK I Cancel |

Figure 5-20: Add MIME Type .aspx Extension

6. Inthe MIME Types dialog (Figure 5-18), click Add in the Actions pane on the
right of the screen.

7. Type the .svc text in the File name extension field. Type the
application/soap+msbinl text in the MIME type field as shown in Figure 5-21.

Click OK.
Add MIME Type E E |

File name exkension:

I.S"\"E

MIME Evpe:
Iapplicatinn,l's-:uap+msbin1|

Ik I Cancel

Figure 5-21: Add MIME Type .svc Extension

8. Click the back arrow in the upper left corner of the 11S Manager window (Figure
5-18) to return to the 11S Manager Start window.

5.6 HTTP Compression Configuration
Follow these steps to configure HTTP compression:

1. Using Windows Explorer, browse to C:\Windows\System32\inetsrv\config as
shown in Figure 5-22.

Note: This folder is typically hidden; you may need to manually
type the folder path in the Windows Explorer address bar.
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. C:\ Windows' System32\inetsrv' config

9( )o ‘ - Computer vlLocaI Disk. (C:)lv Windows = System32 = inetsry = config = - l‘all Search canfig L2
Organize ¥ |Open ¥ Mew folder = o~ O @
¢ Favorites Mame « Date maodified | Type Size v| |
MR Deskrop Export 1/8/2010 9:45 PM File folder
& Downloads schema 2§27§2012 10:09 4M  File Folder
& Recent Plares £ administration.config 2j27(2012 10:27 AM CONFIG File 18 KB
ﬂ applicatio config 2 COMFIG File
- Libraties —— - y
_ | redirection, config 1/6/20109:45 FM COMFIG File 1KE
j Documents
3 PMusic
[ Pictures
a Wideos
1M Computer
,‘;, Local Disk (C:)
 Data (D:)
€l Metwork
applicationHost.config Date modified: 2f28/2012 2:29 PM Date created: 1/8/2010 9:45 PM
CONFIG File Size: 78.7 KB

Figure 5-22: Location of applicationHost.config file

2. Open the applicationHost.config file with a text editor such as Notepad and find
the httpCompression tag. Figure 5-23 shows a typical applicationHost.config file
after scrolling down to the httpCompression tag.

Note: The statements following the tag in the file on the system
might not match those in this example.

<httpCompression directory="%SystemDrive%\inetpub\temp\I1S Temporary Compressed Files'">
<scheme name="gzip" dII="%Windir%\system32\inetsrv\gzip.dll" />
<dynamicTypes>
<add mimeType=""text/*" enabled=""true" />
<add mimeType="message/*" enabled="true" />
<add mimeType="application/x-javascript"” enabled="true" />
<add mimeType="*/*" enabled="false" />
</dynamicTypes>
<staticTypes>
<add mimeType=""text/*" enabled=""true" />
<add mimeType="message/*" enabled="true" />
<add mimeType="application/javascript” enabled="true" />
<add mimeType=""*/*" enabled="false" />
</staticTypes>
</httpCompression>

Figure 5-23: Section of a typical applicationHost.config file

3. If not already present in your applicationHost.config file, ensure the dynamic
compression level and dynamic type statements are added to the file as shown in
Figure 5-24:
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<httpCompression directory="%SystemDrive%\inetpub\temp\l1S Temporary Compressed Files'>
<scheme name="gzip" dII="%Windir%\system32\inetsrv\gzip.-dll'" dynamicCompressionLevel="5" />
<dynamicTypes>
<add mimeType=""text/*" enabled=""true" />
<add mimeType="message/*' enabled="true" />
<add mimeType=""application/x-javascript"” enabled="true" />
<add mimeType="application/soap+msbinl™ enabled="true" />
<add mimeType=""*/*" enabled=""false" />
</dynamicTypes>
<staticTypes>
<add mimeType=""text/*" enabled="true" />
<add mimeType="message/*" enabled="true" />
<add mimeType="application/javascript" enabled="true" />
<add mimeType=""*/*" enabled="false" />
</staticTypes>
</httpCompression>

Figure 5-24: Typical applicationHost.config file after changes

4. When finished editing the applicationHost.config file, save it and exit from the
text editor.

5.7 Moonwalk Web Site Setup

5.7.1  Add the Application Pool
Follow these steps to add the Application Pool:

1. Return to the 11S Manager opened in Section 5.5 and browse to Application
Pools in the tree structure below your IS node as shown in Figure 5-25.

"’-'Elnternet Information Services (IIS) Manager

@ &Y [ ) v WIN-WEDKHHIAQS » Application Pools

File  Wiew  Help

_ on lication Pools
e iz |8 g P
@i Skart Page
EI---HE WIN-JWBDKHHIAQS (WIN-WED

This page lets vou view and manage the list of application pools on the server. Application pools are associated with works
provide isolation among different applications.

é:’ Application Pools .
B8] Sites Filter: TG0 - g Show Al | Group byt Mo Grooping -
% Default web Site Mame =~ | Status | JMET Frame. .. I Managed Pipeli. . | Identit | Applications
() Classic NET App... Started  v2.0 Classic MetworkService 0
;’DefaultnppPool Started vz.0 Integrated MebworkService 1

Figure 5-25: 1IS Manager browsed to Application Pools

2. Right-click Application Pools and select Add Application Pool.

3. Inthe dialog displayed, type the name of the application pool (Moonwalk), and
then select version 4.x of the .NET Framework.

4. Click OK. Figure 5-26 shows an example of the dialog after typing the required
information.
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Add Application Pool EH |

Mame:

IMu:u:unwaIk

\MET Framework wersion:

|.MET Framework v4.0.30313

Managed pipeline mode;
IIntegrated ﬂ

V¥ start application pool immediately

i Cancel |

Figure 5-26: Add Application Pool dialog

5. Right-click the newly application pool in 11S Manager and click Advanced
Settings. A dialog similar to Figure 5-27 displays:

Advanced Settings

[ 7] x]

E {General)
MET Framework, Version
Managed Pipeline Mode
Mame
Queue Length
Start Automatically
B cru
Lirnik
Limit Actian
Limit Interval (minutes)
Processor Affinity Enabled
Processor AfFinity Mask
E Process Model
Identity

Idle Time-ouk {minutes)

Load User Profile
Maximum Worker Processes
Ping Enabled

Ping Period {seconds)
Shutdawn Tirme Limit (seconds)
Starktup Time Limit {seconds)

Fl Pencece Nenhaninn

Ping Maximum Response Time {seconc

-

4.0
Integrated
Moonwalkhew
1000

True

u]

Mabction

s

False
4204967205

ApplicationPoolldentity
20

False

1

True

a0

30

a0

a0

Idle Time-out {minutes)

requests are received.

[idleTimeout] Amount of time {in minutes) a worker process will remain idle before it
shuts down. A worker process is idle if it is not processing reguests and no new

0]4 |

Cancel I

%

Figure 5-27: Application Pool Advanced Settings

6. Update the Idle Time-out value to 120 minutes.

7. Click OK to save the changes and close the dialog.
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5.7.2 Create a Moonwalk Folder

To aid in setting up the Moonwalk web site, create a C:\inetpub\Moonwalk folder by
following these steps:

1. Using Windows Explorer, navigate to C:\inetpub on your Windows application
server.
2. Click Organize, and then select New Folder.

3. Type Moonwalk, and then press Enter to create the C:\inetpub\Moonwalk folder.

5.7.3  Add the New Site
Follow these steps to add the new web site:
1. Right-click Sites in the Connections pane of the IIS Manager and select Add
Web Site. In the dialog displayed (Figure 5-28), type the following:
a. In the Site name field, enter Moonwalk.

b. Click Select and select the Moonwalk application pool you created in the
previous steps.

c. Inthe Physical Path field, browse to the C:\inetpub\Moonwalk folder you
created in Section 5.7.2. Be aware that your location will be different if the
folder was created on a different drive.
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Add Web Site EH |

Sike narne:

Application poal;

IMl:n:nnwaIk

IMl:u:nnwaIk

Select, .. |

— Conkenkt Direckory

Phwsical path:

IC:'I,inetpuI:-'l,Mn:n:-nwaIId

Pass-through authentication

Conneck as... | Tesk Settings. ..

L

—Binding

Type: IF address:

Part:

Ihttp j IF'.II Unassigned

Hosk name:

= o

Example: vy, contoso. com or marketing. contoso,com

¥ Start web site imrnediately

o |

Zancel

Figure 5-28: Add Web Site dialog

2.

Accept the default settings in the Binding section of the dialog unless you have a

specific reason not to do so. If you use a port other than the default Port 80,
ensure that port is open on your firewall.

3. Click OK to save the changes and close the Add Web Site dialog.

5.8

Install the SSL Certificate

Follow these steps to install the SSL server certificate you acquired in Section 4.1:

1.
(11S) Manager.

Click Start, then Administrative Tools, and then Internet Information Services

Click on the server name in the left panel.

Double-click Server Certificates in the Security section (near the bottom of the

panel), Figure 5-29 shows an example of the Internet Information Services

(11S) Manager window.
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Figure 5-29: Internet Information Services (IIS) Manager

The Import Certificate dialog is displayed.

Next, in the Actions panel (on the right), click Import as shown in Figure 5-30.
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Figure 5-30: Import Server Certificate dialog
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5.

7.

In the Import Certificate dialog shown in Figure 5-30, click [...] to browse to
the location where you saved the server certificate file you acquired in Section
4.1.

In the Password field, type the password provided to you by the IHS Server
Certificate Request team (or in the case of non-tribal sites, by the issuing authority
from which you acquired your server certificate). If your server certificate was
acquired from another issuing authority, you may or may not have received a
password. Enter the password if applicable; otherwise leave this field blank.

Click OK to complete the import procedure.

5.9 Configure the SSL Certificate

Follow these steps to configure the SSL certificate:

1.

o &~ w DN

In the Internet Information Services Manager window, select the name of the
server where you installed the certificate.

Under Sites, select the site to be secured with the SSL certificate.
In the Actions pane, click Bindings.

Click Add.

In Add Site Binding:

a. For Type, select https.
b. For IP address, select All Unassigned, or the IP address of the site.
c. For Port, type 443.

Note: When installing SSL with https (port 443), you must first
remove the previous site bindings for http (typically port
80). The Site Bindings dialog shown in Figure 5-31 will
indicate whether you have any http site bindings and allow
you to remove them if they are present.

d. Select the SSL certificate just installed. Click OK.
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Figure 5-31: Edit Site Binding dialog
6. Click Close.
7. Close Internet Information Services (11S) Manager.

The SSL Certificate is now configured. Visit the website via an HTTPS connection —
using the domain name, not the IP address — to verify the installation.
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6.0

6.1

6.1.1

6.2

6.2.1

BMW Database Server Installation &
Configuration

Introduction

This chapter outlines the artifacts essential for setting up and configuring an IHS
RPMS database server in order for the BMW application to be executed against the
RPMS database. It also provides steps to set up such an environment.

Assumptions
This chapter assumes the following:

e Ensemble/Cache server (running one of the supported versions as described in
Section 2.4.1) has already been set up.

e An RPMS database is already set up on the Ensemble/Cache server.

e The person performing the installation and configuration has the appropriate
rights to mount databases, create a namespace, and edit namespace settings for the
RPMS database.

Setup

In this manual, “EBCI” is the name of the RPMS database used. The name may be
different on your system. The steps shown in the following sections will guide you
through setting up the BMW database for the IHS RPMS environment.

Create the /BMW Folder

Create a /BMW folder under the default database folder on your database server. This
is the folder where the BMW CACHE.DAT file will reside.

For Windows systems, use Windows Explorer as described in section 5.7.2
(substituting the appropriate drive letter and folder names).

For AIX systems, issue the following command at the command prompt. (Note that
this example is using usr3 as the default database directory. Your default directory
will likely be different.):

$mkdir /Zusr3/cachedata/bmw/
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6.2.2

6.2.3

6.2.4

Unzip the BMW zip file

Using the 7-Zip software referenced in Section 2.4.3, unzip the
bmw_0100db_win_nnnn.7z file (or bmw_0100db_aix_ nnnn.7z if applicable). The
bmw_0100db_win_ nnnn.7z file contains the BMW database, named CACHE.DAT,
which will be mounted onto the Ensemble/Cache server in the steps shown in Section
6.2.6.

Unzip this file on a workstation or other local machine, not on your database server
itself. After is it unzipped, it will be moved to the database server as described in
Section 6.2.3

Move CACHE.DAT to the Database Server

After unzipping the compressed file, move the CACHE.DAT file contained within it
to the /BMW folder you created in Section 6.2.1. If you are installing on a Windows
database server, this file move can be done directly through your network or via
Remote Desktop Connection, depending on your site requirements. On an AIX
database server, you will likely need to use FTP or another similar file transfer
program to move the file.

Set File and Folder Permissions

BMW needs specific access permissions (also known as access rights on AlX
systems) to access the CACHE.DAT file and the folder in which it is stored. On
Windows servers, the necessary permissions are typically set up by default.

On AIX servers, the necessary rights are not established by default. Follow these
steps to set the access rights on an AlX server:

1. Type this command at the AIX command prompt to navigate to the folder where
CACHE.DAT is stored. (Note that this example is using usr3 as the default
database directory. Your default directory will likely be different.):

$cd /usr3/cachedata/

2. Type this command to set the permissions for the /omw directory:

$chmod 770 /usr3/cachedatas/bmw

3. Type this command to set the permissions for the CACHE.DAT file:

$chmod 775 /usr3/cachedata/bmw/CACHE.DAT
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6.2.5 Set Up the BMW Database
Follow these steps to set up the BMW database for mounting:

1. Mount the unzipped BMW database using the Ensemble System Management
Portal. The System Management portal is a component of Ensemble/Cache and it

is launched by right-clicking the Ensemble icon (&) in the Windows
Notification Area and clicking System Management Portal as shown in Figure
6-1.

Getting Skarted

Stark Ensenble [ERSEMBELE]
Skop Ensemble

Studio
Terminal

System Management Portal

Documentation

CeepSee

Remaote System Access
Preferred Server [ENSEMELE]

About...

Exit
]-[5 L PN

Figure 6-1: Opening the Ensemble System Management Portal

2. Type your Ensemble/Cache user name and password in the window displayed
(Figure 6-2), and then click Login.

Server: Win2k8srve4

INTERSYSTEMS - s

Please enter your user name and password to login:

User Name:

Password:

Figure 6-2: Ensemble/Cache Login dialog

3. Select Configuration in the System Administration column of the System
Management Portal window as shown in Figure 6-3:
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G@vlg hitp:/{localhast: 57772/ cspfsys (UkIHome  csp7$MAMESP ACE= =& 4| x | Bing 2~
o ravertes 5 -| @ Package Mappings | @rene x| | S - B - ) o - Page- gafety- Tosk~ @~

Systermn Management Portal
Licensed to: Property of the Indian Health Service

Home | About | Help | Logout

OPERATIONS
System operation tasks

a Configuration a Classes

a System Dashboard
» Security Management A 8QL » Backup
» Licensing » Routines » Databases
» Database Encryption = Globals # Processes
2 Ensemble Management Portal # Locks
= Journals
» Shadow Servers

¥

Task Manager

¥

System Logs

H]

system Usage

¥

License Usage
GCSP Sessions

Pl

Hl

Background Tasks

Diagnostic Report

Configuration
Perform various actions related to system setup and configuration.

|
T 4

Ihttp:f flacalhost :577 72 cspysys/mar/UbICanfigHome. csp7§ NAMESPACE= [ [ [ [ | [ €& Locd intranet | Protected Mode: OFf [“a -« [# 100%

Figure 6-3: System Management Portal — configuration selected

4. Select Local Databases in the System Configuration column of the System
Management Portal window displayed as shown in Figure 6-4:

= Configuration - Windows Internet Explorer

6@- J2] htte/flocahast 57772/ capisy simar{UtiCanfigHorne. csp Ty NAMESPACE= =l [ &[] ] [& o P~
- Favorites ggl .| & Parkags Moppings | /& Configuration = | | i - B - ) o - Page~ Safety - Took -~ (@~

Configuration
Licensed to: Property of the Indian Health Service

Home | About | Help | Logout

ADDITIONAL SETTINGS
Configure additional settings for this system

2 Memory and Startup 2 ECP Settings » Compatibility Settings

2 Namespaces » 8hadow Server Settings = Device Settings

» Local Databases 2 Object/SQL Gateway Definitions » Advanced Memory Settings

» Remote Databases » CSP Gateway Management » Monitor Settings

» Database Backup Settings 2 Network Settings » National Language Support Settings

2 Journal Settings

Source Control Settings
SQL Settings
Startup Settings

» Cluster Settings

H]

]

H]

Task Manager E-mail Settings

H]

Zen Report Settings

Local Databases
View or edit local databases.

wiw. InterSysterns, carm
@ Copuyright 1996-2012 InterSysterns Corporation. Al Rights Reserved,

-]

Ihttp:/ flacalhost:577 72 csp/sys/mar /LS ysDatabases csp7$MAMESPACE= [ [ [ [ | [ & Localintranet | Protected Mode: OFf 75 - [®00w -

Figure 6-4: System Management Portal — Local Databases selected
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5. The Local Databases window displays as shown in (Figure 6-5):

Local Databases
Licensed to: Property of the Indian Health Service

Home | About | Help | Logout

Create New Database

The following is a list of the local databases: ‘Last update: 2012-02-16 07:11:38.261 [ | Auto ‘

CACHESYS | c:\intersystems\ensemble\mgr\ 46  Mounted/RW | %DB_CACHESYS

Yes Edit Globals
CACHELIB c:\intersystems\ensemble\mgricacheliby, 225 | Mounted/RW | %DB_CACHELIB No No Edit - Globals
CACHETEMP | c:\intersystems\ensemble\mgricachetemp, 240 | Mounted/RW | %DB_CACHETEMP | No No Edit - Globals
CACHEAUDIT | c:\intersystems\ensemble\mgricacheaudit), 31 Mounted/RW | %DB_CACHEAUDIT  No Yes Edit - Globals
DOCBOOK c:\intersystems\ensemble\mgridocbook}, 162  Mounted/RW | %DB_DOCBOOK No No Edit | Delete | Globals
EBCI d:\dbs\ebci\, 20000  Mounted/RW | %DB_EBCI No Yes Edit | Delete | Globals
EBCI-CLS d:\dbs\ebci-cls\ 2674  Mounted/RW | %DB_%DEFAULT No Yes Edit | Delete | Globals
EHR d:\dbs\wvehr-voe\ 826  Mounted/RW | %DB_USER No No Edit | Delete | Globals
EHRD d:\dbs\ehrd\ 567  Mounted/RW | %DB_%DEFAULT No Yes Edit | Delete | Globals
ENSDEMO c:\intersystemsh\ensemble\mgriensdemo, 81 | Mounted/RW | %DB_ENSDEMO No No Edit | Delete | Globals

Figure 6-5: Local Databases window

6. Select Create New Database in the Local Databases window. The Database
Wizard (Figure 6-6) window is displayed.

7. In the Enter the name of your database field, type BMW.

8. Click Browse and browse to the folder where the BMW database is located as
described in Section 6.2.2. (The correct folder is labeled \BMW and contains the
Cache.dat file).

= Datsbase Wizard - Windows Intemet Explorer T el )

|f5\ http://173.203.70.48:57772/csp/sys/mgr/UtilSysDatabaseWizard.csp?lsRemote=08& S NAMESPACE=& =] '

4 - Database Wizard

This wizard will help you create a new database.

Enter the name of your
database: BMw
DADBs\BMW

Database directory: 5

You may create an Encrypted Database if Encryption is activated.

Encrypt Database? (Encryption is not activated)

#100%

b

Figure 6-6: Database Wizard Create New Database
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9. Click Next to display the next window of the Database Wizard (Figure 6-7). A
message displays stating the CACHE.DAT database file already exists. Click
Finish to close the Database Wizard.

2} Database Wizard - Microsoft Internet Explorer =] B3

v -
> Database Wizard

Enter details about the database.

Database file, CACHE.DAT, already exists in directory. If vou do not want to use it, please
press the [Back] button and modify the Directory.

< Back | [{Ewt = Finish I Cancel I

@oems T N e

Figure 6-7: Database Wizard

6.2.6  Mount the BMW Database
Follow these steps to mount the BMW database:

1. From the Ensemble/Cache System Management Portal Home window, click
Databases in the Operations column to display the Databases window shown in
Figure 6-8.

Databases ==
Licensed to: Property of the Indian Health Service b "

Home | About | Help | Logout

Freespace | Integrity Check | Integrity Log

The following is a list of the local databases: [Last update: 2012-02-16 09:26:41.284 [Javte |
.
CACHESYS c:\intersystems\ensemble\mgr, Unlimited 46 | Mounted/RW Yes - -
CACHELIB c:\intersystems\ensemble\mgricachelibl, Unlimited 225 | Mounted/RW | No No
CACHETEMP | c:\intersystems\ensemble\mgricachetemp), Unlimited 240 | Mounted/RW | No No
CACHEAUDIT | c:\intersystems\ensemble\mgricacheaudit), Unlimited 31 | Mounted/RW | No Yes
BMW D:\DBs\BMWY Unlimited 2674 Unmounted | No Yes - Mount
DOCBOOK c:\intersystems\ensemble\mgridocbook) Unlimited 162 | Mounted/RW | No No Dismount
EBCI d:\dbs\ebci, Unlimited 20000 | Mounted/RW | No Yes Dismount

Figure 6-8: System Management Portal Databases window
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If the Status column for the BMW database shows it to be unmounted, click
Mount. The confirmation dialog shown in Figure 6-9 displays.

Click Read Only, and click Perform Action Now.

m Mount database

Mount BMW in the following Mode:

[ Perform Action Mow ] I Cancel ]

Figure 6-9: Mount Database dialog

Note: When installing BMW patches, it is necessary to mount the
database with Read Only mode disabled. Once the patch is
installed, you can re-enable Read Only mode.

Create the New Namespace
Follow these steps to create a new namespace for the BMW database:

1. Browse to the New Namespace window of the Ensemble Management Portal

following this path:

[Home] > [Configuration] > [Namespaces] > [Create New Namespace]

Click Create New Namespace at the top of the screen displayed. This causes the
New Namespace window shown in Figure 6-10 to be displayed.

Create a new namespace as shown in Figure 6-10, specifying BMW as the name
of the namespace, and selecting BMW from the list of existing databases.
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{2 New Namespace - Windows Internet Explorer [-[O] x]

2] http:jlocalhost 577 I PHNAMESPACE= = | B[4 % Bing P~
= [e] =

17 Favorites | I 1€ Package Mappings |®Newmamespace xl I

New Namespace
Licensed to: Property of the Indian Health Service

Hnma \Abnut\ Help \ Lngnut

Use the form below to create a new namespace:

Name of the namespace: |BMW

The default database for this namespace is a8 & | gcal Database
" Remote Database

Select an existing database: |EMW- ddbs\brmw j
Create New Database
[7 Create a default CSP application for this namespace
Copy hamespace mappings from -
Save Cancel
[ [ | [ [ [ & Localintranet | Protected Made: OFf Fa v [Hire - 2

Figure 6-10: Add a New Namespace

3. Click Save.

6.2.8  Set up Package Mapping
Follow these steps to set up the package mapping:

1. Browse to the Namespaces window of the Ensemble Management Portal
following this path:

[Home] > [Configuration] > [Namespaces]

2. A Namespaces window similar to Figure 6-11 displays. Click Package
Mappings in the row corresponding to your RPMS production database. This
example shows the ECBI database. Your database will have a different name. To
reiterate, this will be your RPMS production database, not the BMW database you
created in section 6.2.5.
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/2 Namespaces - Windows Internet Explorer = B3
G“C}'IE‘ http:iflocalhast 57772 cen zys mar iUt o Eli& 4] x| = ore L~
¢ Favorites gg| -| & Package Mappings |§Namespaces x | | - - [ = - Page - Sefety - Tools v @@

Namespaces
Licensed to: Property of the Indian Health Service

Home | About | Help | Logout

Create New Namespace

Current Mamespaces and their default databases for globals and routines: ‘Last update: 2012-02-27 15:58:58.446 [ Auto ‘

WSYS CACHESYS | CACHESYS | CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings -

DOCBOOK DOCBOOK |DOCBOCQK | CACHETEMP Edit | Global Mappings | Routine Mappings | Pac ings | Delete
EBCI EBCI EBCI CACHETEMP Edit | Global Mappings | Routine Mappin: Package Mappings elote
ENSDEMO ENSDEMO | ENSDEMO | CACHETEMP Edit | Global Mappings | Routine Mappings s | Delete
EMNSEMBLE | ENSEMBLE | ENSEMBLE | CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings | Delete
ENSLIB ENSLIB ENSLIB CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings | Delete
BMW BMW BMW CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings | Delete
SAMPLES SAMPLES |SAMPLES | CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings | Delete
USER USER USER CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings | Delete

[0 [T [ | [ [ Localintranet | Frotected Mods: Off [5 ~ [® 100% v_/,l‘

Figure 6-11: Namespaces window with Package Mappings

3. In the Package Mappings window shown (Figure 6-12), click New Package
Mapping to display the Package Mapping dialog.

Package Mappings .‘u,!/' ®
Lizensed to: Property of the Indian Health Service e
edback | Logout i

Home | About | Help | Fe:

o Ehogs Mavping

The package mappings for namespace EBCI are displayed below:

CSPX ENSLIB Edit Delate
Ens ENSLIE Edit Delete
Ensib ENSLIB Edit Dolote
EnsPortal ENSLIE Edit Delete

Figure 6-12: Package Mappings window

4. Inthe Package Mapping dialog (Figure 6-13), type BMW as the Package
database location and BMW as the Package name.
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L : Package FMapping - Webpage Dialog

T - Package Mapping
Map a new package in namespace EBCT:

Package database location: [Eyney -r;
Package name: [Erne v! Naw Pack oo

Apsly | [[OFC] _cioss |

Figure 6-13: Package Mapping dialog

5. Once done, click OK, and then click Save Changes in the confirmation window
displayed (Figure 6-14).

: Property of the Indlan Health Service

| Package Mappings
Hi

[ Hew Pachage Mapging || Save Changes || Cancel Changes. |

Iem(s) changed. CHek Save Changes’ to save into the Configuration (i or ‘Cancel Charges’ to discard,

The package mappings for space EBCI are displayed below:
MW HMW Edit Dolety
CSPX ENSLIB Edit Delate
Ens ENSLIR Edit Dalata
Ensiit ENSLIE Edit Delate
EnsPortal ENSLIB Edhit Delate

Figure 6-14: Package Mappings confirmation window
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6.2.9 Package Mapping Verification

Follow these steps to verify that the package mapping was successful and Cache
classes (tables) can accurately fetch data from FileMan files:

1. Browse to the Execute SQL Query window of the Ensemble System
Management Portal following this path:

[Home] > [SQL] > [Execute SQL Statement]

2. Select the site-specific namespace (EBCI in this example) from the column on the
left, and type the following query in the edit box as shown in Figure 6-15:

SELECT * FROM BMW.STATE

Figure 6-15: Query

3. Click Execute Query. If the package mapping is successful, a listing similar to
Figure 6-16 displays:

Execuite S0 Query

2tz Frogerty of the [adian fealh Seavir

Enter the SOL query you wish to execute in namespace EBCT wsing the form below

Expcite Ouery | | Show ey Flan | | uwey History | | Cowry Busies | Oimplay: | Logpeni Moo [=] s Rowa: | 8000
P SELECT = FRSH BN, STATE
rvmLg
L
]
T resuits of wemcunneg the SOL gy e shown. below [Cait paste FBIT-0E-37 | Foire 1P
BOLCCDE: I Row count: T3 Perfrmance; 0,043 mecends 979 giobal refecen a1

1) 1 |a [T lai
E & I i o

| | I laz

Al T 0 I AR

[ Is [EaLIFoRnia Ca o6 EACALMENT
as B s foouoeao = 08 )

3|7 T EotamcTIC cT o8 VAR TFCRD
&3 e Cl MeELAAARE CE bl
e = TRTRICT OF i e o =]

[ 155 S oo § P Ve & F TR

Figure 6-16: Example of a Test Query

This completes the package mapping and verification steps.
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6.2.10 Ensemble Version / Cache Classes Compatibility Verification

Follow these steps to verify the Ensemble version you are running is compatible with
the newly-installed BMW Cache classes:

1. Browse to the Schemas window of the Ensemble System Management Portal

following this path:
[Home] > [SQL] > [Browse SQL Schemas]

Select the site-specific namespace (EBCI in the example shown in Figure 6-17)
from the column on the left, and click Procedures in the BMW row.

ome | About | Help | Feedba

Schemas
Licensed to: Property of the Indian Health Service
b ck | Logout
Es

Execute 8QL | Purge Queries

SqL schemas In namespace EBCL:

EnsLib DICOM Command | ) | Tabi

L == > =i
T —— e
A hegot @ 0 0 | - lLEc;eedieg Jables| -
BMW Quere] procedures [Yables [ Views
CSBX Iables
£8C1 - |Brocedures | Tables
Ens Tables
Enslib DICOM Procedures | Tables
| Iables

EnsLib DICOM Ut - - | Tables

neLib et cess Mes = Tablas
EnsLib_ ebxML_Pro Procedures | Tables
Ensib EDL ASTM Ji =) = [Tables
Enslib EDI EDIFACT | Lables
Enslib EDL X1 - - Tables
Enslib HL? Tables

Figure 6-17: Schemas window with Procedures

In the Stored Procedures window that is displayed, type bmw_core in the Filter
field as shown in Figure 6-18, and then click Run on the row containing the
BMW_CORE_SP_AuthenticateUserQ name.
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Stored Procedures
Lcensed 1o Property of th

e Indian Nealth Service
Hame J\bnut Helh Feedback | Loge

Tables | views | Stored Procedures | Cached Queries

The following Is a list of Stored Procedures with schema BMW:

EnsLib_DICOM Moty
E:ﬁ:::’g:}?‘t‘ il 1 BMW_Core_SP_AuthenticateUserM  function BMW BMWCoreSP AuthenbcateUserM | Dotads | Delete 8
EralibSMC. Operaton | BMW_core_sp_Authenticatelser@  query  Bw.BMWCoreSP AuthenticateUserq Datads | Dot Fun )
[: nsLib_ebXML_Process BMW_Cora_SP_SatSescionVariables function BMW BMWCoraSP SetSessonyaniablesM| Detads | Delete | 5
Enslib_e

o
BMW_Core_SP_SetSessionVariables query  BMW.BMWCoreSP SetSessionVanablesQ Detads | Delate | Bun

ns
Enslib_ EDI EDIFACT
Enslib_EDI_%12
EnsLib_HLT
Enslib_HLT MsgRouter
Enslib_HLT_SM
EnsLib_IHE_ATNA_Reposiory
Enslib_IHE_ATNA_Roposdory_Dita
EnsLib_|HE_Comman, Measagoi
EnsLib_HE_Cemmon_Senices_SOAF
EnsLib_[Way_DSN
EnsLib_Way_IBO
Enslib_MsgRouter

Figure 6-18: Stored Procedures window

4. If the Ensemble version you are running is compatible with the newly-installed
BMW Cache classes, the Run Query window shown in Figure 6-19 is displayed:

INTERSYSTEMS. ™. s e

Home | About | Help | Feedback | Logoaut

[Home] > [SQL] > [Schemas] > [Stored Procedures] > [Run Query ]

Details

SqL query from stored procedure BMW_Core_SP_AuthenticateUserQ in ce EBCI
BMW.BMWCoreSP : Authenticateliser

Enter values for the query parameters:

XDBC Type
AccessCode VARCHAR
VerifyCode VARCHAR
Facilitylen VARCHAR
Hun Query

Figure 6-19: Run Query window

5. If an error message similar to that shown in Figure 6-20 is displayed, the

Ensemble version you are running is not compatible with the newly-installed
BMW Cache classes.
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6.3

6.3.1

Run Query
Lcmrind 15: 13 Ehu kanm Nantion sl System
Woma | Lboat | el | LoguE

[Hema] > [GL] > [Schemas ] » [Stered Procedures] » [Rum Gwery]

Version 1.0 Patch 1

Detais

SOL query liom stored pocedure BHW Core 5P Authenticateller) in namespace FBC]

BMI.MoonmalkSP : Authenticatelser)

CSP Error

A run-time error occurred while executing the page
Error: <INVALID CLASS>zGetInio 44 ~%sLibrary. ResultSel.1
Erroriie: 3001
CSP Page: fosp/sys/exp/ULISqIRURQuUEry.Cop
Namespace: WSS
Cuss: Maspapp.exp.utisqirunquery

Routng: SaLibrary. ResultSet. 1
Locavon: 7Getinio v

CSP request object inspector

This page inspects CSP server side objests when a request is processed. It shows all the public properties of Srequest, %session and Siresponse objects, as well s tables of quedes, CGI
variables, cookies and streams stored intile Sorequest object.

Running on Cache for Windows (x86-64) 7009.1.6 (Buid 921_0_10414U) Tue Apr 5 2011 22:32:21 GMTDT
This CSP request Is running In the namespace %SYS

Tha process that sarved this request has 1D BB48

The session $Usemame="ARW" $Roles="S0Al"

Surequest Properties

Property Contents
Application fesplsys/
CSPGatewayRequest 1
Fharcar "TE.A

Figure 6-20: CSP Error message

This completes Ensemble Version and Cache classes’ compatibility verification steps.

Cache User Creation
BMW performs create, read, update, and delete (CRUD) operations over the RPMS

DB using the ‘BMW?’ tables that were mapped over the RPMS database, as described

in Section6.2.8.

BMW requires a Cache user privileged to execute CRUD on the RPMS database.
Table 6-1 shows the privileges needed:

Table 6-1: User Permissions Needed

Item Permissions Needed

SQL Tables Update/Read/Delete privilege on all tables of the BMW package
in the RPMS database

SQL Views Read permission all views of the BMW package in the RPMS
database

SQL Procedures Execute permission on all procedures of the BMW package in
the RPMS database

Create the Moonwalk User
Follow these steps to create a new Moonwalk user:

1. Navigate to the Users window of the Ensemble System Management Portal
following this path:

[Home] > [Security Management] > [Users]
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2. Click Create New User to display the Create User Definition window. Type

MOONWALK_USER in the Name field, and type a password that complies
with your site-specific password rules in the Password and Password
Confirmation fields.

3. When finished, the Create User Definition window will look similar to the

example shown in Figure 6-21.

@:‘ % [&] Hitp:iflocalhost 57772 cspfsysjseciUtiSglUserEdi cspHNAMESPACE= Elii&[#2][x ][ eing e
<[ Favorites ggl -| /& Package Mappings | EitpifflocabhostsT7T2)c. X | | fi-B-2& Safety ~ Tooks - @~
£ X

Edit User = l
Licensed ta: Property of the Indian Health Service 3 %
T a &

Home | About | Help | Logout

Create User Definition

| [General]l | Roles | [ sqLprivileges | | sQLTables || sqLviews | [sQL Procedures)

Name™: MOONWALK_USER

Copy from: |an existing name here

Full Marme: I

Comment: I

Password™: [geeesses
Confirm Password™: [qeessses

Change password on next login: [~

User Enabled: [

Expiration Date: I (yyyy-mm-dd)

Startup Mamespace: -

Startup Tag Routine: I

Save | Close |

=l

o [ [T [ [P G Localinkranet | Protected Mode: OFF Fa~[®i0s =

Figure 6-21: Create User Definition window

4. Click Save to save the new user

Version 1.0 Patch 1

5. Click Close to exit the Create User Definition window.

6.3.2  Assign User Roles

Follow these steps to assign user roles for the required tables:

1. After creating a new user, navigate to the Users window (Figure 6-22) in the
Ensemble System Management Portal following this path:

[Home] > [Security Management] > [Users]
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{2 Users - Windows Internet Explorer [_TO[ %]
@‘_\;"IE Fiep: [ flocalhost:5 7772 csplsys sec/Utisglsers. csp B EIES | Bing R
o Favartes 29 .| @ Package Maprings | B users x | | Ti v B - [ e v Page~ Safety~ Took - @b+

Users
Licensed to: Property of the Indian Health Service

Home | About: | Help | Logout

Create New User

The following is a list of user definitions: ‘Last update: 2012-02-27 17:39:30.587 [ Auto ‘

N T T TR
7 e e S I N

_PUBLIC (Internal use - not for login) Mo Cache password user| Edit | Profile
_SYSTEM SOL System Manager Yes Cache password user| Edit | - Profile
Admin System Administrator ves Cache password user| Edit | Delete | Profile
administratar User wha installed system | ves Cache passwaord user| Edit | Delete | Profile
CSPSystem CSP Gateway user Yes Cache password user| Edit | Delete | Profile
MOONWALK_USER Ves Cache password user| Edit | Delete | Profile
za admin Ves Cache password user| Edit | Delete | Profile
Superlser System Super user Yes Cache password user| Edit | Delete | Profile
UnknownUser Unauthenticated user Yes Cache password user| Edit | - Profile

[-|

[ [ [ [ | [fe & Localintranet | rotected Mode: OFf Fa~[®uwee - 4

Figure 6-22: Users window

2. Click Edit in the row corresponding to the new MOONWALK_USER user
created in Section 6.3.1.

3. Click the Roles tab in the Edit User window displayed.

4. Select %0ALL from the Available column and move it to the Selected column by
clicking the right-hand arrow.

Edit User /|
Licensed to: Property of the Indian Health Service -

Home | About | Help | Logout

Profile

Edit definition for user test

| SQL Privileges | ‘ SQL Tables | | SQL Views | |SQL Procedures

test is Assigned to the Following Roles |Gral|t Option |

Mone.

Assign user test to one or more roles:

Available Selected
—— Select One or More -— = ——ltems Selected — || Assign

Assign with Grant Option

%DB_%DEFAULT
%DB_CACHEAUDIT 3
%DB_CACHELIB
%DB_CACHESYS ™
%DB_CACHETEMP
%0B_DAMS
%DB_DOCBOOK

%DB_EBCI
%DB_EBCI-CLASSES - -

[4[9[alv

Hold the [Shift] or [Ctr] key while clicking to select multiple.

Figure 6-23: Roles tab in Edit User window — before changes
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5. Click Assign to assign the %ALL role to the MOONWALK_USER account.
When done, the Edit User window will look similar to that shown in Figure 6-24.

Licensed to: Property of the Indian Health Service

Home | About | Help | Logout

Profile

Edit definition for user test

| General | i | soL privileges | | SQLTables || SQLViews | [SQL Procedures
test is Assigned to the Following Roles Grant Option
oAl [ 1
Assign user test to one or more roles:
Available Selected
——-Select One or More — = — ltems Selected — + || Assign
%DB_%DEFAULT F ;]
%DB_CACHEAUDIT
%DB_CACHELIB E [ Assign with Grant Option

%DB_CACHESYS
%DB_CACHETEMP —
%DB_DAMS
%DB_DOCBOOK

%DB_EBCI
%DB_EBCI-CLASSES
%DB_EBCI-CLS - -

[2[¥]alv

Hold the [Shift] or [Ctrl] key while clicking to select multiple.

Figure 6-24: Roles tab in Edit User window — after changes

At this point, the database configuration is complete.
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7.0 Application Deployment to the Web Server

With the application and database server installations complete, this chapter describes
the steps for installing the BMW application itself.

Note: If you are installing an update or patch to an existing BMW
installation, you must first uninstall the previous version
before continuing. See Chapter 9.0 for instructions.

7.1 Deploy the BMW Application

Note: The dialogs shown in this section reflect BMW version 1.0.
The dialogs displayed when installing BMW Patch 1 will be
the similar, although the version number displayed will be
different.

Follow these steps to deploy the BMW application:
1. To deploy BMW, log onto the application server.

2. Browse to the location where the BMW Application Installer file
(bmw_0100.01.msi) is stored.

3. Double-click the bmw_0100.01.msi file to run the BMW application installer.
This opens the BMW setup wizard (Figure 7-1).

{i BMW 0100 [_ o] =]
Welcome to the BMW 0100 Setup Wizard A

The installer will guide vou through the steps required to install B! 0700 on our computer.

WARMIMG: Thiz computer program iz protected by copyright law and interational treaties.
Unauthonzed duplication or distribution of this program, ar any portion of it may result in severe civil
of criminal penalties, ahd will be prozecuted to the marimum extent poszible under the law.

Cancel | < Bach | b et I

Figure 7-1: BMW Setup Wizard dialog

Installation Guide and Release Notes

for Ensemble Versions 2009/2010 Application Deployment to the Web Server
July 2013

55



Practice Management Application Suite(BMW) Version 1.0 Patch 1

4. Click Next. The Select Installation Address dialog (Figure 7-2) is displayed.

i BMW D100 M= =

Select Installation Address [

The inztaller will install B 0100 ta the following web location.

Tao install ta this web location, click "Mest'. Ta install to & different web location, enter it below.

Site:
| Default web Site i Diisk Cost.. |

Wirtual directany:

Application Poolk:
I DefaultsppPool j

Cancel | < Back

Figure 7-2: Select Installation Address dialog

5. Select Moonwalk from the Site list.
6. Type directory name in the Virtual directory field, if necessary.
7. Select Moonwalk from the Application Pool list. Figure 7-3 shows the results:

{i BMW 0100 [_[O[=]
Select Installation Address .l

The inztaller will install Bk 0100 to the following web location.

Toingtall to this web location, chick "Mext™. To install to a different web location, enter it below.

Site:
IMoonwalk j Disk Cost... |

Wirtual directaon:

Application Pool:

b oorialk

Cancel | < Back | Mt = I

Figure 7-3: Select Installation Location dialog after selection
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8. Click Next.
9. Click Next when the Confirm Installation (Figure 7-4) dialog is displayed.

{i BMW 0100 [_ (o] =]
Confirm Installation A

The installer is ready to install Bk 0100 on your computer.

Click "Mext'" to start the installation.

Cancel | < Back | Pl et = I

Figure 7-4: Confirm Installation dialog

10. The Installing Moonwalk dialog (Figure 7-5) displays and the installation
progress is shown,

i BMW 0100 [_[o]=]
Installing EMW 0100 LA

Brdt 0100 is being installed.

Please wait...

Cancel I < Black [dient =

Figure 7-5: Installing BMW dialog
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11. After a few moments of processing, the Database Configuration dialog (Figure
7-6) is displayed.

x
DatabaseP [ Namespace [ ot [
DBUserName [moonwak_user | Password | Load Institutions |
Institutions | | W Default
Short Name |
add | Remove | SaveandExit

Server | Namespace | Short Name | User Name | Password | Port | Facility Name

Figure 7-6: Database Configuration dialog

The BMW suite relies on specific information about each RPMS database to
which it is connected. You must add this information for each database associated
with this Moonwalk installation. The Database Configuration dialog contains
the following fields:

Database IP

Use this field to enter the IP address of your RPMS database. Note that this is
the internal IP address, not an external address.

Namespace
Use this field to enter the namespace of your RPMS database.

Port

Use this field to enter the Cache Supeserver port used by your RPMS
database. By default, this is port 1972, although it will be different on your
system if you have changed this Cache setting.

You can check your Superserver port number from within the Ensemble
Management Portal using this path:

[Home] > [Configuration] > [Memory and Startup]

The Superserver port number is displayed at the bottom of the page displayed.

DB User Name

Installation Guide and Release Notes
for Ensemble Versions 2009/2010 Application Deployment to the Web Server

July 2013

58



Practice Management Application Suite(BMW) Version 1.0 Patch 1

12.

This field is automatically populated with the MOONWALK_USER user
name.

e Password

Use this field to enter the password you set for the MOONWALK_USER
account in section 6.3.1.

e Institutions

Use this list box to choose the institution(s) associated with your RPMS
database. When the Default check box is enabled, this list is limited to only
the institutions set as your default per your INSTITUTION file. When the
check box is cleared, the list will show all available institutions.

e Short Name

This field is automatically populated with your institution’s short name if it
exists in your INSTITUTION file. If it does not exist, type a short name of
your choice by which you can identify this institution in the future.

When the Database Configuration dialog is displayed, enter the Database IP,
Namespace, Port, DB User Name, and Password, then click Load Institutions.
Once the Institutions list is loaded select your institution from the list and
provide a Short Name (if not already present).

Once the fields are populated, click Add to add the information to the BMW
database configuration file. If more than one database is associated with this
installation of BMW, re-populate the form fields with the appropriate information
and click Add again. Repeat this process for each database. If necessary, use the
Remove button to remove a set of configuration parameters from the list. When
done, click Save and Exit to continue the application installation.

When the installation is complete, click Next. The Installation Complete dialog
Figure 7-7 is displayed. Click Close to exit the dialog.
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i BMW D100 [_ o] =]
Installation Complete LA

Brdt 0100 haz been successfully installed.

Click "Cloge" to exit.

Fleasze use Windows Update to check for any critical updates to the MET Framework.

Cancel | < Back

Figure 7-7: Installation Complete dialog

7.2 Adding a Database After the Installation

Note: The dialogs shown in this section reflect BMW version 1.0.
The dialogs displayed by BMW Patch 1 will be the similar,
although the version number displayed will be different.

In some cases and at some sites, it may be necessary or desirable to associate one or
more additional databases to the BMW application suite. Follow these steps if you are
adding a database after BMW has been installed:

1. Log onto the application server where BMW resides.

2. Browse to the location where the BMW Application Installer file
(bmw_0100.01.msi) is stored.

3. Double-click the bmw_0100.01.msi file to run the BMW application installer.
This opens the BMW setup wizard (Figure 7-8) in repair mode.
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{i BMW 0100 [_ o=}
Welcome to the BMW 0100 Setup Wizard =

Select whether you want to repair or remowve B 0700,

{* Repair Bhi 0100
™ Remove By 000

Cancel | < Back | Firish I

Figure 7-8: BMW Setup Wizard dialog — Repair

4. Select Repair, and then click Finish. The Installing BMW dialog (Figure 7-9) is
then displayed.

{i BMW 0100 [_[O[=]
Installing BMW 0100 A

B 0100 iz being installed.

Pleasze wait...

Canicel I < Biack k=

Figure 7-9: Installing BMW dialog

5. Click Next once the processing is complete. The Database Configuration dialog
(Figure 7-10) is then displayed.
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Databaze [P I— Mamespace I— Part I—
DB Uszer Mame IW Pazzword I— Les Irsilutions |
Institutions I j ¥ Diefault
Short Mame I
™ Load Existing Configuiation Add | Remave | Save and Exit
Databaze IP | Namespace | Short Mame | User Mame | Port | Institution

Figure 7-10: Database Configuration dialog

6. Inthe Database Configuration dialog, select the Load Existing Configuration
check box. This causes the Configuration File Selection dialog (Figure 7-11) to
be displayed. Select Facilities, and then click Open.

Configuration File Selection

Look in: I .. Config j @ _? - '

=] ModuleCatalog 1212012 10:23..,
| RoleMappi PO1E 10023, =ML Dn s
(=/Roietanning Type: ML Document oELmen
Size: 3.42 KB

Date modified: 9/12/2012 10:23 AM

4| | ]
File name: I Facilitiez j Open I
Files of type: I j Cancel |

A

Figure 7-11: Configuration File Selection dialog

7. Next, the Database Configuration dialog is again displayed, with the existing
configuration listed, similar to that shown in Figure 7-12.
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Database IP ||— MNamezpace l— Fart l—
DE Uszer Mame IW Faszword l— e [metutiEme |
Institutions I j ¥ Default
Short Mame I
¥ Load Existing Configuration Add | Remave | Save and Exit

| Mamespace | Short Mame | User Mame | Paort | Institution

Figure 7-12: Database Configuration dialog - Existing configurations listed

Enter the Database 1P, Namespace, Port, DB User Name, and Password for the
database you are adding, and then click Load Institutions. Once the Institutions
list is loaded select your institution from the list and provide a Short Name (if not
already present).

Once the fields are populated, click Add to add the information to the BMW
database configuration file. If you are adding more than one database to this
installation of BMW, re-populate the form fields with the appropriate information
and click Add again. Repeat this process for each database you are adding. If
necessary, use the Remove button to remove a set of configuration parameters
from the list. When finished, click Save and EXxit.

8. When the installation is complete, click Next. The Installation Complete dialog
Figure 7-13 is displayed. Click Close to exit the dialog.
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i BMW D100 [_ o] =]

Installation Complete LA

Brdt 0100 haz been successfully installed.

Click "Cloge" to exit.

Fleasze use Windows Update to check for any critical updates to the MET Framework.

Cancel | < Back

Figure 7-13: Installation Complete dialog

7.3 Menu and Security Keys
There are no package-specific security keys associated with BMW. The BMW
package operates on existing RPMS security keys.

BMW security is built on top of the RPMS Menus and Security keys. Table 7-1
defines the relationship between BMW Roles and the RPMS Menu and Security keys.

Note: If a user has AKMOCORE or XUCORE as their primary
menu option, either of these menu options will override any
of the Secondary Menu options shown in Table 7-1. They
will, however, need the appropriate Security Keys as shown
in the table.

Table 7-1: Security Keys

Role Secondary Menu Option Security Keys
(Must include all)

Registration Clerk AGPAT -or- AGZMENU

AGMENU

Registration Supervisor | AGMENU AGZMENU
AGZMGR
AGZHOME
AGZREPORTS
AGZDELHRN
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Role

Secondary Menu Option

Security Keys
(Must include all)

Registration View Only | AGPAT -or- AGZVIEWONLY
AGVIEWONLY

Scheduling Clerk BSDMENU SDZMENU

Scheduling Supervisor | BSDMENU -or- SDZMENU
BSD MENU SUPERVISOR SDZSUP

SSN Viewer AGSSNMENU AGZVIEWSSN

In cases where there is more than one Secondary Menu Option listed in Table 7-1,
only one is necessary per user. Conversely, where there is more than one Security
Key listed for a specific role, you must include all of the keys shown. For example, a
Scheduling Supervisor needs either the BSDMENU or BSD MENU SUPERVISOR
added as a Secondary Menu Option, but needs both the SDZMENU and SDZSUM

Security Keys.

7.4 Open the BMW Application

After the installation and configuration steps have been done, follow these steps to

open BMW:

1. Open Internet Explorer.

2. Inthe Address bar, enter the IP address of your Windows application server using

this form:

http://nnn.nnn.nnn.nnn

3. If Microsoft Silverlight is not already installed on the computer, a message will be
displayed offering to download and install it. Follow the prompts to install
Silverlight on the computer.

4. Once Silverlight is installed, the BMW Log In screen (Figure 7-14) is displayed.
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For better user experience, please install the application and run it from the installed
programs.

Access Code

# Log In

Verify Code

Database EBCI

Login

Figure 7-14: BMW Log In screen
5. Type your RPMS Access Code (user name) in the Access Code field
6. Type your RPMS Verify Code (password) in the Verify Code field.

7. Select your RPMS database from the Database list box.

Note: Users must have an RPMS division assigned to them before
they can log into the RPMS database selected in this step.

8. Click Login. A screen similar to that shown in Figure 7-15 will be displayed,
although different modules may be displayed at the bottom of the screen.
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‘ Patients Benefits | Prior Auths | Scheduling | Settings Reports Tasks 0 -

Figure 7-15: BMW Opening Screen

Note: If you specified a port other than the default in Section 5.7.3
and the opening screen is not displayed, verify that the port
you specified is open on the BMW web server.

Refer to the separate BMW User Manuals for additional information about using the
modules that make up the application suite.
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8.0 Installing BMW in Out of Browser Mode

The BMW application can be operated in two separate ways: "browser" mode and
"out of browser" mode.

Browser mode, as the name implies, runs BMW within a web browser such as
Microsoft Internet Explorer or Mozilla Firefox. In browser mode, BMW is accessed
by typing a specific URL (web address) into the address bar of the browser, or by
clicking a bookmark or shortcut containing that address.

Out of browser mode runs BMW as an installed application, using a separate window
that does not require a web browser. In out of browser mode, BMW is accessed
through the Windows All Programs (or Program Files) listing, or by double-clicking
the desktop shortcut that is installed with the application.

Follow these steps to install BMW in out of browser mode:

1. Start BMW in browser mode as described in Section 7.3.

2. Click Install in the upper right corner of the browser window as shown in Figure
8-1.

For better user experience, please install the application and run it from the installed
programs.

Access Code || | THERE IS MO RIGHT OF PRIVACY IN USE OF THIS SYSTEM -
You are accessing a LS. Government information system,
Val'if)' Code which includes {1) this computer, {2) this computer netwaork,
(3} all computers connected to this netwark, and (4) all
Database EBCI - devices and starage media attached to this network or to a

computer on this network. This information system is

provided for US, Government-autharized use anly.

Unautharized or improper use of this system may result in
disciplinary action, as well as civil and criminal penalties.

By using this infermation system, you understand and -

Invalid Access Code or Verify Code

Figure 8-1: BMW Log In screen

3. Click Install in the Security Warning dialog (Figure 8-2) displayed.
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-

Security Warning u

@ The publisher could not be verified. Are you
sure you want to install this application?

MName; IHS PMS Moonwalk

Site: http://pierandev.com
Publisher Unwverified

() More options | Instal ] | T |
This application does not have a valid digital signature that verifies the
publisher. You should only run software from publishers you trust.

More Information
I — |

Figure 8-2: Security Warning dialog

4. After a few moments of processing, the installation is complete and the "out of
browser" BMW log in screen is displayed.

1H5 PMS Moomimalk R

@ Log In I

P —

Veerify Code
Database EAC]

Figure 8-3: Out of browser BMW Log In screen

5. After the installation, BMW can be accessed from the user's desktop by double-
clicking the IHS Practice Management icon (Figure 8-4) on the user's desktop.
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of

IH5Fractice
Managerment

Figure 8-4: IHS Practice Management desktop icon
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9.0

9.1

Installing BMW Patches and Updates

BMW patches and updates are released on a periodic basis to address reported issues
and to add enhancements. Follow the steps in Sections 9.1 through 9.9 to install an
incremental patch or update.

Stop the BMW Web Site on the Application Server

Before installing a patch or update, it is necessary to stop the BMW (Moonwalk) web

site. Follow these steps:

1. Select Internet Information Services (11S) Manager from the Windows Server
Administrative Tools menu as shown in Figure 9-1:

3 Internet Information Services (II5)
. Manager

'@ Internet Explorer

—

—~ j Notepad

sl Command Prompt

&f{“ Event Viewer

_(‘._4_.

Jd

i

5 Administrator a
T Security Configuration Wizard
Documents Sk, Server Manager
/. Services
Computer
Y =% Storage Explorer

Control Panel

Devices and Printers

Administrative Tools

Help and Support

Run...

3 All Programs

I Search programs and files

@J Log off >|

. Remote Desktop Services 4
i, Component Services
A Computer Management
= Data Sources (ODBC)
i8] Event Viewer

!E Internet Information Services (I1S) Manager
&, iSCSI Initiator

h Local Security Policy

@ Performance Monitor

‘31| Share and Storage Management

System Configuration
@ Task Scheduler

@ Windows Firewall with Advanced Security
@ Windows Memory Diagnostic

E Windows PowerShel Modules

@ Windows Server Backup

Figure 9-1: Opening Internet Information Services (lIS) Manager

Select the application server in the left pane (Win2k8srv32 in the example shown

in Figure 9-2), open the Sites folder, and select the Moonwalk site. Next, click
Stop in the Manage Web Site section on the right side of the window, as shown

in Figure 9-2.
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Figure 9-2: Internet Information Services (IIS) - Stopping the BMW (Moonwalk) web site

9.2 Uninstall the BMW Application

Use the Programs and Features applet in Windows Control Panel to uninstall the
BMW application as shown in Figure 9-3.

= Programs and Features !E[

g g T
’k; E{, = Control Panel = Programs and Features > &3 ISearch

Tasks Uninstall or change a program

View installed updat
1o Insialed updates To uninstall & program, select it from the list and then click "Uninstall", "Change", or "Repair”.

Gek new programs online at

Windows Marketplace = ) -
< Organize * 25 Wiews ¥ i Change %1 Repair lﬁ_l
¥ Turn Windows Features on ar off %
) Narne = |+ Publisher | =] mstall... |-
[B27-zip 9,15 beta 6)27/2010

m 0100
°Citri>< Taals For Yirkual Machines Citrize Systems, Inc. 6/26/2010
& Dotfuscator Software Services - Community Edition PreEmptive Solutions 7lsjz011
EFileZilla Client 3.3.4.1 10f11/2010
EFiIeZiIIa Server (remave only) 6/26/2010
11580 Express Microsoft Corporation 10201z
B |15 Express Application Compatibility Database for x86 10f10/2012
ﬁ!lnterSystems QDBC Driver Intersystems Corp 2lzlz012
| £/ JavalTM} & Update 37 Oracle i0f19/z012
ﬁ'_:j}!Microsoft MET Framework 3.5 SP1 Microsoft Corporation 6/27 12010
-? Microsoft (MET Framework ¢ Client Profile Microsoft Corporation 6/30/2010 o
Rl | 2y
Figure 9-3: Uninstalling BMW
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9.3

Install the BMW Application
Follow these steps to deploy the BMW application:

1.
2.

Log onto the BMW application server.

Browse to the location where the BMW Application Installer file
(bmw_0100.01.msi) is stored.

Double-click the bmw_0100.01.msi file to run the BMW application installer.
This opens the BMW setup wizard.

Click Next. The Select Installation Address dialog (Figure 9-4) is displayed.
& BMW 0100 H=E|
Select Installation Address @ .

The installer will install Bk 0100 tao the following web location.

T inztall bo thiz web location, click "Newt™. To inztall to a different web lacation, enter it belaw,

Site:

IMoonwaIk j Disk Cost... |

Wirtual directon:

Application Poal:
M oahwmalk,

Cancel | < Back | M et I

Figure 9-4: Select Installation Address dialog

Select Moonwalk from the Site list, type a directory name in the Virtual
directory field (if necessary), select Moonwalk from the Application Pool list,
and then click Next.

Click Next when the Confirm Installation dialog is displayed.
The Installing Moonwalk dialog displays and the installation progress is shown.

After a few moments of processing, the Database Configuration dialog (Figure
9-5) is displayed.
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[]iLoad Exsting Configuration |

Database IP Mamespace Short Mame: |Jser Mame Port Institution

Figure 9-5: Database Configuration dialog

9. Select the Load Existing Configurations check box to load any previous BMW
configurations. In the example shown in Figure 9-6, two existing configurations
have been loaded.

Figure 9-6: Database Configuration dialog - Configurations loaded
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10. Click Save and Exit to save the configurations and continue with the installation.

11. When the installation is complete, click Next. The Installation Complete dialog
is displayed. Click Close to exit the dialog.

9.4 Dismount the BMW Database on the Database Server

As the next step, you must dismount your BMW database. From the
Ensemble/Cache System Management Portal Home window, click [System
Operation] > [Databases] to display the Databases window shown in Figure 9-7.
Click Dismount in the BMW row to dismount the database.

Databases
Licensed to: Property of the Indian Health Service

= Server:

h==nes ENSEME

e
=2

f—gww -

=

Home | About | Help | Feedback | Logout " %
[[Home] > [Databases] Goto: | B2
Freespace | Integrity Check | Integrity Log
The following is a list of the local databases: Last update: 2013-01-25 14:04:22.210 DAUtD|

Name | Directory Max Size (GB) | Size (MB) | Status Encrypted‘ Joumal|

ACHESYS c:\intersystemsensembleimgry, Unlimited 36 | Mounted/RW | Mo Yes
CACHELIB c:\intersystems\ensemble\mgricacheliby Unlimited 217 | Mounted/RW | Mo No
CACHETEMP c:\intersystems\ensemble\mgricachetempl, Unlimited 582 | Mounted/RW | Mo No
CACHE c:hintersystems\ensemble\mgricachel Unlimited 71 | Mounted/RW | No No
CACHEAUDIT c:\intersystems\ensemble\mgricacheaudit) Unlimited 11 | Mounted/RW | Mo Yes
BMwW d:\dbs\bmw?, Unlimited 2377 | Mounted/RW | No Yes ﬁsmuun‘t:)f
CIHA d:\dbs\cihay 13.281 11150 | Mounted/RW | No No Dismount | -
DOCEBOOK c:\intersystemsensemble\mgridocbookh, Unlimited 144 | Mounted/RW | No No Dismount | -
EBCI d:\dbs\ebcil Unlimited 20000 | Mounted/RW | Mo No Dismount | -
ENSDEMO c:h\intersystems\ensemble\mgriensdemo', Unlimited 31 | Mounted/RW | No No Dismount | -
ENSEMELE c:hintersystems\ensemble\mgriensemblel, Unlimited 11 | Mounted/RW | Mo Yeas Dismount | -

Figure 9-7: Dismounting the BMW database

9.5 Unzip the BMW zip file

Using the 7-Zip software referenced in Section 2.4.3, unzip the
bmw_0100.01db_win_nnnn.7z file (or bmw_0100.01db_aix_ nnnn.7z if applicable).
Either of these files contain the BMW database, named CACHE.DAT, which will be
mounted onto the Ensemble/Cache server in the steps shown in Section 9.7.

Unzip this file on a workstation or other local machine, not on your database server
itself. After is it unzipped, it will be moved to the database server as described in
Section 9.6.

Installation Guide and Release Notes
for Ensemble Versions 2009/2010 Installing BMW Patches and Updates
July 2013

75



Practice Management Application Suite(BMW) Version 1.0 Patch 1

9.6 Move the new CACHE.DAT File

After unzipping the compressed file, move the CACHE.DAT file contained within it
to the /BMW folder you created previously (as described in Section 6.2.1). If you are
installing on a Windows database server, this file move can be done directly through
your network or via Remote Desktop Connection, depending on your site
requirements. On an AlX database server, you will likely need to use FTP or another
similar file transfer program to move the file.

9.7 Mount the BMW Database

Follow these steps to mount the BMW database:

1. From the Ensemble/Cache System Management Portal Home window, click
Databases in the Operations column to display the Databases window shown in
Figure 9-8.

o
Databases =1y =
S M
Licensed to: Property of the Indian Health Service ‘-’ L ‘ =
W

Home | About | Help | Logout
[Home] > [Databases]

Freespace | Integrity Check | Integrity Log

The following is a list of the local databases: |Last update: 2012-02-16 09:26:41.284 [ | Auto \
S T 7 P )

CACHESYS c:\intersystems\ensemble\mgr', Unlimited Mounted/RW Yes

CACHELIB c:\intersystems\ensemble\mgr\cachelib\, Unlimited 225  Mounted/RW | No No

CACHETEMP | c:\intersystems\ensemble\mgr\cachetemp), Unlimited 240  Mounted/RW | No No

CACHEAUDIT | c:\intersystems\ensemble\mgricacheaudit, Unlimited 31 | Mounted/RW | No Yes

BMW D:\DBs\BMWY, Unlimited 2674 Unmounted |Ne Yes = Mount

DOCBOOK c:\intersystems\ensemble\mgr\docbook), Unlimited 162 | Mounted/RW | No No Dismount

EBCI d:\dbs\ebci', Unlimited 20000 | Mounted/RW | No Yes Dismount

Figure 9-8: System Management Portal Databases window

2. If the Status column for the BMW database shows it to be unmounted, click
Mount. The confirmation dialog shown in Figure 9-9 displays.

3. Click Read Only, and click Perform Action Now.
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[ Perform Action MNow J [ Cancel ]

Figure 9-9: Mount Database dialog

Note: When installing BMW patches, it is necessary to mount the
database with Read Only mode disabled. Once the patch is
installed, you can re-enable Read Only mode.

9.8 Purge the Previous SQL Queries

As the next step, you must purge any previous SQL queries. Clear any previous SQL
queries for your RPMS database by following these steps:

1. From the Ensemble/Cache System Management Portal Home window, in the
Data Management column click [SQL] > [Browse SQL Schemas].

2. On the left side of the window displayed select your RPMS database. In the
example shown in Figure 9-10, PRDS is selected. Your database will likely have
a different name.

Schemas
Licensed to: Property of the Indian Health Service

Home | About | Help | Feedback| Logout : i \ELI Pleran

L Training DB

s H ENSEMBLE

Execute SQL

| Purge Queries

SqL Schemas in namespace PRDS:

ACHS Report - Procedures | Tables
BMW Quenres | Procedures | Tables | Views
CSPX - - Tables -
Ens = - Tables
EnsLib DICOM - Procedures | Tables
EnsLib DICOM Command = - Tables
EnsLib DICOM Notify - - Tables
EnsLib DICOM Util o - Tables
EnsLib ebxML - Procedures | Tables
EnsLib ebXML Operation © Procedures | Tables
EnsLib_ebXML Process - Procedures | Tables
EnsLib ebXML Process iver © Procedures | Tables
EnsLib_ebXML Process MessageSender - Procedures | Tables
EnsLib EDI ASTM = - Tables

Figure 9-10: Purge Queries - Ensemble 2009/2010 systems

3. Click Purge Queries.
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9.9 Start the BMW Web Site on the Application Server

As a final action, re-start the BMW web site. Follow the steps outlined in Section 9.1,
but select the Start option in step number 2.

The installation of the BMW patch or update is now complete.
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Appendix A: Application Server Specification
Example

Table A-1 shows the specifications for a typical application server capable of running
the BMW application suite. These specifications only represent an example and are
not to be considered a stringent specification.

This example is from the Dell web site. At the time of publication of this manual, the
total cost for this application server (including Windows Server 2008 software) was
approximately $3,800.00.

Table A-1: Typical Application Server Specification Example

Catalog Number/Description Product Code | Qty | SKU ID
PowerEdge M520: M520G 1 [225-3012] 1
PowerEdge M520 Blade Server

Operating System: WS8SESC 1 [421-5433] 11

Windows Server 2008 R2 SP1,
Standard Edition,x64, Includes 5

CALS

OS Media Kits: NOSDOC 1 [420-1908] 26
No Operating System Media Kit

Onboard NIC Type (Fabric A): OBNIC 1 [331-7322] 12
On-Board Broadcom 5720 Quad Port

1GBE

Shipping: SHIPGRP 1 [331-7322] 1500
Shipping Material, Individual Blade,

PE M520

Chassis Configuration: SAS 1 [331-4358] 1530
Serial-Attach SCSI Backplane

Cooling: FRESHA 1 [331-7256] 1531
Fresh Air Cooling

Processor: E52407 1 [319-0019] 1550
Intel® Xeon® E5-2407 2.20GHz, 10M [331-7255]

Cache, 6.4GT/s QPI, No Turbo, 4C,
80W, Max Mem 1066MHz

Additional Processor: 2E52407 1 [319-0028] 1551
Intel® Xeon® E5-2407 2.20GHz, 10M [319-0084]

Cache, 6.4GT/s QPI, No Turbo, 4C, [331-7259]

80W

Memory DIMM Type and Speed: 1333RD 1 [331-4422] 1561

1333 MHz RDIMMs
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Catalog Number/Description Product Code | Qty | SKU ID
Memory Configuration Type: PEOPT 1 [331-4428] 1562
Performance Optimized

Memory Capacity: 4R3LSR 2 [317-9649] 1560

4GB RDIMM, 1333 MT/s, Low Vaolt,
Single Rank, x4 Data Width

RAID Configuration: MSSR1 1 [331-7249] 1540
Hardware RAID 1

RAID Controller: H310 1 [331-4365] 1541
H310 Controller

Hard Drives: 146A15H 1 [342-3493] 1570

146GB 15K RPM SAS 6Gbps 2.5in
Hot-plug Hard Drive

Embedded Systems Management: IDRENVS 1 [342-1413] 1515
iDRAC?7 Enterprise for Blades with [421-5357]

Vflash, 8GB SD card

System Documentation: NODOCS 1 [310-5171] 1590

No Systems Documentation, No
OpenManage DVD Kit

Hardware Support Services: U30S 1 [939-7067] 29

3Yr Basic Hardware Warranty Repair: [939-7187]

5x10 HW-Only, 5x10 NBD Onsite [939-7307]
[994-4019]
[995-9091]
[995-9911]

Installation Services: NOINSTL 1 [900-9997] 32

No Installation

Proactive Maintenance: NOMAINT 1 [926-2979] 33

Maintenance Declined
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Appendix B: Running Multiple Instances of BMW

For testing purposes, it may be desirable to run multiple instances of BMW. Follow
these steps to set up multiple instances of BMW:

1. Create a new application pool as described in Section 5.7.1, using a unique name
for your test site (i.e., BetaMoonwalk or TestMoonwalk).

2. Create a new folder (also with a unique name for your test site) as described in
Section 5.7.2.

3. Add a new website as described in Section 5.7.3, using the newly created
application pool and folder. Also change the port number in order to avoid
conflict with the original Moonwalk website.

4. Deploy the new instance of the BMW application by following the steps shown in
Section 7.1, but select the test website and application pool during the installation
process.
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Contact Information

If you have any questions or comments regarding this distribution, please contact the
OIT Help Desk (IHS).

Phone: (505) 248-4371 or (888) 830-7280 (toll free)

Fax: (505) 248-4363

Web:  http://www.ihs.gov/GeneralWeb/HelpCenter/Helpdesk/index.cfm

Email: support@ihs.gov
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