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Sensitive Patient Tracking (BDG) v5.3

PREFACE

The purpose of this manual is to provide user information about the Sensitive Patient
Tracking module that is part of Patient Information and Management System (PIMS)
package version 5.3. Included in this manual is the information providing
instructional guidance to a broad range of users within IHS medical facilities in daily
use of the Sensitive Patient Tracking Module of the PIMS software.
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1.0 Introduction

The PIMS user manual is divided into three modules, ADT, Scheduling, and
Sensitive Patient Tracking. Sensitive Patient Tracking and ADT share the BDG
namespace. The PIMS Sensitive Patient Tracking user manual provides instructional
guidance to a broad range of users within IHS medical facilities in daily use of the
Sensitive Patient Tracking Module of the PIMS software.

Sensitive Patient Tracking contains the security options for assigning, displaying, and
purging information related to sensitive patient records. Only holders of the DG
SECURITY OFFICER key have access to this menu.

Note: MAS is an acronym for Medical Administration Service.
This service, where it still exists, is now generally referred to as
Health Administration Service. Several file names, option names,
and reports in the PIMS software contain the initials MAS. These
will be retained to avoid confusion and ensure continuity.

As part of the effort to ensure patient privacy, additional security measures have been
added to the patient access function. Any patient flagged as Sensitive will have
access to his/her record tracked. In addition, warning messages will be displayed
when staff (not holding special keys) accesses these records. If the person chooses to
continue accessing the record, a bulletin is sent to a designated mail group.

The long warning message is removed when accessing inpatients since those records
must be accessed many times a day. A site can also restrict staff members from
accessing their own patient record.

The only menu associated with this module is the Security Officer Menu that must be
placed on the proper person(s) main menu. This menu allows the designated security
officer to flag records as sensitive, view who accessed the records, and purge entries
in the log when appropriate.

All other staff will only see the effects of these measures if or when they access a
sensitive record.
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2.0 Display User Access to Patient Record (DUA)

This option permits holders of the DG Security Officer key to display a select user's
access, or all users who accessed a particular patient record for a specified date range.
You can then restrict the report to a specific user or list all users who accessed the
record. If you choose to display the report to your computer screen, ListMan is used
so you can scroll back and forth through the listing. Information provided on the
report includes: report run date, patient name, social security number and date of
birth, user(s) name, date record accessed, option used to access record, and whether
or not the patient was an inpatient at the time the record was accessed.

1. To access the DUA options, type DUA at the “Select Sensitive Patient
Tracking Option:” prompt.

R I I R R R I R I R I I R R O

* I NDI AN HEALTH SERVI CE *
* SENSI TI VE PATI ENT TRACKI NG MODULE  *
* VERSI ON 5. 3 *

khkkkhkhkkhkkhkhhkhkhhkhkhhkhkhkhkkhkhhkkhkhkk hkhkk kkk kkk kk***%

UNSPEC! FI ED HO

DUA Di spl ay User Access to Patient Record

EPL Enter/Edit Patient Security Leve

LSP Li st Sensitive Patients

PLOG Purge Record of User Access from Security Log
PPAT  Purge Non-sensitive Patients from Security Log
USP Update Security Paraneters

XSO Sensitive Patient Tutoria

Select Sensitive Patient Tracking Option: DUA Display User Access to Patient
Record

Figure 2-1: Displaying user access (step 1)

2. Type the patient’s name at the “Select Patient Name:” prompt.

3. Type the start of the date range you want to be included at the “Beginning
Date:” prompt.

4. Type the ending date of the date range you want to be included at the “Ending
Date:” prompt.

For hol ders of the DG SECURI TY OFFI CER key, use this option
to display who accessed a particul ar patient record over

a given date range. You can view just one user's access or
that of all users who accessed the record.

Sel ect PATI ENT NAME: PATI ENT, ALLEN M 12-14-1901 000141808 MH 2903

**** Date Range Sel ection ****

User’s Manual 2 Display User Access to Patient Record
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Begi nni ng DATE : T-365 (DEC 26, 2001)

Endi ng DATE : T (DEC 26, 2002)

Figure 2-2: Displaying user access (steps 2-4)
5. At the “Do you want to see when a select user accessed this record?” prompt:

a. Type Y if you want to see if/when a specific user accessed the patient’s
file. Then type the user’s name at the “Select New Person Name:”
prompt. The

b. Type N if you do not want to see if/when a specific user accessed the
patient’s file.

6. Type a device name or press the Enter key to accept the default device at the
“Device:” prompt.

Do you want to see when a sel ect user accessed this record? No// [ENT] (No)

DEVI CE: HOME// [ ENT]

Figure 2-3: Displaying user access (steps 5-6)

7. The Access to Patient Record report will print (Figure 2-4). If you selected to
display the report onscreen, use the options at the bottom of the screen to
navigate through the report.

ACCESS TO PATI ENT RECORD Dec 26, 2002 13:57:45 Page: 1 of 1
Sensitive Patient Access for DEC 26,2001 to DEC 26, 2002
Pati ent Nane: PATI ENT, ALLEN #2903 Date of Birth : Dec 14, 1901
USER DATE ACCESSED OPTI QN PROTOCOL USED | NPATI ENT
Adans, Adam A DEC 03, 2002@0: 01 Patient Inquiry YES

Enter ?? for npre actions

Sel ect Action: Quit//

Figure 2-4: Displaying user access (step 7)
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3.0 Enter/Edit Patient Security Level (EPL)

This option allows holders of the DG Sensitivity key to assign .remove a security
level to a patient. A patient can be either sensitive or non-sensitive. You will be
prompted for a patient's name. Once selected, you enter the security level. When
first adding a patient, the security level will be automatically set as sensitive. You
can then later to remove the patient from the list by simply editing the security level
to non-sensitive. The patient will stay in the security log but future access will no
longer be tracked. Use of this option enters the patient into the DG Security Log file.
Any access of a sensitive patient record is tracked in this file.

Note: If the security level for a patient is changed from sensitive to
non-sensitive, then a bulletin will be sent notifying the Station
Security Officer of the change.

1. To access the EPL option, type EPL at the “Select Sensitive Patient Tracking
Options:” prompt.

R I I R R I R I R I I R R R L

* I NDI AN HEALTH SERVI CE *
* SENSI TI VE PATI ENT TRACKI NG MODULE  *
* VERSI ON 5. 3 *

EE R I I S I S I R O I R S R S R O S R R S S

UNSPEC! FI ED HO

DUA Di spl ay User Access to Patient Record

EPL Enter/Edit Patient Security Leve

LSP Li st Sensitive Patients

PLOG Purge Record of User Access from Security Log
PPAT  Purge Non-sensitive Patients from Security Log
UsP Update Security Paraneters

XSO Sensitive Patient Tutoria

Sel ect Sensitive Patient Tracking Option: EPL Enter/Edit Patient Security
Level

Figure 3-1: Entering/Editing a patient security level (step 1)
2. Type the patient’s name at the “Select Patient Name:” prompt.
3. TypeY at the “OK?” prompt to continue with the selected patient.

4. Type 0 (Non-Sensitive) or 1 (Sensitive) at the “Security Level:” prompt to
either edit or enter the desired security level.

5. Type the name of the remote source that assigned the patient's security level at
the “Security Source:” prompt.
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For hol ders of the DG SENSITIVITY key, use this option to
assign a security level to a patient. A patient can be
either Sensitive (access tracked) or Non-Sensitive (access
no | onger tracked unless all patients tracked at facility).
If the security level for a patient changes fromsensitive
to non-sensitive, a bulletin is sent to your site's mai
group listed as "Sensitivity Renoved G oup” under the
security paraneters.

Sel ect PATI ENT NAME: PATI ENT, ALLEN
COVANCHE, ALLEN STAFFORD M 12-14-1901 000141808 MH 2903
... OK? Yes// [ENT]
SECURI TY LEVEL: NON- SENSI TI VE// ??
This field contains a 1 if the patient record is presently listed as
sensitive or a 0 if the patient's record is not currently sensitive.

Choose from
0 NON- SENSI TI VE
1 SENSI TI VE
SECURI TY LEVEL: NON-SENSITIVE// 1 SENSITIVE
SECURI TY SOURCE: Adans, Adam

Figure 3-2: Entering/Editing a patient security level (steps 2-5)
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4.0 List Sensitive Patients (LSP)

This option lists all patients (sensitive and non-sensitive) in the DG Security Log file.
You will then able to edit a status or display who accessed a given patient’s record.
One of the actions you can take is to display who accessed a particular patient. That
action uses the same report described in the DUA option.

The data items included in the report are user name, date/time accessed, menu option
or protocol used and whether or not the patient was an inpatient at the time.

The sensitive patients are listed first, in alphabetical order, followed by any non-
sensitive patients still in the file. One of the actions available from this list is Edit
Security Level where you can change the security level of any patient on the listing.
To add new patients, you must use the EPL option.

1. To access the LSP option, type LSP at the “Select Sensitive Patient Tracking
Option:” prompt.

2. Press the Enter key at the “Press Enter to Continue:” prompt.

KR Sk S S I S O S S S S S O

* | NDI AN HEALTH SERVI CE *
* SENSI TI VE PATI ENT TRACKI NG MODULE  *
* VERSI ON 5. 3 *

R I I R R R I R I R I I R R I L

UNSPECI FI ED HO

DUA Di spl ay User Access to Patient Record

EPL Enter/Edit Patient Security Leve

LSP Li st Sensitive Patients

PLOG Purge Record of User Access from Security Log
PPAT  Purge Non-sensitive Patients from Security Log
USP Update Security Paraneters

XSO Sensitive Patient Tutoria

Sel ect Sensitive Patient Tracking Option: LSP List Sensitive Patients

Use this option to list all patients marked as sensitive
in the DG SECURITY LOG file. You can then change their
security level or display who accessed each record. You
cannot add new patients to the list here. |Instead use the
Enter/Edit option.

Press ENTER to continue: [ENT]

Figure 4-1: Listing sensitive patients (steps 1-2)

3. All patients who are marked as sensitive will be displayed (Figure 4-2).
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SENSI Tl VE FI LE LI STI NG Dec 26, 2002 14:02:21 Page: 1 of 1
Patients stored in DG SECURI TY LOG file as of Dec 26, 2002
Patients Dat e Last Updated Assi gned By
1. PATI ENT, BERNARD Dec 04, 2002@.4: 03 WAP
2. PATI ENT, ALLEN Dec 26, 2002@L4: 02 JT

Enter ?? for nore actions

1 Edit Security Level 2 Wio Accessed Record Q Qit
Sel ect Action: Next Screen//

Figure 4-2: Listing sensitive patients (step 3)

Edit Security Level

This option allows you to edit the security level for a particular patient.
1. To edit a patient’s security level, type 1 at the “Select Action:” prompt.

2. Type the number of the patient whose security level you want to change at the
“Select Patient:” prompt.

3. The patient’s current security level will be displayed, type O (Non-Sensitive)
or 1 (Sensitive) at the “Security Level:” prompt to either edit or enter the
desired security level. Press the Enter key to keep the current default level.

4. Type the name of the remote source that assigned the patient's security level at
the “Security Source:” prompt. Press the Enter key to keep the current default

source.
SENSI Tl VE FI LE LI STI NG Dec 26, 2002 14:02:21 Page: 1 of 1
Patients stored in DG SECURITY LOG file as of Dec 26, 2002
Pati ents Dat e Last Updated Assi gned By
1. PATI ENT, BERNARD Dec 04, 2002@4: 03 WAP
2. PATI ENT, ALLEN Dec 26, 2002@4: 02 JT

Enter ?? for nore actions
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1 Edit Security Level 2 Wo Accessed Record Q Quit
Sel ect Action: Next Screen// 1 Edit Security Level

Select Patient: (1-2): 1

SECURI TY LEVEL: SENSI TI VE// [ ENT]

SECURI TY SOURCE: Adans, Adani/ [ENT]

Figure 4-3: Editing security level

4.2 Who Accessed Record

This option allows you to display a list of people who have accessed a particular
patient’s record.

1. To view a list of who accessed a particular patient’s record, type 2 at the
“Select Action:” prompt.

2. Type the number of the patient whose security access record you want
displayed at the “Select Patient:” prompt.

3. Type the start of the date range you want to be included at the “Beginning
Date:” prompt.

4. Type the ending date of the date range you want to be included at the “Ending
Date:” prompt.

5. At the “Do you want to see when a select user accessed this record?” prompt:

a. Type Y if you want to see if/when a specific user accessed the
patient’s file. Then type the user’s name at the “Select New Person
Name:” prompt. The

b. Type N if you do not want to see if/when a specific user accessed the
patient’s file.

6. Type a device name or press the Enter key to accept the default device at the
“Device:” prompt.

SENSI TI VE FI LE LI STI NG Dec 27, 2002 11:53:44 Page: 1 of 1
Patients stored in DG SECURI TY LOG file as of Dec 27, 2002
Pati ents Dat e Last Updated Assi gned By
1. PATI ENT, BERNARD Dec 27, 2002@lil:53 JT
2. PATI ENT, ALLEN Dec 27, 2002@lil: 43 JT
User’'s Manual 8 List Sensitive Patients
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Enter ?? for nore actions
1 Edit Security Level 2 Wio Accessed Record Q Qit
Sel ect Action: Next Screen// 2 Who Accessed Record
Select Patient: (1-2): 1
**** Date Range Sel ection ****
Begi nni ng DATE : T-365 (DEC 27, 2001)

Endi ng DATE : T (DEC 27, 2002)

Do you want to see when a sel ect user accessed this record? No// ( No)

DEVI CE: HOVE// [ RET]

Figure 4-4: Listing who accessed a record (steps 1-6)

7. The Access to Patient Record screen will be displayed (Figure 4-5). Use the
options at the bottom of the screen to navigate through the report.

ACCESS TO PATI ENT RECORD Dec 27, 2002 11:54:18 Page: 1 of 2
Sensitive Patient Access for DEC 27,2001 to DEC 27, 2002
Pati ent Name: ABEI TA, BERNARD #7250 Date of Birth : Cct 27, 1978
USER DATE ACCESSED OPTI OV PROTOCOL USED
| NPATI ENT
BEATTY, P DEC 04, 2002@.0: 53 EDIT a patient's fil YES
Pl M5, USER DEC 04, 2002@4: 33 Adm ssi on Forns NO
Pl M5, USER DEC 04, 2002@4: 27 I ncompl ete Charts Ed NO
Pl M5, USER DEC 04, 2002@.4: 24 I nconpl ete Charts Ed NO
Pl M5, USER DEC 04, 2002@.4: 23 | npatient Chart Codi NO
Pl M5, USER DEC 04, 2002@4: 19 Provi der Change NO
Pl M5, USER DEC 04, 2002@2:27:10 Extended Inpatient | NO
Pl M5, USER DEC 04, 2002@2: 27 Ext ended Bed Contr ol NO
Pl M5, USER DEC 04, 2002@Z2: 25 Di scharge a Pati ent YES
PATI ENT, DEMO DEC 03, 2002@6: 03 I nconpl ete Charts Ed YES
PATI ENT, DEMO DEC 03, 2002@.2: 39 Patient Inquiry YES
PATI ENT, DEMO DEC 03, 2002@1: 29 Patient Inquiry YES
PATI ENT, DEMO DEC 03, 2002@1: 27 Patient Inquiry YES
USER, GUY DEC 03, 2002@0: 35:10 Patient Inquiry YES
+ Enter ?? for nore actions

Sel ect Action: Next Screen//

Figure 4-5: Listing who accessed a record (step 7)
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5.0 Purge Record of User Access from Security Log
(PLOG)

This option permits holders of the DG Security Officer key to purge the access log for
a select patient, or all patients during a specified date range. However, any access
made to a sensitive patient record must be kept in the log at least 30 days. The
number of days to keep access can be between 30 and 365 and is specified in the
MAS Parameters file, Days to Maintain Sensitivity field. The user may choose to
print the names of the users that are purged or run the option as a background job. If
the names are printed, a message will be displayed when the purge is completed
which includes the total number of records deleted. Only holders of security key DG
Security Officer may access this option.

1. To purge the record of user access from the security log, type PLOG at the
“Select Sensitive Patient Tracking Options:” prompt.

khkkkhkhkkhkhkhhkhkhhkhkhhkhkhkhkhkhhkkhkhhkkhkhkk kkk kk*kk**x*%

* | NDI AN HEALTH SERVI CE *
* SENSI TI VE PATI ENT TRACKI NG MODULE  *
* VERSI ON 5. 3 *

R I S R R R R I R I R I R R S O

UNSPECI FI ED HO

DUA Di spl ay User Access to Patient Record

EPL Enter/Edit Patient Security Level

LSP Li st Sensitive Patients

PLOG Purge Record of User Access from Security Log
PPAT  Purge Non-sensitive Patients from Security Log
UsP Update Security Paraneters

XSO Sensitive Patient Tutori al

Sel ect Sensitive Patient Tracking Option: PLOG Purge Record of User Access
from Security Log

Figure 5-1: Purging the record (step 1)

2. Type the name of the single patient whose file you want to purge or type All to
purge all records at the “Select Patient:” prompt.

3. Type the start of the date range you want to be included at the “Beginning
Date:” prompt.

Note: You cannot purge files that are 30 or fewer days old. Select
dates that are more than 30 days in the past.

4. Type the ending date of the date range you want to be included at the “Ending
Date:” prompt.

User’s Manual 10 Purge Record
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5. Type Y to print a paper copy of the access log before purging or N to not print
a paper copy at the “Do you want to print users as they are purged?” If you
type Y, you will then be prompted to select a print device.

6. Type the time and date for which you would like to begin the purge or press
the Enter key to accept the default time of now at the “Requested Start Time:”
prompt.

7. The message Request Queued! will be displayed.

8. Press the Enter key at the “Press Enter to continue:” prompt.

Use this option to purge the access log for a sel ect
patient or for all patients within a date range. Any
access nade to a sensitive record nust be kept at |east
30 days.

Enter 'ALL' or a select patient to purge user access fromsecurity |og.
Sel ect PATI ENT: PATI ENT, ALLEN M 12-14- 1901 000141808 MH 2903

Record of user access can not be purged prior to 30 day(s), please select a
day on or before NOV 25, 2002

**** Date Range Sel ection ****

Begi nni ng DATE : T-365 (DEC 26, 2001)

Endi ng DATE : T-35 (NOV 21, 2002)
Do you want to print users as they are purged? No (No)
Requested Start Tine: NOW/ [ENT] (DEC 27, 2002@l2: 36: 24)

Request Queued!
Press ENTER to continue: [ENT]

Figure 5-2: Purging the record (steps 2-8)
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6.0 Purge Non-sensitive Patients from Security Log
(PPAT)

This option is used to purge patients with a non-sensitive security level from the
security log. You choose to print the names of the patients that are purged or run the
option as a background job. If the names are printed, a message will be displayed
when the purge is completed which includes the total number of records deleted. Only
holders of security key DG SECURITY OFFICER may access this option.

Warning: Be very careful, as this will delete all record of users
accessing this patient even while the patient was designated as
sensitive. You are not given the choice to just remove specific
patients.

1. To purge non-sensitive patients from the security log, type PPAT at the
“Select Sensitive Patient Tracking Option:” prompt.

2. Type Y to continue or N to go back at the “Are You Sure You Want to Purge
All Non-Sensitive Patients?” prompt. If you typed N, press the Enter key at
the “Press Enter to Continue:” prompt.

3. Type Yes or No at the “Do You Want to Print Patients as they are purged?”
prompt. If you type yes, you will be prompted to type the name of a print
device.

UNSPECI FI ED HO

DUA Di spl ay User Access to Patient Record

EPL Enter/Edit Patient Security Leve

LSP Li st Sensitive Patients

PLOG Purge Record of User Access from Security Log
PPAT  Purge Non-sensitive Patients from Security Log
USP Update Security Paraneters

XSO Sensitive Patient Tutoria

Sel ect Sensitive Patient Tracking Option: PPAT Purge Non-sensitive Patients
from Security Log
Use this option to purge patients fromthe DG SECURI TY LOG

fileif the patient's security level is non-sensitive.

Are you sure you want to purge all non-sensitive patients? No// Y
(Enter 'YES' to purge non-sensitive patients, or 'NO to exit this process.)

Do you want to print patients as they are purged? No// Y (Yes)

DEVI CE: HOWE/ /

Figure 6-1: Purging non-sensitive patients
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7.0 Update Security Parameters (USP)

Use this option to updated the security parameters for your facility.

1. To update security parameters, type USP at the “Select Sensitive Patient
Tracking Option:” prompt.

Kk S S S S O S S S S S O

* | NDI AN HEALTH SERVI CE *
* SENSI TI VE PATI ENT TRACKI NG MODULE  *
* VERSI ON 5. 3 *

R I R I R R I R O I R R L

UNSPECI FI ED HO

DUA Di spl ay User Access to Patient Record

EPL Enter/Edit Patient Security Level

LSP Li st Sensitive Patients

PLOG Purge Record of User Access from Security Log
PPAT  Purge Non-sensitive Patients from Security Log
USsP Update Security Paraneters

XSO Sensitive Patient Tutori al

Sel ect Sensitive Patient Tracking Option: usp Update Security Paraneters

Figure 7-1: Updating security parameters (step 1)

2. Three options will be displayed (Figure 7-2). Sections 7.1 through 7.3 will
explain how to use each option.

Use this option to update such paraneters as "Days to
Maintain Sensitivity" and "Restrict Patient Record

Access". You can assign nmail groups to bulletins and

add nenmbers to the mail groups. A listing of all users
with access to this menu and sensitive records is avail able.

1. Edit Security Paraneters
2. Edit Mail Goup Menbers
3. List Security Key Hol ders

Sel ect Action: (1-3):
Figure 7-2: Updating security parameters (step 2)

7.1 Edit Security Parameters

Use this option to edit the existing security parameters for your facility.

1. To edit security parameters, type 1 at the “Select Action:” prompt.
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2. The Update Security Parameters screen will be displayed (Figure 7-3). This
screen uses ScreenMan.

3. Type YES to track access to all patients all the time at the “Track all Patient
Access?:” prompt.

Warning: This can put quite a load on your system and storage
capabilities. It will automatically add patients as non-sensitive to
the DG Security Log file the first time their record is accessed.

4. Type a number between 30 and 365 days at the “Days to Maintain Sensitivity
Log:” prompt. This parameter determines the number of days in the past you
want to keep information on who accessed patient information. The
parameter is used by the Purge Record of User Access from Security Log
option.

5. Type YES or NO at the “Restrict Access to User's Own Record:” prompt. Do
you want to restrict users from accessing their own records? If you answer
YES, only users holding the DG Record Access key can access their own
patient record. If turned on, this parameter requires that all users accessing
patient records have their correct social security number (SSN) defined in the
New Person file. The SSN is used to find that user’s patient record in file 2.

6. Type the mail group to be notified when sensitive records are accessed by
users not holding the DG Sensitivity key “Sensitive Record Accessed Group:”
prompt. This must be a mail group already defined. You can add new mail
groups under action 2 — Edit Mail Group Members detailed below.

7. Type the mail group to be notified when a patient’s security level is changed
from sensitive to non-sensitive “Sensitivity Removed Group:” prompt. This
must be already defined in the Mail Group file.

UPDATE SECURI TY PARAMETERS

TRACK ALL PATI ENT ACCESS?: YES
(Track user access to ALL patients all the tinme?)

DAYS TO MAI NTAIN SENSITIVITY LOG 30
(Choose between 30 and 365 days)

RESTRI CT ACCESS TO USER S OMN RECORD: YES
(Al'l ow users to access their own records?)

SENSI TI VE RECORD ACCESSED GROUP: DG SECURI TY
(Mail group to notify when sensitive record accessed)

SENSI TI VI TY REMOVED GROUP:
(Mail group to notify when patient renoved fromsensitive |ist)
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COMVAND: Press <PF1>H for help
I nsert

Figure 7-3: Editing security parameters

7.2 Edit Mail Group Members

Use this option to either add or edit Mail Groups. The add function automatically sets
the mail group type to public, self-enrollment to No and restrictions to Unrestricted.
If you want these changed, you must access the Mail Group Edit on the site manager
menu.

You will also need to add members to the DG Missing New Person SSN mail group.
This mail group receives bulletins when users don’t have their SSN defined in the
New Person file. The bulletin is only sent if the Restrict Access to User's Own
Record parameter is turned on, the user does not hold the DG Record Access key, and
there is no SSN in file 200 for that user. These users cannot access any patient record
because the software cannot determine if the user is accessing his/her record. Until at
least one member is added to this mail group, you will be reminded to add members
when you select this action.

1. To edit mail group members, type 2 at the “Select Action:” prompt.

2. Type the name of an existing mail group or type the name of a new mail group
at the “Select Mail Group Name:” prompt. If you choose to add a new group,
you will be prompted to confirm that you are adding a new group by typing Y
at the “Are you adding ‘X’ as a new MAIL GROUP?” prompt.

Use this option to update such paranmeters as "Days to

Mai ntain Sensitivity" and "Restrict Patient Record

Access". You can assign mail groups to bulletins and

add nenbers to the mail groups. A listing of all users
with access to this nmenu and sensitive records is avail abl e.

1. Edit Security Paraneters

2. Edit Mail Group Menbers

3. List Security Key Hol ders
Select Action: (1-3): 2

Don't forget to add nenbers to DG M SSI NG NEW PERSON SSN nai | group

Sel ect MAIL GROUP NAME: New Group
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Are you adding ' NEW G oup' as a new MAIL GROUP? Y (Yes)

Figure 7-4: Editing mail groups (steps 1-2)

3. The Edit Security Mail Groups screen will be displayed (Figure 7-5). This
screen uses ScreenMan.

4. Fill in or edit the prompts on your screen to edit or add the selected Mail
Group.

EDI T SECURI TY MAI L GROUPS

NAME: New G oup
COORDI NATOR:
DESCRI PTI ON:

MAI L GROUP MEMBERS

COMVAND: Press <PF1>H for help I nsert

Figure 7-5: Editing mail groups (steps 3-4)

7.3 List Security Key Holders

This option lists everyone who holds security keys used by this module. This option
is provided to help you keep track of who has which level of access.

1. To list security key holders, type 3 at the “Select Action:” prompt.

Use this option to update such paranmeters as "Days to

Mai ntain Sensitivity" and "Restrict Patient Record

Access". You can assign mail groups to bulletins and

add nenbers to the mail groups. A listing of all users
with access to this nmenu and sensitive records is avail abl e.

1. Edit Security Paraneters
2. Edit Mail Group Menbers
3. List Security Key Hol ders
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Sel ect Action: (1-3): 3

Figure 7-6: Listing security key holders (step 1)

2. The Sensitive Patient Keys screen will be displayed (Figure 7-7). Use the
options at the bottom of the screen to navigate through the report.

Sensitive Patient Keys Dec 27, 2002 13:21:47 Page: 1 of 5
Listing of Users with keys inportant to this nodul e
User Nane Servi ce/ Secti on
DG SECURI TY OFFI CER (Ful'l access to this nodul e)
USER, CHARLES BUSI NESS OFFI CE
USER, MD ADM NI STRATI ON
USER, WALTER A ADM NI STRATI ON
USER, P CLINIC
USER, DEMO ADM NI STRATI ON
USER, USER ADM NI STRATI ON
USER, DEMO BUSI NESS OFFI CE
USER, DEMO BUSI NESS OFFI CE
USER, DEMO CLINIC
USER, DEMO ADM NI STRATI ON
USER, DEMO ADM NI STRATI ON
USER, DEMO A ADM NI STRATI ON
USER, DEMO ADM NI STRATI ON
USER, DEMO ADM NI STRATI ON
USER, ANGELA ADM NI STRATI ON
+ Enter ?? for nore actions

Sel ect Action: Next Screen//

Figure 7-7: Listing security key holders (step 2)
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8.0 Sensitive Patient Tutorial (XSO)

This option provides you with a detailed help menu for options in the Sensitive
Patient Tracking module. You will be given the option to either display the help
onscreen or print the information to paper.

1. To use the sensitive patient tutorial, type XSO at the “Select Sensitive Patient
Tracking Option:” prompt.

Kk S S I S S S S S S S O

* | NDI AN HEALTH SERVI CE *
* SENSI TI VE PATI ENT TRACKI NG MODULE  *
* VERSI ON 5. 3 *

khkhkkhkhkhkhkhkhkhhhkhhhkhhhkhhhhhdhhhddhdrhdrhr*x*

UNSPECI FI ED HO

DUA Di spl ay User Access to Patient Record

EPL Enter/Edit Patient Security Leve

LSP Li st Sensitive Patients

PLOG Purge Record of User Access from Security Log
PPAT  Purge Non-sensitive Patients from Security Log
USP Update Security Paraneters

XSO Sensitive Patient Tutorial

Sel ect Sensitive Patient Tracking Option: XSO Sensitive Patient Tutoria

Figure 8-1: Using sensitive patient tutorial (step 1)

2. Type either 1 (Display help on your screen) or 2 (Print help to your printer) at
the “Choose One:” prompt. If you typed 2, you will be prompted to type a
print device. If you typed 1, continue with steps 3 through 5.

Pl M5 ON-LI NE HELP UTILITY

How do you want ne to present this hel p?

1. DI SPLAY help to your screen
2. PRINT help to your printer (10 pages)

Choose One: (1-2): 1

Figure 8-2: Using sensitive patient tracking tutorial (step 2)

3. The Sensitive Patient Tracking system on-line tutorial screen will be displayed
(Figure 8-3).
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4. Type the number of the option that you would like more information about at
the “Select Help System Action or <Return>:” prompt. If you want to exit
this screen press the Enter key.

SENSI Tl VE PATI ENT TRACKI NG SYSTEM

*** el cone to the SENSI Tl VE PATI ENT TRACKI NG System On-line Tutorial ***

1. Introduction

2. I nplementation

3. Maintaining Security Log
4. Viewi ng Accessed Records
5. Purging Log and Records

6. Rel ease Notes

Press ENTER to exit or select a nunber to view that section.

Sel ect HELP SYSTEM action or <return>: 2

Figure 8-3: Using sensitive patient tracking tutorial (steps 3-4)

5. Press the Enter key at the “Select Help System Action or <Return>:” prompt
to exit the help option you selected.

| mpl enenting Sensitive Patient Tracking

Upon installation, none of the new functionality of this nbdule goes into
effect until turned on. Here are the recommended steps to inplenent these
new security measures:

1. Gve the DG SECURI TY OFFI CER and DG SENSI TI VI TY keys to those
i ndi vidual s designated to naintain the system

2. Place the BDG SECURI TY MENU on the appropriate main nmenu for those
gi ven the aforenentioned keys.

3. Use the Update Security Parameters option to custom ze this
application for your facility.

4. Allocate the DG SENSI TIVITY key to those staff nmenbers who do not need
to see the warni ng nessage when accessing sensitive charts. Try to
keep the nunber of people holding this key down to a reasonabl e nunber.

5. If you restricted access to staff nmenbers' own patient records,
al | ocate the DG RECORD ACCESS key to those individuals who ARE al | owed
access to their records.
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Sel ect HELP SYSTEM action or <return>: [ENT]

Figure 8-4: Using sensitive patient tracking tutorial (step 5)
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9.0 Glossary

TERM DEFINITION

ADC Average Daily Census

ALOS Average Length of Stay

AMIS Automated Management Information System

Attending physician

Supervising physician who is responsible for the care of the patient.
Non-affiliated hospitals may choose not to use this field.

Breakeven A day on which the actual cost of care equals the estimated day
allocation.
CDR Cost Distribution Report

Collateral visit

A visit by a non-veteran patient whose appointment is related to or
associated with a service-connected patient's treatment.

Consistency checker

Provides a method of assuring the accuracy of data contained in a
patient file.

Copay Test A financial report used to determine if a patient may be exempted from
pharmacy co-payments.

DRG Diagnostic Related Group

DXLS Diagnosis responsible for the major portion of a patient's stay.

G&L Gains and Losses

HINQ Hospital Inquiry

Means Test A financial report used to determine if a patient may be required to
make Co-payments for care.

PAF Patient Assessment File

PAI Patient Assessment Instrument

primary care The health care provider with primary responsibility for the direct care

physician of the patient. This may be the resident or intern in a teaching facility or
the staff physician in a non-affiliated hospital.

Purge To get rid of, remove, or delete

PTF Patient Treatment File

routing slip When printed for a specified date, it shows the current appointment
time, clinic, location and stop code. It also shows future appointments.

RUG Resource Utilization Group

security code

A code assigned to each user identifying them specifically to the system
and allowing them access to the functions/options assigned to them.

security key

Used in conjunction with locked options or functions.

Special survey

An ongoing survey of care given to patients alleging Agent Orange or
ionizing radiation exposure. Each visit by such a patient must receive
special survey dispositioning which records whether treatment provided
was related to that exposure. This data is used for congressional
reporting purposes.

stop code

A three-digit number corresponding to an additional stop/service a
patient received in conjunction with a clinic visit. Stop code entries are
used so that medical facilities may receive credit for the services
rendered during a patient visit.
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TERM DEFINITION

third party billings Billings where a party other than the patient is billed.

trim point The expected Length of Stay range based on the LOS distribution for
each DRG category.

VADATS Veterans Administration Data Transmission System

WWU Weighted Work Unit
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10.0 Contact Information

If you have any questions or comments regarding this distribution, please contact the
ITSC Help Desk by:

Phone:  (505) 248-4371 or
(888) 830-7280

Fax: (505) 248-4363
Web: http://www.rpms.ihs.qgov/TechSupp.asp
Email: ITSCHelp@mail.ihs.gov
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	Introduction
	The PIMS user manual is divided into three modules, ADT, Sch
	Sensitive Patient Tracking contains the security options for
	Note: MAS is an acronym for Medical Administration Service. 
	As part of the effort to ensure patient privacy, additional 
	The long warning message is removed when accessing inpatient
	The only menu associated with this module is the Security Of
	All other staff will only see the effects of these measures 
	Display User Access to Patient Record (DUA)
	This option permits holders of the DG Security Officer key t
	To access the DUA options, type DUA at the “Select Sensitive
	*****************************************
	*        INDIAN HEALTH SERVICE          *
	*   SENSITIVE PATIENT TRACKING MODULE   *
	*             VERSION 5.3               *
	*****************************************
	UNSPECIFIED HO
	DUA    Display User Access to Patient Record
	EPL    Enter/Edit Patient Security Level
	LSP    List Sensitive Patients
	PLOG   Purge Record of User Access from Security Log
	PPAT   Purge Non-sensitive Patients from Security Log
	USP    Update Security Parameters
	XSO    Sensitive Patient Tutorial
	Select Sensitive Patient Tracking Option: DUA  Display User 
	Figure 2�1: Displaying user access (step 1)
	Type the patient’s name at the “Select Patient Name:” prompt
	Type the start of the date range you want to be included at 
	Type the ending date of the date range you want to be includ
	For holders of the DG SECURITY OFFICER key, use this option
	to display who accessed a particular patient record over
	a given date range.  You can view just one user's access or
	that of all users who accessed the record.
	Select PATIENT NAME: PATIENT,ALLEN       M 12-14-1901 000141
	**** Date Range Selection ****
	Beginning DATE : T-365  (DEC 26, 2001)
	Ending    DATE : T  (DEC 26, 2002)
	Figure 2�2: Displaying user access (steps 2-4)
	At the “Do you want to see when a select user accessed this 
	Type Y if you want to see if/when a specific user accessed t
	Type N if you do not want to see if/when a specific user acc
	Type a device name or press the Enter key to accept the defa
	Do you want to see when a select user accessed this record? 
	DEVICE: HOME// [ENT]
	Figure 2�3: Displaying user access (steps 5-6)
	The Access to Patient Record report will print (Figure 2�4).
	ACCESS TO PATIENT RECORD    Dec 26, 2002 13:57:45          P
	Sensitive Patient Access for DEC 26,2001 to DEC 26,2002
	Patient Name: PATIENT,ALLEN      #2903   Date of Birth : Dec
	USER                   DATE ACCESSED         OPTION/PROTOCOL
	Adams, Adam A        DEC 03, 2002@10:01     Patient Inquiry 
	Enter ?? for more actions
	Select Action:Quit//
	Figure 2�4: Displaying user access (step 7)
	Enter/Edit Patient Security Level (EPL)
	This option allows holders of the DG Sensitivity key to assi
	Note: If the security level for a patient is changed from se
	To access the EPL option, type EPL at the “Select Sensitive 
	*****************************************
	*        INDIAN HEALTH SERVICE          *
	*   SENSITIVE PATIENT TRACKING MODULE   *
	*             VERSION 5.3               *
	*****************************************
	UNSPECIFIED HO
	DUA    Display User Access to Patient Record
	EPL    Enter/Edit Patient Security Level
	LSP    List Sensitive Patients
	PLOG   Purge Record of User Access from Security Log
	PPAT   Purge Non-sensitive Patients from Security Log
	USP    Update Security Parameters
	XSO    Sensitive Patient Tutorial
	Select Sensitive Patient Tracking Option: EPL  Enter/Edit Pa
	Figure 3�1: Entering/Editing a patient security level (step 
	Type the patient’s name at the “Select Patient Name:” prompt
	Type Y at the “OK?” prompt to continue with the selected pat
	Type 0 (Non-Sensitive) or 1 (Sensitive) at the “Security Lev
	Type the name of the remote source that assigned the patient
	For holders of the DG SENSITIVITY key, use this option to
	assign a security level to a patient. A patient can be
	either Sensitive (access tracked) or Non-Sensitive (access
	no longer tracked unless all patients tracked at facility).
	If the security level for a patient changes from sensitive
	to non-sensitive, a bulletin is sent to your site's mail
	group listed as "Sensitivity Removed Group" under the
	security parameters.
	Select PATIENT NAME: PATIENT,ALLEN
	COMANCHE,ALLEN STAFFORD               M 12-14-1901 000141808
	...OK? Yes// [ENT]
	SECURITY LEVEL: NON-SENSITIVE// ??
	This field contains a 1 if the patient record is presently l
	sensitive or a 0 if the patient's record is not currently se
	Choose from:
	0        NON-SENSITIVE
	1        SENSITIVE
	SECURITY LEVEL: NON-SENSITIVE// 1  SENSITIVE
	SECURITY SOURCE: Adams, Adam
	Figure 3�2: Entering/Editing a patient security level (steps
	List Sensitive Patients (LSP)
	This option lists all patients (sensitive and non-sensitive)
	The data items included in the report are user name, date/ti
	The sensitive patients are listed first, in alphabetical ord
	To access the LSP option, type LSP at the “Select Sensitive 
	Press the Enter key at the “Press Enter to Continue:” prompt
	*****************************************
	*        INDIAN HEALTH SERVICE          *
	*   SENSITIVE PATIENT TRACKING MODULE   *
	*             VERSION 5.3               *
	*****************************************
	UNSPECIFIED HO
	DUA    Display User Access to Patient Record
	EPL    Enter/Edit Patient Security Level
	LSP    List Sensitive Patients
	PLOG   Purge Record of User Access from Security Log
	PPAT   Purge Non-sensitive Patients from Security Log
	USP    Update Security Parameters
	XSO    Sensitive Patient Tutorial
	Select Sensitive Patient Tracking Option: LSP  List Sensitiv
	Use this option to list all patients marked as sensitive
	in the DG SECURITY LOG file.  You can then change their
	security level or display who accessed each record.  You
	cannot add new patients to the list here. Instead use the
	Enter/Edit option.
	Press ENTER to continue:  [ENT]
	Figure 4�1: Listing sensitive patients (steps 1-2)
	All patients who are marked as sensitive will be displayed (
	SENSITIVE FILE LISTING      Dec 26, 2002 14:02:21          P
	Patients stored in DG SECURITY LOG file as of Dec 26, 2002
	Patients               Date Last Updated     Assigned By
	1. PATIENT,BERNARD         Dec 04, 2002@14:03    WAP
	2. PATIENT,ALLEN           Dec 26, 2002@14:02    JT
	Enter ?? for more actions
	1  Edit Security Level    2  Who Accessed Record    Q  Quit
	Select Action: Next Screen//       .
	Figure 4�2: Listing sensitive patients (step 3)
	Edit Security Level

	This option allows you to edit the security level for a part
	To edit a patient’s security level, type 1 at the “Select Ac
	Type the number of the patient whose security level you want
	The patient’s current security level will be displayed, type
	Type the name of the remote source that assigned the patient
	SENSITIVE FILE LISTING      Dec 26, 2002 14:02:21        Pag
	Patients stored in DG SECURITY LOG file as of Dec 26, 2002
	Patients               Date Last Updated     Assigned By
	1. PATIENT,BERNARD         Dec 04, 2002@14:03    WAP
	2. PATIENT,ALLEN           Dec 26, 2002@14:02    JT
	Enter ?? for more actions
	1  Edit Security Level    2  Who Accessed Record    Q  Quit
	Select Action: Next Screen// 1   Edit Security Level
	Select Patient:  (1-2): 1
	SECURITY LEVEL: SENSITIVE// [ENT]
	SECURITY SOURCE: Adams, Adam// [ENT]
	Figure 4�3: Editing security level
	Who Accessed Record

	This option allows you to display a list of people who have 
	To view a list of who accessed a particular patient’s record
	Type the number of the patient whose security access record 
	Type the start of the date range you want to be included at 
	Type the ending date of the date range you want to be includ
	At the “Do you want to see when a select user accessed this 
	Type Y if you want to see if/when a specific user accessed t
	Type N if you do not want to see if/when a specific user acc
	Type a device name or press the Enter key to accept the defa
	SENSITIVE FILE LISTING        Dec 27, 2002 11:53:44        P
	Patients stored in DG SECURITY LOG file as of Dec 27, 2002
	Patients               Date Last Updated     Assigned By
	1. PATIENT,BERNARD         Dec 27, 2002@11:53    JT
	2. PATIENT,ALLEN           Dec 27, 2002@11:43    JT
	Enter ?? for more actions
	1  Edit Security Level    2  Who Accessed Record    Q  Quit
	Select Action: Next Screen// 2   Who Accessed Record
	Select Patient:  (1-2): 1
	**** Date Range Selection ****
	Beginning DATE : T-365  (DEC 27, 2001)
	Ending    DATE : T  (DEC 27, 2002)
	Do you want to see when a select user accessed this record? 
	DEVICE: HOME// [RET]
	Figure 4�4: Listing who accessed a record (steps 1-6)
	The Access to Patient Record screen will be displayed (Figur
	ACCESS TO PATIENT RECORD      Dec 27, 2002 11:54:18       Pa
	Sensitive Patient Access for DEC 27,2001 to DEC 27,2002
	Patient Name: ABEITA,BERNARD            #7250   Date of Birt
	USER                   DATE ACCESSED          OPTION/PROTOCO
	BEATTY,P               DEC 04, 2002@10:53     EDIT a patient
	PIMS,USER              DEC 04, 2002@14:33     Admission Form
	PIMS,USER              DEC 04, 2002@14:27     Incomplete Cha
	PIMS,USER              DEC 04, 2002@14:24     Incomplete Cha
	PIMS,USER              DEC 04, 2002@14:23     Inpatient Char
	PIMS,USER              DEC 04, 2002@14:19     Provider Chang
	PIMS,USER              DEC 04, 2002@12:27:10  Extended Inpat
	PIMS,USER              DEC 04, 2002@12:27     Extended Bed C
	PIMS,USER              DEC 04, 2002@12:25     Discharge a Pa
	PATIENT,DEMO           DEC 03, 2002@16:03     Incomplete Cha
	PATIENT,DEMO           DEC 03, 2002@12:39     Patient Inquir
	PATIENT,DEMO           DEC 03, 2002@11:29     Patient Inquir
	PATIENT,DEMO           DEC 03, 2002@11:27     Patient Inquir
	USER,GUY               DEC 03, 2002@10:35:10  Patient Inquir
	+         Enter ?? for more actions
	Select Action:Next Screen//
	Figure 4�5: Listing who accessed a record (step 7)
	Purge Record of User Access from Security Log (PLOG)
	This option permits holders of the DG Security Officer key t
	To purge the record of user access from the security log, ty
	*****************************************
	*        INDIAN HEALTH SERVICE          *
	*   SENSITIVE PATIENT TRACKING MODULE   *
	*             VERSION 5.3               *
	*****************************************
	UNSPECIFIED HO
	DUA    Display User Access to Patient Record
	EPL    Enter/Edit Patient Security Level
	LSP    List Sensitive Patients
	PLOG   Purge Record of User Access from Security Log
	PPAT   Purge Non-sensitive Patients from Security Log
	USP    Update Security Parameters
	XSO    Sensitive Patient Tutorial
	Select Sensitive Patient Tracking Option: PLOG  Purge Record
	Figure 5�1: Purging the record (step 1)
	Type the name of the single patient whose file you want to p
	Type the start of the date range you want to be included at 
	Note: You cannot purge files that are 30 or fewer days old. 
	Type the ending date of the date range you want to be includ
	Type Y to print a paper copy of the access log before purgin
	Type the time and date for which you would like to begin the
	The message Request Queued! will be displayed.
	Press the Enter key at the “Press Enter to continue:” prompt
	Use this option to purge the access log for a select
	patient or for all patients within a date range.  Any
	access made to a sensitive record must be kept at least
	30 days.
	Enter 'ALL' or a select patient to purge user access from se
	Select PATIENT: PATIENT,ALLEN               M 12-14-1901 000
	Record of user access can not be purged prior to 30 day(s), 
	**** Date Range Selection ****
	Beginning DATE : T-365  (DEC 26, 2001)
	Ending    DATE : T-35  (NOV 21, 2002)
	Do you want to print users as they are purged? No (No)
	Requested Start Time: NOW// [ENT] (DEC 27, 2002@12:36:24)
	Request Queued!
	Press ENTER to continue: [ENT]
	Figure 5�2: Purging the record (steps 2-8)
	Purge Non-sensitive Patients from Security Log (PPAT)
	This option is used to purge patients with a non-sensitive s
	Warning: Be very careful, as this will delete all record of 
	To purge non-sensitive patients from the security log, type 
	Type Y to continue or N to go back at the “Are You Sure You 
	Type Yes or No at the “Do You Want to Print Patients as they
	UNSPECIFIED HO
	DUA    Display User Access to Patient Record
	EPL    Enter/Edit Patient Security Level
	LSP    List Sensitive Patients
	PLOG   Purge Record of User Access from Security Log
	PPAT   Purge Non-sensitive Patients from Security Log
	USP    Update Security Parameters
	XSO    Sensitive Patient Tutorial
	Select Sensitive Patient Tracking Option: PPAT  Purge Non-se
	Use this option to purge patients from the DG SECURITY LOG
	file if the patient's security level is non-sensitive.
	Are you sure you want to purge all non-sensitive patients? N
	(Enter 'YES' to purge non-sensitive patients, or 'NO' to exi
	Do you want to print patients as they are purged? No// Y  (Y
	DEVICE: HOME//
	Figure 6�1: Purging non-sensitive patients
	Update Security Parameters (USP)
	Use this option to updated the security parameters for your 
	To update security parameters, type USP at the “Select Sensi
	*****************************************
	*        INDIAN HEALTH SERVICE          *
	*   SENSITIVE PATIENT TRACKING MODULE   *
	*             VERSION 5.3               *
	*****************************************
	UNSPECIFIED HO
	DUA    Display User Access to Patient Record
	EPL    Enter/Edit Patient Security Level
	LSP    List Sensitive Patients
	PLOG   Purge Record of User Access from Security Log
	PPAT   Purge Non-sensitive Patients from Security Log
	USP    Update Security Parameters
	XSO    Sensitive Patient Tutorial
	Select Sensitive Patient Tracking Option: usp  Update Securi
	Figure 7�1: Updating security parameters (step 1)
	Three options will be displayed (Figure 7�2).  Sections 7.1 
	Use this option to update such parameters as "Days to
	Maintain Sensitivity" and "Restrict Patient Record
	Access".  You can assign mail groups to bulletins and
	add members to the mail groups.  A listing of all users
	with access to this menu and sensitive records is available.
	1. Edit Security Parameters
	2. Edit Mail Group Members
	3. List Security Key Holders
	Select Action:  (1-3):
	Figure 7�2: Updating security parameters (step 2)
	Edit Security Parameters

	Use this option to edit the existing security parameters for
	To edit security parameters, type 1 at the “Select Action:” 
	The Update Security Parameters screen will be displayed (Fig
	Type YES to track access to all patients all the time at the
	Warning: This can put quite a load on your system and storag
	Type a number between 30 and 365 days at the “Days to Mainta
	Type YES or NO at the “Restrict Access to User's Own Record:
	Type the mail group to be notified when sensitive records ar
	Type the mail group to be notified when a patient’s security
	UPDATE SECURITY PARAMETERS
	--------------------------
	TRACK ALL PATIENT ACCESS?: YES
	(Track user access to ALL patients all the time?)
	DAYS TO MAINTAIN SENSITIVITY LOG: 30
	(Choose between 30 and 365 days)
	RESTRICT ACCESS TO USER'S OWN RECORD: YES
	(Allow users to access their own records?)
	SENSITIVE RECORD ACCESSED GROUP: DG SECURITY
	(Mail group to notify when sensitive record accessed)
	SENSITIVITY REMOVED GROUP:
	(Mail group to notify when patient removed from sensitive li
	____________________________________________________________
	COMMAND:                                       Press <PF1>H 
	Figure 7�3: Editing security parameters
	Edit Mail Group Members

	Use this option to either add or edit Mail Groups.  The add 
	You will also need to add members to the DG Missing New Pers
	To edit mail group members, type 2 at the “Select Action:” p
	Type the name of an existing mail group or type the name of 
	Use this option to update such parameters as "Days to
	Maintain Sensitivity" and "Restrict Patient Record
	Access".  You can assign mail groups to bulletins and
	add members to the mail groups.  A listing of all users
	with access to this menu and sensitive records is available.
	1. Edit Security Parameters
	2. Edit Mail Group Members
	3. List Security Key Holders
	Select Action:  (1-3): 2
	Don't forget to add members to DG MISSING NEW PERSON SSN mai
	Select MAIL GROUP NAME: New Group
	Are you adding 'NEW Group' as a new MAIL GROUP? Y (Yes)
	Figure 7�4: Editing mail groups (steps 1-2)
	The Edit Security Mail Groups screen will be displayed (Figu
	Fill in or edit the prompts on your screen to edit or add th
	EDIT SECURITY MAIL GROUPS
	-------------------------
	NAME: New Group
	COORDINATOR:
	DESCRIPTION:
	MAIL GROUP MEMBERS
	-----------------------------------
	____________________________________________________________
	COMMAND:                                     Press <PF1>H fo
	Figure 7�5: Editing mail groups (steps 3-4)
	List Security Key Holders

	This option lists everyone who holds security keys used by t
	To list security key holders, type 3 at the “Select Action:”
	Use this option to update such parameters as "Days to
	Maintain Sensitivity" and "Restrict Patient Record
	Access".  You can assign mail groups to bulletins and
	add members to the mail groups.  A listing of all users
	with access to this menu and sensitive records is available.
	1. Edit Security Parameters
	2. Edit Mail Group Members
	3. List Security Key Holders
	Select Action:  (1-3): 3
	Figure 7�6: Listing security key holders (step 1)
	The Sensitive Patient Keys screen will be displayed (Figure 
	Sensitive Patient Keys        Dec 27, 2002 13:21:47        P
	Listing of Users with keys important to this module
	User Name                     Service/Section
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