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Preface

This manual describes the installation of the Practice Management Application
Suite (namespace BPRM) and any additional support software needed.

BPRM is a browser-enabled graphical user interface (GUI) for the Indian Health
Service (IHS) Resource and Patient Management System (RPMS) applications. It
provides improved access to existing RPMS data and streamlines the input of new
patient data. In some aspects of its operation and configuration, this suite is also
referred to by its development name, BPRM. It should also be noted that prior to
V3.0, the previous namespace for the Practice Management Application Suite was
BMW. The BMW namespace now refers only to the CACHE.DAT file used by
BPRM and other IHS applications.

The BPRM application suite consumes Cache classes, provided by BMW, which
maps onto FileMan files. Create, Read, Update, and Delete (CRUD) operations can
then be performed over the generated Cache classes (SQL tables) via the ADO.NET
provider for InterSystems Ensemble/Cache.
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1.0 Release Notes
The following describes the changes made in BPRM V4.1:

90191: BPRM — REG — Legal Name "Required" label adjustment
90192: BPRM — REG — Print Index Cards

90193: BPRM — Enhance SETTINGS Filters/Searches to be dynamic
90304: BPRM — REG — Medicaid Address display on sequencing

90663: BPRM — SCH — Waiting List display in Reschedule Appointment
workflow

90778: BPRM — ADT — Edit Discharge via View Admission Detail crossing over
to V Hospitalization file

90982: BPRM — Date format addition to all REPORTS
91009: BPRM — REG — Group Name/Group Number lookup

91291: BPRM — SCH — Allow Patient Reschedule for same time when previous
appt is ‘cancelled by patient’

92116: BPRM — SCH — Workspace — add Work Week/Day(s) View to scheduling
calendar

92118: BPRM — SCH — Enter/edit Remarks for No Show/Cancelled Appts
92126: BPRM — REG — Legal Name "Suffix"

92128: BPRM — SCH — Display Recall Date with clinic name on WaitingList
section of Appt Schedule screen

92130: BPRM — SCH — CheckIn time on Routing Slip

92361: BPRM — SCH — Search for Patient in schedule Appointment with ?? only
bring up facility active patient (no empty HRN)

92366: BPRM — ADT — Block Admit Patient with Temp HRN

92481: BPRM — SCH — Appt Tile display for really long names + preferred
names

92482: BPRM — SCH — Letters to Parents Greeting only minors
92623: BPRM — ADT — ADT enforce the lock out date

92635: BPRM - select the same division as current shall not display division
switch screen

92636: BPRM — Add authorization for ADT module for re-login when a different
user logins using the same machine and same browser after a user has logged out

Installation Guide and Release Notes Release Notes
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e 92637: BPRM — REG — Update Internet Access workflow for better user
experience

e 92724: BPRM — SCH - display Overbook Appts indicator on appt info/detail
screen

e 92842: BPRM — ADT — Record Lock on Incomplete chart add/update
e 02843: BPRM 4.1 — REG — register patient with apostrophe in last name

e 92858: BPRM — REG — Notes — invalid characters in word processing field when
notes deleted/removed

e 93333: BPRM — SCH — Add Clinic -update Institution search

e 03335: BPRM — SCH — Waiting List filter for Recall Date -> add ‘Today’ in filter
e 93615: BPRM — SCH — 12-hour TIME Format on Letters

e 62492: Mini-reg (patient) information to cross-over to Dentrix application

e 05452: BPRM — ADT — Unable to discharge or admit [Help Desk Ticket:
INC0327751, INC0328742, INC0332014]

e 95731: BPRM — REG — Group Numbers are NOT displaying [INC0328853]
e 95722: BPRM — REG — View Closed Benefit Case [INC0327749]
e 95924: BPRM — SCH — Copy/Paste an appt [INC0332350]

e 05927: BPRM — SCH — ‘Created On’ Date on View Appointment Detail
[INC0328882]

e 95962: BPRM — SCH - Patient info is not updating when a patient is checked in
via Registration tab [INC032874]

e 60959: BPRM-Appointment letters should not print for a deceased patients

Installation Guide and Release Notes Release Notes
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2.0

2.1

2.2

2.21

2.2.2

Installation Notes

Prefix: BPRM

Current Version: 4.0 Patch 1

Contents of Distribution
Table 2-1: Distributed Files with Descriptions

File

Description

bprm0400.01.msi

BPRM Application Installer

bprm0400.01.xml

BPRM Data Description File

bprm0400.01i.pdf

Version 4.1 Installation Guide and Release Notes

bprm0400.01s.pdf

Version 4.1 Security manual

bprm0400.01t.pdf

Version 4.1 Technical manual

bprm0400.01u_Registration.pdf

Registration User Manual V4.1

bprm0400.01u_Scheduling.pdf

Scheduling User Manual V4.1

bprm0400.01u_ADT.pdf

ADT User Manual V4.1

bprm0400.01u_Overview.pdf

Overview User Manual V4.1

Required Resources

This section lists the computer resources required for each deployment strategy.

Standalone Application Server Resources

The following resources are required for a standalone application server:
e Microsoft® Windows® Server 2016 x64 bit (or later)
e Microsoft [IS® 10 (WebSocket protocol required)

e Microsoft NET Framework 4.6 (or later)

e 8+ processor cores running at 2.0 GHz or faster (for site)

e 12+ processor cores running at 2.4 GHz or faster (for area office)
e 8+ GB RAM running at 1333 MHz (for site)
e 16+ GB RAM running at 1333 MHz (for area office)

e 20 GB minimum free disk space

BPRM Server Disk Resources

Servers running the BPRM application require a minimum of 5 GB of free disk

space.

Installation Guide and Release Notes
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2.2.3 Workstation Resources

The following resources are recommended for any workstations (user machines)
accessing the BPRM application:

e Dual-core processor running at 1.8 GHz or faster
e 4+ GB of RAM

e 20 GB free disk space

e Screen resolution of 1024 x 768 or higher

e Windows 10 or above

e Microsoft Edge / Google Chrome / Mozilla Firefox

2.3 Before You Begin: Installation Issues

Internet connectivity on the application server is necessary to download the required
installation items.

2.4 Prerequisites

2.4.1 HealthShare Prerequisites

BPRM v4.1 currently supports only HealthShare 2017.2.x. Be aware the examples in
this installation manual reflect HealthShare 2017.2. If running a different version,
some of the screens may differ slightly from those shown here.

A BMW-specific CACHE.DAT file (Version 2020.3 or later) must be loaded into the
HealthShare server BMW namespace. Acquire this file from the IHS FTP or
RPMS website; it is not delivered as part of the installation package. Refer to the
latest BMW CACHE.DAT Installation Guide for more information.

24.2 BPRM Prerequisites
The following CACHE.DAT file must be installed:
e BMW Version 2020.3 or above
The following KIDS must be installed:
e PIMSv5.3p1019
e AGV7.1pl5
o AUM v20 p4
o AUT v98.1 p28
e AUT v98.1 p29

Installation Guide and Release Notes Installation Notes
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XU v8.0 p1018 or later
DI v22 p1018 or later
BJPC v2.0 p10

AVA v93.2 p25

AVA v93.2 p26
AUPN v99.1 p28
BSDX v3.0

Installation Guide and Release Notes
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3.0

Installation Overview

The BPRM v4.1 installation requires three files. The bprm0400.01.xml data
description file and the bprm0400.01.msi application installation file are specific to
the BPRM suite. These two files are included in the BPRM distribution package.

Additionally, a BMW CACHE.DAT file (contained in a zipped file) specific to the
HealthShare version is also necessary. This BMW CACHE.DAT file is used by
BPRM, as well as other Certified Health I'T 2015 IHS applications and is not
included as part of the distribution package. It must be acquired separately from the
IHS FTP or RPMS website.

Save the bprm0400.01.xml data description file and the zipped file containing the
CACHE.DAT file to a folder that is accessible to your database server. Similarly,
save the bprm0400.01.msi file to a folder that is accessible to your application
server(s).

3.1 Upgrading from BPRM 3.x Or a First-time install
BPRM v4.1 can be installed on the same server as BPRM 3.x, but it is recommended
to create a new website and application pool for v4.1.
BPRM 3.x can be uninstalled once v4.1 is installed successfully. Site should only use
a single version of BPRM at a time. Having users use both 3.x and 4.1 version at the
same time creates data inconsistency issues.
Follow the instructions in Section 4.0 through Section 5.0 to install BPRM v4.1 for
the first time at your site. Go through all the steps even if the site already has/had a
BPRM v3.x server setup. There are updates to the installation steps and additional
components need to be installed for IIS.
3.2 Upgrading from BPRM 4.x
Warning: Any BPRM v4.x installation must be uninstalled before
proceeding to install this version.
Sites may choose to make a copy of ‘appsettings.json’ file (typically resides at
C:\Inetpub\BPRM)) and place it someplace else on the application server; if the site
plans on importing database connection settings from it — during the install process of
this build/patch.
Follow the instructions in Section 6.0 and onward.
Installation Guide and Release Notes Installation Overview
June 2023
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4.0

4.1

411

Installation Instructions: First-Time Install

BPRM contains components that run on both the RPMS server and the client personal
computer. As a result, the installation instructions are separated into these actions:

e Application Server Installation (Section 5.0)
e Database Server Installation (Section 6.0)
e Application Installation (Section 7.0)

The application operates in a web-based environment; there is no separate installation
necessary on workstations other than the items listed in Section 2.2.3.

Acquire the SSL Certificate

BPRM utilizes the Secure Sockets Layer (SSL) protocol to ensure secure
communications between its components. If your site is not on a secure domain, you
must acquire an SSL certificate.

Note: If your site is on a secure domain, an SSL certificate is not
necessary, and you can skip all of this Section 4.1). Since the
SSL certificate acquisition may take up to 24-hours, it is
recommended that you acquire the SSL certificate before
beginning the BPRM installation.

The process for acquiring this certificate for sites on the IHS domain is different than
that used by sites that are not on the IHS domain.

SSL Certificate Acquisition — IHS Domain

If your site is on the IHS domain, use the following steps to acquire your SSL
certificate:

1. Click Start > Administrative Tools > Internet Information Services (IIS)
Manager (Figure 4-1).

Installation Guide and Release Notes Installation Instructions: First-Time Install
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Most used Windows Server

e Intemet Explorer

Windows
&h’ Intermet Information Servces (115). Server Manager PowerShell ISE
?

Srappeng 1ool

& Font i

= Windows
Windows Firewall with Advanced.., Administratey... Control Panel

Remote

Dﬂ'}k!l:-p... File E_lplc-ri_-r

Acrobat Reader DC

Launcher

Figure 4-1: Windows Start menu, Administrative Tools option

2. Click the server name. The IIS Manager dialog (Figure 4-2) displays.

Installation Guide and Release Notes Installation Instructions: First-Time Install
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" Internet Informateon Services (T15) Hanager

Delegaton  Configuration

| | y| [ Features view |, Gontent view
Ready Cyclicicert Q..

Figure 4-2: Internet Information Services (1IS) Manager

3. In the center panel (Figure 4-3), double-click Server Certificates in the Security
section (near the bottom of the panel).

Y Internet Information Servioes (115) Manager
-l 18
G start Page
=9 W Use this feature to request and manage certificates
3 e mhwt?mmns\uvaam
& Stes
Mame < | tsmmed To
K I 2
il | »| [ Features view |, " Content View
resdy (hcligicert 4.

Figure 4-3: Internet Information Services (IIS) manager — Server Certificates

Installation Guide and Release Notes Installation Instructions: First-Time Install
June 2023



Practice Management Application Suite (BPRM) Version 4.0 Patch 1

4. In the Actions panel (on the right), click Create Certificate Request. The
Request Certificate Wizard (Figure 4-4) displays.

Request Certificate EHE
| Distinguished Name Properties
B
Specify the required information For the certificate. State/province and City/locality must be specified
as official names and they cannot contain abbreviations.
Commen name: || ihs.gov
Qrganization: IHHS
Organizational unit: IHS
Citylocality [Abuquerque
Stake/province: |NM|
Countryjregion: |u5 j
| Mexk I Firiist | Cancel |

Figure 4-4: Request Certificate Wizard — Distinguished Name Properties

5. In the Distinguished Name Properties dialog (Figure 4-5), enter the information
as follows:

e Common Name: The name through which the certificate will be accessed
(usually the fully qualified domain name of the machine).

e Organization: The legally registered name of your organization or company.

e Organizational unit: The name of your department within the organization
(e.g., IHS).

e City/locality: The city in which your organization is located.
e State/province: The state in which your organization is located.

e Country/region: The two-character country code.

Installation Guide and Release Notes Installation Instructions: First-Time Install
June 2023
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Request Certificate EE2

'[ Distinguished Name Properties
1
B

Specify the required information For the certificate, Statefprovince and City/locality must be specified
as official names and they cannot contain abbreviations.

Common name: [l ihs.qov

QOrganization: [HHS

Organizational unit: HS

City/locality l.b.lbuquerque

Statefprovince: [NMI

Country/region: fus |

Figure 4-5: Request Certificate Wizard — Distinguished Name Properties

6. Click Next. The Cryptographic Service Provider Properties dialog (Figure 4-6)
displays.

Request Certificate s ﬁﬁl

Cryptographic Service Provider Properties

8

Select a cryptographic service provider and a bit length. The bit length of the encryption key
determines the certificate’s encryption strength. The greater the bit length, the stronger the security.
However, a greater bit length may decrease performance.

Odigicert pema [t ] o | _cow |

Figure 4-6: Request Certificate Wizard — Cryptographic Service Provider Properties

Installation Guide and Release Notes Installation Instructions: First-Time Install
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7. Leave both settings at their defaults:

e Cryptographic service provider: Microsoft RSA SChannel Cryptographic
Provider.
e Bit length: 2048.

8. Click Next. The File Name dialog (Figure 4-7) displays.
Request Certificate [ 2]

| File Name
B
Specify the file name For the certificate request, This information can be sent to a certification
authority for signing.
Specify a file name for the certificate request:

|C:\inetpub\Moonwalk\scr.txt |

Previous | e | | Einish I Cancel

Figure 4-7: Request Certificate — File Name dialog

9. Type a path and file name for the certificate request file.

10. Make note of the chosen filename and the save location. You must open this file
as a text file and copy the entire body of it (including the Begin Certificate
Request and End Certificate Request tags) into the online order process when
prompted.

11. Click Finish to save the SSL certificate request file.
12. E-mail the file to itsupport@ihs.gov.

13. Request the SSL Certificate in CER format for the BPRM application. A
certificate is issued within 24 hours and emailed to the originator of the request.

14. Once the certificate is received, proceed with the BPRM installation as described
in Section 5.0 through Section 7.0.

Installation Guide and Release Notes Installation Instructions: First-Time Install
June 2023
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4.1.2  SSL Certificate Acquisition — Non-IHS Domain

If the site is not on the IHS domain, the steps for acquiring an SSL certificate will
vary, depending on the certificate provider. Several vendors (e.g., GoDaddy,
Thawte, and Verisign) provide SSL certificates, and the process for acquiring the
certificate is different for each.

Follow the steps provided by the SSL certificate vendor to acquire the certificate and
proceed to the BPRM installation instructions in Section 5.0 through Section 7.0.

Installation Guide and Release Notes Installation Instructions: First-Time Install
June 2023
13
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5.0 BPRM Application Server Installation and
Configuration

5.1 Microsoft .NET Framework 4.6 Installation

Warning: .NET Framework 4.6 is shipped with Windows server
2016 and above. Since BPRM application requires Server
2016 or above; this requirement is completed
automatically.

5.2 Internet Information Services 10 Installation (Windows
Server 2016 Operating System)

To install the Microsoft IIS:

1. From the Windows Start menu (Figure 5-5), select Server Manager.

Most used

e Internet Explorer
s Notepad

; Intermnet Information Sen

g Snipping Tool

‘ Paint

Windows
Windows Firewall with Advanced.. Administrativ... Control Panel

n S =

Remote

Figure 5-1: Start menu for Windows Server 2016 OS

The Server Manager window (Figure 5-6) displays.

Installation Guide and Release Notes = BPRM Application Server Installation and Configuration
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[ F_, Server Manager

« Dashboard

] i Dashboard WELCOME TO SERVER MANAGER

@ Remote Desktop Services b

LEARN MORE

Manage Tools View Help

Remove Roles and Features

i Local Server

7 Al Servers P
= Configure
B File and Storage Services b =

o s QUICK START

Add Servers
Create Server Group

Server Manager Properties

Hide

Figure 5-2: Server Manager window

2. Click Manage > Add Roles and Features.

3. Review the Before You Begin dialog, then click Next. The Add Roles and

Features Wizard dialog displays.

4. Select the Role-based or feature-based installation option button (Figure 5-7),

then click Next.

s Add Roles and Features Wizard

Select installation type

RPMEOTIOMECQM T romsedo.ihs

Select the installation type. You can install roles and features on a running physical computer or virtual

m machine, or on an offline virtual hard disk (VHD).

* Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

)

_' Remote Desktop Services installation

or session-based desktop deployment.

’(We\nou:| Next > ]

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

- u] x

DESTINATION SERVER

Cancel |

Figure 5-3: Add Roles and Features Wizard dialog

5. Select Web Server (IIS) on the Server Selection window. The Select Server

Roles window (Figure 5-8) displays.

Installation Guide and Release Notes = BPRM Application Server Installation and Configuration
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e Add Roles and Features Wizard - o »
DESTINATION SERVER
Select server roles ROMSOTSDITECQM1 rpmssdo s
Before You Begin Select one or more roles to install on the selected server.
Before You Beg
installation Type Roles Description
Server Selection L Active Directory Lightweight Directory Services  ~ Active Directory Certificate Services
_ [] Active Directory Rights Management Services (AD CS) is used to create
= '—J Device Health Attestation certification authorities and related
Features ] DHCP Server role services that allow you to issue
] DNS Server and manage certificates used in a
[ Fax Server variety of applications.

@] File and Storage Services (2 of 12 installed)
Host Guardian Service

Hyper-V

MultiPoint Services

Network Controller

Network Policy and Access Services

rint and Document Senvices

] Remote Access

(W] Remote Desktop Services (3 of 6 installed)

Web Server (I15) (22 of 43 installed)

Windows Server Essentials Experience
Windows Server Update Services

Figure 5-4: Select Server Roles window

6. Expand the Web Server (IIS) role and make the following selections. Figure 5-9
displays a portion of the selection.

fiu Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles
Server Selection LI MNetwork HolCy and ACCEss Services
[] Remote Access
Features ¢ [W] Remote Desktop Services (3 of 6 installed)

[[] Volume Activation Services
4 [B] Web Server (IIS) (22 of 43 installed)
4 (W] Web Server (19 of 34 installed)
4 (8] Common HTTP Features (5 of 6 installed)
+ Default Document (Installed)
| Directory Browsing (Installed)
» HTTP Errors (Installed)
+ Static Content (Installed)
+| HTTP Redirection (Installed)
[] WebDAV Publishing
4 (W] Health and Diagnostics (4 of 6 installed)
¥| HTTP Logging (Installed)
[ Custom Logmg

Figure 5-5: Select Web Server components
7. Enable the following Web Server role services:

e Common HTTP Features:

— Static Content

Installation Guide and Release Notes = BPRM Application Server Installation and Configuration
June 2023
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— Default Document
— Directory Browsing
— HTTP Errors
— HTTP Redirection
e Application Development: (Figure 5-10)

— ASP.NET (latest version)
— .NET Extensibility (latest version)

— ISAPI Extensions
— ISAPI Filters
—  WebSocket Protocol
Ty Add Roles and Features Wizard - 0 x
Select server roles e

Select one or more roles to install on the selected server

Roles Description
L Volume Activation denvices Application Development provides
4 [W] Web Server (IIS) (24 of 43 installed) infrastructure for developing and
4 (W] Web Server (16 of 34 installed) hosting Web applications. Use these
_] Common HTTP Features (5 of 6 installed) features to create Web content or
I [m] Health and Diagnostics (2 of 6 installed) extend the functionality of lIS. These
I | Performance (Installed) technologies typically provide a way
b [®] Security (1 of 9 installed) to perform dynamic operations that
el result in the creation of HTML
| .NET Extensibility 3.5 (Installed) output, which IIS then sends to fulfill
| .NET Extensibility 4.6 (Installed) client requests.
[C] Application Initialization
] asp
] ASP.NET 3.5
v ASP.NET 4.6 (Installed)
O cai

v ISAP| Extensions (Installed)

+ ISAPI Filters (Installed)

[] Server Side Includes

v WebSocket Protocol (Installed)

|<Pmiousl| Next > ] Cancel

Figure 5-6: Select Web Server -- Application Development components

e Health and Diagnostics (optional):

— HTTP Logging
— Request Monitor
e Security:

— Request Filtering

e Performance:

— Static Content Compression

Installation Guide and Release Notes = BPRM Application Server Installation and Configuration
June 2023
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— Dynamic Content Compression

e Management Tools:

— IIS Management Console
— IIS 6 Management Compatibility — IIS 6 Metabase Compatibility
8. Click Next to go to the Features tab.

9. In the Features area, make following selections: (Figure 5-11)

e NET Framework 3.5 Features

— .Net Framework 3.5
— HTTP Activation
— Non-HTTP Activation
e _NET Framework 4.6 Features

— .Net Framework 4.6
— ASP.NET 4.6
—  WCEF Services

= HTTP Activation
Named Pipe Activation
= TCP Activation
= TCP Port Sharing

Select one or more features to install on the selected server.
Installation Type Features

SRS 4 (W] NET Framework 3.5 Features (2 of 3 installed)
oles + .NET Framework 3.5 (includes .NET 2.0 and 3.0)

+| HTTP Activation (Installed)
[¥] Non-HTTP Activation
Confirmation 4 [m]
v .NET Framework 4.6 (Installed)
+| ASP.NET 4.6 (Installed)
4 W] WCF Services (2 of 5 installed)
+| HTTP Activation (Installed)
[] Message Queuing (MSMQ) Activation
[¥] Named Pipe Activation
TCP Activation
/| TCP Port Sharing (Installed)

—

Figure 5-7: Select .Net Framework Features

10. Click Next to display the Confirmation dialog.
11. Click Install (Figure 5-12).

Installation Guide and Release Notes = BPRM Application Server Installation and Configuration
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s Add Roles and Features Wizard

To install the following roles, role services, or features on selected server, click Instal

Type : Restart the destination server automatically if required

res (such as administration tools) might be displayed on this page because they have
tomatically. If you do not want to install these optional features, click Previous to clear

Confirmation NET Framework 3.5 Features

Non-HTTP Activation
NET Framework 4.6 Features
WCF Services
Message Queuing (MSMQ) Activation
Named Pipe Activation
TCP Activation
Message Queuing
Message Queuing Services
Message Queuing Server

| < Previous | _ Cancel |

Figure 5-8: Confirm installation selections

12. Click Close after the installation is complete.

Note: Review the additional steps for disabling the IIS Manager
Logging feature in Appendix B.

5.3 Install the SSL Certificate

To install the SSL server certificate:

1. From the Windows Start menu, select Administrative Tools.

2. Select Internet Information Services (IIS) Manager (Figure 5-13).
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-@—@ [93°) oemoseaver

Fle Yew Hep
Q-7 18 Q'ﬂ DEMOSERVER Home
Kt P 2
= 93 DEMOSERVER (D1}ych Tﬁwbv: brea S
¥ Appication Pocks FRerng d
9] Skes Settings Tsclston
us

D 9 o B @ B &

Auhertication Compression Def ot Drectory  Error Pages FaledRequet  Mander
Document Browsing Tracing Rules  Mappngs

e &€ & ¢ W = &
HTTP Redwect HITP 154P1 and CGL  ISAP] Filters Logong MIME Types Modues

- [

e 5 &
Qusput Worker
Cachny Processes

| o LolFesturesview | - Cortent View

Figure 5-9: Internet Information Services (1IS) Manager

3. Click the server name in the left panel (Figure 5-14).

Reaty

Internet bnf hon Services (IS)

T Complete Certificate Request

e o] Al Specy Certificate Authority Response

Commplets 3 prvatunly CResed COMPCIRE Fequtd by et vad) Bhe Tde TASE COEaers TR CorLia ate BANOAR, |
reganne

File mama (totarar The oM < oton pborly | rpoaLE
& sprts B’ Dwrriarcer (o

Fren®, mamr
[

St 8 oMl pte oo Foo Tt mew Certilacate

Feranal

T Heatures Verw | Comtent View

Figure 5-10: Complete Certificate Request dialog

4. Double-click Server Certificates in the Security section (near the bottom of the

panel).

5. In the Actions panel (on the right), click Complete Certificate Request. The
Complete Certificate Request dialog displays.
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Note: The Complete Certificate Request must be completed on
the same system where the Certificate Signing Request was
generated (Section 4.1.1) to ensure the private key is
correctly associated with the new certificate.

6. Click the Ellipses button () to browse to the location where the server
certificate file acquired in Section 4.1 is saved.

7. In the Friendly name field, type the friendly name for the certificate. This name is
intended for use for management of certificate stores on the server.

8. In the Select a Certificate store for the Certificate field, verify Personal Store is
selected.

9. Click OK to complete the procedure.

5.4 BPRM Website Setup

Note: This section can be skipped if this is an upgrade from
BPRM 4.x setup, and the BPRM website and application
pool already exists on the application server.

54.1  Add the Application Pool
To add the Application Pool:

1. Return to the IIS Manager opened in Section 4.1.1 and browse to Application
Pools in the tree structure below your IIS node as shown in Figure 5-15.

5 Intemet Information Services (IS) Manager
& ¥ » RPMSDTSOITECQM2 » Application Pools

File View Help

Connections
e iz Ie U‘J" Application Pools

§ Start Page
v 93 RPMSDTSDITECQM2 (RPMSEI
! Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are associated with
worker processes, contain one or more applications, and provide isolstion among different applications.

2 Sites Filter: v \7Show All | Group by: No Grouping -
Name . Status MNETCLRV... Managed Pipel... Identity Applications
G NET v2.0 Stated  v2.0 Integrated ApplicationPoolld.. 0
o NETv20Classic  Started 2.0 Classic ApphcationPoolld..

Figure 5-11: 1IS Manager browsed to Application Pools

2. Right-click Application Pools and select Add Application Pool. The Add
Application Pool dialog (Figure 5-16) displays.
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Add Application Pool ? X
Name:
BPRM

.NET CLR version:
No Managed Code v

Managed pipeline mode:

Integrated v

Start application pool immediately

[ oK | Cancel

Figure 5-12: Add Application Pool dialog
3. Inthe Name field, type the name of the application pool (BPRM).
4. Inthe .NET Framework version: ficld, select No Managed Code.
5. Click OK.

6. Right-click the newly created application pool in IIS Manager and click
Advanced Settings. A dialog similar to Figure 5-17 displays:

Advanced Settings 7 >
~  (General) S
.MET CLR Version Mo Managed Code
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
Queue Length 1000
Start Mode OnDemand
~ CPU
Limit (percent) 0
Limit Action Nolction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4284967295

Processor Affinity Mask (64-bit ¢ 4294967295
~ [Process Model

Generate Process Model Event L

Identity ApplicationPoolldentity
(Idle Time-out (Minutes) 120
Idle Time-out Action Terminate v
MName

[name] The application pool name is the unique identifier for the
application pool.

oK Cancel

Figure 5-13: Application Pool Advanced Settings
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7. Change the Idle Time-out value to 120 minutes.

8. Click OK to save the changes and close the dialog.

5.4.2 Create a BPRM Folder
1. To aid in setting up the BPRM website, create a C:\inetpub\BPRM:.

2. Using Windows Explorer, navigate to C:\inetpub on your Windows application
server.

3. Click Organize, then select New Folder. (Alternatively, click New Folder in the
Windows Explorer toolbar if it is present.)

4. Type BPRM and press Enter to create the C:\inetpub\BPRM folder.

5.4.3 Add the New Site

To add the new website:

1. Right-click Sites in the Connections pane of the IIS Manager and select Add
Web Site. The Add Web Site dialog (Figure 5-18) displays.

Add Website ? X

Site name:
BPRM BPRM Select...
Content Directory
Physical path:
C:\inetpub\BPRM

Pass-through authentication

Connect as... Test Settings...

Binding
Type: IP address: Port:
https v |All Unassigned | 1443
Host name:

<FullyQualifiedDomainName>

[] Require Server Name Indication

SSL certificate:
Mot selected b Select...

Start Website immediately

Cancel

Figure 5-14: Add Web Site dialog
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2. In the Site name field, type BPRM.
3. Click Select and select the BPRM application pool created in the previous steps.

4. In the Physical Path field, browse to the C:\inetpub\BPRM folder created in
Section 5.4.2.

Note: Be aware that the location will be different if the folder was
created on a different drive.

5. Under Binding, select Type as https.

Note: It is highly recommended that BPRM application be hosted
over HTTPS protocol.

6. For IP address, select All Unassigned.
7. For Port, specify a port number ranging from 440 through 443.
8. Select the SSL certificate installed in Section 5.4.

9. For Hostname, can be left blank OR put in the fully qualified name of the
machine or SSL certificate Issued to value.

10. Select View to display the SSL certificate details (Figure 5-19 and Figure 5-20).

SSL certificate:
WMSVC-SHA2 2t Select... View...

Start Website immediately

(0] Cancel

Figure 5-15: View SSL certificate
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a Certificate x|

General Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer
» All issuance policies

Issued to: WMSvc-SHA2-RPMSDTSDITECQM2

Issued by: WMSvc-SHA2-RPMSDTSDITECQM2

Valid from 9/10/2019 to 9/7/2029

Figure 5-16: SSL certificate details

11. Click OK to save the changes and close the Add Web Site dialog.
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6.0

6.1

6.2

6.2.1

BPRM Database Server Installation and
Configuration

This section outlines the steps essential for setting up and configuring an IHS RPMS
database server for the BPRM application to be executed against the RPMS
database. It also provides steps to set up such an environment.

Assumptions
This section assumes the following:

e HealthShare server (running one of the supported versions as described in
Section 2.4.1) has already been set up.

e An RPMS database is already set up on the Ensemble/Cache server.

e The user performing the installation and configuration has the appropriate rights
to mount databases, create a namespace, and edit namespace settings for the
RPMS database.

e The BMW CACHE.DAT file acquired from the IHS FTP or RPMS website, as
described in the BMW CACHE.DAT Installation Guide, is installed.

Importing a New BPRM XML File

A separate XML file is included with the release. Follow the steps in Section 6.2.1
through Section 6.2.2 to import a new BPRM XML file.

Disable Read Only

In order to import the bprm0400.01.xml file, user must set the BM'W database to
allow write access. If the database is set to Read Only, do the following:

1. Browse to the Local Databases window of the Ensemble Management Portal
following this path:

Home > System Administration > Configuration > System Configuration >
Local Databases.

2. Click BMW to open the edit database settings/configuration page.

3. Inthe window displayed, clear the Mount Read-Only check box.

Note: Once the patch is installed, you can re-enable Read Only
mode by repeating these steps and selecting the Mount
Read-Only check box.
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6.2.2

Import the BPRM XML File
To import the bprm0400.01.xml file:

From the HealthShare System Management Portal Home window, click
System Explorer, then Classes. The Classes dialog (Figure 6-1) displays.

[Meny | Home | About| Help | Logout Sysiem > Classes
Classes Server _ Namespace: GLD
B User ER Licensed o Instance: HEALTHSHARE
m \)Refresh: ®oft Con10 | sac
% | Pagesizes 0 Resuits; 1000+ | Fage |1] of 1| ) view o in reew windiow
| Name Date Sire
] ACHS Raport Application cis 2010-05-2T 131314 320 Documentation
—. ACHS Report DataSource cls 2012.07-06 08:38:46 4047 Documentation
__| System flems
2 ACHS Report HealthSenvicesOnder cls 20110517 182204 50092 Docamentation
_| Generaled ilems
ACHS Report HealthServicesOnderF acesheet cls 010517 18.24:49 47107 Documentatir
B hagped tems
i ACHS Utility cis 2011-05-02 153000
Begen date (yyyy-memddi BADE Adapters HLOGlobalinbound cls 2013-06-2506:49:41 9538 Documentatios
. | ] BADE Adapters HLOGISbaIOUSoUNY. s 2131118 123625 11879 Documestaticn
End date (yyyy-m-d) () BADE AlenEmailAgdress s N1-0-1055936 326 Docmentale
! | "] BADE Alssts AlertLog.cls 017-10-31 055036 274 Documenialien
Class Aamé "] BADE Datakiodsl Emaiadal cis 2008-03-12 13:18:30
|' cs | BADE Dataodel ErrceModel. cis 20090312 115832 1631 Documentabion
Mariemum rows BADE Databloded MessageModdel ds 2008-03-12 12:05:37 1505 Documentabon
|1000 | BADE DataModsl ProductionModel cis 2009-03-19 10:56:10 1743 Documeniation
BADE EDRMessageRouting cis 201T-10-31 05:59.33 T84 Documeniatior

Figure 6-1: Classes dialog

Select the RPMS or BMW namespace in the LooklIn: pane on the left side of the
dialog.

Click Import. The Import Classes dialog (Figure 6-2) displays.
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| Import Classcs

‘ Import Classes

Import classes to namespace GLD.

Import from a File or a Directory:
@ g pirectory

Enter the path and name of the import file: :
; bprm0400.01xmi || Browse. . |

¥ Compile imported items - Compie flags | cuk
[_| Run import In the background

{(Highly recommended for importing large files )

Back :nr-.pm} Cancel

Figure 6-2: Import Classes dialog

4. Click Browse and navigate to the bprm0400.01.xml file in the folder where it is
saved as described in the Section 3.0.

5. Select the bprm0400.01.xml file and click Next.

A listing (Figure 6-3) displays, showing the contents of the XML file.
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‘ ' Import Classes
Select items you wish to import.
Item Exists Last Modified
BMW BSF.SP.AgBenefitCasesReport.cls No
EMW.BSF.SP.AgCheckAndSetSilentSPTAccess.cls Yes 2015-02-19 17:15:35.147335
BMW.BSF.SPAgCheckSPTAccess.cls Yes |2015-02-19 11:52:14.991028
BEMW BSF.SP.AgGetincompleteChartStatistics.cls Yes 2014-12-04 11:13:56 514655
EMW.BSF.SP.AgGetincompleteChartStatisticsCount.cls Yes 2014-12-04 11:13:45.385373
BMW BSF SP.AgGetincompleteChartStatisticsSum.cls Yes 2014-12-04 11:13:36.561179
BEMW BSF.SP.AgGetPatientErrorsAndWamings.cls No
EMW BSF.SP.AgGetPatientFaceSheet cls Yes 2020-03-25 15:51:48.987883
EMW.BSF.SP.AgGetPatientinsuranceEmrorsAnd\Warnings.cls No
BMW BSF SP AgGetPatientinsurancelnUse cls No
BEMW BSF.SP.AgGetPatientMbi.cls Yes 2018-03-14 14:31:44. 416207
EMW.BSF.SP.AgGetPatientSearchResult.cls No
EMW BSF.SP.AgGetPatientWellnessHandout cls Yes 2019-06-25 12:58:58.25326§
BMW BSF.SP.AginsuranceCoverageReport cls No
EMW.BSF.SP.AgPatientRegisterEvent.cls Yes 2014-12-04 11:12:42 566883
BMW BSF SP.AgPatientUpdateEvent cls Yes 2014-12-04 11:12:15.063889
4 »
=y

Figure 6-3: Import Classes window — content listing

6. Click Import. After a few moments of processing, a listing of the imported
classes (Figure 6-4) displays.

7. Scroll to the bottom of the listing to confirm the Load finished successfully
message displays (Figure 6-4).
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Class BMW.BSF.VW.BDGADMITTEDPATIENTSVIEW is up-to-date.

Class BMW.BSF.Vil.BDGCURRENTADMISSIONVIEW is up-to-date.

Class BMW.BSF.VW.BDGINCOMPLETECHARTSTATISTICSVIEW is up-to-dat
Class BMW.BSF.VW.BDGINCOMPLETECHARTSTATUSVIEW is up-to-date.
Class BMW.BSF.VW.BDGINCOMPLETECHARTVIEW is up-to-date.

Class BMW.BSF.VW.BSDXAPPOINTMENTVIEW is up-to-date.

Class BMH. NICWORKLOADVIEW is up-to-date.
.BSF.VW.BSDXWAITIN
Load finished successfully.

\

W is up-to-date.

-] o

Figure 6-4: Import Classes window — Load finished successfully

At this point, the BPRM XML installation is complete.

6.3 Cache User Creation
BPRM performs CRUD operations over the RPMS DB using the BMW tables that
were mapped over the RPMS database.

BPRM requires a Cache user privileged to execute CRUD on the RPMS database.
Table 6-1 shows the privileges needed:

Table 6-1: User permissions needed

Item Permissions Needed

SQL Tables Update/Read/Delete privilege on all tables of the BMW
package in the RPMS database

SQL Views Read permission all views of the BMW package in the
RPMS database

SQL Procedures Execute permission on all procedures of the BMW

package in the RPMS database

6.3.1 Create the BPRM User

This step may be skipped if the site has Moonwalk user already created for BPRM
application. Moonwalk_user can be used for BPRM v4 as well.
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To create a new BPRM user:

1. Navigate to the user’s window of the Ensemble System Management Portal
following this path:

Home > System Administration > Security > Users.

2. Click Create New User to display the Edit User window (Figure 6-5).

Mery Home | About | Help | Logout System > Securly Management > Users > Edit User

Edit User* Namespace %SYS This is a Test System|
vcorse /SN 1 HEALTHSHARE
[Potc |
Use the following form to create a new user definition
Name E:alll_'ssa

Copy from s
Full Name | Bprm User

Comment |bprm application user

Password | seeseess
Password (confirm) | seeesses

Change password on next login
Password never expires [
User enabled [
Expiration Date
Account Never Expires
Startup Namespace v
Startup Tag*Routine
Email Address
Mobile Phone Service Provider +| Create a new provider

Mobéle Phone Number

Two-factor Authentication

Figure 6-5: Edit User window

3. Type BPRM_USER in the Name field.

4. Type a password that complies with your site-specific password rules in the
Password and Password Confirmation fields.

5. Click Save to save the new user.

6. Click Close to exit the Edit User window.

6.3.2  Assign User Roles
To assign user roles for the required tables:

1. Navigate to the Users window (Figure 6-6) in the Ensemble System
Management Portal following this path:

Home > System Administration > Security > Users.

2. Click BPRM_USER, as shown in Figure 6-6.
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The following is a list of user definitions:

Filter: Page size: 0 Max rows: 1000 Results: 22 Page I1] of1
Name Full Name Enabled Namespace Routine Type
System Administrator Yes Cache password user Delete Profie

B Yes BERMA AXUS  Cache password user Delele Profie
bprmaa Yes BPRMAA  *XUS  Cache password user Deiele Profle

EPRMS Yes BPRMB Cache password uses Delele Profle
: ; Yes BPRMC Cache password user Delele Profie
BPRM USER Bprm User Yes Cache password user Deiele Profie

Yes Cache password user Delels Profie

Figure 6-6: Create New User window
3. Click the Roles tab.

4. Select %0ALL from the Available column and move it to the Selected column by
clicking the right arrow.

5. Click Assign to assign the % ALL role to the BPRM_USER account.

When complete, the Edit User window will look similar to that shown in Figure 6-7.
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6.3.3

| Menu j Home | About | Help | Logout System > Security Management > Users > Edit User

-
BT P i ] Corco |

| Edit definition for user BPRM_USER

ace %SYS [This is a Test System|

!Cﬂ Instance. HEALTHSHARE

General ! Roles SQL Privieges SOL Tables SQL Views | SQL Procedur

User BPRM_USER is assigned to the following roles

Role Name Grant Option

Assign the user to additional roles by selecting one or more available roles and pressing [Assign]

Available Selected
-—- Select One or More —--- S Select One or More —- .
%DB_%DEFAULT
%DB_CACHE

%DB_CACHEAUDIT
%DB_CACHELIB
%DB_CACHESYS
%DB_CACHETEMP
%DB_DOCBOOK
%DB_ENSDEMO
%DB_ENSEMBLE
%DB_ENSLIB
%DB_HSCUSTOM

%DB_HSLIB

%DB_HSSYS

%DB_MPRLLIB -

Assign

Assign with Grant Option

& ¥ & |v

Hold the [Shift] or [Ctr] key while clicking to select multiple roles

Figure 6-7: Roles tab in Edit User window — after changes

Verify XML Import and Installation

To verify the XML file has been imported and is readily available:

1.

From the HealthShare System Management Portal Home window, click
System Explorer > SQL (you may need to click SQL twice).

Switch to the RPMS namespace. In the example shown in Figure 6-8,
PRECERT is selected. Your site’s RPMS database/namespace will likely have
a different name.
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server (D LT 2] Namespace PRECERT @j isa

Licensed to. OIT-AZDEV Instance: H

____Vb « Wizards » Actions » Open Table Documentati

Namespace Chooser

. Namespace Chooser
Select a namespace

Avrnilahl

L

ERXBPRMC
HSCUSTOM
HSLIB
HSSYS
PHREPRMA
PHRBPRMB
PHRBPRMC

Al

USER

If a namespace exists but is not listed, then you may not hold permission to view
it, or its database may not be mounted

Figure 6-8: Namespace Chooser window

3. Open the Schema drop-down menu and select BMW_BSF_SP, as shown in

Figure 6-9.
Menu Home | About | Help | Logout System > SQL
sQL Server REUBNRICIISoe ') Namespace: PREC
User Licensed to: OIT-A
F“‘“l |applies to « Wizards» Actions»  Open
System [ | Schema ~|
BJMD_Prod_GenerateC32DocBP
B T_ables BMD_Prod. ¥ .
P Views BJMD_Prod_PushWS_Op
b Procedures |BJMD_RespondingGatewayQueryService_ihe
| BIMD_xter
P Cached Queri
BMW_BSF_SP
BPHR
BSTS_SOAP
BUSA
Ens
EnsLib_Agent
EnsLib_DICOM
EnsLib_DICOM_Command
EnsLib_DICOM_Notity
EnsLib_DICOM_Util v
EnsLib_ebXML

Figure 6-9: Expand the Schema menu

4. Expand Procedures as shown in Figure 6-10.
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Home | About | Help | Logout

System > SQL
Serve
User:

Filter|[BMW_BSF_SP.*

|@applies to [All

v

System [ | Schema BMW_BSF_SP
> Tables

P Procedures
» Cached Queries

=l

Figure 6-10: Expand Procedures

5. Scroll down to locate and select BMW_BSF_SP.Core_AuthenticateUserV2Q.

6. Click Run Procedure as shown in Figure 6-11.

Filter| BMW, - !__. YO @ Wiardss Actionss  Open Tab Documeniation »
system | Schema BMW _BSF SP k|
] AP _BSF_SPCarelitity_GelDateTime I Ic“'h“ m'lmmlmlnml
| BAMW_BSF_SP Coeeliflity_GelLasiid ® s1orea procadure info
. 5 g Procedure: BMW_BSF_SP.Cone_Autheaticabellservid
J BAMY_BSF_SPCoreUtity_Gathextid . Stored Procedure’s SOL Statemants
] BAMY_ESF_SPConelility_ GelWPDala Class Mame BADY BEF 5P ComduihenbesisUsetVD Clis Dosumint
] BAM_BSF_SP Corelitity_GatWPDataTes! Pracedure Type cuary
] BAPW_BSF_SF CorelUbity_SeBprminstaliety Method or Quiery Name T e |
] BAMN_BSF_SFCom_AubénticalelUse™ | nessnase
] BNW_BSF_SP Core_Aulariicalalsend h;g;fq-;m I

J BAW_BSF_SP Coné_Authénticalelisanam

- MW BSF_sPCore Auhentcatelsenv3a) o

| BAM_BSF_SP Core_ChangeVerityCodeld

1 Qwery procedune (single Satc resull sel
1

AccesnCode VARCHAR, Ve Code VARCHAR, Facklylen VARCHAR

IEN WARCHAR

J BAW BSF_SPCore_ SefRemolePasntConteti

: Raturn Vaue
J ENtW_BSF_SPCore_ChangavertyCagsd Procedars interisce
] BAMW_BSF_SP Core GeatabeseTmeO Swbar of Cobamms
0 BNIW_BSF_SPCore PrinfReport po—
I _BSF_SPCore_SetBusaiucalogl
J B _BSF_SPCore_SetBusaruoin o rr————T
(| ENIW_BSF_SPCote SMBRAIGLOZD — =
1 BNWN_BSF_SPCore_SefPaentContedhl -
- L . Lora_ et adentl onbex by
T Risull el Columng
[ ENMW_ESF_SPCore_SetPsteniContexil
Riturn Vahue

Figure 6-11: Run Procedure option

If the HealthShare version is compatible with the newly installed BMW Cache
classes, the Run Query window (Figure 6-12) displays. The user does not need to put

in any information (access/verify) here.
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SQL query from stored procedure Core_AuthenticateUserV2Q in namespace BPRMA

BMW.BSF.SP.CoreAuthenticateUserV2 : AuthenticateUserv2Q

Enter values for the query parameters:

xDBC Type
AccessCode ‘ ‘ VARCHAR
VerifyCode | ‘VARCHAR
FacilityIen \ \ VARCHAR

Figure 6-12: Run Query

If an error message displays, the HealthShare version running is not compatible with
the newly installed BMW Cache classes.
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7.0 Application Deployment to the Web Server

This section describes the steps for installing the BPRM application itself.

7.1 Deploy the BPRM Application

Note: Before proceeding with BPRM misi install, make sure BPRM
XML has been installed (see Section 6.2).

To deploy the BPRM application:

1. Log on to the application server and browse to the location where the BPRM
Application Installer file (bprm0400.01.msi) is stored.

2. Double-click the bprm0400.01.msi file to run the BPRM application installer.

Note: If an error message displays indicating that you do not have
sufficient privileges to run the installer, refer to
Appendix A for instructions on running the installer from
the Administrator command prompt.

Once the installer is started, the BPRM setup wizard (Figure 7-1) displays.

15 BPRM v4.0 Setup - X

Welcome to the BPRM v4.0 Setup Wizard

The Setup Wizard will install BPRM v4.0 on your computer.
Click Next to continue or Cancel to exit the Setup Wizard.

conce

Figure 7-1: BPRM setup wizard dialog

3. Click Next. The Destination Folder dialog (Figure 7-2) displays.
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48 BPRM v4.0 Setup - X
Destination Folder
Click Next to install to the default folder or dick Change to choose another. @

Install BPRM v4.0 to:

lF:\Inemub\BPRM\

Back Next Cancel
Figure 7-2: Destination Folder dialog

4. Click Change to choose the BPRM website folder, as created in Section 5.4.2,
(Figure 7-3) and Select OK.

45 BPRM v4.0 Setup X
Change destination folder
Browse to the destination folder @
Look in: 2 BPRM VI ¥
Eolder name:

C:\inetpub\BPRM\

Concel
Figure 7-3: BPRM website folder

5. Click Next once the appropriate Destination folder (Figure 7-4) is selected.
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45 BPRM v4.0 Setup — X
Destination Folder
Click Next to install to the default folder or dick Change to choose another, @

Install BPRM v4.0 to:

|C: Vinetpub\BPRM\

Back Next Cancel

Figure 7-4: Destination Folder dialog

6. Click Install. The Ready to install BPRM v4.1 dialog (Figure 7-5) displays.

#5 BPRM v4.0 Setup — X

Ready to install BPRM v4.0

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back |  Splnstal ] Cancel
Figure 7-5: Ready to Install BPRM v4.1 dialog

7. Click Yes. The User Account Control dialog (Figure 7-6) displays.
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User Account Control *
Do you want to allow this app from an

unknown publisher to make changes to your
device?
FABPRM\Bprm0400.msi

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Figure 7-6: Installing BPRM dialog

After a short time of processing, the Database Configuration dialog (Figure 7-7)
displays.

Database Configuration X

Losd Existing Configuration | [ Add | Remove
| MinPool | Max Pool

| DatabaselP | e | ShotName | UserName |Port | Institution

Continue |

Figure 7-7: Database Configuration dialog

The BPRM suite relies on specific information about each RPMS database to
which it is connected.

8. Click Add on the Database Configuration dialog to display the Configuration
dialog (Figure 7-8) and add this information for each database associated with this
installation.

Note: Load Existing Configuration will not work when loading
from a BRPM V3.x configuration file. Use Add instead.
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Configuration X
Database IP | MNamespace I
DB User Name [bprmLuser Password !
Port | Short Name l

Verify Connection

[V Default Institution

Institutions | J
Connection Pool Settings
Minimum |20 Maximum il{)O
Save Cancel

Figure 7-8: Configuration dialog

The Configuration dialog contains the following fields:

e Database IP: Use this field to enter the IP address of your RPMS database.

Note: This is the internal IP address, not an external address.

e Namespace: Use this field to enter the namespace of your RPMS database.

e DB User Name: This field is automatically populated with the BPRM_USER
user name.

e Password: Use this field to enter the password you set for the BPRM_USER
account in Section 6.3.1.

e Port: Use this field to enter the Cache Superserver port used by your RPMS
database. By default, this is port 1972, although it will be different on your
system if you have changed this HealthShare setting.

The Superserver port number can be checked from within the HealthShare
Management Portal using this path:

Home > System Administration > Configuration > System Configuration
> Memory and Startup
The Superserver port number displays at the bottom of the page.

e Short Name: This field is automatically populated with your institution’s
short name if it exists in your INSTITUTION file. If it does not exist, type a
short name of your choice to identify this institution in the future.
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e Institutions: Use this list box to choose the institutions associated with your
RPMS database. When the Default check box is enabled, this list is limited
to only the institutions set as your default per your INSTITUTION file.
When the check box is cleared, the list will show all available institutions.

e Connection Pool Settings: This section relates to connection settings for
BPRM application when requesting connections from the HealthShare
Database. This setting has been introduced since, with HealthShare, the
number of licensed connections has decreased from 1,500 (in Ensemble)
to 250-500 (in HealthShare) and that has resulted in exhaustion of licenses.
Sites can customize the number of minimum connections and maximum
connections the BPRM application can request from the HealthShare
application. It is defaulted to 20—100, but sites can modify according to the
site’s HealthShare license and BPRM usage.

e Minimum: This number indicates the minimum connections the BPRM
application shall create/request from HealthShare DB, when the application
is accessed for the first time. Minimum connections persist as long as the
application is live.

e Maximum: This number indicates the maximum connections BPRM shall
create/request from HealthShareDB at any given time (usually at the busiest
time). Connections shall be destroyed when not in use until it reaches the
minimum threshold.

9. When the Configuration dialog displays, enter the following:
e Database [P
e Namespace
e DB User Name
e Password
e Port

10. Click Verify Connection.

11. Once the Institutions list is loaded, select your institution from the list and
provide a Short Name (if not already present).

12. Once the fields are populated, click Save to add the information to the BPRM
database configuration file.

For Multi-tenant setup (connecting this BPRM application to multiple RPMS
environments/databases) repeat Steps 8 to 12 of this section.

13. When complete, click Continue to continue the application installation.

Installation Guide and Release Notes Application Deployment to the Web Server
June 2023

42



Practice Management Application Suite (BPRM) Version 4.0 Patch 1

If an Access Denied error displays (Figure 7-9), close the installer and run the
installer again in Administrator mode (Run as Administrator), as shown in

Appendix A.
Load Existing Configuration | Add | Remove |
Database IP Namespace Short Name User Name Port Institution Min Pool Max Pool
D os L L moonwak user 1972
X

Access to the path 'C:\Inetpub\BPRM\appsettings.json’ is denied.

o]

Figure 7-9: Access to Path Denied error

14. When the installation is complete, click Next. The Installation Complete dialog
(Figure 7-10) displays.

5 BPRM v4.0 Setup - X

Completed the BPRM v4.0 Setup Wizard

Click the Finish button to exit the Setup Wizard.

Figure 7-10: Installation Complete dialog

15. Click Finish to exit the dialog.
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7.2 Adding a Database After the Installation

In some cases, and at some sites, it may be necessary or desirable to associate one or
more additional databases to the BPRM application suite. To add a database after
BPRM has been installed:

1. Log on to the application server where BPRM resides.

2. Browse to the location where the BPRM Application Installer file
(bprm0400.01.msi) is stored.

3. Double-click the bprm0400.01.msi file to run the BPRM application installer.
The BPRM setup wizard (Figure 7-11) displays.

45 BPRM v4.0 Setup - X

Change, repair, or remove installation
Select the operation you wish to perform. @

BPRM v4.0 has no independently selectable features.

Repairs errors in the most recent installation by fixing missing and corrupt

files, shortcuts, and registry entries.

Remove

Removes BPRM v4.0 from your computer,

Back Next Cancel

Figure 7-11: BPRM Setup Wizard dialog — Repair mode

4. Click Repair, and then click Finish. The Installing BPRM dialog (Figure 7-12)
displays.
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#5) BPRM v4.0 Setup - X

Ready to repair BPRM v4.0 @

Click Repair to repair the installation of BPRM v4.0. Click Back to review or change any of
your installation settings. Click Cancel to exit the wizard.

= .

Figure 7-12: Installing BPRM dialog

5. Click Next once the processing is complete. The Database Configuration dialog
(Figure 7-13) displays.

Database Configuration

Load Bxsting Configuration I I Add I Remove I
| Port | Institution | Min Pool

| User Name

DatabaseIP | Namespace | Short Name

Figure 7-13: Database Configuration dialog

6. Click Add on the Database Configuration dialog to display the Configuration
dialog (Figure 7-14) and add this information for each database associated with

this installation.
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Note: Load Existing Configuration will not work when loading
from a BRPM V3.x configuration file. Use Add instead.

Configuration X
Database IP | MNamespace I
DB User Name |hprmLuser Password !
Port | Short Name l

Verify Connection

[V Default Institution

Institutions | J
Connection Pool Settings
Minimum |20 Maximum il{)O
Save Cancel

Figure 7-14: Configuration dialog

The Configuration dialog contains the following fields:

e Database IP: Use this field to enter the IP address of your RPMS database.

Note: This is the internal IP address, not an external
address.

e Namespace: Use this field to enter the namespace of your RPMS database.

e DB User Name: This field is automatically populated with the BPRM_USER
user name.

e Password: Use this field to enter the password you set for the BPRM_USER
account in Section 6.3.1.

e Port: Use this field to enter the Cache Superserver port used by your RPMS
database. By default, this is port 1972, although it will be different on your
system if you have changed this HealthShare setting.

The Superserver port number can be checked from within the HealthShare
Management Portal using this path:

Home > System Administration > Configuration > System Configuration >
Memory and Startup

The Superserver port number displays at the bottom of the page.
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10.

Short Name: This field is automatically populated with your institution’s
short name if it exists in your INSTITUTION file. If it does not exist, type a
short name of your choice by which you can identify this institution in the
future.

Institutions: Use this list box to choose the institutions associated with your
RPMS database. When the Default check box is enabled, this list is limited
to only the institutions set as your default per your INSTITUTION file.
When the check box is cleared, the list will show all available institutions.

Connection Pool Settings: This section relates to connection settings for
BPRM application when requesting connections from the HealthShare
Database. This setting has been introduced since, with HealthShare, the
number of licensed connections has decreased from 1,500 (in Ensemble)

to 250-500 (in HealthShare) and that has resulted in exhaustion of licenses.
Sites can customize the number of minimum connections and maximum
connections the BPRM application can request from the HealthShare
application. It is defaulted to 20-100, but sites can modify according to the
site’s HealthShare license and BPRM usage.

Minimum: This number indicates the minimum connections the BPRM
application shall create/request from HealthShare DB, when the application
is accessed for the first time. Minimum connections persist as long as the
application is live.

Maximum: This number indicates the maximum connections BPRM shall
create/request from HealthShareDB at any given time (usually at the busiest
time). Connections shall be destroyed when not in use until it reaches the
minimum threshold.

When the Configuration dialog displays, enter the following:

Database IP
Namespace
DB User Name
Password

Port

Click Verify Connection.

Once the Institutions list is loaded, select your institution from the list and
provide a Short Name (if not already present).

Once the fields are populated, click Save to add the information to the BPRM
database configuration file.

For Multi-tenant setup (connecting this BPRM application to multiple RPMS
environments/databases) repeat Steps 6 to 10 of this section.
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11. When complete, click Continue to continue the application installation.

12. If an Access denied error (Figure 7-15) displays, close the installer and run the
installer again in Administrator mode (Run as Administrator), as shown in

Section Appendix A.
Load Existing Configuration | Add | Remove |
Database IP Namespace Short Name User Name Port Institution Min Pool Max Pool
D os L L moonwak user 1972
X

Access to the path 'C:\Inetpub\BPRM\appsettings.json’ is denied.

o]

Figure 7-15: Access Denied error message

When the installation is complete, the Installation Complete dialog (Figure 7-16)
displays.

43 BPRM v4.0 Setup = X

Completed the BPRM v4.0 Setup Wizard

Click the Finish button to exit the Setup Wizard.

Figure 7-16: Installation Complete dialog
13. Click Close to exit the dialog.
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7.3 Menu and Security Keys
There are no package-specific security keys associated with BPRM. The BPRM
package operates on existing RPMS security keys.
BPRM security is built upon the RPMS Menus and Security keys. Table 7-1
defines the relationship between BPRM Roles and the RPMS Menu and Security
keys.
Note: Ifauser has AKMOCORE or AKMOEVE as their primary
menu option, either of these menu options will override any of
the Secondary Menu options shown in Table 7 1. They will,
however, need the appropriate Security Keys as shown in the
table.
Table 7-1: Security Keys
Role Secondary Menu Option | Security Keys
(Must include all)
ADT Clerk BDGMENU DGZADT
DGZNUR
DGZMENU
ADT Coder BDGMENU DGZPCC
DGZMENU
ADT Supervisor BDGMENU DGZADT
DGZICE
DGZNUR
DGZSUP
DGZSYS
DGZMENU
Admin XUPROG
XUPROGMODE
Flag Manager DGPF MANAGER
Flag Assignment DGPF ASSIGNMENT
ReOpen Benefit Case AGZCREOPN
Registration Clerk AGPAT - or —- AGMENU AGZMENU
Registration Supervisor | AGMENU AGZMENU
AGZMGR
AGZHOME
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Role Secondary Menu Option | Security Keys
(Must include all)

Registration View Only AGPAT — or — AGVIEWONLY | AGZVIEWONLY

Scheduling Clerk BSDMENU SDZMENU

Scheduling Supervisor BSDMENU - or — BSD SDZMENU
MENU SUPERVISOR SDZSUP

SSN Viewer AGZVIEWSSN

In cases where there is more than one Secondary Menu Option listed in Table 7-1,
only one is necessary per user. Conversely, where there is more than one security key
listed for a specific role, all of the keys shown must be included.

For example, a Scheduling Supervisor needs either the BSDMENU or BSD MENU
SUPERVISOR added as a Secondary Menu Option, but needs both the
SDZMENU and SDZSUP security keys.

7.4 Open the BPRM Application

After the installation and configuration steps have been completed to open BPRM:

1. Open ®Microsoft Edge, Google Chrome, or Mozilla Firefox.

2. Inthe Address bar, enter the IP address of your Windows application server
and the port number using this form, where domain_name represents the IP
address of the application server and k represents the port number you
previously assigned:

e For sites using SSL: https://domain_name:kkk

e For sites not using SSL: http:// ip_address:kk

The BPRM Log In dialog (Figure 7-17) displays.
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L.ogin BPRM wd.1

Access Code THERE IS NQ RIGHT OF PRIVACY IN USE QF THIS SYSTEM

You are accessing a US. Govemment infarmation system, which
includes (1) this computer, (Z) thi computer netwark, (3) all
computers connected to this network, and (4) all devices and
storage media attached to this network or to @ computer on this

Verify Code network. This information system is provided for US
Government-autharized use only.
Unauthorized or improper use of this system may result in
disciplinary action, as well as civil and eriminal penalties.
Database By using this information system, you understand and consent to
the following
DEMO HOSP b You have no reasonable expectation of privacy reganding anmy

communications or data transiting or stored on this information
system. At any time, and for any lawful Government purpose, the

. government may monitor, intercept, and search and seize amy
Login communication or data transiting or stored on this information
Figure 7-17: BPRM Log In dialog

3. Type your RPMS Access Code (user name) in the Access Code field.
4. Type your RPMS Verify Code (password) in the Verify Code field.

5. Select your RPMS database from the Database list box.

Note: Users must have an RPMS division assigned to them
before they can log into the RPMS database selected in
this step.

6. Click Login. A screen similar to that shown in Figure 7-18 displays, although
different modules may display at the bottom of the screen.

: 2013 DEMO S
= =

Figure 7-18: BPRM opening screen
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Note: If you specified a port other than the default and the
opening screen is not displayed, verify that the port you
specified is open on the BPRM web server.

Refer to the separate BPRM User Manuals for additional information about using
the modules that make up the application suite.

7.5 Verify Client/Server Machine Date Time

For BPRM to work correctly, following environments must be on the same date/time
(up to minutes):

e Database server (hosting RPMS)

e Application/IIS server (hosting BPRM application)

e User/Client machine (BPRM user’s environment)

Once logged into the BPRM application, open the About page as follows:
1. Click the Down button next to Logout at top-right corner of BPRM.

2. Select About from the drop-down list, to open About page, as shown in
Figure 7-19.

. e

Figure 7-19: BPRM Logout drop-down list

3. Verify all three date/times (up to minutes) — App server Date/Time, Database
Server Date/Time, and User/Client Machine Date/Time are the same
(Figure 7-20).
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About

BPRM w1

User Hame Current Division Divisions
Authorzed Modubes

Server

Browser Version oS Screen Resolution

Clase

Figure 7-20: BPRM About page logout

The Client/User machine date time is not displayed in the About page. Users may
verify the machine’s system date time.
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Appendix A Run the Application Installer from the
Command Prompt

In cases where you do not have sufficient privileges to install the BPRM application,
an error message similar to the one shown in Figure A-1 displays.

You do not have sufficient privileges to complete this installation for all users of the
machine. Log on as administrator and then retry this installation.

OK

Figure A-1: Insufficient privileges error message

If this happens, it will be necessary to install the application as an Administrator:

1. Navigate to C:\Windows\system32 on your application server.
2. Locate the cmd.exe file, right-click, and select Run as Administrator.

3. In the Command Prompt window displayed, type this command to change to the
disk and directory where the BPRM application installer file is located.

In this example, the file is located on Drive D: in the EnsembleDatabases\bprm
folder (Figure A-2).

On your system, this location will likely be different.

C:\Windows\system32>D: 4
9
\>q

9

D:\>cd ‘EnsembleDatabases\bprm -1
9

D:\EnsembleDatabases\bprm> 4

Figure A-2: Drive D: in the EnsembleDatabases\bprm folder

4. At the resulting prompt, type the name of the installation file (bprm0400.01.msi in
this example) and press Enter:

D:\EnsembleDatabases\bprm>bprm0400.01.msi

This will launch the BPRM Setup Wizard and at that point you can follow the steps
described in Section 7.1.
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Appendix B Disable Logging in IIS Manager

The Internet Information Services (IIS) manager is set up by default with a
logging feature, which allows it to capture certain types of requests to log files in the
IIS installation folder. We recommend disabling this logging feature for the BPRM
websites as it may result in storage issues if the log file is not maintained or

monitored.

The following steps show how to disable the Logging feature for each BPRM
website setup at your site. This information can also be found on the Microsoft

website at:

https://technet.microsoft.com/en-us/library/cc754631%28v=ws.10%29.aspx

1. From the Windows Start menu, select Administrative Tools (Figure B-1).

Administrator

._n Notepad >

- Documents
- Command Prompt :
L
Event Viewer

Network
Control Panel
Devices and Printers

Help and Support
» All Programs
[Seumnroqmmﬂes g. Log off ’r| '

N I Information Services (I1S) Manager
&, iSCSI Initiator
) Local Security Policy

i; Server Manager

33 Share and Storage Management

;¥ Storage Explorer

D System Configuration

(5) Task Scheduler

@ Windows Frewal with Advanced Security
'm| Windows Memory Diagnostic
£X Windows PowerShel Modules

Figure B-1: Opening Internet Information Services (11IS) Manager

2. Select Internet Information Services (IIS) Manager to display the IIS

Management Console.
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Figure B-2: IIS Management console
3. Select the BPRM website in the left pane.

4. Double-click Logging to display the Logging dialog.

Fle  View  Help |
Emma @ tosging B

5 Rpply
E h SantPuge Use this feature to configure how 85 logs requests on the Web server. B Canedd
Dissbie
Q Agpication Pools Qe log file per: \ﬁ“ Leg Files.
4 (4] Stes | EE— ew Log Files_.
b ) Defaut Web Ste e 0 ep
b & Moorwik Log e ke Help
MW-ADT
MW-LTSTADT ]
b D MW-LTST-MU [wac [ Select Fields |
MW-LTST-#
: g MW-NR Directony:
- [rrtembrmasanetpubiiegrioghie: J[ ormwe ]
Encodeng:
e v
Log File Rabover
Selact the meathod that 15 uiel to creste |ml¢9|‘ﬂ.
® Schadule:
Oay -
1O Massroum File size (im bytes):

O Do mot create rew bog files

[0 Use bocal tiene for fe namming and reliover

<[] Ts Fautires View |5 Content View

Figure B-3: Logging window

5. Click Disable in the Actions pane.
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Figure B4: Disabled Logging window
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Appendix C Run Multiple BPRM Web Applications on
a Single Server

BPRM is a multi-tenant application meaning a single BPRM application website can
connect to multiple RPMS systems.

Setting up multiple BPRM applications on a single server/environment is not
supported.

In cases where a single BPRM server needs to serve multiple RPMS environments; a
single BPRM installation can be used to connect to multiple RPMS environments as
described in Section 7.2.
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Acronym List

Acronym Meaning

CRUD Create, Read, Update, and Delete

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure

IHS Indian Health Service

s Internet Information Service

KIDS Kernel Installation and Distribution System
PHR Personal Health Record

RPMS Resource and Patient Management System
SQL Structured Query Language

SSL Secure Sockets Layer

WCF Windows Communication Foundation
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Contact Information

If you have any questions or comments regarding this distribution, please contact the
IHS IT Service Desk.

Phone: (888) 830-7280 (toll free)
Web: https://www.ihs.gov/itsupport/

Email: itsupport@ihs.gov

Installation Guide and Release Notes Contact Information
June 2023

60


https://www.ihs.gov/itsupport/
mailto:itsupport@ihs.gov

	Table of Contents
	Preface
	1.0 Release Notes
	2.0 Installation Notes
	2.1 Contents of Distribution
	2.2 Required Resources
	2.2.1 Standalone Application Server Resources
	2.2.2 BPRM Server Disk Resources
	2.2.3 Workstation Resources

	2.3 Before You Begin: Installation Issues
	2.4 Prerequisites
	2.4.1 HealthShare Prerequisites
	2.4.2 BPRM Prerequisites


	3.0 Installation Overview
	3.1 Upgrading from BPRM 3.x Or a First-time install
	3.2 Upgrading from BPRM 4.x

	4.0 Installation Instructions: First-Time Install
	4.1 Acquire the SSL Certificate
	4.1.1 SSL Certificate Acquisition – IHS Domain
	4.1.2 SSL Certificate Acquisition – Non-IHS Domain


	5.0 BPRM Application Server Installation and Configuration
	5.1 Microsoft .NET Framework 4.6 Installation
	5.2 Internet Information Services 10 Installation (Windows Server 2016 Operating System)
	5.3 Install the SSL Certificate
	5.4 BPRM Website Setup
	5.4.1 Add the Application Pool
	5.4.2 Create a BPRM Folder
	5.4.3 Add the New Site


	6.0 BPRM Database Server Installation and Configuration
	6.1 Assumptions
	6.2 Importing a New BPRM XML File
	6.2.1 Disable Read Only
	6.2.2 Import the BPRM XML File

	6.3 Cache User Creation
	6.3.1 Create the BPRM User
	6.3.2 Assign User Roles
	6.3.3 Verify XML Import and Installation


	7.0 Application Deployment to the Web Server
	7.1 Deploy the BPRM Application
	7.2 Adding a Database After the Installation
	7.3 Menu and Security Keys
	7.4 Open the BPRM Application
	7.5 Verify Client/Server Machine Date Time
	Appendix A  Run the Application Installer from the Command Prompt
	Appendix B  Disable Logging in IIS Manager
	Appendix C  Run Multiple BPRM Web Applications on a Single Server


	Acronym List
	Contact Information



