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Preface

This manual describes the installation of the Practice Management Application
Suite (namespace BPRM) and any additional support software needed.

BPRM is a browser-enabled graphical user interface (GUI) for the Indian Health
Service (IHS) Resource and Patient Management System (RPMS) applications. It
provides improved access to existing RPMS data and streamlines the input of new
patient data. In some aspects of its operation and configuration, this suite is also
referred to by its development name, BPRM. It should also be noted that prior to
V3.0, the previous namespace for the Practice Management Application Suite was
BMW. The BMW namespace now refers only to the CACHE.DAT file used by
BPRM and other IHS applications.

The BPRM application suite consumes Cache classes, provided by BMW, which
maps onto FileMan files. Create, Read, Update, and Delete (CRUD) operations can
then be performed over the generated Cache classes (SQL tables) via the ADO.NET
provider for InterSystems Ensemble/Cache.

Installation Guide and Release Notes Preface
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1.0 Release Notes
The following describes the changes made in BPRM V4.0:

61842: BPRM — ADT CR 12123 Workspace Display Preferred Name

61952: BPRM — CR _12126-Benefit Case Module update display of Patient
Preferred Name

61953: BPRM CR 12127 BPRM-Prior Authorization module update display of
Patient Preferred Name

60962: CR 10103 BPRM- HEAT 382991- Unable to search for patient with last
name that has two or more words (w/o hyphens)

61836: CR 10413 BPRM- Enable the institution field to be different from the
division field in clinic setup

61837: CR_10506 BPRM- Walk-in appointment to included check-in
61838: CR_10507 BPRM- Routing slip print option

60969: CR 10508 BPRM - Patient Flag pop-up window

61840: CR 10510 BPRM-Wait List to display when a patient was added

61841: CR 10523 BPRM- Display patient is on wait list during appointment
creation

60963: CR 10766 BPRM-Modify to prevent users from being able schedule their
own appointments

60968: CR 11085 BPRM- Sensitive Patient Tracking (DUA option)

60964: CR 11167 BPRM-Creating an appointment for deceased patient dialog
60959: CR 11168 BPRM-Appointment letters still print for deceased patients
60931: CR 11256 BPRM - Sensitive Patient Tracking not restricting access
60965: CR 11289 BPRM-Inactive clinic still able to use issue

60960: CR 11606 BPRM- Admission Date Not Formatted Correctly

60224: CR 11640 BPRM Transition From Silverlight to New Platform

60932: CR 12118 BPRM- Veteran status set to "NO" disappears when Internet
option is updated

61844: CR 12119 BPRM- Inactivate Wait List option

60955: CR 12121 BPRM - Update for MPI code changes

61955: CR 12171 BPRM-V4 Analysis and Review Benefit Case workflow
61956: CR 12172 BPRM-V4 Analysis and Review Wait List workflow

Installation Guide and Release Notes Release Notes
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62324: CR 4969 BRPM- Flag assignment only allow active flag to be assigned
60827: CR 4983 BPRM add option to Edit Name

60958: CR_5565 BPRM- RPMS Change Management Project: Filter inactive
Clinic Code on Clinic Setup

60912: CR 8061 BPRM-Add display of patient insurance type to ADT List View
61830: CR_8062 BPRM-Time bar to freeze when scrolling

61832: CR_8063 BPRM- Display resource groups alphabetically

60972: CR 8064 BPRM-Darker lines in scheduling

Installation Guide and Release Notes Release Notes
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2.0 Installation Notes

Prefix: BPRM
Current Version: 4.0

2.1 Contents of Distribution
Table 2-1: Distributed Files with Descriptions

File Description

bprm0400.msi BPRM Application Installer

bprm0400.xml BPRM Data Description File

bprm040i.pdf Version 4.0 Installation Guide and Release Notes
bprm040t. pdf Version 4.0 Technical manual
bprm040u_Registration. pdf Registration User Manual V4.0
bprm040u_Scheduling.pdf Scheduling User Manual V4.0
bprm040u_ADT.pdf ADT User Manual V4.0

bprm040u_overview.pdf Overview User Manual V4.0

2.2 Required Resources

This section lists the computer resources required for each deployment strategy.

2.2.1 Standalone Application Server Resources
The following resources are required for a standalone application server:
e Microsoft® Windows® Server 2016 x64 bit (or later)
e Microsoft [IS® 10 (WebSocket protocol required)
e Microsoft NET Framework 4.8 (or later)

e ASP .NET core 6.0.12 Hosting bundle — https://dotnet.microsoft.com/en-
us/download/dotnet/thank-you/runtime-aspnetcore-6.0.12-windows-hosting-
bundle-installer

e 8+ processor cores running at 2.0 GHz or faster (for site)

e 12+ processor cores running at 2.4 GHz or faster (for area office)

e 8+ GB RAM running at 1333 MHz (for site)

e 16+ GB RAM running at 1333 MHz (for area office)

e 20 GB minimum free disk space (disk drives should be 10K RPM or faster)

Installation Guide and Release Notes Installation Notes
February 2023
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2.3

2.4
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BPRM Server Disk Resources

Servers running the BPRM application require a minimum of 5 GB of free disk
space.

Workstation Resources

The following resources are recommended for any workstations (user machines)
accessing the BPRM application:

e Dual-core processor running at 1.8 GHz or faster
e 4+ GB of RAM

e 20 GB free disk space

e Screen resolution of 1024 x 768 or higher

e Windows 10 or above

e Microsoft Edge / Google Chrome / Mozilla Firefox

Before You Begin: Installation Issues

Internet connectivity on the application server is necessary to download the required
installation items.

Prerequisites

HealthShare Prerequisites

BPRM v4.0 currently supports only HealthShare 2017.2.x. Be aware the examples in
this installation manual reflect HealthShare 2017.2. If running a different version,
some of the screens may differ slightly from those shown here.

A BMW-specific CACHE.DAT file (Version 2020.3 or later) must be loaded into the
HealthShare server BMW namespace. Acquire this file from the IHS FTP or
RPMS website; it is not delivered as part of the installation package. Refer to the
latest BMW CACHE.DAT Installation Guide for more information.

BPRM Prerequisites

The following CACHE.DAT file must be installed:
e BMW Version 2020.3 or above

The following KIDS must be installed:

e PIMS v5.3pl019

e AGV7.1pl5

Installation Guide and Release Notes Installation Notes
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AUM v20 p4

AUT v98.1 p28

AUT v98.1 p29

XU v8.0 p1018 or later
DI v22 p1018 or later
BJPC v2.0 p10

AVA v93.2 p25

AVA v93.2 p26
AUPN v99.1 p28
BSDX v3.0
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3.0

Installation Overview

The BPRM v4.0 installation requires three files. The bprm0400.xml data description
file and the bprm0400.msi application installation file are specific to the BPRM
suite. These two files are included in the BPRM distribution package.

Additionally, a BMW CACHE.DAT file (contained in a zipped file) specific to the
HealthShare version is also necessary. This BMW CACHE.DAT file is used by
BPRM, as well as other Certified Health I'T 2015 IHS applications and is not
included as part of the distribution package. It must be acquired separately from the
IHS FTP or RPMS website.

Save the bprm0400.xml data description file and the zipped file containing the
CACHE.DAT file to a folder that is accessible to your database server. Similarly,
save the bprm0400.msi file to a folder that is accessible to your application server(s).

BPRM v4.0 can be installed on the same server as BPRM 3.x, but it is recommended
to create a new website and application pool for v4.0.

BPRM 3.x can be uninstalled once v4.0s is installed successfully. Site should only
use a single version of BPRM at a time. Having users use both 3.x and 4.0 version at
the same time creates data inconsistency issues.

Follow the instructions in Section 4.0 through Section 7.0 to install BPRM v4.0 for
the first time at your site. Go through all the steps even if the site already has/had a
BPRM v3.x server setup. There are updates to the installation steps and additional
components need to be installed for IIS.

Installation Guide and Release Notes Installation Overview
February 2023
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4.0

Installation Instructions: First-Time Install

BPRM contains components that run on both the RPMS server and the client personal
computer. As a result, the installation instructions are separated into these actions:

e Application Server Installation (Section 5.0)
e Database Server Installation (Section 6.0)
e Application Installation (Section 7.0)

The application operates in a web-based environment; there is no separate installation
necessary on workstations other than the items listed in Section 2.2.3.

4.1 Acquire the SSL Certificate
BPRM utilizes the Secure Sockets Layer (SSL) protocol to ensure secure
communications between its components. If your site is not on a secure domain, you
must acquire an SSL certificate. If your site is on a secure domain, an SSL
certificate is not necessary, and you can skip all of this section (Acquire the SSL
Certificate).
Note: Since the SSL certificate acquisition may take up to 24-hours,
it is recommended that you acquire the SSL certificate before
beginning the BPRM installation.
The process for acquiring this certificate for sites on the IHS domain is different than
that used by sites that are not on the IHS domain.
411 SSL Certificate Acquisition — IHS Domain
If your site is on the IHS domain, use the following steps to acquire your SSL
certificate:
1. Click Start > Administrative Tools > Internet Information Services (IIS)
Manager (Figure 4-1).
Installation Guide and Release Notes Installation Instructions: First-Time Install
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Figure 4-1: Windows Start menu, Administrative Tools option

2. Click the server name. The IIS Manager dialog (Figure 4-2) displays.

Installation Guide and Release Notes Installation Instructions: First-Time Install
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Figure 4-3: Internet Information Services (11S) manager — Server Certificates

In the center panel (Figure 4-3), double-click Server Certificates in the
Security section (near the bottom of the panel).

Installation Guide and Release Notes
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4. In the Actions panel (on the right), click Create Certificate Request. The
Request Certificate Wizard (Figure 4-4) displays.

Request Certificate EHE
| Distinguished Name Properties
B
Specify the required information For the certificate. State/province and City/locality must be specified
as official names and they cannot contain abbreviations.
Commen name: || ihs.gov
Qrganization: IHHS
Organizational unit: IHS
Citylocality [Abuquerque
Stake/province: |NM|
Countryjregion: |u5 j
| Mexk I Firiist | Cancel |

Figure 4-4: Request Certificate Wizard — Distinguished Name Properties

5. In the Distinguished Name Properties dialog (Figure 4-5), enter the
information as follows:

e Common Name: The name through which the certificate will be accessed
(usually the fully qualified domain name of the machine).

e Organization: The legally registered name of your organization or company.

e Organizational unit: The name of your department within the organization
(e.g., [HS).

e City/locality: The city in which your organization is located.
e State/province: The state in which your organization is located.

e Country/region: The two-character country code.

Installation Guide and Release Notes Installation Instructions: First-Time Install
February 2023
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Request Certificate EE2
'L Distinguished Name Properties
8

Specify the required information For the certificate, Statefprovince and City/locality must be specified
as official names and they cannot contain abbreviations.

Common name: [l ihs.qov

QOrganization: [HHS

Organizational unit: HS

City/locality [AIbuquerque

Statefprovince: [NMI

Country/region: fus |

Brevious I Mext Finish I Cancel

Figure 4-5: Request Certificate Wizard — Distinguished Name Properties

6. Click Next. The Cryptographic Service Provider Properties dialog
(Figure 4-6) displays.

Installation Guide and Release Notes Installation Instructions: First-Time Install
February 2023
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Request Certificate X

Cryptographic Service Provider Properties

g

Select a cryptographic service provider and a bit length. The bit length of the encryption key
determines the certificate’s encryption strength. The greater the bit length, the stronger the security.
However, a greater bit length may decrease performance.

digicert Previous " Next | i I Cancel I

Figure 4-6: Request Certificate Wizard — Cryptographic Service Provider Properties

7. Leave both settings at their defaults:

e Cryptographic service provider: Microsoft RSA SChannel Cryptographic
Provider.

e Bitlength: 2048.
8. Click Next. The File Name dialog (Figure 4-7) displays.

Installation Guide and Release Notes Installation Instructions: First-Time Install
February 2023
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412

Request Certificate [ 2]

File Name
8

Specify the file name For the certificate request, This information can be sent to a certification
authority for signing.
Specify a file name for the certificate request:

|C:\inetpub\Moonwalk\scr.txt |

Previous | e | | Einish I Cancel

Figure 4-7: Request Certificate — File Name dialog

9.

10.

11.
12.
13.

14.

Type a path and file name for the certificate request file.

Make note of the chosen filename and the save location. You must open this
file as a text file and copy the entire body of it (including the Begin Certificate
Request and End Certificate Request tags) into the online order process
when prompted.

Click Finish to save the SSL certificate request file.
E-mail the file to itsupport@ihs.gov.

Request the SSL Certificate in CER format for the BPRM application. A
certificate is issued within 24 hours and emailed to the originator of the
request.

Once the certificate is received, proceed with the BPRM installation as
described in Section 5.0 through Section 7.0.

SSL Certificate Acquisition — Non-IHS Domain

If the site is not on the IHS domain, the steps for acquiring an SSL certificate will
vary, depending on the certificate provider. Several vendors (e.g., GoDaddy,
Thawte, and Verisign) provide SSL certificates, and the process for acquiring the
certificate is different for each.

Installation Guide and Release Notes
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Follow the steps provided by the SSL certificate vendor to acquire the certificate and
proceed to the BPRM installation instructions in Section 5.0 through Section 7.0.

Installation Guide and Release Notes Installation Instructions: First-Time Install
February 2023
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5.0 BPRM Application Server Installation and
Configuration

51 Microsoft .NET Framework 4.8 Installation

To install the .NET Framework:
1. Download .Net Framework 4.8 from the Microsoft download center at:

https://go.microsoft.com/fwlink/?1inkid=208863 1

2. Double-click the downloaded file to run the .Net Framework 4.8 setup. The
License Terms dialog (Figure 5-1) displays:

ol Microsoft .NET Framework — X

.NET Framework 4.8 Setup
Please wait while the .NET Framework is being installed. NET

File security verification:

All files were verified successfully.

Installation progress:

Cancel

Figure 5-1: .NET Framework Installation dialog

3. Select the I have read and accept the license terms check box to accept the
license agreement.

4. Click Install.

5. Respond to any prompts presented as the installation proceeds. When
completed, the Installation Is Complete dialog (Figure 5-2) displays.

Installation Guide and Release Notes =~ BPRM Application Server Installation and Configuration
February 2023
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o# Microsoft .NET Framework — x

Installation Is Complete

JNET Framework 4.8 has been installed.

Check for more recent versions on (Windows Updatel.

Figure 5-2: .NET Framework Installation Is Complete dialog

6. Click Finish to complete the installation. If necessary, restart the server.

7. As a final step, run the Windows Updates utility to check for, and install, any
NET Framework updates that may be available.

WARNING: It is very important to check for, and install, any
.NET Framework updates. These updates can be
critical to the stability and security of BPRM
operation.

5.2 .Net Core 6.0.12 Hosting Bundle Install
To install .Net core 6.0.12 hosting bundle:
1. Download the hosting bundle installer from here:

https://dotnet.microsoft.conven-us/download/dotnet/thank-you/runtime-
aspnetcore-6.0.12-windows-hosting-bundle-installer

2. Double-click the downloaded file to launch installer.

3. Select Agree to the license terms and conditions and click Install
(Figure 5-3).

Installation Guide and Release Notes =~ BPRM Application Server Installation and Configuration
February 2023
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ﬁl Microsoft .NET 6.0.12 - Windows Server Hosting Setup = X

NET Microsoft .NET 6.0.12
' Windows Server Hosting

Welcome to the Microsoft .NET 6.0.12 - Windows Server Hosting Setup.

Please restart IIS after the installation completes. You can find additional information
here.

Microsoft .NET 6.0.12 - Windows Server Hosting license terms and privacy statement.

| agree to the license terms and conditions

& Install Close

Figure 5-3: .NET Core install

4. Click Close after a successful install (Figure 5-4).

ﬁj Microsoft .NET 6.0.12 - Windows Server Hosting Setup — X

NET Microsoft .NET 6.0.12
' Windows Server Hosting

Installation Successfully Completed

Close

Figure 5-4: .NET Core install successful

Installation Guide and Release Notes =~ BPRM Application Server Installation and Configuration
February 2023
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5.3 Internet Information Services 10 Installation (Windows
Server 2016 Operating System)
To install the Microsoft IIS:
1. From the Windows Start menu (Figure 5-5), select Server Manager.

Most used

e Internet Explorer
Notepad
Internet Information Services (IIS).
Snipping Tool

Paint

Windows
~ Windows Firewall with Advanced.. Administrativ... Control Panel

A | T =
Remote

- | Acrobat Reader DC

Figure 5-5: Start menu for Windows Server 2016 OS

The Server Manager window (Figure 5-6) displays.

Installation Guide and Release Notes =~ BPRM Application Server Installation and Configuration
February 2023
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| F_, Server Manager

« Dashboard

8% Dashboard

i Local Server

i Al Servers

ii File and Storage Services P
o s

@ Remote Desktop Services b

WELCOME TO SERVER MANAGER

Remove Roles and Features

Add Servers

Create Server Group

0 Cr T aure Server Manager Properties

WHAT'S NEW

LEARN MORE

Figure 5-6: Server Manager window

2. Click Manage > Add Roles and Features.

3. Review the Before You Begin dialog, then click Next. The Add Roles and
Features Wizard dialog displays.

4. Select the Role-based or feature-based installation option button
(Figure 5-7), then click Next.

[ Add Roles and Features Wizard

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

- u] x

DESTINATION SERVER
RPMEOTIOMECQM T romsedo.ihs

* Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

_' Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

(F’fev-ou: Next> | t Cancel

Figure 5-7: Add Roles and Features Wizard dialog

5. Select Web Server (IIS) on the Server Selection window. The Select Server
Roles window (Figure 5-8) displays.

Installation Guide and Release Notes
February 2023
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e Add Roles and Features Wizard

Select server roles

Roles

OO0

Select one or more roles to install on the selected server,

| Active Directory Rights Management Services

] DHCP Server role services that allow you to issue
] DNS Server and manage certificates used in a
Fax Server vanety of applications.

| File and Storage Services (2 of 12 installed)
] Host Guardian Service

_| Hyper-V
] MultiPoint Services

] Network Policy and Access Services

] Print and Document Senvices

] Remote Access

| Remote Desktop Services (3 of 6 installed)
£l teo ;

Web Server (I15) (22 of 43 installed)

£ o 4

DESTINATION SERVER
RPMSOTSDTECQM rpmesdo.ing

Deseription

Active Directory Certificate Senices
(AD CS) is used to create
certification authorities and related

Active Directory Lightweight Directory Senices

Device Health Attestation

Network Controller

] Windows Server Essentials Experience
] Windows Server Update Services

[<Prevous | [ Nen> |

Figure 5-8: Select Server Roles window

6. Expand the Web Server (IIS) role and make the following selections.

Figure 5-9 displays

a portion of the selection.

fiu Add Roles and Features Wizard

Select server roles

Select one or more roles to install on the selected server.

i

NETtwOrk HOICY and ACCESS SErvices
Print and Document Services
Remote Access
Remote Desktop Services (3 of 6 installed)
Volume Activation Services
Web Server (lIS) (22 of 43 installed)
4 (W] Web Server (19 of 34 installed)
4 (8] Common HTTP Features (5 of 6 installed)
+ Default Document (Installed)
| Directory Browsing (Installed)
» HTTP Errors (Installed)
+ Static Content (Installed)
+| HTTP Redirection (Installed)
[] WebDAV Publishing
4 [W] Health and Diagnostics (4 of 6 installed)
| HTTP Logging (Installed)

[] Custom L%ﬁlﬁ

mO®O0C

Figure 5-9: Select Web Server components
7. Enable the following Web Server role services:

e Common HTTP Features:
— Static Content

Installation Guide and Release Notes
February 2023
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— Default Document
— Directory Browsing
— HTTP Errors
— HTTP Redirection
e Application Development: (Figure 5-10)

— ASP.NET (latest version)

— .NET Extensibility (latest version)
— ISAPI Extensions

ISAPI Filters

WebSocket Protocol

F Add Roles and Features Wizard = o X
e DESTINATION SERVER
Select server roles HOABQDITT1EHST3.d1 An s gov

Select one or more roles to install on the selected server.

Roles Description
Server Selection L Volume Activation Senvices Application Development provides
4 [W] Web Server (IIS) (24 of 43 installed) ucture for developing and
a4 (W] Web Server (16 of 34 installed) Web applications. Use these

Features W) Common HTTP Features (5 of 6 installed) features to create Web content or
W] Healthand D agnostics (2 of 6 installed) extend the functionality of lIS. These
v Performance (Installed) technologies typically provide a way
(W] Security (1 of 9 installed) to perform dynamic operations that
L) result in the creation of HTML
output, which IS then sends to fulfi
chent requests.

4

o ASP.NET 4.6 (Installed)

O cal

« ISAPI| Extensions (Installed)

« ISAPI Filters (Installed)

[C] Server Side Includes

v WebSocket Protocol (Installed)

[« Previous | [ Next> wi | [ Concel

Figure 5-10: Select Web Server -- Application Development components

e Health and Diagnostics (optional):
— HTTP Logging
— Request Monitor

e Security:
— Request Filtering

e Performance:

— Static Content Compression

Installation Guide and Release Notes =~ BPRM Application Server Installation and Configuration
February 2023

21



Practice Management Application Suite (BPRM) Version 4.0

— Dynamic Content Compression

e Management Tools:

— IIS Management Console
— 1IS 6 Management Compatibility — [IS 6 Metabase Compatibility
8. Click Next to go to the Features tab.

9. In the Features area, make following selections: (Figure 5-11)

e . NET Framework 3.5 Features

— .Net Framework 3.5
— HTTP Activation
— Non-HTTP Activation

e NET Framework 4.6 Features

— .Net Framework 4.6
— ASP.NET 4.6
—  WCF Services

— HTTP Activation

— Named Pipe Activation

— TCP Activation
— TCP Port Sharing

-----

Confirmation

Select one or more features to install on the selected server.
Features

4 (W] NET Framework 3.5 Features (2 of 3 installed)
+| .NET Framework 3.5 (includes .NET 2.0 and 3.0)
+| HTTP Activation (Installed)

[«] Non-HTTP Activation

4 [m]

v .NET Framework 4.6 (Installed)

+ ASP.NET 4.6 (Installed)

4 W] WCF Services (2 of 5 installed)

+| HTTP Activation (Installed)
[] Message Queuing (MSMQ) Activation
[¥] Named Pipe Activation
TCP Activation
/| TCP Port Sharing (Installed)

—1 S —

Figure 5-11: Select .Net Framework Features

10. Click Next to display the Confirmation dialog.
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11. Click Install (Figure 5-12).

s Add Roles and Features Wizard

To install the following roles, role services, or features on selected server, click Ins

| _Restart the destination server automatically if required
0 such as administration tools) might be displayed on this page because they have
chick Previous to clear

Optional features (s
been selected automatically. If you do not want to install these optional features

thewr check boxes.

Non-HTTP Activation
NET Framework 4.6 Features
WCF Services
Message Queuing (MSMQ) Activation
Named Pipe Activation
TCP Activation
Message Queuing
Message Queuing Services
Message Queuing Server

| < Previous | _ Cancel |

Version 4.0

Figure 5-12: Confirm Installation Selections

12. Click Close after the installation is complete.

Note: Review the additional steps for disabling the IIS Manager
Logging feature in Appendix B.

Install the SSL Certificate

To install the SSL server certificate:
1. From the Windows Start menu, select Administrative Tools.

2. Select Internet Information Services (IIS) Manager (Figure 5-13).
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—@‘6 | 93 » DEMOSERVER  »
Flo  Vew Heb
e..i;‘“._ ) 0’6 DEMOSERVER Home
St Page —
& 93 DEMOSERVER (Diych | S0P Ared
33 Appicstion Pocks T'ftcm Settegs lsctaton 2]
#-4) Stes
us
- _":" - —
S 9 o B E B &
Authertication Compression Def ot Dvectory  Error Poges FaledRequet Mander
Document Browsing Tracng Rules  Mappngs
" s : : o g
e & & ¢ 6 = A
HTTP Reduect HITP 154P1 and CGL  ISAP] Filters Logpng MIME Types Modues
Reswpo... Restrictions
&
Worker
+ | Processes
=]
« | o LolFesturesview |, [ Content View
Figure 5-13: Internet Information Services (11S) Manager
3. Click the server name in the left panel (Figure 5-14).
@ sernet nk Services (5) M |=]o] x
C < - I wene
e  Viem Help
~ T uﬂ_ Complete Request
"“"“'* e | Specity Certificate Authority Response
ot Apphcmon Pogiy Fing #
+ @ Dol Wet See = Cammplets o prmvundy crasted Cond s ime requetd by retrne. v the fle TR CEntiens the Crtfcats phost, |
——
Fie ramag (ortarersg Bt (ot < shon by | P ® j‘
O s Beraa’ Deperc s <8
Frgoth, mare
Cwrm Srvor.

Fras,

Srdect 8 ot ate shoee fax The new cetfacste:

Berienal

Concel

Feataes Varw |\ Comtent Vi

Figure 5-14: Complete Certificate Request dialog

4.
the panel).

Double-click Server Certificates in the Security section (near the bottom of

In the Actions panel (on the right), click Complete Certificate Request. The

Complete Certificate Request dialog displays.
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Note: The Complete Certificate Request must be completed on
the same system where the Certificate Signing Request was
generated (Section 4.1.1) to ensure the private key is
correctly associated with the new certificate.
6. Click the Ellipses button (L—_1) to browse to the location where the server

certificate file acquired in Section 4.1 is saved.

7. In the Friendly name field, type the friendly name for the certificate. This
name is intended for use for management of certificate stores on the server.

8. In the Selecta Certificate store for the Certificate field, verify Personal
Store is selected.

9. Click OK to complete the procedure.

5.5 BPRM Website Setup

5.5.1 Add the Application Pool
To add the Application Pool:

1. Return to the IIS Manager opened in Section 4.1.1 and browse to Application
Pools in the tree structure below your IIS node as shown in Figure 5-15.

€5 Intemet Information Services (IS) Manager
& o} » RPMSDTSDITECQM2 » Application Pools

File View Help

Connections
Q128 U:_" Application Pools

& Start P
or ot : _|| This page lets you view and manage the list of application pools on the server. Application pools are associated with
v -3 RPMSDTSDITECQM2 (RPMSEI

i worker processes, contain one or more applications, and provide isolation among different applications.
+.! Application Pools

2 Sites Filter: v ) \s2 Show All | Group by: No Grouping g
Name I Status  NETCLRV.. Managed Pipel.. Identity Applications
) NET V20 Started V2.0 Integrated ApplicationPoolld.. 0
CINETV20Classic  Stated  v2.0 Classic ApplicationPoolld.. 0

Figure 5-15: 1IS Manager browsed to Application Pools

2. Right-click Application Pools and select Add Application Pool. The Add
Application Pool dialog (Figure 5-16) displays.
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Add Application Pool ? X
Name:
BPRM

.NET CLR version:
No Managed Code v

Managed pipeline mode:

Integrated v

Start application pool immediately

[ oK | Cancel

Figure 5-16: Add Application Pool dialog

3. In the Name field, type the name of the application pool (BPRM).
4. In the .NET Framework version: field, select No Managed Code.
5. Click OK.

6. Right-click the newly created application pool in IIS Manager and click
Advanced Settings. A dialog similar to Figure 5-17 displays:

Advanced Settings ? X
v (General) ~
.NET CLR Version No Managed Code
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
Queue Length 1000
Start Mode OnDemand
~ CPU
Limit (percent) 0
Limit Action MNoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295

Processor Affinity Mask (64-bit ¢ 4294967295
~ Process Model
Generate Process Model Event L

Identity ApplicationPoolldentity

Idle Time-out (minutes) 120

Idle Time-out Action Terminate e
Name

[name] The application pool name is the unique identifier for the
application pool.

OK Cancel

Figure 5-17: Application Pool Advanced Settings
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7. Change the Idle Time-out value to 120 minutes.

8. Click OK to save the changes and close the dialog.

5.5.2  Create a BPRM Folder
1. To aid in setting up the BPRM website, create a C:\inetpub\BPRM.

2. Using Windows Explorer, navigate to C:\inetpub on your Windows
application server.

3. Click Organize, then select New Folder. (Alternatively, click New Folder in
the Windows Explorer toolbar if'it is present.)

4. Type BPRM and press Enter to create the C:\inetpub\BPRM folder.

5.5.3 Add the New Site

To add the new website:

1. Right-click Sites in the Connections pane of the IIS Manager and select Add
Web Site. The Add Web Site dialog (Figure 5-18) displays.

Add Website ? X

Site name:
BPRM BPRM Select...
Content Directory
Physical path:
C:\inetpub\BPRM

Pass-through authentication

Connect as... Test Settings...
Binding
Type: IP address: Port:
https v |All Unassigned | 1443
Host name:

<FullyQualifiedDomainName>

[] Require Server Name Indication

SSL certificate:
Mot selected b Select...

Start Website immediately

Cancel

Figure 5-18: Add Web Site dialog
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2. In the Site name field, type BPRM.

3. Click Select and select the BPRM application pool created in the previous
steps.

4. In the Physical Path field, browse to the C:\inetpub\BPRM folder created in
Section 5.5.2.

Note: Be aware that the location will be different if the folder was
created on a different drive.

5. Under Binding, select Type as https.

Note: It is highly recommended that BPRM application be hosted
over HTTPS protocol.

6. For IP address, select All Unassigned.

~

For Port, specify a port number ranging from 440 through 443.

*

Select the SSL certificate installed in Section 5.4.

9. For Hostname, can be left blank OR put in the fully qualified name of the
machine or SSL certificate Issued to value.

10. Select View to display the SSL certificate details (Figure 5-19 and
Figure 5-20).

SSL certificate:
WMSVC-SHA2 2t Select... View...

Start Website immediately

(0] Cancel

Figure 5-19: View SSL certificate
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a Certificate X

| General Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer
» All issuance policies

Issued to: WMSvc-SHA2-RPMSDTSDITECQM2

Issued by: WMSvc-SHA2-RPMSDTSDITECQM2

Valid from 9/10/2019 to 9/7/2029

Figure 5-20: SSL certificate details

11. Click OK to save the changes and close the Add Web Site dialog.
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6.0

BPRM Database Server Installation and
Configuration

This section outlines the steps essential for setting up and configuring an IHS RPMS
database server for the BPRM application to be executed against the RPMS
database. It also provides steps to set up such an environment.

6.1 Assumptions
This section assumes the following:
e HealthShare server (running one of the supported versions as described in
Section 2.4.1) has already been set up.
e An RPMS database is already set up on the Ensemble/Cache server.
e The user performing the installation and configuration has the appropriate rights
to mount databases, create a namespace, and edit namespace settings for the
RPMS database.
e The BMW CACHE.DAT file acquired from the IHS FTP or RPMS website, as
described in the BMW CACHE.DAT Installation Guide, is installed.
6.2 Importing a New BPRM XML File
A separate XML file is included with the release. Follow the steps in Section 6.2.1
through Section 6.2.2 to import a new BPRM XML file.
6.2.1 Disable Read Only
In order to import the bprm0400.xml file, user must set the BMW database to allow
write access. If the database is set to Read Only, do the following:
1. Browse to the Local Databases window of the Ensemble Management Portal
following this path:
Home > System Administration > Configuration > System Configuration >
Local Databases.
2. Click BMW to open the edit database settings/configuration page.
3. In the window displayed, clear the Mount Read-Only check box.
Note: Once the patch is installed, you can re-enable Read Only
mode by repeating these steps and selecting the Mount
Read-Only check box.
Installation Guide and Release Notes BPRM Database Server Installation and Configuration
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6.2.2  Import the BPRM XML File
To import the bprm0400.xml file:

1. From the HealthShare System Management Portal Home window, click
System Explorer, then Classes. The Classes dialog (Figure 6-1) displays.

FEpm—
Menu Home | About | Help | Logout System > Classes
Classes Serve M 1474 GLD
User meim Licansed (o G |-once HEALTHSHARE
| ) 5 »._) Refresh: ®off Con|10 S8C
a Page size: 0 Results: 1000  Page 1] of 1| [ view doc in new window
Kame Diate Size
[ ACHS Report Application.cls 200527 131314 320 Documentation
- "] ACHS Repon DalaSource.ck HN20706 083846 44T Docurmentation
| Sysiem items
= | ACHS Report HealthSanvices Order cls 210517 132204 50082 Docamentation
|| Gamaraled ilems e
| ACHE Report HealthSendcesOnderFacesheed cs 2011-05-17 18:24:49 47107 Docomentation
B apped items - o
ACHS Utility.cls 20110502 1530000 9061 Dogueseniation
Begin date (yyyy-mm-dd) ] BADE Adapters HLOGIobalinbound cis 2M3-06-2506:49:41 9528 Documentation
£ [] BADE Adapters. HLOGIcbalOwtbound cis HNF-IE 123625 11879 Documentation
End dale (yyyy-mm-a4) BADE_AlerEmailaddress cls 2N7-10-31 055936 325 Documentaion
| () BADE. Alerts lertlog,cls 2017-10-31 055836
o | BADE.CataModel Emaihodel ol 2000-03-12 131230
"ols | | BADE DatsModel ErorMiodel cls 20000312 115812
Maomum rows ] BADE DataModel MessageModel cls 20000312 120537 D
1000 BADE. DatsModel Productioniodal cis 2000-03-18 10:56:10 1713 Docymantaion
] BADE EDRMessageRouting cis 2M7-10-31 05:50:33 784 Documentation

Figure 6-1: Classes dialog

2. Select the RPMS or BMW namespace in the LooklIn: pane on the left side of
the dialog.

3. Click Import. The Import Classes dialog (Figure 6-2) displays.

Import Classes User:
‘ Namespace: GLD
Import classes to namespace GLD.
Import from a File or a Directory:
®File O Directory
Enter the path and name of the import file:
bprmibuilds\V4\bprm0400 xml || Browse... |

2 Compile imported items ~ Compile flags | cuk \

[JRun import in the background
(Hiighly recommenabd for importing large files.)

Back m Import fJ

Figure 6-2: Import Classes dialog
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4. Click Browse and navigate to the bprm0400.xml file in the folder where it is

saved as described in Section 3.0.

5. Select the bprm0400.xml file and click Next.

A listing (Figure 6-3) displays, showing the contents of the XML file.

‘ ~ Import Classes

Select items you wish to import.

Exists Last Modified
BMW BSF.SP.AgBenefitCasesReport.cls No
BEMW.BSF.SP.AgCheckAndSetSilentSPTAccess.cls Yes 2015-02-19 17:15:35.147335

BMW.BSF.SPAgCheckSPTAccess.cls Yes |2015-02-19 11:52:14.991028
BEMW BSF.SP.AgGetincompleteChartStatistics.cls Yes 2014-12-04 11:13:56 514655
EMW.BSF.SP.AgGetincompleteChartStatisticsCount.cls Yes 2014-12-04 11:13:45.3853735|
BMW BSF SP.AgGetincompleteChartStatisticsSum.cls Yes 2014-12-04 11:13:36.561179
BMW BSF SP AgGetPatientErrorsAndWamings. cls No
EMW BSF.SP.AgGetPatientFaceSheet cls Yes 2020-03-25 15:51:48.987883%
BMW BSF SP AgGetPatientinsuranceEmorsAndWarnings.cls No
BMW BSF SP AgGetPatientinsurancelnUse cls No
BEMW BSF.SP.AgGetPatientMbi.cls Yes 2018-03-14 14:31:44. 416207
EMW.BSF.SP.AgGetPatientSearchResult.cls No
EMW BSF.SP.AgGetPatientWellnessHandout cls Yes 2019-06-25 12:58:58.253268
BMW BSF.SP.AginsuranceCoverageReport cls No
EMW.BSF.SP.AgPatientRegisterEvent.cls Yes 2014-12-04 11:12:42 566883
BMW BSF SP.AgPatientUpdateEvent cls Yes 2014-12-04 11:12:15.063889

»
=

Figure 6-3: Import Classes window — content listing

6. Click Import. After a few moments of processing, a listing of the imported
classes (Figure 6-4) displays.

7. Scroll to the bottom of the listing to confirm the Load finished successfully
message displays (Figure 6-4).
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6.3

6.3.1

Class BMW.BSF.VW.BDGADMITTEDPATIENTSVIEW is up-to-date.

Class BMW.BSF.Vil.BDGCURRENTADMISSIONVIEW is up-to-date.

Class BMW.BSF.VW.BDGINCOMPLETECHARTSTATISTICSVIEW is up-to-dat
Class BMW.BSF.VW.BDGINCOMPLETECHARTSTATUSVIEW is up-to-date.
Class BMW.BSF.VW.BDGINCOMPLETECHARTVIEW is up-to-date.

Class BMW.BSF.VW.BSDXAPPOINTMENTVIEW is up-to-date.

Class BMH. NICWORKLOADVIEW is up-to-date.
.BSF.VW.BSDXWAITIN
Load finished successfully.

W is up-to-date.

\

- | |

Figure 6-4: Import Classes window — Load finished successfully

At this point, the BPRM XML installation is complete.

Cache User Creation

BPRM performs CRUD operations over the RPMS DB using the BMW tables that
were mapped over the RPMS database.

BPRM requires a Cache user privileged to execute CRUD on the RPMS database.
Table 6-1shows the privileges needed:

Table 6-1: User permissions needed

Item Permissions Needed

SQL Tables Update/Read/Delete privilege on all tables of the BMW
package in the RPMS database

SQL Views Read permission all views of the BMW package in the

RPMS database

SQL Procedures

package in the RPMS database

Execute permission on all procedures of the BMW

Create the BPRM User

This step may be skipped if the site has Moonwalk user already created for BPRM
application. Moonwalk_user can be used for BPRM v4 as well.
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To create a new BPRM user:

1. Navigate to the user’s window of the Ensemble System Management Portal
following this path:

Home > System Administration > Security > Users.

2. Click Create New User to display the Edit User window (Figure 6-5).

Mery Home | About | Help | Logout System > Securly Management > Users > Edit User

Edit User* Namespace %SYS This is a Test System|
vcorse /SN 1 HEALTHSHARE
[Potc |
Use the following form to create a new user definition
Name E:alll_'ssa

Copy from s
Full Name | Bprm User

Comment |bprm application user

Password | seeseess
Password (confirm) | seeesses

Change password on next login
Password never expires [
User enabled [
Expiration Date
Account Never Expires
Startup Namespace v
Startup Tag*Routine
Email Address
Mobile Phone Service Provider +| Create a new provider

Mobéle Phone Number

Two-factor Authentication

Figure 6-5: Edit User window
3. Type BPRM_USER in the Name field.

4. Type a password that complies with your site-specific passwordrules in the
Password and Password Confirmation fields.

5. Click Save to save the new user.

6. Click Close to exit the Edit User window.

6.3.2  Assign User Roles
To assign user roles for the required tables:

1. Navigate to the Users window (Figure 6-6) in the Ensemble System
Management Portal following this path:

Home > System Administration > Security > Users.
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2.

Click BPRM_USER, as shown in Figure 6-6.

The following is a list of user definitions

Filter: Page size: 0 Max rows: 1000 Results; 22  Page [1] of 1

Mam C TR R [ Cap——— Doaitir Tune
Name | Name thabied Namespace RKouune Ilype

System Administrator Yes Cache password user Delele Profle
Yes BPRMA AXUS  Cache password user Delele Profi
Yes BPRMAA  *XUS  Cache password user Deiele

EPRMS Yes BPRMB Cache password uses Delete Profle
Yes BPRMC Cache password user Delele Profie

BPRM USER  Bprm User Yes Cache password user Delete Profie
Yes Cache password user Deiele Prof

Figure 6-6: Create New User window

3. Click the Roles tab.
4. Select %ALL from the Available column and move it to the Selected column
by clicking the right arrow.
5. Click the Roles tab.
6. Select %ALL from the Available column and move it to the Selected column
by clicking the Right arrow.
7. Click Assign to assign the %ALL role to the BPRM_USER account.
When complete, the Edit User window will look similar to that shown in
Figure 6-7.
Installation Guide and Release Notes BPRM Database Server Installation and Configuration

February 2023

35



Practice Management Application Suite (BPRM) Version 4.0

| Menu j Home | About | Help | Logout System > Security Management > Users > Edit User
Edit BPRM USER [This is a Test System|
; - User Licer Instance HEALTHSHARE

SR Froic ] corce

Edit definition for user BPRM_USER
General / Roles SQL Privieges SOL Tables SOL Views { saL Procedur

User BPRM_USER is assigned to the following roles

Role Name Grant Option

Assign the user to additional roles by selecting one or more available roles and pressing [Assign]

Available Selected
-—- Select One or More —--- S Select One or More —- .
%DB_%DEFAULT
%DB_CACHE

%DB_CACHEAUDIT
%DB_CACHELIB
%DB_CACHESYS
%DB_CACHETEMP
%DB_DOCBOOK
%DB_ENSDEMO
%DB_ENSEMBLE
%DB_ENSLIB
%DB_HSCUSTOM

%DB_HSLIB

%DB_HSSYS

%DB_MPRLLIB -

Assign

Assign with Grant Option

& ¥ & |v

Hold the [Shift] or [Ctr] key while clicking to select multiple roles

Figure 6-7: Roles tab in Edit User window — after changes

6.3.3  Verify XML Import and Installation
To verify the XML file has been imported and is readily available:

1. From the HealthShare System Management Portal Home window, click
System Explorer > SQL (you may need to click SQL twice).

2. Switch to the RPMS namespace. In the example shown in Figure 6-8,
PRECERT is selected. Your site’s RPMS database/namespace will likely
have a different name.
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EEVETE RPMSDTSDITECQM1

v «

Namespace Chooser

Namespace PRECERT w is a

Licensed lo. OIT-AZDEV Instance: H

Wizards » Actions » Open Table Documentatis

. Namespace Chooser
Select a namespace

Available Namespaces
ERXBPRMC |
HSCUSTOM

HSLIB

HSSYS

PHRBPRMA

PHRBPRMB

PHRBPRMC

|{ PRECERT
—— |
v/

USER |

If a namespace exists but is not listed, then you may not hold permission to view
it, or its database may not be mounted

Figure 6-8: Namespace Chooser window

3. Open the Schema drop-down menu and select BMW_BSF_SP, as shown in

Figure 6-9.
Menu Home | About | Help | Logout System > SQL
' Server GEURNRV I8 Gl Namespace: PREC
User Licensed to: OIT-Al
[Filter l |applies to |All VIO @  Wizards»  Actions»  Open
System [ | Schema - ]
BJMD_Prod_GenerateC32DocBP
> Tgbles BJMD_Prod_PullWS_Op A
P Views BJMD_Prod_PushWS_Op
» Procedures |BYMD_RespondingGatewayQueryService_ihe
| BIMD_xter
P Cached Queri
BMW_BSF_SP ,
BPHR
BSTS_SOAP
BUSA
Ens
EnsLib_Agent
EnsLib_DICOM
EnsLib_DICOM_Command
EnsLib_DICOM_Notity
EnsLib_DICOM_Util v
EnsLib_ebXML

Figure 6-9: Expand the Schema menu

4. Expand Procedures as shown in Figure 6-10.
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Home | About | Help | Logout System > SQL

Serve
User:

Filter|[BMW_BSF_SP.* |@applies to [All v
System [_] Schema BMW_BSF_SP ~|
» Tables

» Cached Queries

Figure 6-10: Expand Procedures

5. Scroll down to locate and select
BMW_BSF _SP.Core_AuthenticateUservV2Q.

6. Click Run Procedure as shown in Figure 6-11.

Home | About | Help | Logout System > SQL |
Sewer! Namespace: (IR Switch
_ N
Filter| BMW_BSF_SP-* |@appliesto[Al—— v|C, @ wWizards»  Actions»  Open Table Documentation »
System [ Schemm J
J BMW_BSF_S edulingRemoveHolidayM . Catalog Detaille ml&melsmSmmm]
J BMW_BSF_SPBSD_SetSchedulingRemoveHolidayQ -
J BMW_BSF_SP CoreUtiity_GetDateTime Procedure: BMW_BSF_SP.Core_AuthenticateUserv2q — S1oed proced
J BMW_BSF_SP.CoreUtiity_GetLastid = Stofed Froces
1 BMW_BSF_SP.CoreUtiity_GetNextid Class N BMWESF.SP.CortAunenicatelissrVa
3 BMW_BSF_SP.CoreUtiity_GetWPData vzl query =
J BMW_BSF_SPCoreUtiity_GetWPDataTest Method or Query Name “”"‘“‘““9"““"2‘1
J BMW_BSF_SP.Core_AuthenticateUserM Description
J BMW_BSF_SP.Core_AuthenticateUserQ Number of Input Parameters 3
J BMW_BSF_SP Core_AuthenticateUserv2m 1 Number of Input/Output Parameters | 0
| [BMW_BSF_SP.Core_AuthenticateUserv2Q ] Number of Output Parameters |0
J BMW_BSF_SP.Core_ChangeVerifyCodeM Return Value
1 BMW_BSF_SP.Core_ChangeVerifyCodeQ Procedure Interface 1: Query procedure (single static result se
] BMW_BSF_SP Core_GetDatabaseTimeQ Number of Columns 1
] BMW_BSF_SP Core_GetReportData Input Parameters AccessCode VARCHAR, VerifyCode VAR
J BMW_BSF_SP Core_GetReportDataTest Input/Output Parameters
J BMW_BSF_SP Core_PrintOnRpmsDeviceM Output Parameters
3 BMW_BSF_SP Core_PrintonRpmsDeviceQ ResultSet Columns IEN VARCHAR I
] BMW_BSF_SP Core_SetBusaAuditLogh Return Value

Figure 6-11: Run Procedure option

If the HealthShare version is compatible with the newly installed BMW Cache
classes, the Run Query window (Figure 6-12) displays. The user does not need to
put in any information (access/verify) here.
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SQL query from stored procedure Core_AuthenticateUserV2Q in namespace BPRMA

BMW.BSF.SP.CoreAuthenticateUserV2 : AuthenticateUserv2Q

Enter values for the query parameters:

xDBC Type
AccessCode ‘ ‘ VARCHAR
VerifyCode | ‘VARCHAR
FacilityIen \ \ VARCHAR

Run Query

Figure 6-12: Run Query

If an error message displays, the HealthShare version running is not compatible
with the newly installed BMW Cache classes.
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7.0 Application Deployment to the Web Server

This section describes the steps for installing the BPRM application itself.

7.1 Deploy the BPRM Application

Note: Before proceeding with BPRM misi install, make sure BPRM
XML has been installed (see Section 6.2).

To deploy the BPRM application:

1. Log on to the application server and browse to the location where the BPRM
Application Installer file (bprm0400.msi) is stored.

2. Double-click the bprm0400.msi file to run the BPRM application installer.

Note: If an error message displays indicating that you do not have
sufficient privileges to run the installer, refer to
Appendix A for instructions on running the installer from
the Administrator command prompt.

Once the installer is started, the BPRM setup wizard (Figure 7-1) displays.

15 BPRM v4.0 Setup - X

Welcome to the BPRM v4.0 Setup Wizard

The Setup Wizard will install BPRM v4.0 on your computer.
Click Next to continue or Cancel to exit the Setup Wizard.

conce

Figure 7-1: BPRM setup wizard dialog

3. Click Next. The Destination Folder dialog (Figure 7-2) displays.
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48 BPRM v4.0 Setup - X
Destination Folder
Click Next to install to the default folder or dick Change to choose another. @

Install BPRM v4.0 to:

IF:\Inetpub\BPRM\

Back Next Cancel

Figure 7-2: Destination Folder dialog

4. Click Change to choose the BPRM website folder, as created in Section
5.5.2, (Figure 7-3) and Select OK.

45 BPRM v4.0 Setup X
Change destination folder
Browse to the destination folder @
Look in: (3 BPRM v (o §
Eolder name:
C:\inetpub\BPRM\,
Conce

Figure 7-3: BPRM website folder

5. Click Next once the appropriate Destination folder (Figure 7-4) is selected.
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45 BPRM v4.0 Setup — X
Destination Folder
Click Next to install to the default folder or dick Change to choose another, @

Install BPRM v4.0 to:

|C: Vinetpub\BPRM\

Back Next Cancel

Figure 7-4: Destination Folder dialog

6. Click Install. The Ready to install BPRM v4.0 dialog (Figure 7-5) displays.

#3 BPRM v4.0 Setup - X

Ready to install BPRM v4.0

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back (| Spinstal ] | Cancel

Figure 7-5: Ready to Install BPRM v4.0 dialog

7. Click Yes. The User Account Control dialog (Figure 7-6) displays.
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User Account Control X
Do you want to allow this app from an
unknown publisher to make changes to your
device?

FABPRM\Bprm0400.msi

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Figure 7-6: Instaling BPRM dialog

After a short time of processing, the Database Configuration dialog (Figure 7-7)
displays.

[ Database Configuration X

Losd Existing Configuration | [ Add | Remove

| Port | MinPool | Max Pool

| DatabaselP | e | ShortName | UserName | Institution

Continue |

Figure 7-7: Database Configuration dialog

The BPRM suite relies on specific information about each RPMS database to
which it is connected.

8. Click Add on the Database Configuration dialog to display the
Configuration dialog (Figure 7-8) and add this information for each database
associated with this installation.

Note: Load Existing Configuration will not work when loading
from a BRPM V3.x configuration file. Use Add instead.
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Configuration

Database IP |

DB User Name [bprmLuser

Port |

Verify Connection

[V Default Institution

MNamespace I

Password !

Short Name l

Institutions |

Connection Pool Settings

Minimum |20

Maximum il{)O

Save

Cancel

Figure 7-8: Configuration dialog

The Configuration dialog contains the following fields:

e Database IP: Use this field to enter the IP address of your RPMS database.

Note: This is the internal IP address, not an external address.

e Namespace: Use this field to enter the namespace of your RPMS database.
e DB User Name: This field is automatically populated with the BPRM_USER

user name.

e Password: Use this field to enter the password you set for the BPRM_USER

account in Section 6.3.1.

e Port: Use this field to enter the Cache Superserver port used by your RPMS
database. By default, this is port 1972, although it will be different on your

system if you have changed this HealthShare setting.

The Superserver port number can be checked from within the HealthShare
Management Portal using this path:

Home > System Administration > Configuration > System Configuration

> Memory and Startup

The Superserver port number displays at the bottom of the page.

e Short Name: This field is automatically populated with your institution’s
short name if it exists in your INSTITUTION file. If it does not exist, type a
short name of your choice to identify this institution in the future.
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Institutions: Use this list box to choose the institutions associated with your
RPMS database. When the Default check box is enabled, this listis limited
to only the institutions set as your default per your INSTITUTION file.
When the check box is cleared, the list will show all available institutions.

Connection Pool Settings: This section relates to connection settings for
BPRM application when requesting connections from the HealthShare
Database. This setting has been introduced since, with HealthShare, the
number of licensed connections has decreased from 1,500 (in Ensemble) to
250-500 (in HealthShare) and that has resulted in exhaustion of licenses.
Sites can customize the number of minimum connections and maximum
connections the BPRM application can request from the HealthShare
application. It is defaulted to 20-100, but sites can modify according to the
site’s HealthShare license and BPRM usage.

Minimum: This number indicates the minimum connections the BPRM
application shall create/request from HealthShare DB, when the application
is accessed for the first time. Minimum connections persist as long as the
application is live.

Maximum: This number indicates the maximum connections BPRM shall
create/request from HealthShareDB at any given time (usually at the busiest
time). Connections shall be destroyed when not in use until it reaches the
minimum threshold.

9. When the Configuration dialog displays, enter the following:

Database 1P
Namespace
DB User Name
Password

Port

10. Click Verify Connection.

11. Once the Institutions list is loaded, select your institution from the listand

provide a Short Name (if not already present).

12. Once the fields are populated, click Save to add the information to the BPRM

database configuration file.

For Multi-tenant setup (connecting this BPRM application to multiple RPMS
environments/databases) repeat Steps 8 to 12 of this section.

13. When complete, click Continue to continue the application installation.
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If an Access Denied error displays (Figure 7-9), close the installer and run the
installer again in Administrator mode (Run as Administrator), as shown in

Appendix A.
Load Existing Configuration | Add | Remove |
Database IP Namespace Short Name User Name Port Institution Min Pool Max Pool
DooT B B L mconwalk user G720
X

Access to the path 'C:\Inetpub\BPRM\appsettings.json’ is denied.

o]

Figure 7-9: Access to Path Denied error

14. When the installation is complete, click Next. The Installation Complete
dialog (Figure 7-10) displays.

5 BPRM v4.0 Setup - X

Completed the BPRM v4.0 Setup Wizard

Click the Finish button to exit the Setup Wizard.

Figure 7-10: Installation Complete dialog
15. Click Finish to exit the dialog.
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7.2 Adding a Database After the Installation

In some cases, and at some sites, it may be necessary or desirable to associate one or
more additional databases to the BPRM application suite. To add a database after
BPRM has been installed:

1. Log on to the application server where BPRM resides.

2. Browse to the location where the BPRM Application Installer file
(bprm0400.msi) is stored.

3. Double-click the bprm0400.msi file to run the BPRM application installer.
The BPRM setup wizard (Figure 7-11) displays.

45 BPRM v4.0 Setup - X

Change, repair, or remove installation
Select the operation you wish to perform. @

BPRM v4.0 has no independently selectable features.

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Remove

Removes BPRM v4.0 from your computer,

Back Next Cancel

Figure 7-11: BPRM Setup Wizard dialog — Repair mode

4. Click Repair, and then click Finish. The Installing BPRM dialog (Figure
7-12) displays.
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#5) BPRM v4.0 Setup - X

Ready to repair BPRM v4.0 @

Click Repair to repair the installation of BPRM v4.0. Click Back to review or change any of
your installation settings. Click Cancel to exit the wizard.

bk [ Regar 7] [ concd |

Figure 7-12: Instaling BPRM dialog

5. Click Next once the processing is complete. The Database Configuration
dialog (Figure 7-13) displays.

Database Configuration

Load Bxsting Configuration II Add I Remove I
| Port | Institution | Min Pool

Database [P | Namespace | ShortName | User Name

Figure 7-13: Database Configuration dialog

6. Click Add on the Database Configuration dialog to display the
Configuration dialog (Figure 7-14) and add this information for each database
associated with this installation.
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Note: Load Existing Configuration will not work when loading
from a BRPM V3.x configuration file. Use Add instead.

Configuration X
Database IP | MNamespace I
DB User Name [bprmLuser Password !
Port | Short Name l

Verify Connection

[V Default Institution

Institutions | J
Connection Pool Settings
Minimum |20 Maximum il{)O
Save Cancel

Figure 7-14: Configuration dialog

The Configuration dialog contains the following fields:

e Database IP: Use this field to enter the IP address of your RPMS database.

Note: This is the internal IP address, not an external
address.

e Namespace: Use this field to enter the namespace of your RPMS database.

e DB User Name: This field is automatically populated with the BPRM_USER
user name.

e Password: Use this field to enter the password you set for the BPRM_USER
account in Section 6.3.1.

e Port: Use this field to enter the Cache Superserver port used by your RPMS
database. By default, this is port 1972, although it will be different on your
system if you have changed this HealthShare setting.

The Superserver port number can be checked from within the HealthShare
Management Portal using this path:

Home > System Administration > Configuration > System Configuration >
Memory and Startup

The Superserver port number displays at the bottom of the page.
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7.

8.
9.

Short Name: This field is automatically populated with your institution’s
short name if it exists in your INSTITUTION file. If it does not exist, type a
short name of your choice by which you can identify this institution in the
future.

Institutions: Use this list box to choose the institutions associated with your
RPMS database. When the Default check box is enabled, this listis limited
to only the institutions set as your default per your INSTITUTION file.
When the check box is cleared, the list will show all available institutions.

Connection Pool Settings: This section relates to connection settings for
BPRM application when requesting connections from the HealthShare
Database. This setting has been introduced since, with HealthShare, the
number of licensed connections has decreased from 1,500 (in Ensemble) to
250-500 (in HealthShare) and that has resulted in exhaustion of licenses.
Sites can customize the number of minimum connections and maximum
connections the BPRM application can request from the HealthShare
application. It is defaulted to 20-100, but sites can modify according to the
site’s HealthShare license and BPRM usage.

Minimum: This number indicates the minimum connections the BPRM
application shall create/request from HealthShare DB, when the application
is accessed for the first time. Minimum connections persistas long as the
application is live.

Maximum: This number indicates the maximum connections BPRM shall
create/request from HealthShareDB at any given time (usually at the busiest
time). Connections shall be destroyed when not in use until it reaches the
minimum threshold.

When the Configuration dialog displays, enter the following:

Database 1P

Namespace

DB User Name
Password

Port
Click Verify Connection.

Once the Institutions list is loaded, select your institution from the listand
provide a Short Name (if not already present).

10. Once the fields are populated, click Save to add the information to the BPRM

database configuration file.

For Multi-tenant setup (connecting this BPRM application to multiple RPMS
environments/databases) repeat Steps 6 to 10 of this section.
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11. When complete, click Continue to continue the application installation.

12. If an Access denied error (Figure 7-15) displays, close the installer and run
the installer again in Administrator mode (Run as Administrator), as
shown in Appendix A.

Load Existing Configuration | Add | Remove |
Database IP Namespace Short Name User Name Port Institution Min Pool Max Pool
DR B B mconwalkusee NS0 B IS 20
X

Access to the path 'C:\Inetpub\BPRM\appsettings.json’ is denied.

o]

Figure 7-15: Access Denied error message

When the installation is complete, the Installation Complete dialog (Figure 7-16)
displays.

43 BPRM v4.0 Setup — 4

Completed the BPRM v4.0 Setup Wizard

Click the Finish button to exit the Setup Wizard.

Figure 7-16: Installation Complete dialog

13. Click Close to exit the dialog,
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7.3

Menu and Security Keys

There are no package-specific security keys associated with BPRM. The BPRM
package operates on existing RPMS security keys.

BPRM security is built upon the RPMS Menus and Security keys. Table 7-1
defines the relationship between BPRM Roles and the RPMS Menu and Security

keys.

Note: If a user has AKMOCORE or AKMOEVE as their primary
menu option, either of these menu options will override any of
the Secondary Menu options shown in Table 7 1. They will,
however, need the appropriate Security Keys as shown in the

table.

Table 7-1: Security Keys

Role

Secondary Menu Option

Security Keys
(Must include all)

ADT Clerk

BDGMENU

DGZADT
DGZNUR
DGZMENU

ADT Coder

BDGMENU

DGZPCC
DGZMENU

ADT Supervisor

BDGMENU

DGZADT
DGZICE
DGZNUR
DGZSUP
DGZSYS
DGZMENU

Admin

XUPROG
XUPROGMODE

Flag Manager

DGPF MANAGER

Flag Assignment

DGPF ASSIGNMENT

ReOpen Benefit Case

AGZCREOPN

Registration Clerk

AGPAT — or — AGMENU

AGZMENU
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Role Secondary Menu Option | Security Keys
(Must include all)

Registration Supervisor AGMENU AGZMENU
AGZMGR
AGZHOME

Registration View Only AGPAT —or — AGVIEWONLY | AGZVIEWONLY

Scheduling Clerk BSDMENU SDZMENU

Scheduling Supervisor BSDMENU - or — BSD SDZMENU

MENU SUPERVISOR SDZSUP
SSN Viewer AGZVIEWSSN

In cases where there is more than one Secondary Menu Option listed in Table 7-1,
only one is necessary per user. Conversely, where there is more than one security key
listed for a specific role, all of the keys shown must be included.

For example, a Scheduling Supervisor needs either the BSDMENU or BSD MENU
SUPERVISOR added as a Secondary Menu Option, but needs both the
SDZMENU and SDZSUP security keys.

7.4 Open the BPRM Application

After the installation and configuration steps have been completed to open BPRM:
1. Open ®Microsoft Edge, Google Chrome, or Mozilla Firefox.

2. In the Address bar, enter the IP address of your Windows application server
and the port number using this form, where domain_name represents the IP
address of the application server and k represents the port number you

previously assigned:

e For sites using SSL: https://domain_name:kkk

e For sites not using SSL: http:// ip_address:kk
The BPRM Log In dialog (Figure 7-17) displays.
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Login BPRM v4

THERE IS NO RIGHT OF PRIVACY IN USE OF THIS SYSTEM
You are ng a US. Government information system, which
r, (2) this computer rk, (3)

Access Code

this network, and (4) all d
storage mecia attached to this network or to a comput
network. This information system i provided f
Government-authorized use only
Unauthorized or improper use of this system may result in
disciplinary action, as well as ¢l and criminal penalties.
Database By using this information system, you understand and consent to
the following:
BPRMAA v You have no reasonable expectation of privacy regarding any

d on this information

Figure 7-17: BPRM Log In dialog

Verify Code

mment purpose, the
pt and search and seize any

ting or stored on this information

3. Type your RPMS Access Code (user name) in the Access Code field.
4. Type your RPMS Verify Code (password) in the Verify Code field.

5. Select your RPMS database from the Database list box.

Note: Users must have an RPMS division assigned to them
before they can log into the RPMS database selected in

this step.

6. Click Login. A screen similar to that shown in Figure 7-18 displays, although
different modules may display at the bottom of the screen.

s 2013 DEMO v
e R =

Figure 7-18: BPRM opening screen
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Note: If you specified a port other than the default and the
opening screen is not displayed, verify that the port you
specified is open on the BPRM web server.

Refer to the separate BPRM User Manuals for additional information about
using the modules that make up the application suite.

7.5 Verify Client/Server Machine Date Time

For BPRM to work correctly, following environments must be on the same date/time
(up to minutes):

e Database server (hosting RPMS)
e Application/IIS server (hosting BPRM application)
e User/Client machine (BPRM user’s environment)

Once logged into the BPRM application, open the About page as follows:

1. Click the Down button next to Logout at top-right corner of BPRM.

2. Select About from the drop-down list, to open About page, as shown in
Figure 7-19.

—
L

Figure 7-19: BPRM Logout drop-down list

3. Verify all three date/times (up to minutes) — App server Date/Time,
Database Server Date/Time, and User/Client Machine Date/Time are the
same (Figure 7-20).

The Client/User machine date time is not displayed in the About page. Users may
verify the machine’s system date time.
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About
BPRM v4.000
User Name Current Dnasion Divisions
e ] .
——T:
Menus Authorized Modules
Regutration, ADT, Schedulng. Settings
Server App Server Date/Time Database Server Date/Time
ABAI3 313708 AM 22 11:27:09 AM
Browser Version 05 Screen Resolution
Time Zone
Vel

Figure 7-20: BPRM About page logout
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Appendix A Run the Application Installer from the
Command Prompt

In cases where you do not have sufficient privileges to install the BPRM application,
an error message similar to the one shown in Figure A-1 displays.

You do not have sufficient privileges to complete this installation for all users of the
machine. Log on as administrator and then retry this installation.

OK

Figure A-1: Insufficient privileges error message

If this happens, it will be necessary to install the application as an Administrator:

1. Navigate to C:\Windows\system32 on your application server.
2. Locate the ecmd.exe file, right-click, and select Run as Administrator.

3. In the Command Prompt window displayed, type this command to change to the
disk and directory where the BPRM application installer file is located.

In this example, the file is located on Drive D: in the Ensemble Databases\bprm
folder (Figure A-2).

On your system, this location will likely be different.

C:\Windows\system32>D: 4
9

D:\>"9

9

D:\>cd ‘EnsembleDatabases\bprm -1
9

D:\EnsembleDatabases\bprm> 4

Figure A-2: Drive D: in the EnsembleDatabases\bprm folder

4. At the resulting prompt, type the name of the installation file (bprm0400.msi in
this example) and press Enter:

D:\Ensemble Databases\bprm>bprm0400.msi

This will launch the BPRM Setup Wizard and at that point you can follow the
steps described in Section 7.1.
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Appendix B Disable Logging in IIS Manager

The Internet Information Services (IIS) manager is set up by default with a
logging feature, which allows it to capture certain types of requests to log files in the
IIS installation folder. We recommend disabling this logging feature for the BPRM
websites as it may result in storage issues if the log file is not maintained or
monitored.

The following steps show how to disable the Logging feature for cach BPRM
website setup at your site. This information can also be found on the Microsoft
website at:

https://technet.microsoft.com/en-us/library/cc754631%28v=ws.10%29.aspx

1. From the Windows Start menu, select Administrative Tools (Figure B-1).

3 vt Computer '31] Share and Storage Management

;¥ Storage Explorer

Network
_ D System Configuration
Control Panel (1) Task Scheduler
@ Windows Frewal with Advanced Security
Devices and Printers ‘M| Windows Memory Diagnostic

EX Windows PowerShel Modules
W Windows Server Badap

[Seuwproqmmﬂes g Log off DI

Figure B-1: Opening Internet Information Services (I1S) Manager

2. Select Internet Information Services (IIS) Manager to display the IIS
Management Console.
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Figure B-2: 1IS Management console

3. Select the BPRM website in the left pane.

4. Double-click Logging to display the Logging dialog.

Fle  Verw  Halp
E-_m_m_lﬂ._ @ tosging

_

O Muimurm Fe e in bytes)

O Do mot create rnew log files

[ Use boc ol tiene Far e naeming and rolover

&, b | ‘ By appry
f % aePage Use this feature to configure how 85 logs requests on the Web server. B Canedd
Disable
£ Bpplcation Posls e log file per: v.“ Log Files.
4 (4] Stes [ v] ey e
£ A Defaut Web S2e e @ Hep
b & Mook Log File ke Help
b @ Mw-DT
b MW-LTST-ADT S it
b @ MW-LTST-10 [wac [ Select Faelds
o MW-LTIT-1 .
b 4P MW-NR Dbuctana
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Figure B-3: Logging window

5. Click Disable in the Actions pane.
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Installation Guide and Release Notes
February 2023

60

Disable Logging in IS Manager



Practice Management Application Suite (BPRM) Version 4.0

Appendix C Run Multiple BPRM Web Applications on
a Single Server

BPRM is a multi-tenant application meaning a single BPRM application website can
connect to multiple RPMS systems.

There could be cases where a single IIS/BPRM server is needed to be used to
connect to or host multiple RPMS systems. For example, there are two sites, each
with their own RPMS server (database), but they would like to use a single BPRM
server. In such scenarios the multi-tenant setup of BPRM application can be
employed and is part of the steps in Section 7.1 and Section 7.2.

But a site may still choose, even though not recommended, to set up multiple BPRM
application websites on a single server, instead of taking advantage of the
multi-tenant setup.

To set up multiple instances of BPRM:

1. Follow the steps in Section 5.4 to create a new Application pool, website folder,
and a website, but must use a unique name for application pool, folder, and
website (for example BprmTest or BprmTraining).

2. Copy the contents from the original BPRM folder to the new folder created in
Step 1 above.

3. In the new BPRM folder, find appsettings.json and open the file in edit mode
using Notepad or Notepad++.

4. Scroll to the bottom and find the Tenants section (Figure C-1).

" ¥, ompn
o Al 8 h
¥ waly 1
—
PR REAARENEA BT dadfiad : RAETRESTEE
3 18=4 00k i1a%4¢ .
" 1 CTRLT: "
[ i
" “, = " - v . ’ 1 ' 1 5 - " sw]f"
r [ dapyape | NanAspaces anr TIwTOMMT ) Bas sy d=00MMY | Barte Hig B et M Beal a2 » ReARteE s ” rogie]

Figure C-1: Tenants Section
5. Update the following:

e “Id” — must be unique for each connection setting. Updating the last number
to something else will work. E,g 4 to 5

e “Facilityld” — this is the Institution File IEN or DUZ(2) — default institution
for the site
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o “DisplayName” — This is the name for ‘database’ which shows up on BPRM
login page. Can be anything site chooses. Identifies an RPMS environment.
E.g BprmTest

e “ConnectionString” — update following with in:

e Sever=—update ‘0.0.0.0’ with RPMS environment Ip/MachineName this
BPRM should connect to

e Namespace= - update ‘DUMMY" to the PRMS namespace name

e User ID= - update ‘DUMMY" to the HealthShare username

e Password=- update ‘ DUMMY’ to HealthShare password

e Port=-update ‘1972’ if the port for this HealthShare setup is different

Save the appsettings.json file. If you receive a permission error while saving
the appsettings file, make sure to check file permissions and have your user full
rights on it.
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Version 4.0

Acronym List

Acronym

Meaning

CRUD

Create, Read, Update, and Delete

HTTP

Hypertext Transfer Protocol

HTTPS

Hypertext Transfer Protocol Secure

IHS

Indian Health Service

s

Internet Information Service

KIDS

Kernel Installation and Distribution System

PHR

Personal Health Record

RPMS

Resource and Patient Management System

SQL

Structured Query Language

SSL

Secure Sockets Layer

WCF

Windows Communication Foundation
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Contact Information

If you have any questions or comments regarding this distribution, please contact the
IHS IT Service Desk.

Phone: (888) 830-7280 (toll free)
Web: https://www.ihs.gov/itsupport/

Email: itsupport@ihs.gov
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