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Preface

The purpose of this manual is to provide the user with the information required to
install version 2.0 of the IHS Emergency Department Dashboard (EDD).

Installation Guide and Release Notes Preface
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1.0 Release Notes

The EDD is a tool that electronically enables facilities to run and manage their
emergency and or urgent care clinics. The EDD is dependent on the Resource and
Patient Management System (RPMS) Emergency Room System (ERS) in the AMER
namespace. EDD was built on the ERS foundation to enhance patient flow and
provider communication.

EDD can be set up to operate as a standalone icon on the staff computer or can be
accessed from within the RPMS Electronic Health Record (EHR) application.

EDD gets its data and updates from one of four ways: ERS, Dashboard Edit, or EHR
data or a combination of all three.

Installation Guide and Release Notes Release Notes
June 2015
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2.0 Installation Notes
Prefix: BEDD

Current Version: 2.0

2.1 Contents of Distribution
The BEDD v2.0 distribution contains the following items documented in Table 2-1.

Table 2-1: Contents of Distribution

File Description

bedd0200xml.zip Ensemble import file

(containing

bedd0200.xml)

bedd0200.k KIDS file

bedd020i.pdf Installation guide and release notes
bedd020t.pdf Technical manual

bedd020u.pdf User guide

2.2 Required Resources

Table 2-2 contains the RPMS software which is required in order for the BEDD
software to run properly.

Table 2-2: Require RPMS Software

Module Minimum Version
Veterans Administration (VA) FileMan (DlI) v22.0 Patch 1003
VA Kernel (XU) v8.0 Patch 1015
IHS/VA Utilities (XB) v3.0 through Patch 11
ER Visit System (AMER) V3.0 Patch 6
Patient Care Component PCC Data Entry v2.0 through Patch 10
(APCD)
IHS PCC Suite (BJPC) v2.0 Patch 11
EHR 1.1 v1.1 Patch 14
Lexicon Utility (LEX) v2.0 Patch 1003
IHS EMERGENCY DEPT DASHBOARD V1.0 (XML and KIDS Builds)
(BEDD)
Installation Guide and Release Notes Installation Notes
June 2015
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2.3 Before You Begin: Installation Issues

The Ensemble import file (bedd0200.xml) is being delivered in a zipped
(compressed) format. It has been determined that transferring the file in an
uncompressed format will corrupt it so that it will not import properly into Ensemble.
When retrieving the file therefore, do not extract the file from its zipped state until it
has been placed directly into the desired import folder.

Installation Guide and Release Notes Installation Notes
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3.0 Installation Instructions

The process to install version 2.0 of the BEDD application requires the installation of
two builds. The first build that needs to be installed is an XML release that needs to
be imported into Ensemble first. Following the XML installation will be a standard
KIDS build installation. Following the installation of the builds, if the previous
version of the BEDD application has not been installed in the past, then a number of
post-installation steps must be completed.

3.1 Disk Space

With Version 2.0 of BEDD, approximately 5 MB of disk space on the server is
needed to install the Cache Server Page (CSP) and Cache Class files contained in the
bedd0200.xml file. Additional storage space will be needed to store patient
information entered through the EDD.

3.2 Pre-installation

Before installing the BEDD application, the following items should be completed (in
no particular order):

e If possible, initially load the software into a test account, then into the production
account. There are no routines or globals to remove after the installation is
complete.

e Refer to the sample installation instructions for the applicable prompts and user
responses. User responses appear in bold type.

e Ensure the other required applications have been installed.

Installation Guide and Release Notes Installation Instructions
June 2015
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4.0 Sample Installations

4.1 BEDD XML/Ensemble Installation

This section begins the BEDD installation process. It describes the process of
importing the BEDD application into Ensemble Studio from an XML file.

4.1.1 Open Ensemble Studio

1. Click the Ensemble cube in the system tray (at the right end of the Windows
Taskbar) and click Studio, as shown in Figure 4-1. A login ID and password may
be required.

Getting Started
Start Enenble [ENSEMBLEZ01225667]

Stop Ensemble

Studuo

Terménal

Management Poral

Documentation

Remate System Access ’
Preferred Server [ENSEMBLE-SNOW-2012638] £
About.

Exit

Figure 4-1: Open Ensemble Studio

2. The Ensemble Studio window is displayed, as shown in Figure 4-2.

3. On the File menu, click Change Namespace to open the Cache Connection
Manager Dialog box.

Installation Guide and Release Notes Sample Installations
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4.1.2

__________ Workipss -
:; B CeN - ENSEMBLE-SNOW- 2012638 DEVT
Open_ Crd+0 = Oasses
o] open 8 8CCD
= pEm
Cpen Propect.. CirisShift=0 : 8 aEMC
Save Pregect - BMW
Save Project As. o BFHE
Close Preject @ BsTS
Print Setup... iy
o csp
Rgeent Fik.. w8 5
- Ens
B Enslip
w8 EnsPortal
- User
S Routines

i T+
Ehange Namespace or Connection CAP NUM VR READ

Figure 4-2: Ensemble Studio with option to change namespace

4. Select the appropriate namespace from the Cache Connection Manager dialog
box and click OK, as shown in Figure 4-3.

Cache Connection

Selecta Cache server and namespace from the list and enter yaur usermame and
password.

Senser

ENSEMBLE-SMOW-Z0TZ638 (10.24.196.43[56776]) Connect.. |

Mamespace:

CCOADEWT
CCDADEYS
CCDADEYY
CCDAGOLDT
CCDAGOLDA
CCDAPRECERT
CCOATESTAS
CCDATESTY
DEWVZ

DEY3

DE'4

Figure 4-3: Select the appropriate namespace to import to

Import the bedd0100p1.xml file
1. Onthe Tools menu, click Import Local as seen in Figure 4-4.

Installation Guide and Release Notes Sample Installations
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& P ENSEMBLE-SNOW. 20126380EV7
-8 Classes
& @ BOCD
& 8 BEDD
-8 BEDDAPPL

-l BFMC
-0 BMW
i @8 BPHR
- BSTS
& B BUSA
O op

- CSPX
- s

& B Enslib

w8 EnsPortal
- User
- Routines

W e+ n \Result [Findin Fees

Import Local

Figure 4-4: Accessing the Import Local menu option

I

2. Navigate to the appropriate folder where the file exists, and select bedd0200.xml
and click Open (Figure 4-5), to display the Import dialog box, as shown in
Figure 4-6.

| = ENSEMBLE-SNOW-2012638:DEVT
@ 23 Classes
-8 BOCD
- BEDD

& BEDDARPL
- BEMC
B B
-5 BPHR

i B B8TS
wE BUSA

& osp

LR i

i B Ens
w8 Enslib

a AbexS DAVDENMI
s EHR (11024196
¢ E3TEST2 (11024,
& HIV_TEST (WWVDEr
3 Consutting OWVIRt = 4 |

Fibe name: bedd0200.m|

| i ' Result . Findin Fies
Ready

Figure 4-5: Selecting the XML build to import
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® | Import

e

-

Selectitems you wish to import

[termn

File Date

Date on server

I¥I BEDDUTIS INT

VI BEDDUTW.INT

U csp/dev?yBEDD . csp
[¥]140 csp/dev?/BEDDAPPL css
U csp/dew?BEDDAPFL s
VI csp/de7/BEDDAPPL 3.
VI csp/dev7/BEDDASRPT...
VI csp/dev?/BEDDCITMRP...
VI csp/dev?/BEDDCLOGR. .
¥4 csp/dev7/BEDDCONS ..
[¥]40 csp/dev?/BEDDDC csp
Y14 csp/dev7/BEDDDCTMP..
Y14 cop/dev7/BEDDDIAG.cop
Y14 cep/dev7/BEDDEDC.cop
14 cop/dev7/BEDDEDCY ...
U csp/dev?BEDDEDIT ..
[ cop/dev?/BEDDIL csp
¥4 cap/dev?/BEDDIN csp
U csp/dew?/BEDDLCKIT c..
VI csp/de7/BEDDLCKREL..
{ﬂ csp/de7/BEDDLogin csp
I cop/dev?/BEDDLoginl c.
VI csp/dev?/BEDDLOSRP...
[¥]40 cspy/dev?/BEDDPROC ¢
VI cap/dev7/BEDDRMTMA...
VI csp/dev7/BEDDRPTMN...
Y14 cep/dev7/BEDDTRG.cop
14 cop/dev7/BEDDUA csp
VI csp/dev?/BEDDUNLOC. .

[v Add Imported ltems to Project

[v Compile Imported ltems

Select All ‘

2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42
2014-06-0410:11:42

Unselect All ‘

2014-12-12 08:39.57
2014-12-12 08:39:67
2014-12-12 08:40:03
2014-12-12 08:25:32
2014-12-12 08:25:32
2m4-12-12 08:25:32
2014-12-12 08:40:04
2014-12-12 08:40:04
2014-12-12 08:40:04
2014-12-12 08:40:05
2014-12-12 08:40:05
2M4-12-12 08:40:05
2014-12-12 08:40:05
2014-12-12 08:40:06
2014-12-12 08:40:068
2014-12-12 08:40:068
2014-12-12 08:40:07
2014-12-12 08:40:07
204-12-12 08:40:07
204-12-12 08:40:07
2014-12-12 08:40:08
2014-12-12 08:40:08
2014-12-12 08:40:07
2014-12-12 08:40:08
2014-12-12 08:40:09
2014-12-12 08:40:09
2014-12-12 08:40:09
2014-12-12 08:40:09
2014-12-12 08:40:09

o]

m

Cancel ‘

Figure 4-6: Import Dialog box display

3.

In the Import dialog box, all items in the list need to be selected and Compile
Imported Items options needs to be selected.

Click OK. After the system compiles the EDD package files, the Compilation
finished successfully in... message appears in the Output pane.

A warning dialog box similar to Figure 4-7 may be displayed after the XML file

has been imported. Click OK to continue.

Installation Guide and Release Notes
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studio x|

] More than 8 items will be added ko project,
. Ttems will ot be sutomatically opened.

[ ]

Figure 4-7: Studio warning dialog box

4.2 BEDD KIDS Installation

1. From the KIDS menu, select the Installation menu.

2. From the XPD Main -> Installation menu, select Option 1: Load a
Distribution.

3. Type bedd0200.k at the “Enter a Host File” prompt. Please note the file path
might need to precede the file name with the appropriate host path. This is the file
to retrieve from the appropriate software directory.

4. Type Yes (or press the ENTER key to accept the default) at the “Want to
Continue with Load? YES//” prompt.

5. KIDS file bedd0200.k contains the following installation file:

BEDD DASHBOARD 2.0

6. From the Installation menu, select Option 2: Verify Checksums in Transport
Global. This option provides a mechanism for ensuring the integrity of your
routines. This step verifies checksums for the components of the Transport global,
and reports any errors uncovered.

7. Type BEDD DASHBOARD 2.0 as the install name.

Optional: At this time, you can elect to exercise one of the following installation

options. If you elect to use one of these, use BEDD DASHBOARD 2.0 as the

install name.

a. Back Up a Transport Global — this option creates a MailMan message that will
back up all current routines on the system that would be replaced by this
release.

b. Compare Transport Global — this option allows you to view all changes that
will result from the installation of this patch and compares them with the
values currently loaded on the system (routines, data dictionaries, templates,
etc.).

8. From the Installation menu, select the Install Packages(s) option.

Installation Guide and Release Notes Sample Installations
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9. At the Select Install Name prompt, type BEDD DASHBOARD 2.0.
10. Respond to the following prompts as indicated:

a. At the “Want KIDS to Rebuild Menu Trees Upon Completion of Install?
YES//” prompt, type NO.

b. At the “Want KIDS to INHIBIT LOGONSs during the install?//YES” prompt,
type NO.

c. Atthe “Want to DISABLE Scheduled Options, Menu Options and
Protocols?//” YES prompt, type NO.

11. Type the device that will print the install messages.

12. Exit the Installation menu.

4.3 Sample Cache Install

Note: User responses appear in bold type.

Select OPTION NAME: XPD MAIN Kernel Installation & Distribution
System

Edits and Distribution ...
Utilities ...

Installation ...

Patch Monitor Main Menu ...

You have 2 PENDING ALERTS
Enter "VA to jump to VIEW ALERTS option

You®"ve got PRIORITY mail!
Select Kernel Installation & Distribution System Option: Installation

Load a Distribution

Verify Checksums iIn Transport Global

Print Transport Global

Compare Transport Global to Current System
Backup a Transport Global

Install Package(s)

Restart Install of Package(s)

Unload a Distribution

O WNE

You have 2 PENDING ALERTS
Enter "VA to jump to VIEW ALERTS option

You®"ve got PRIORITY mail!
Select Installation Option: 1 Load a Distribution
Enter a Host File: D:\RPMS_TEST\bedd0200.k *Note: A site specific path

will be required here

KIDS Distribution saved on Jun 04, 2014@20:53:28
Comment: BEDD DASHBOARD 2.0

Installation Guide and Release Notes Sample Installations
June 2015
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This Distribution contains Transport Globals for the following Package(s):
BEDD DASHBOARD 2.0
Distribution OK!

Want to Continue with Load? YES//
Loading Distribution...

Build BEDD DASHBOARD 2.0 has an Environmental Check Routine
Want to RUN the Environment Check Routine? YES//
BEDD DASHBOARD 2.0
Will first run the Environment Check Routine, BEDD2ENV
Patch "AMER*3.0*6" is installed.

Use INSTALL NAME: BEDD DASHBOARD 2.0 to install this Distribution.

Load a Distribution

Verify Checksums In Transport Global

Print Transport Global

Compare Transport Global to Current System

Backup a Transport Global

Install Package(s)

Restart Install of Package(s)

Unload a Distribution

OO WNE

You have 2 PENDING ALERTS
Enter "VA to jump to VIEW ALERTS option

You®"ve got PRIORITY mail!

Select Installation Option: 2 Verify Checksums in Transport Global
Select INSTALL NAME: BEDD DASHBOARD 2.0 Loaded from Distribution
Loaded from Distribution 1/19/15@10:04:38

=> BEDD DASHBOARD 2.0 ;Created on Jun 04, 2014@20:53:28

This Distribution was loaded on Jan 19, 2015@10:04:38 with header of
BEDD DASHBOARD 2.0 ;Created on Jun 04, 2014®20:53:28
It consisted of the following Install(s):

BEDD DASHBOARD 2.0

Want each Routine Listed with Checksums: Yes// YES
DEVICE: HOME// Virtual

PACKAGE: BEDD DASHBOARD 2.0 Jan 19, 2015 10:04 am PAGE
1

BEDD2ENV Calculated 2546209

BEDD2PST Calculated 8173287

BEDDEHR Calculated 2045184

BEDDEHRS Calculated 21599952

BEDDINJ Calculated 17646764

BEDDMREC Calculated 32819285

BEDDPOV Calculated 117307512

BEDDSYNC Calculated 11113686

BEDDTRPT Calculated 6329164

BEDDUTID Calculated 171571970

BEDDUTIF Calculated 694696

BEDDUTIL Calculated 161512435

BEDDUTIU Calculated 130929002

BEDDUTL1 Calculated 962138

Installation Guide and Release Notes

June 2015
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14 Routines checked, 0 failed.

Load a Distribution

Verify Checksums in Transport Global

Print Transport Global

Compare Transport Global to Current System
Backup a Transport Global

Install Package(s)

Restart Install of Package(s)

Unload a Distribution

O WNER

You have 2 PENDING ALERTS
Enter "VA to jump to VIEW ALERTS option

You“"ve got PRIORITY mail!
Select Installation Option: 6 Install Package(s)
Select INSTALL NAME: BEDD DASHBOARD 2.0 Loaded from Distribution
Loaded from Distribution 1/19/15@10:04:38
=> BEDD DASHBOARD 2.0 ;Created on Jun 04, 2014@20:53:28

This Distribution was loaded on Jan 19, 2015@10:04:38 with header of

BEDD DASHBOARD 2.0 ;Created on Jun 04, 2014@20:53:28

It consisted of the following Install(s):
BEDD DASHBOARD 2.0
Checking Install for Package BEDD DASHBOARD 2.0
Will first run the Environment Check Routine, BEDD2ENV

Patch "AMER*3.0*6" is installed.

Install Questions for BEDD DASHBOARD 2.0

Want KIDS to INHIBIT LOGONs during the install? NO//
Want to DISABLE Scheduled Options, Menu Options, and Protocols? NO//

Enter the Device you want to print the Install messages.
You can queue the install by enter a "Q" at the device prompt.
Enter a "~" to abort the install.

DEVICE: HOME//  Virtual

Install Started for BEDD DASHBOARD 2.0 :
Jan 19, 2015@10:04:56

Build Distribution Date: Jun 04, 2014

Installing Routines:
Jan 19, 2015@10:04:57

Running Post-Install Routine: PST~BEDD2PST
Updating Routine file...
Updating KIDS files. ..

BEDD DASHBOARD 2.0 Installed.
Jan 19, 2015@10:04:59

Not a VA primary domain

Installation Guide and Release Notes Sample Installations
June 2015
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Install Completed

Figure 4-8: Sample Installation
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5.0 Installation Configuration

5.1 Add User Security Keys

This section covers entering the appropriate security key to RPMS users requiring
access to the BEDD package. If version 1.0 of BEDD has already been installed in
the past, this section can be skipped for existing EDD users.

There are two keys installed as part of the KIDS build:
e BEDDZMGR - Key for Manager access to the EDD application
e BEDDZDASH - Key for User access to the EDD application

Add user security keys to RPMS users using the XUKEYMGMT option as shown in
Figure 5-1.

At the “OPTION NAME:” prompt, type KEY MAN and press Enter.

At the “CHOOSE 1-2:” prompt, type 1 (XUKEYMGMT) and press Enter.

At the “Select Key Management Option:” prompt, type ALLOC and press Enter.
At the “Allocate Key:” prompt, enter BEDDZDASH and press Enter.

o M W o

If the user also needs Manager access to this application, at the “Allocate Key:”
prompt re-appears after the previous step, enter BEDDZMGR and press Enter.

6. At the “Holder of Key:” prompt, enter the user’s name to which the key(s) are to
be added and press Enter.

7. Atthe “You are allocating keys. Do you wish to proceed?” prompt, verify your
entry and type YES if correct or NO if not, and press Enter.

Installation Guide and Release Notes Installation Configuration
June 2015
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Select OPTION NAME: KEY MAN

1 KEY MANAGEMENT XUKEYMGMT Key Management
2 KEY MANAGEMENT BEHOORKY MAIN Key Management
CHOOSE 1-2: 1 XUKEYMGMT Key Management

Allocation of Security Keys
De-allocation of Security Keys
Enter/Edit of Security Keys
All the Keys a User Needs
Change user®s allocated keys to delegated keys
Delegate keys
Keys For a Given Menu Tree
List users holding a certain key
Remove delegated keys
Show the keys of a particular user
Select Key Management Option: ALLOCation of Security Keys
Allocate key: BEDDZDASH
Another key: BEDDZMGR
Another key:
Holder of key: USER,TEST
Another holder:
You®ve selected the following keys:
BEDDZMGR BEDDZDASH
You®ve selected the following holders:
USER, TEST

You are allocating keys. Do you wish to proceed? YES//

BEDDZMGR being assigned to:
USER, TEST

BEDDZDASH being assigned to:
USER, TEST

Figure 5-1: Key Management — Allocate Key(s)

5.2 Configuring the Cache Server Page (CSP) Application

Note: It is recommended that the site use a standalone Internet
Information Services 11S or Apache™ web server with
Secure Sockets Layer (SSL) configuration and not the
private web server provided by InterSystems. The
instructions here are meant to be used for testing purposes
only.

Installation Guide and Release Notes Installation Configuration
June 2015
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Next, configure the security settings for the EDD CSP application which was
automatically created by the import and compile process. If you do not complete this
step, your Electronic Health Record Graphical User Interface (GUI) application will
not be able to display the EDD’s main dashboard page.

5.2.1 Enable System Authentication Options
1. Sign on to the Ensemble System Management Portal

2. Select Security Management under System Administration in the left column.
The Security Management page will be displayed.

3. Select System Security Settings under Security Definitions in the left column.
The Security Setting Options page will appear.

4. Select Authentication Options in the left column. The screen in Figure 5-2 will

—— 5w o ] ] |
a . ‘ \g http://10.24.196.43:57775/csp/sys/sec/UtilSysAuthentica ,0 v G X ” \% Authentication/CSP ... ‘ ‘ ﬂ-D \—}— o)
Home | About | Help | Logout System > Security Management > Authentication Options
) i i Server [ 8IS [GEIsI=IslL N Namespace: %SYS —
Authentication Optlons User. beverett Licensed to: Vangent, Inc. Instance: E3IHS L) IERsETE
Edit Security Authentication/CSP Session Options:
Allow Unauthenticated access: |
Allow Operating System authentication: [
Allow Password authentication: [
Allow Delegated authentication:
Allow Kerberos authentication:
Allow LDAP authentication:
Allow LDAP cache credentials authentication:
Allow creation of Login Cookies: Login Cookie Expire Time: 0 secs (0 implies non-persistent cookie)
Enable two-factor authentication:
[save] [ cancel

Figure 5-2: Home->Security Management->Systems Security Settings->Authentication

5. Make sure that the Allow Unauthenticated access box is checked then click
Save. The change will take effect immediately.

5.2.2  Create New CSP Application

1. Return to the main Ensemble Management Portal page. Select Security
Management under System Administration in the left column. The Security
Management page will be displayed.

2. Select CSP Applications in the right column under Application Definitions. A
page similar to Figure 5-3 will appear.

Installation Guide and Release Notes Installation Configuration
June 2015
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\_,.)|ﬂ http://10.24.196.43:57775/csp/sys/sec/UtilSysApplicatio D v 0 X H ﬂWeb Applications x

Create New Web Appli

Menu Home | About | Help | Logout

N ) Server DI INIEEsl=sikM Namespace: %SYS
| Web Appllcatlons User: beverett Licensed to: Vangent, Inc.  Instance: E3IHS By SEEETS

The following is a list of Web applications that are currently defined:

System > Security Management = Web Applications

[Last update: 2014-12-12 09:31:04.142 [ Auto |

|Fi\|er: Page size: 20 ¥ |tems found: 69 [Page [1]2 3 4 » | of4] |
Name Enabled | Type |Resource |Authentication Methods
fespfagmpidevd | Yes CSP %Ens_Portal | Unauthenticated Edit | Delete
fesplagmpigold1 |Yes CSP |%Ens_Portal | L icated Edit | Delete
fcsplagmpigold2 Yes CSP |%Ens_Portal | Unauthenticated Edit | Delete
fcsplagmpigold4 Yes CSP |%Ens_Portal |L ated Edit | Delete
fesplagmpitestt | Yes CSP %Ens_Portal | Unauthenticated Edit | Delete
fesplagmpitestd | Yes CSP |%Ens_Portal | Unauthenticated Edit | Delete
fcsplagmpixxx Yes CSP |%Ens_Portal | Unauthenticated Edit | Delete
fcsp/bmwdev2  Yes CSP |%Ens_Portal |L ated Edit | Delete
lcsplbmwdevd | Yes GSP | %Ens_Portal |Unauthenticated Edit | Delete.
fesp/bmwdevd | Yes CSP %Ens_Portal | Unauthenticated Edit | Delete
fcsp/bmwdevd  Yes CSP |%Ens_Portal | Unauthenticated Edit | Delete
fcsp/bmwgold1 | Yes CSP |%Ens_Portal | L led Edit | Delete
lcsplbmwgold2 | Yes GSP | %Ens_Portal |Unauthenticated Edit | Delete.
lcsp/bmwgold4 | Yes CSP |%Ens_Portal |L icated Edit | Delete.
fcsp/bmwiestt  Yes CSP |%Ens_Portal | Unauthenticated Edit | Delete
fcsp/bmwiestd  Yes CSP |%Ens_Portal | L led Edit | Delete
Jcsp/bmwtestd | Yes GSP | %Ens_Portal |Unauthenticated Edit | Delete.
lespibusa Yes CSP L icated Edit | Delete
fcsple32devd Yes CSP |%Ens_Portal | Kerberos,Password Edit | Delete
fcsple32devd Yes CSP |%Ens_Portal |L led Edit | Delete
[ext page]

Figure 5-3: CSP Applications screen

m

l

3. Select Create New CSP Application and fill out the values similar to Figure 5-4.
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- T .

¢ ttp: 24.196.43:57775/csp/fsys/sec/UtilSysApplication.csp? =
@ http://10.24.196.43:57775/csp/sys/sec/UtilSysApp! 75ID1

Home | About | Help | Logout System = Security Management > Web Applications > Edit Web Application
: . R VDENMIHSDEDD EEEL L T £
Edit Web Application Uszzr  beverett Licenzed to: Vangent, Inc.  Inst

Edit definition for Web application /fcsp/dev?:

| [General] | | Application Roles | | Matching Roles |

Web Application Name™: JespldevT (2.g. /cEp/appname)
Description: Epsemble Management Fartal
Enabled:
Resource required to run the application:  %,Ens_Portal -
Allowed Awthentication Methods: [ Unauthenticated
O Password
[ LLegin Coolde
Group By Id: %ISCMgtPortal
Twe Factor Enabled: [
CSP/ZEN Enabled: [7]
Inbound Web Services Enabled: [7]

Permitted Classes:
Namespace: DEVT -
Namespace Default Application: 7]
CSF Files Physical Path | 1 nterSy=tem=\E3IHE\CEPdevT

Recurse: vaz w
Auto Compile: pr  w
Event Class:
Session Timeout: o))
Default Superclass:
Uss Cookie for Session:  Aytodstect W
Sezzion Cookie Path: cspidevTl W
Serve Files: Alwsy= and cached ¥ Sarye Files Timeout: 2500
Lock CSP Name: ez
Custom Ermor Page:
Fackage Mame:
Login Page: BEDDLogin.csp
Change Password Page:

* Indlicanes & reguined Deid. Sane

- -

Figure 5-4: Edit CSP Application screen

4. For CSP Application Name put in /csp/bedd

Description is ED Dashboard

For Allowed Authenticated Methods make sure Unauthenticated is checked

For Namespace, select the site’s RPMS namespace

© N o O

For CSP Files Physical path, locate the directory as
<cacheinstance>/csp/<RPMSinstance>
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9. For Login Page, put in BEDDLogin.csp (this is case-sensitive)

5.2.3 Update Ensemble’s UnknownUser

1. Return to the main Ensemble Management Portal page. Select Security
Management under System Administration in the left column. The Security
Management page will be displayed. Select "Users™ in the left column and the
following page similar to Figure 5-5 will appear.

5 <3 5 N Documentl = Microsoft Word
— - = 5 S )
e| | http://10.24.19643:57775/csp/sysfsec/ O + & X H & | Users X u . e ALES S h
Home | About | Help | Logout System = Security Management = Users = |
Ensemble T
Server: UG EILE Namespace: %SYS 1
Users User beverett Licensed to Inc. _Instance: E3IHg DY InterSystems E
Create New User F
Tne following is a list of user definitions: ‘LﬂSt update: 2014-12-12 09:37:15.417 [ Auto |
Fiter: Pagesize: 20 ¥ Hems found: 22 Page k « 1]2] of2 |
User Full Name Enabled [Hamespace |Routine | Type
UnknownUser Unauthenticated user Yes Cache password user Edit Profile
WSTEST Web Service Test Yes Cache password user | Edit | Delete | Profile
[Previous page] -
o
< | m 3

Figure 5-5: User Management screen

2. Locate the user called UnknownUser on this screen. Once found, click the Edit
link. A screen similar to Figure 5-6 will appear.
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, -
—— | ——

— - (= = )
: ew\~>|@ http://10.24.19643:57775/csp/sys/sec, O + C X \@ User Edit x u B aird ﬁi@@

1 Home | About | Help | Logout System = Security Management = Users = Edit User

Ensemble =I'K
" Server UANBIGE:IEN Namespace: %SYS
Edit User User. beverett Licensed to Inc. Instance: E3IHS PY InterSystems

Edit definition for user UnknownUser:

I [General] i

Roles |[ SQL Privileges |[  SQL Tables

[ SQL Views | [ SQL Procedures |

Name™ || jnknownUser

Full Name: | jnauthenticated user

Comment:

Password*:

Confirm Password*:

m

Change password on next login: [
User Enabled:

Expiration Date:

{yyyy-mm-dd)
Startup Namespace:

Startup Tag"Routine:

Two-factor Authentication
Mobile phone service provider:

¥ Create new provider
Maobile phone number:

* Indicates a required field Close

o
1 3

Figure 5-6: Edit User screen

3. Click the Roles tab immediately under Edit definition for user UnknownUser
and the Edit User screen similar to Figure 5-7 will appear.
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. == X
a ‘ & http://10.24.196.43:57775/csp/sys/sec, SO ~ O X ‘ < Edit User ‘ ‘ ﬁ)_ﬁ‘?
Home | About | Help | Logout System > Security Management = Users = Edit User ST -
. server (EIIIETNE] Namespace: %SYS =
Edit User User: beverett Licensed to: Vangent, Inc. Instance: E3IHS BY Iner=ystems

Edit definition for user UnknownUser

[ General I [Roles] |[ SQL Privileges |[  SQL Tables ][  SQL Views || SQL Procedures

UnknownUser is Assigned to the Following Roles Grant Option
%Al B x|

Assign user UnknownUser io one or more roles:
Available Selected

————— Select One or Maore — » —- ltems Selected — Assign
%DB_%DEFAULT ;]
%DB_CACHE
%DB_CACHEAUDIT
%DB_CACHELIB
%DB_CACHESYS
%DB_CACHETEMP
%DB_DOCBOOK
%DB_ENSDEMO
%DB_ENSEMBLE
%DB_ENSLIB -

m

[ Assign with Grant Qption ]

[#]¥]a]v

Hald the [Shift] or [Crl] key whils clicking to select multiple.

4 [ 1 b

Figure 5-7: Edit User

4. If the list of roles which appears at the top of the page immediately under
UnknownUser is Assigned to the Following Roles includes %All, then no
further action in this section is required. If not, then select %oAll in the list of
Available roles on the left hand side of the page, and click the top arrow located
between the Available and Selected columns.

5. Once %All appears in the Selected column, click the Assign button and %All
will appear under UnknownUser is Assigned to the Following Roles.

6. The CSP application portion and security setup is complete.

5.3 CSP Gateway Installation

The CSP Gateway provides the communications layer between the hosting Web
server and Ensemble when you call a Caché® Server Page (CSP). The purpose of
using the CSP Gateway is to offload the access to the EDD application to a dedicated
web server, as well as use SSL communication to encrypt the data between the user
and the server.
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Note: The instructions in this section assume the site is running
Microsoft Internet Information Server (version 7 or higher)
with a valid installed SSL certificate. Installation of 11S and
SSL certificates are outside the scope of this document.

531 Install Cache Shell

1. Start by launching the Ensemble executable appropriate for your version of
Windows and checking | accept the terms in the license agreement and click
Next as indicated in Figure 5-8.

fi& Ensemble - Installation [ %]

InterSystems

- ENSEMBLE

Please read the Following license agreement carefully,

CLICE-THROUGH END USER LICENSE & SERVICES AGREEMENT -

1. This Cligk-Through Agreement (“Agreement”) 1is bhetween
InterSystemy Corporation (“ISC”) and the user

(hereinaftell “vou”) installing ISC’s proprietary

software (tBe “Licensed Software”) and/or services
(“Services” )] from I3C. These terms constifjute a

“*default” afreement between you and ISC upon

installati f the Licensed Software; this Agreement

our use of the Licensed Softgare in the L,

{+ T accept the terms in the license agreement! Print

" I do not accept the terms in the license agreement

< Back I MNext > I Cancel I

Figure 5-8: Ensemble Installation

2. Enter a unique Ensemble Instance Name for this physical machine and click Next
as indicated in Figure 5-9.
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|’§ Ensemble - Installation [ X|

InterSystems

et e v ENGEBLE

Multipl¥ copies of Ensemble can be installed on the same machine, each has to have a
uniqu e. Define a name for the current Ensemble instance.

Ensemble Instance Name:

[EnSEMELE]

< Back I Next > I Cancel I

Figure 5-9: Ensemble Installation cont'd

3. On the next screen, enter the path where the Ensemble shell will be located by

clicking Change as shown in Figure 5-10.

ﬁEnsemhle-Installatinn | A |

InterSystems

- ENGEMBLE

Click Mext to install to this folder.

Install Ensemble to:
..--/ C:HnterSystems\EnsembH

< Back ][ Mext = ] [ Cancel

Figure 5-10: Ensemble Installation cont'd
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4. Install into the directory C:\InterSystems\EnsembleCSP and click OK as
indicated in Figure 5-11.

ﬁ Enzemble - Installation | 3 |
InterSystems
Change Current Destination Folder BI-E
Browse to:

£ Ensemblel -

Install Folder:

|C: \InterSystems\EnsembleCSPY,

[ Ok ] [ Cancel ]

Figure 5-11: Ensemble Installation cont’d

5. Select Web Server on the next screen and click Next as indicated in Figure 5-12.
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jE‘;’Enser‘nhle-Installatinn | b8 |

InterGystems

i ENSEMBLE

Choose the setup type that best suits your needs,

() Development Installs Ensemble server, Ensemble Studio, xDEC and all
supported language bindings.
() Serdler Installs Ensemble server and CSP Gateway.
[ Installs Ensemble Studio and xDBC.
i@ Web Server Installs C5F Gateway.
() Custom Spedfy the list of features you wallt installed.
[ < Back ][ Mext = J [ Cancel

Figure 5-12: Ensemble Installation cont'd

6. A screen will appear as in Figure 5-13 allowing a review of the options. Review
and click Install.
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o)

ﬁ Ensemble - Installation | £2

InterGystems

B ENSEMBLE

Please review installation aptions. Click Install to start the installation.

Summary of installation options:

Action: Mew Install

Instance Mame: EMSEMELE

Installation Directory: C:\InterSystems\EnsembleCsPY,
Installation Type: Web

< Back ][ Install ] [ Cancel

Figure 5-13: Ensemble Installation cont'd

7. If IS is running you will receive a warning message asking you to stop the II1S
WebServer as seen in Figure 5-14. Click Yes and it will stop 11S and continue the

installation process.

il Ensemble - Installation =[O ]

InterSystems
Flease wait while Ensemble is being installed. This may take

cavaral minkac

S An II5 WebServer is running.
! If you choose not to stop it, CSP Gateway ForflIS will not operate
rap = until you restart the system,

Do you want to stop the 115 WebServer?

|H.IT|U'| 1LV

Figure 5-14: Ensemble Installation cont’d

8. Click Finish to complete the installation as indicated in Figure 5-15.
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& Ensemble - Installation X

InterSystems

SEMBLE

Ensemble Installation Completed

Ensemble was successfully installed, Click Finish to exit the
wizard,

You have a
rapid integration
and development

platform.

INTERSYSTEMS

[0

Figure 5-15: Ensemble Installation cont’d

5.3.2 Configure IIS

1. On the webserver that the CSP gateway was just installed, go the option
Administrative Tools -> I1S Manager as indicated in Figure 5-16.
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&2 Internet Explorer
&2 Internet Explorer (64-bit)
[25] Windows Contacts
D winzp
Accessones
ActivePer] 5.10.0 Buid 1001
|, ActivePerl 5.16.1 Build 1601 (64-bit)
| Administrative Tools
Eroadcom
Dell OpeniManage Applcations
Ensemble
ENSEMBLE
B Documentation
@8 Launcher
® statEncemble
@ stop Ensemble
# Studio
@ System Management Portal
99 Terminal
|, Extras and Upgrades
Maintenance —
Microsoft SQU Server 2005
Startup
Symantec _:_]
“ Back

[Fotart | 5 &

Figure 5-16: Ensemble Installation cont'd

2. Select Default Web Site, click csp, then Handler Mappings as indicated in
Figure 5-17.
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@_‘:—) [ @ » proareMss » Skes » DefakwebSte » csp b B Ae-
Fie View Help
(Comections — Actons
eriizie. | P B s
g Start Page . B3 Edit Permissions...
93 PHPA-RPMS3 (Dl\donzo.chee) | SR EYE Ares = = —
=} Application Pools ASP.NET 2] Basic Settings...
FTP Sites = A - View Virtual Directories
S @ stes \J - 9 E - ' =
=1 D Defauk Web Ste ¥ - 1 . v L v Manage Application -~
5 NET NET .NET Profile JNET Trust Application Connection  Machine Key
i -"‘" = Comolation  Gbakestion Levels Settings  Strings Browse Application
T B3 broker — e (&1 Browse *:80 (hitp)
®- sys = i & &L (@] Browse *:444 (hitps)
4% sncembla) =
% e Pagesand  Sesskn State  SMTP E-mad Advanced Settings...
= Controls
31 Moorwakk © Hep
e Onlne Halp
& e | —_— - e
: ¥ o B & & @
Authentication Compression  Defauk Drectory  ErorPages  Handler  HTTP Redrect
Document Browsing Mappings
B - , o I3
e H JEE ‘P;FH #', = &
HTTP Logging MIME Types Modules Output 551 Settings
[}@ Respo... Caching
« {#] [Z]Features view |, Content View
Ready
Cstart| | 3,8 @ [ internet information .. « EY S 218

Figure 5-17: IS Handler Mappings

3. Validate that the CSPGateway_ * mappings are present for *.cls, *.csp, *.cxw
and *.zen, and that they are listed as Enabled as indicated in Figure 5-18.

Installation Guide and Release Notes Installation Configuration
June 2015

29



IHS Emergency Department Dashboard (BEDD) Version 2.0

@'_E) | & » Po®aRPMS3 » Skes » DefakWebSte b csp b @ e -
Fle View Help
Comnections — Adions
Q- |78 9 i Hespg fckd Managed Horer...
Start Page Add Saipt Map...
B fgp;wﬁ:;ﬁw‘m, mﬁs&matawﬁwrmcm.mh«Mswmmdcm,lhathrdertmesfwsw:vfkrw B Widcard SCrpMBp.ce
%Frps«s Growpby: State x At Hosgae
=-l Skes Name - | path | ate [ path Type [Hander. = Edi Fasture Permissions,.,
= Defouk Web Ske Revert To Inhered
J View Ordered List..,
8 e
Onine Help
Unspecified System.Web
Unspecified Isapiodule
Unspecified Isapiodule
Unspeciied System.Web
Unspecfied System.Web
Unspecied Isapiodule
Unspecified IsapiModule
Unspecfied IsapiModule
Unspecified Isapiodule
Unspacified System.wu:[}@
Unspecified IsapiModule
Unspecfied IsapiModule
Unspecified System,Web
Unspecified IsapiModule
Unspecified Isapiodule
Unspecified C5Pms
Unspecified CSPms
Unspecified CSPms
Unspecified CSPms

4 [ 8] [Z]Features View |, Content View
Configuration: Default Web Site/csp’ web.config
fstart| | 3 B @ [ 1ntenet information .. « QB @y 219

Figure 5-18: 1IS Handler Mappings cont’d

4. In order to have I1S handle CSP applications like EDD via IIS, click Add Module
Mapping and enter values as indicated in Figure 5-19.
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P » PHoPA-RPMSI b Skes b DefsitWebSke b csp b

00

Fle  Wew Help

Q- |7 |8 | g9 Hander Mapping
&3 Start Page
=93 PHXPA-RPMS3 (D1\alonzo.chee)

.} Appication Pools

Use this feature to spacify the resources, such as DLLs and managed code, that handie responses for spacific request
types.

@ FP Skes Groupby: State .
= U = T i
@ o wensee || e 1)
. aspnet_chent
= ¥ esp Request path:
< kv >
g sys Enabled Example: *.bas, wsvc.axd
i : :f::m' sspaintegggted-1  Modue:
5@ Moonwak —u!m;x fespms =
aspqrISAPIA.08 pyecbable (optional)i
£ 5
AssemblyResource [ —J System.Web
ASD-ISAPL2.0 Name: IsapiModule
'—?‘ =3 Isapiodule
AXD-T ~4.0_32 Isapiodule
RADISAPI4.064 poquest Restritions. .. | Isapiodule
cshtm-Integrated- System.Web
cshtm-15AP1-4.0_2 IsapiModule
cshtm-15AP1-4.0_¢ IsapiModule
cshtml-Integrated Cancel | System.Web
cshtmi-ISAPT-4.0, IsapiModuls
cshtmi-ISAPI-4.0_64bit *.cshtml E Unspecired Isapiodule
CSPGateway_*.cls *s E Unspecified CSPms.
CSPGateway_*.csp o5p Enabled Unspecified CSPms
CSPGateway _*.omw * cow Enabled Unspecified CSPme
CSPGateway_*.zen *.zen Enabled Unspecified CSPms

ExtensionlsssUriHandlar-Integrat... *.
‘-l . me m amam E

Unspecified

J (3] [Tresmmven]. ot

Configuration: Default Web Skejcsp' web.config

stat| | W2 & Internet Information ...
Figure 5-19: 1IS Handler Mappings cont'd

5.3.3 Configure CSP Gateway

L=

« 3B &y zz0em

1. While connected to the server where the CSP Gateway was installed, enter the
following link in a web browser: http://localhost/csp/bin/Systems/Module.cxw

and the screen shown in Figure 5-20 will appear.

lecalhast ji_;'!)\

O ErT

Ele Edt few Fgvorter Jock Help

(£ About CSP Gateway

Caché Server Pages

Web Gateway Management

Management About CSP Gateway
System Status Version: 2010.2.3.702.0.10387
Close Connections Gateway Build:  1002.1192¢
Te r Connection | web server Name: |ocalhost
View Event Log
View HTTP Trace 1002.1192¢
Configuration Active Interface: ]IS Native Module
Default Parameters
Server Access
Application Access
About CSP Gateway

Wweb Server Type: Microsoft Web Server: Microsoft-11S/7.5 Cache_Server_Pages-Native_Module/2010.2.3.702.0.10387-

Copyright © 1997 - 2012 [nterSystems Corporation
| CrEAT O i |
EoCACHE R

Figure 5-20: CSP Gateway configuration
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2. Click Server Access and Add Server as indicated in Figure 5-21.

2 Server Rigess - Wi Tnateirt Bogobost 4

@ =[a Tecakos =l PR S server Access xl_l

B Edt Yew Fgvotes ook bl

: Caché Server Pages
k Web Gateway Management

Management Server Access
Systel

Click on an existing server and then edit/copy or delete its configuration:

& Edit Server

« Copy Server [ Subma ]

= Delete Server

1 igura ;| Add Serce
Application Access Or create a new server configuration: J
About CSP Gateway

Copyright © 1997 - 2012 Inter

T
s MHE R

oA

Figure 5-21: CSP Gateway configuration cont'd

3. Insert the appropriate site information in the highlighted areas on the following
screen as indicated in Figure 5-22, and click Save Configuration at the bottom

when complete.

Gerves Arcess - Windoss. Internet Explores

e
L€ IS E 2 T T—— *t I
Fle Edt Vew Favorbes Took  Hep
g k. >
~ Cacheé Server Pages
k 1 Web Gateway Management
Management Server Access
System Status
Close Connections Server Name: [rpacachevm?
Test Server Connection Service Status: [Enabies =)
aw Event Log
M ITTP Trace IP Address: [161 22391247
Configuration TCP Port: 1972
Default Parameters State-Less Parameters
Server Access Minimum Server Connections: [3
Application Access

Maximum Server Connections: |

Maximum Connections per B
Session:

About CSP Gateway

Connection Security Level: [Password

User Name: I\,sb.spum

Password: Password (Confirm):

Product:
Service Principal Name: | Ganerak I
Key Table: |

S5L Protocol: ™ SS5Lv2 = SSLv3 = TLSwl

SS1 Key Type: |Rs

ro the security seftings that are required by th
Cnnn(‘clmn‘:q_l:urlv ek el ¥ e that are required

Halp

Figure 5-22: CSP Gateway conflguratlon cont'd

4. Click Application Access and Add Application as indicated in Figure 5-23.
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Euusmn Access - Windows Inbernet Explorer A E|
g M E Tocalbont H B 2 Apgloation Boosss 3‘|_|
Fle Edt Yew Favorites Took Help
=

Caché Server Pages

Web Gateway Management
Application Access
Click on an existing application and then edit/copy or delete its configuration:

= Edit Application

~ Copy Application

© Delete Application

fespisy
fensemble

Or create a new application configuration: | Add Applcaton

Copyright © 1997 - 2012 |nterSysteme Corporation

[ LR ATE O WITH |
™ Ak
o P

Figure 5-23: CSP Gateway configuration cont'd

5. On the following screen, for Application Path: set to /csp/bedd and for Default

Server: select your previously configured server name from the dropdown, then
click Save as indicated in Figure 5-24.

i Application Access - Windows Indernel [xploses

G 3% [ oo catent -]

=1l b o Appheation Aoeis xi I
Be ER Yow Fpots L& e

Caché Server Pages

Web Gateway Management

Application Access

Application Path: [esp/bedd %
Service Status: |Enabled =

Extra CGI Enwronmentl

Variables:

Process with this class: | [
GZIP Compression: |Dsabled =

GZIP Minimum File Size: [
GZIP Exclude File Types: [peggdicopng

Response Size Notification [Chanked Transter Encoding and ConeriLeng®h =] ™ Generate a response size notification for all
i x " requests

KeepAlive: [NoAsen =]
Non-Parsed Headers: |Enabled =

Servers
Default Server: [npacacheyma =
© Use for Load-Balancing Fail-Over
Alternative Servers: © Use for Fail-Over only
# Disabled
Altemative Server 1:[—Nare— =]  Enabled # Disabled

Figure 5-24: CSP Gateway configuration cont'd

6. Click Test Server Connection. If successful the following screen will appear
similar to Figure 5-25.

Installation Guide and Release Notes Installation Configuration
June 2015

33



IHS Emergency Department Dashboard (BEDD) Version 2.0

i Caché Server Pages: Web Gat eway Management - Windows Inbernet Explores

(€] ~[e Texabot = TR Caché Server Pages: Web G... xl_l
e Edt Yew Fporkes [ook  Hep
-
Caché Server Pages
k Web Gateway Management
Management Caché Server Pages Version 2010.2.3.702.0.10387
System Status
Close Connections Test Server Connection
Yiew Event Log Server connection test was successful: npacachevn? (161.223.91.247:1972)
Configuration $ZVersion: Cache for Windows (x86-64) 2010.2.3 (Build 702_0_103870) Fri Mar 25 2011 17:32:22 EDT
Default Pammeters

Server Access

Copyright © 1997 - 2012 nterSystems Corporation
Application Access

[LELAN G vTH

+CAHE RS

Figure 5-25: CSP Gateway configuration cont'd

7. Enter the website link for the ED Dashboard from a workstation browser, for
example: https://npacsmtbmw.d1.na.ihs.gov/csp/bedd/BEDDL ogin.csp
and the page as shown in Figure 5-26 will appear.

Fle 61 Yew Fpvoses Jook ey

« 1

Welcome to the BEDD Emergency Room Dashboard Login

Access Code:
Verify Code:
Select the Site

Logn

Figure 5-26: CSP Gateway configuration cont'd

Note: If you are using a non-standard port for the https protocol
handled by 1IS such as 444, you will need to modify the
URL you use accordingly as in the following xample:
https://npacsmtbmw.d1.na.ihs.gov:444/csp/bedd/BEDDLog
in.csp
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5.4

5.4.1

Application Access Setup

There are two modes of operation for the EDD: Standalone and EHR Portal.

1. Standalone - access via a direct web browser session which requires an active
RPMS Access and Verify code to login.

2. EHR portal - access from within the EHR application as separate tab. Note that
this also requires an active RPMS Access and Verify code to login, however the
user may already have their credentials cached in the EHR application.

Stand Alone Setup

For Standalone access, create an icon on your desktop to call up your web browser for
access:

1. On your desktop, right-click and choose New - > Shortcut (Figure 5-27) and
enter the following URL (site-specific modifications in BOLD type):

http://IPADDRESS:PORT/csp/bedd/BEDDLogin.csp

IPADDRESS is the IP name or Address of your Ensemble installation or CSP
Gateway

PORT is the port number used for the portal or gateway

Note: Modify the URL to HTTPS if you are using a CSP gateway
with an active and signed HTTPS encryption certificate.
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o) o Create Shortcut
What item would you like to create a shortcut for?

This wizard helps you to create shortcuts to local or network programs, files, folders, computers, or
Internet addresses,

Type the location of the item:

| Browse...

Click Next to continue,

Mext Cancel

Figure 5-27: Add Desktop Shortcut

2. After entering the URL, press Next as in Figure 5-28

-

)

o) = Create Shortcut
What itemn would you like to create a shortcut for?

This wizard helps you to create shortcuts to local or network prograrns, files, folders, computers, or
Internet addresses,

Type the location of the item:
http://vdenmihsdbd(l.vangent.local:57774/csp/devi/BEDDLogin.csp Browse...

Click Next te continue,

Mext ][ Cancel

Figure 5-28: Enter URL for shortcut

3.

Finish as indicated in Figure 5-29.

In the Type a name for this shortcut: prompt, enter ED Dashboard and click
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@ #  Create Shortcut
What would you like to name the shortcut?
Type a name for this shortcut:
ED Dashboard
Click Finish to create the shortcut,

Figure 5-29: Name Shortcut

4. Click the new icon to test as indicated in Figure 5-30.

% - B -3 # - Page Sfeye Took i J [

Welcome to the BEDD Emergency Room Dashboard Login

Access Code: |
Venfy Code:
Select the Site

Logm |

L% -

Figure 5-30: Dashboard Login Page

5.4.2 EHR Setup

For access to the EDD from the EHR, the following steps need to be performed in the
Design Mode of the EHR application:
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1. Open EHR, right-click in the title bar at the top and choose Design Mode as
indicated in Figure 5-31.

|/ RED LAKE IHS EHR. == R

User Patient Tools Help Clear W=

—— M
Fafient Chatt | Commurication | RPMS || PACS Under Constuction | IH Patiznt Chart ove
Size
Patient not selected Visit not selected n Wizt N
= inimize Summary o E
N [Brief] Postings @ Q_ﬂ
v Patient Location x Close Alt+F4 N.. Delivered

Design Mode Ctrl+Alt+D

Pracess
Al
Legend Selected
1 Priority
@ Low Iifar Orly
[ Medium
& High Farward
@ Irfo Orip Delete
5 = . [] Shaw Al
Motifications Wizit Requirements Motes Medications Labs Consults D/C Summ Reports Suicide Form
HULSLAMDER RYAM DEMO.IHS.GOY RED LAKE HOSPITAL
Figure 5-31: Enter design mode
2. Select Design -> Desktop Properties as displayed in Figure 5-32.
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& H5-FHR RED LAKE HOSPITAL

b ormesdbes £-Mad

rr AP CTHA, | ikt st Huciomede
LA Vit Tulip, Chaistophes Foman Visit ot selected Primary c.u'{|1[ [ !Q o
ﬁ . 1047 13Mapt M EVERETT BRIAN Lot .y
| Choee Desktop HﬂTI!E Diadler requires slechonic sigrshue 19020121121 EVER

Delete Templste...

| Save ars Template....
Suve Personal Settings
Restone Personal Settings
Restone Defaults
Festore from Template..,

Process
Legerd d
I Pty -
@ Low
3 Medem
- Hoh
@ o0 .
[=] Show 20
Motifcatons g
Figure 5-32: Desktop Properties
3. Select Customize Menus as displayed in Figure 5-33.
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Eatml

- TEST PATIERT Fiv. Proparty
——

E

TN DR

CAPTION IHS EHR T FiED LAKE HOSP :
FONT M5 Sarm St — &l
HEBGHT 758 |
HELFFILE i chm |
ICOH o |
ICIERS )
IMAGE VueLerine £ =|
INFOCOLOR |

POPUPCOLOR

e e i e

Figure 5-33: Customize Menus
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Pracess
Legend * 4
1 Prisiy
@ Lew !
13 Mt
- ioh
AE} Infer Coriy *
[l Show 20
Hethestiord | CovmSrmst [P Thade | widreo | Moer | Onder | sdedes = [

4. Click the plus sign (+) to add and enter a new menu option ED Dashboard as

seen in Figure 5-34 and Figure 5-35.
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2 w5 iR RIT LAKE HOSPITAL
Fterd Chat [rrp—— s OHA Inhaned Menaotos Estul
- TEST PATIERT PV Progarly Yalun TN DR
e
CAPTION IHE EHR FED LAKE HOZR
FONT M5 o St -
HEIGHT ] |
HELPFILE M. chm |
oK |
ICOKS =
IMAGE
INFOCHLDR
POFUPCOLOR
POPUPCOLORZ
PHIMGRESSCOLOR
STATUSCOLOR
WIDTH
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Figure 5-34: Customize Menus cont'd
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Figure 5-35: Customize Menus cont'd
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5. Inthe Edit Action Box, put in the path to Internet Explorer followed by a space
and the regular EHR URL as seen in Figure 5-36, where an example value is
given. Replace IP address and PORT values with those appropriate for your site.

“C:\Program Files\Internet Explorer\iexplore.exe http://IPaddress:PORT
csp/bedd/BEDDLogin.csp?DUZ=$(user.handle)&SITE=$(site.handle)&LOC=EH

Pamary Cae 1] e sl
g > (B2 J &

Figure 5-36: Edit action
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Lot B Flesione o Terglate
IMLAGE
INFOCOLOR
POPUPCOLO
TR e 15| B - Etst harede REITE ofiide harsfie ALOC-EHH
—
STATUSCOL
WIDTH "
Carilmize Menus K cbou
I Dracboard w
Presgss
Legend Casnlimizre Memin [
1. Prosty M anage: tystim i i
0 Low :
i Hadham
- Heh (o | [ con ]
() s ey
[=] S 20
Heibegarn: | CowverShesd | Thage | Welres | P

6. Click OK, Save Settings and leave design mode.

7. Click on the new menu option ED Dashboard, and the EDD main screen will

display as indicated in

Figure 5-37.
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User Patient Tools Help Clear
% Patiert Chart ” Cormmunication H RPKS ” PACS Under Construction " IHS Patignt Chart ‘ Emeigency Depatment Dashboard ‘

- » 0 o 4 S
Back Fomward  Stop  Refresh Home  Print

Last update: Jun 27, 2012(@02:06:21

[Check-Tn[Wtg  |Avg Wig| Triaged Wtg |Ave Wiz| [Rooms Wig [Ave Wig| [Pend [Wtg [Ave Wig Disch , |
[1 7897 7897 | 1 8766 8766 | [1 7894 (7894 [ =
Check-In
[Waiting| Check-In | Patient (gender) DOB (age) Chart | Presenting | Clinic | Info | Actions  [Reg
Paged for Triage on Jun 21, 2012 " Trg Page © Rm
062112012 TESTKALIANN 05/02/90 ANKLE  |URGENT | ) =
7897 |la20 ) G2vRs) 1O8B2ere caps |151916by HULSLANDER RYAN: P:g;[ grl;p ?bsv NO
Triaged
Patient
Waltllg Trg Time (gender) (age) Com plml A Nurse Cons-]t

Room Management .

:S:

Figure 5-37: gv bff Dashboard Display
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Acronym List

Acronym Term Meaning

CsP Cache Server Page

EDD Emergency Department Dashboard

EHR Electronic Health Record

ERS Emergency Room System

GUI Graphical User Interface

IHS Indian Health Service

s Internet Information Services

RPMS Resource and Patient Management System
SSL Secure Sockets Layer
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Contact Information

If you have any questions or comments regarding this distribution, please contact the
OIT Help Desk (IHS).

Phone: (888) 830-7280 (toll free)
Web:  http://www.ihs.gov/helpdesk/

Email: support@ihs.gov
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