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1.0 Introduction

This document contains the Standard Operation Procedures (SOP) for encrypting the C32
database.

The installation process for the C32/CCD Clinical Document (BJMD) package
automatically creates a new Caché database for the C32 Ensemble production. The
installation process does not currently encrypt the new database, therefore sites that have
encryption enabled in Ensemble need to encrypt the new database after it has been
created. Instructions for encrypting a database in Ensemble have been provided in a
separate document.

This document provides instructions for how to prepare the C32 Ensemble production
and Caché database before encrypting the database and how to return the database and
the C32 Ensemble production back to a running state afterwards. By following these
instructions, a site can encrypt its C32 database(s) without RPMS downtime.

Note: If your site has more than one RPMS database with an
associated C32 database, follow the steps outlined in this
document for each C32 database.

Database Encryption SOP Introduction
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2.0 Standard Operating Procedures

Note: Mistakes during the encryption process may result in
corruption of the Ensemble namespace. To prevent the loss
of data, the database encryption must be performed in
coordination with Area Office IT personnel.

2.1 Stop C Messaging

Sign onto the RPMS system as a user with the %All role. Go to the C Messaging
Menu by selecting the BJMD C MESSAGING option. From the C Messaging
Menu, select the Manage C Messaging Transmissions option. At the “Stop C
Messaging” prompt, type Y to stop C messaging.

Select OPTION NAME: BJMD

1 BJMD BACKGROUND JOB Background job for C Messaging transmissions
2 BJIMD C MESS MGR Manage C Messaging transmissions
3 BJIMD C MESSAGING C Messaging Menu
4 BJIMD C32ALLGEN Generate C32 documents for all patients in RPMS
5 BJIMD C32GENONE Generate C32 for a single patient
Press <RETURN> to see more, "~" to exit this list, OR
CHOOSE 1-5: 3 BJMD C MESSAGING C Messaging Menu

EDIT Edit C Messaging Site Parameters

ONE Generate C32 for a single patient

ALL Generate C32 documents for all patients in RPMS
MANG Manage C Messaging transmissions

Select C Messaging Menu Option: MANG Manage C Messaging transmissions
C Messaging status:
No configuration problems found

C Messaging processing task is running

Stop C Messaging? No// Y (Yes)
Attempting to stop C Messaging....C Messaging stopped

Figure 2-1: Stop C Messaging

2.2 Unschedule the Nightly C32 Job

This step is required only if your site has the C32 nightly job scheduled. If your site
does not have the C32 nightly job scheduled, then skip to Section 2.3.

Database Encryption SOP Standard Operating Procedures
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From the C Messaging Menu, select the Edit C Messaging Site Parameters option.
Unschedule the nightly job by entering @ at the “TIME TO RUN NIGHTLY
TASK” prompt, then entering Y at the “SURE YOU WANT TO DELETE?”
prompt. Make a note of the existing value as you will need to enter it after the
database has been encrypted.

Select OPTION NAME: BJMD

1 BJMD BACKGROUND JOB Background job for C Messaging transmissions
2 BJIMD C MESS MGR Manage C Messaging transmissions
3 BJIMD C MESSAGING C Messaging Menu
4 BJIMD C32ALLGEN Generate C32 documents for all patients in RPMS
5 BJIMD C32GENONE Generate C32 for a single patient
Press <RETURN> to see more, "~" to exit this list, OR
CHOOSE 1-5: 3 BJMD C MESSAGING C Messaging Menu

EDIT Edit C Messaging Site Parameters

ONE Generate C32 for a single patient

ALL Generate C32 documents for all patients in RPMS
MANG Manage C Messaging transmissions

Select C Messaging Menu Option: EDIT Edit C Messaging Site Parameters
Now editing C Messaging parameters:

BACKGROUND JOB DELAY: 1//
RECORD GLOBAL REFERENCES: Do not capture global references
//
TIME TO RUN NIGHTLY TASK: 23:00// @
SURE YOU WANT TO DELETE? Y (Yes)

Now editing C32 (Patient Summary)-specific parameters:

DAYS KEEP TRANSMISSION ENTRIES: 30//

REPOSITORY LOCATION: http://sample.ihs.gov:19090/PatientRecordReceiv
erService/PatientRecordReceiverService Replace

Checking free space... OK

ENABLED?: YES//

Figure 2-2: Unschedule nightly C32 job

2.3 Stop the C32 Production

The instructions for this step depend on which version of Ensemble you are using. If
your version of Ensemble is 2009 or 2010, then follow the instructions in

Section 2.3.1. If your version of Ensemble is 2012, then skip Section 2.3.1 and follow
the instructions in Section 2.3.2.

Database Encryption SOP Standard Operating Procedures
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Ensemble 2009/2010

Enter the System Management Portal. Select the Ensemble Management Portal
option in the System Administration column.

1 Home - Microsolt Internet Explorer

Ble Edt Wew Favortes Tooks Help 3

Q< Q@ MEBAGQ Purt v @ - SELJE B
ckiess i8] Wtpef10.24.196.43:57772fcspisys Ukibome.c5p VB &-

System Management Portal
Licensed to: Vamgent; Inc.

Home | About | Halp | Logowt

» Database Encryption

» Globals
» Ensemble Management Portal

= Configuration » Classes » System Dashboard
= Security Management » SQL = Backup
= Licensing a Routines » Databases

a Processes
= Locks
= Journals

» Shadow Servers

= Task Manager

= System Logs

» System Usage

= License Usage

= CSP Sessions

= Background Tasks
= Diagnostic Report

£l D Irkerret

Figure 2-3: System Management Portal, Ensemble Management Portal option
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In the Ensemble Management Portal, navigate to the C32 namespace by selecting the
appropriate namespace from the Namespace select box in the upper right.

a Ensemble - Microsoll Infernel Explorer

fle Edt Vew Favortes Tocks Help
O - O [x] @ @ P oo @ (- 505 LK B

Agdress v:ﬂH'.'D'-F.l’lll-zi-l96-13!57???|'WWW-inﬁWlmmﬁmeﬁﬂﬁmxw-&mq i '50 al T

) ] ~

|HTERSY E Ensemble Management Portal 2 | :
Licerigad 1o Wangent, IR, - g 'l"_"

Haorme | Aot | Help | Logout A
CIGOLDS  » ~

|Home o o AGMPISANY .
| Productions Welcome to the Ensemble Management Portal: C3260L01 .
| System Monitar This is the C32GOLD5 namespace. %&v?_@
|Event Log 5;?%5.1“;
|Message Broweser | Ensemble Running Spryi|EMSG
|Business Processes = — T - S
| Business Rules Activities Completed:  [0OLD1 8,977
| Businiess Rule Log Froduction: EIMD.Prod.Production mere. = o
| Host Monitar Stant Time  2011-06-0813:24-43.027
|doks | Iob {  'Process
| Queues ) | |Total Jobs Running; 18 [LastActvity Time,  2011-06-08 13:25:43.202
iﬂlnﬂnwe | JP_b_:; o i 1_5__ m_:mmlu E_c!r_n!:uleted' 0
| Dashboards | Jaobs tnactive: 3 |Messages in Progress: o
| Business Metrics | Jobs of Orher Status: 0 |Messages in Queyes 1]
| Work flow Portal | Log Operation
| Testing Service | | Lest Error Time: o Last Activity Time: i am'l T-'-:'_E.'_‘?E'_ 13:25:43.202
| EDI { HL7 Manager | |Tocd Emor Count: 0 | Activicies Complered: o
|Logous | Messeges in Frogress: b
I Mes5ages in Queues Q
Seconds 1o refragh: 18 =
oo . T @ et :

Figure 2-4: Ensemble Management Portal, namespace selection
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In the C32 namespace, click the Stop Production button.

n Ensemble - Microsoll Internel Explorer
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| RS Ensemble Management Portal

NIE YSI-[MS Licensed ta; Vangent, Inc.

Horme | Abowt | Help | Logoutr

Home _

ProdocTions Welcome to the Ensemble Management Portal:

System Monitar This is the C32GOLDS namespace.

Ewvent Log
_IJ!!SS-&Q! Browser Ensemble Running Service

jBusiness Frocesses ’—'_ A — Last Activity Time:  2011-06-15 11:11:20.344 i

Business Rules Stop Rraduction J Activities Completed 118,977

Business Rude Log Froduction: BIMD.Prod.Production mrore...

Host Monitor Start Time: 2011 -06-08 13:24:43.027
Jobs lob Process
gueue!. ‘;n:ai Jobs Running: o 18 |Last Activity Time; '"Ezﬁi'i'::-s-os 1 3:25:43.2!32-
Frr— | R 1_-_{ %c_aw?ii__‘:_ur;plg e R u
Dashboards | |1obs inacrive: 8 |Messeges In Arogress; B
Business Mumﬂcg | Jobs of Orher Status: 0 | Messages in Queues: 1]
Woark flow Partal | Log Operation
Testing Senvice | |estemortime |Last Activty Time: 2011-08-08 13:25:43.202
EDI / HL7 Manager | |¥ord Emor Count. -0 | Activitles Completed: e
Logout | Messeges In Progress; Ll
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Seconds 1o refregh: O R
€] pore B Irkerret

Figure 2-5: Ensemble Management Portal, Stop Production button
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Click OK on the Ensemble Production Stop screen. If a dialog box asks if you are
sure you want to stop the production, click OK.

X Frsemble Start I Stop Page - Microsofl Internet Explorer

Eée Edk Yew Favorkes Tools Help

@M- > :u" l:‘i o S semch Siprvadss ) - s [ | ﬁ 3

4] hitpcif10.24.196.43:57 772 cspc 32gold5 S5 EnsStart SopPage. s MMODE st opddIFL sUENsHome. cspbg NAME SH A CE mig 10 =8 Prod Production v B = 'ﬁ %
Stopping Production BJMD. Prod. Production Status: Finlshed

Stopping Production...
System is quiescent
Requesting all jobs to terminate ...

Production stopped.

<::

2] bone W Ikt

Figure 2-6: Ensemble Production Stop screen, OK button

2.3.2 Ensemble 2012
1. Sign on to Ensemble’s Management Portal as the administrator.
2. At the top center, the main Management Portal page displays the server name,

the current user, the current namespace, license and instance information, and a
Switch link. Click the Switch link.

Database Encryption SOP Standard Operating Procedures
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" ENE21Z - Home - Windows Internes Explores T [ ]
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[Menu | Fiome Ao Heln | Logaut —

Servr et
Usar  Uhiknsewaileo

Namespacs REYS Swilch
Licensod o L 2012

Ty I Sy thama

|

Pipase select one of the categones onthe | of one of the opticns befow

-| 0] 0 EEE Search: | ] Management Portal |
System Information
- Home
mn Welcome to the Management Portal Sk B

Systarn Up Time

. DeepSee Favorites Did you know? 0d 4h B5m
i 910 imoee You can search for items by entering a phrase in th
search box and pressing Enter Ensemble Productions
3 productions !
& Ensemble
. System Operation
w
Recent Links
0 10 3 recantly wwed pag T e
' ' System Explorer Namespaces Samples
Memory and Statup Docismentation
Suppon
InterSystems
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Done G Local intranet | Protected Modes 04 = Ri% -
— T — — = ——— —— —— ———

Figure 2-7: Ensemble’'s Management Portal
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In the Namespace Chooser box, select the appropriate C32 namespace. The
namespace will consist of "C32" concatenated with the name of your RPMS
namespace. For example, if your RPMS namespace is called "TESTS", then the
associated C32 namespace will be called "C32TEST5". Click OK to select the
namespace. The namespace displayed on the Management Portal page will be
updated to reflect your selection.

e =

‘€ Namespace Chooser - Windows Internet Explorer || = =] [é]

. Namespace Chooser

Select a namespace

Available Namespaces
%SYS

DOCBOOK

ENSDEMOD
ENSEMBLE

SAMPLES

USER

HHX

If a namespace exists but is not listed, then you may not hold permission to
view it, or its database may not be mounted.

'ﬁ', Local intranet | Protected Mode: Off 4 v HI100% «

Figure 2-8: Namespace Chooser
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3. On the main Management Portal page, select Ensemble in the left column, then
select Configure >>, then select Production. When the View, Edit, Start, or
Stop a Production option appears, click the Go button to display the Production
Configuration page.

'@ ENS2012 - Home - Windows Internet Explorer [E=EE=R==|

—
@U = [ nitp://localhost 57774/ csp/sys/ %25CSP.Partal. Home.zen?SNAMESPACE=C20XK [ & [ [ x |[= ang R
% @Convert ~ [ Select

¢ Favorites | 4 ENS2012 - Home

Home | About | Help | Logout |+
Server. MNamespace: C32KXX Switch
User. UnknownUser Licensed to: License missing of unreadable.  Instance: ENS2012 by InterSystems
i o0
Vlew. Search: | Management Portal
Home - General details on this system
| Build » Business Partners H: View System Dashboard
View » Credentials -~ System Up Time
o DeepSee List» Schedule Specs View, Edit, Start or Stop a 1d 20 24m
Monitor » Data Lookup Tables Producion. Ensemble Productions
o G There are no productions
Manage » Syslem Default Seﬂlngs currently running on this system £
O Ensemble Interoperate » Message Bank Link
Test» Add to favorites
- System Resource(s)
w System Operation i
Ens_ProductionConfig'RE/
Custom Resource
' ’ System Explorer
Assign
‘ System Administration
€4 Local intranet | Protected Mede: Off v ®M10% v

e s g Ly - P— W —

Figure 2-9: Ensemble’'s Management Portal, Production Go button
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4. Above the Services column on the left, the words Ensemble Running will be
displayed. If the words Ensemble Stopped are displayed, then the production is
already stopped and you should skip to section 2.4.

‘& Production Configuration - Windows Internet Explorer

BN

—
@U < [© http:/Nlocalhost 7774 csp/c3Don/EnsPortal.ProductionConfig.zen?SNAMESPACE = C32)A&SNAMESPACE=C32X00X - &[4 ] x |[= sing

x @Convert v [ Select

o -]

¢ Favorites

&£ Production Configuration

Home | About | Help | Logout Ensermble = Production Configuration
Server AR EEINGN MNamespace: C32XXX Switch

User UnknownUser Licensed to: License missing of unreadable.  Instance: ENS2012

by InterSystems

_) BIMD.Prod.ErrorRecordBS
Ens ProductionMonitorService

) Refresh: © on @ off Sort: Mame Status  Number . .
=/ relresh: SO0 8 Production Configuration
Category: Al A Legend Production Settings Production Setﬁngs
Services * Processes + Operations *
) BIMD.NIST ValidateC32FileBS ) BJMD NIST ValidateC32BP AlertEmailBO Settings | e e e

() BJMD.Prod.PushC32DocBP

BJMD.NIST.Operation.ValidationWebService SO, Apply ¥ & Search:
() BIMD Prod.SendPullResponseBP -

BJMD NIST ValidateC32FileBO

BJMD.Prod.C32FileBO
BJMD Prod.PullWs Op PatientR, iverf
BJMD Prod.PushWS.Op.PatientRecordReceiver

() Ens.Alert
() GeneratePullDocBP
() GeneratePushDocBP

» Infe i | Settings

9]
S
D
) PUllC32BS
7) PushC328S

leleleolo)ole)

~ Basic Settings
Actor Pool Size
2

+ Additional Settings

+ Development and Debugging

These are the Production settings.

To view item settings, click on a configuration item.

€& Local intranet | Protected Mode: Off

®100% v

—— LE Ly = — — m

Figure 2-10: Ensemble production in a stopped state
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5. Click the Stop button. It might take the production a few seconds to stop. When it
stops, you will see the text in Figure 2-12 appear on the screen. There might be

additional messages on this screen if it takes Ensemble more than a few seconds
to stop all associated processes.

'€ Stop Production - Windows Internet Explorer EI@
o Stop Production
Stopping Production: BJMD.Prod.Production
StoppingProduction
11:39:49.965:Ens.Director: StopProduction initiated.
11:39:50.010:Ens.Director: Production 'BJMD.Prod.Production' stopped.
Done.
Ok
Done &Localintraneﬂprotected Mode: Off fy v ®I10% -

Figure 2-11: Stopping the Ensemble production

1. Click OK to return to the Production Configuration screen.

Database Encryption SOP
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2.4

Dismount the C32 Database

The instructions for this step depend on which version of Ensemble you are using. If
your version of Ensemble is 2009 or 2010, then follow the instructions in

section 2.4.1. If your version of Ensemble is 2012, then skip section 2.4.1 and follow
the instructions in section 2.4.2.

2.4.1 Ensemble 2009/2010

Return to the System Management Portal by clicking Home in the upper left of the
Ensemble Management Portal.

A Ensemble - Micresell Internet Explorer

Fle Edkt Wew Favorkes Tooks Help &
O - @ KB Poos oo @ 3-S5 HLJE B

Agcress | 8] betpe{10.24.196 4357772 cspfc S2goldS Lt EraHome s SNAMESPACE= v B ﬁ‘ :

Ensemble Management Portal
Licapdad 0o Vangent, IRc.

Home y

Procikcaons Welcome to the Ensemble Management Portal:

System Monitor This is the C32GOLDS namespace.

i IR

Message Browser 8 Ensemble Stopped Service

Business Processes . Last Activity Time:

Business Rules _ - Activities Completed a

Business Rule Log Froduction:  EIMD.Prod.Production more...

Host Monitor | |5tan Time

Jobs lob Process

Cueuss | |Total jobs Running: O [Last Activity Time:

Malntenance :1|:|hs OK: o Activities Completed [x]
Dashboards gnhs Inactive O |Messages in Progress [a]

Business Metrics | Jobs of Other Statws: 0 |Messages in Queues: 1]
WorkflowPoril | Log ‘Qperatign

Testing Service Last Ervor Time Last Activity Time

LEDt { HLT Manager | Total Ervor Count: O | Activities Completed o

Lg;”m Messages in Progress o

— ] Messages in Queues [a]

Secoredt 1o refregh: 21 X
£&] beee ' @ Ireernet -
Figure 2-12: Ensemble Management Portal, Home option
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Select Databases in the Operations column.

; Home - Microsolt Infernel Explorer

Bie Edt View Favorkes ook Hep - w
Qus - Q- [6 B @ Pswer Jorens @ - 575 LK B
Address | ] betpe]{10.24.196 4357772 caplsysfLiHome csp fUAMESPACE v B a %__] >

System Management Portal Server:
Licensed ta: ¥Yangent, Inc. Instance:

Home | About | Help | Logout

Usar:

=
= Configuration a Classes = System Dashboard
» Security Management A SQL » Backup
= Licensing 2 Routines » Databases <:|
» Database Encryption a Globals » Processes
» Ensemble Management Portal = Locks
= Journals

= Shadow Servers

= Task Manager

= System Logs

» System Usage

» License Usage

= CSP Sessions

» Background Tasks
= Diagnostic Report

& W Irkerret

Figure 2-13: System Management Portal, Databases option
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On the Databases screen, locate the C32 database and click Dismount for that
database. Be sure to select the correct database.

) Databases - Microsoll Inlernet Explorer

Ele Edt Yew Favortes Tocks Help
OO RNEo

sighess ] MeIf10.29. 196 ABSTP T 2csn sy sfopi tEys Opbotabases. cop fNAVESPACE=

) A % R
S semch Sormenss ) (- 22 [BH |

INTERSYSTE

Databases

Horme | About | Help | Logout

Freespace | Integrity Check | Integrity Log

Licensed to: Yangent, Inc.

The follawing is a list of the local databases:

|Last update: 2011-06-15 11:1 11415 [Jauts |

Page

L2 » 3 of2

hintersystems\ensemblemar, Unlimited Mounted/RW

CACHELIR h:yntersystemsensembleymgricacheliby, Unlimited 225 | Mounted/RW | Mo Mo

CACHETEMP | hi\intersystems\ensemble\marcachetempy, Unlimited 382 Mauntedﬁ!w' No Mo

CACHEAUDIT | h:yntersystems\ensembleymaricacheaudit’, Unlimited 1 Mounted/RW Mo Yes

AGMPIGOLDE | hiagmpigelds Unilimated 11 MGUMBUJRW. Yas Ho ISrngu

AGMPISILYL | hrhagmpisilvudy, Unlimited 11 Mounted/RW | Yes Mo Dismaunt

CIRGOLDL gold1h, Unlimated | 226 Mounted/RW  No Yes D_-M. '

C32G0L0S Unlimited 5991 Mounted/BW | Yes Ho Qismount <:|

C3IRSILVE L H SISy, Unlimitad 225 | Mounted/RW | No Ho Rigrapunt =

C32SILVLY Jivensembledc32silvuy, Unlimited 11  Mounted/BW Mo Mo

CIZTESTS | hie32tests, Unlimated 571 | Mounted/RW | No Ko SO &
i ik
8] e D Ireerret

Figure 2-14: Database screen, Dismount option
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On the Dismount Database screen, click the Perform Action Now button.

n l:lpcr.*_l]inn Activities - Microsall Interme! !l:plwr.-r

Bl Edt Wew Favokes ook belp >
GM - "“J 2 ) ) samch '_»_-'..-FMH 0 ai3=L @8
Auicess | 8] hetpeff 10,24, 196 43:57 772 cspfeys opiUtiSysaction cap e " — — 6 ﬁ: '

Dismount database

Dismount database C32G0L0DS

Are you sure you want to do this?

[ Perform Action New |

‘:J-h:ne .n&r;u

Figure 2-15: Dismount Database screen, Perform Action Now button
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2.4.2

Ensemble 2012

Return to the Management Portal by clicking Home in the upper left corner of the
Production Configuration screen.

S oA W Ve T |- ]
G = [© ris/1034.196 4357775 cop e 12900 TP ortal ProsuctionContiy sen S HAMESPACE= CHIGOLDL SSHAMESPACE - CIIG0L DI ~[o [ ||E aing L=

% @Comvert = [ Sebect

arizée » Producion Configuriton g
Eewr&» -E: Lt ":I Hamatpace CIRGOLDT Swiich

Usor pvenak Liconsed o Wange, inc, Instance EIHS LT
L) Refresh: © on & off Sort: Mame Status  Mumbs
E Catogory: Al - Legend  Froduction Seitmgs
Services * Processes * Operations *
) BAD NIST ValidateC32F leBS BJMD NIST ValidateCIZBP ) AlerEmaiBO
J BAD Prod ErrorfecordBS BJMD Prod PushCl2DocBP () BUMD NIST Operaton. validabon\WebSenvice SO _ v & Seach
! Ens ProductonionitorSanace  BJMD Prod SendPullResponse BR () BJMD NIST ValidateCI2FieB 0
) PUlC32B5 Ens Al BIMD Proa C32FileB0
PushCI285 GaneralsPulDocEP BJMD Prod PUlWS Dp PasenitecordRecewers] * Mermational Seftings
GeneratePushDocBF BJMD Frog Pushs Op PasentR scardRecenm
~ Basic Senings
Actor Pocl Size
2
+ Additional Setings
+ Developmant and Debugging
These are thi Production $E1ngs
To view ilem settings, clck on a configuabion ilem
Done S Local intranet | Protected Modes Off o s -

Figure 2-16: Production Configuration screen, Home option
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In the Management Portal, select System Operation, then select Databases.
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Figure 2-17: Management Portal, Databases option
On the Databases screen, locate the C32 database and click Dismount for that
database. Be sure to select the correct database.
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Figure 2-18: Database screen, Dismount option
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2.5

2.6

On the Dismount Database screen, click the Perform Action Now button.

8 Operation Actiities - Windows Intemel e ]

@Q. [ 1) hiter Nocalbont STTT4 /csplywop/ UitScton capActions Detmount Detabse &S < 53ASS Coterrystemns e5C ensembiedl1 1S CmgrasCoilgodssusadins ~| B [42 ] x |2 ang ]
w @ Conven = [ Select

w Favorites 38 Operstion Acthtier

Di nt database C32GOLDS

Are you sure you want to do this?
Pedorm Action How JF

Done & Local intranet | Protected Mode: O#f o Rl0K -

Figure 2-19: Dismount Database screen, Perform Action Now button

Perform Encryption

Encrypt the database following the instructions provided in the separate encryption
document. If you need a copy of the encryption document, contact the Office of
Information Technology (OIT). See section 3.0 for OIT contact information.

Re-mount the Database

The instructions for this step depend on which version of Ensemble you are using. If
your version of Ensemble is 2009 or 2010, then follow the instructions in

section 2.6.1. If your version of Ensemble is 2012, then skip section 2.6.1 and follow
the instructions in section 2.6.2.
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2.6.1 Ensemble 2009/2010
In the System Management Portal, select the Databases option in the Operations

column.

'3 Home - Microsafl Internet Explorer [
Be Bt Yew Favorkes Tock b L
Qs - Q- (8] B @ Psewsr Sernees @ (3-S5 L) 3

Agcress 48] bitpef10.24.196. A2 STT T2 capisys LkIHome. Cp INAMESPACE * B a:] )

System Management Portal
Licenzed to: Yangent, Inc.

Home | About | Halp | Logout

2 Configuration a Classes
a SQL
» Routines
» Globals

= Security Management

= Licensing

= Database Encryption

» Ensemble Management Portal

» System Dashboard

» Backup
» Processes

» Locks

= Journals

» Shadow Servers

» Task Manager

» System Logs

» System Usage

= License Usage

» CSP Sessions

» Background Tasks
» Diagnostic Report

& 0 Infermet

Figure 2-20: System Management Portal, Databases option
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Locate the C32 database and click Mount for that database.

; Databases - Microsolt Internel Explorer

Ele Edt Yew Favorkes Tooks Help
Q- ) x] @ @) Loswe Sorvas @ - L5 LJE B

fkkess [ 48] hktpef10.249.196.4 357772 cspf s topiUiSysopbatabases, cspT S HAMESPACE Ll = - aﬂl i

Databases
Licansed ta: Yamgent, Inc.

Home | About | Help | Logout

Fresspace | Integrity Check | Integrity Log

The following Is a list of the local databases: [Last updste: 2011-06-15 11:13:59.096 [ Auto |
h:\ntersystems\ensemblebmar, Unrlimated Mounted/ R
CACHELIE h:\ntersystems\ensembleymar\cacheliby, Undimited 225 Mounted/BW | Mo Mo
CACHETEMP | h:\intersystems\ensembleymgiicachetemp', Unlimated 382  Mounted/RW Mo Ko
CACHEAUDIT | havintersystems\ensembleymgr\cacheaudity, Undimited 1 Mounted,/B\W | Ho Yes
AGMPIGOLDE | h:\agmpgolds, Unlimited 11 | Mounted/RW | Yes
AGMPISILYL | hrhagmpisileu), Undimitad 11  Mounted/RW | Yes
Urhmatad 226 | Mounted/RwW  No
Undimited 5991 'Dismounted  Yes
Unilimitaed 225 Mounted/RW | Mo
CI2SILYL Jensemblehc 325l Unfimited 11  Mounted/RW  HNo
CIPTESTS hshe32test sy Urilimited 571 Mounted/RW Mo Mo iarmioun @
< >
&] oere D Irkernet
Figure 2-21: Databases screen, Mount option
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On the Mount Database screen, ensure that the Read Only checkbox is unchecked
and click the Perform Action Now button.

; Operation Activithes - Microsofl Intermet E‘lplprcr

Be Edt Yew Faeorkes Jooks  Help
Qe - O 2] B € Powen Jorrms @ -5 5 LK B

figdkess | ] hitpef10.24.196, 43 5T 2 ospfsysiopfLRilSysAction. crpActionmMount %00t abasebg 10 mh W% S CCXEgoldS SR D= 3250 DS NAME SPACE = ~| B = '?,L =

Mount C3Z2GOLDS in the following Mode:

ORead Only

R —

£l Done [y —
Figure 2-22: Mount Database screen, Perform Action Now option
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2.6.2 Ensemble 2012

In the Management Portal, select System Operation, then select Databases.

N i W i e ey

G = [ rise/1024 1964357775/ s 73/ 45€5P.P et Homa e 5P CHD = BOOURLO0D L DI OIS idn- B GHome

w @ Comvert = [ Select

o Faverites & E3S - Home

'E‘ffﬂ:'&",i‘*: -

MU Home | Ahot | Help | Logout
= Bervor TUDUITTTR] Namespace NSYS Swirch
User  medvorak Licensad b Uy e Sratem
View: Management Portal ‘
5 System Dashboard - Syslun! llnfurmlation
A‘_ o e R e i e e
1 e Backup » en Biashbped
Databases System Up Time
o DeepSee Processes 11d Oh 37m
Locks Ensemble Productions:
& Journals y e ! i
Ensemble
S"msmls b B0 Prod, Production in
Mirrar Monitor CI2G0LD
. okl et Stapperd
@™ gystem Operation TJaskManager» Vi Sty
System Logs »
System Usage
' ' System Explorer License Usage »
CSP Sessions
Background Tasks
System Administration o0
Diagnostic Reparts
& Local intranet | Protected Modes 08 o~ RiWE =

Figure 2-23: Management Portal, Databases option

Database Encryption SOP
September 2013

23

Standard Operating Procedures



C32/CCD Clinical Summary (BJMD) v1.0 Patch 1

On the Databases screen, locate the C32 database and click Mount for that database.

7 B P e e Tl e e
@\.:"' | & rotye /71024 1964357775/ cxp/mynop Uit sOpatabases.cop 'i"i"l:}:‘}"" A
x @ Comvert = [ Select

e Faverites | Dutabunes

Mehi Homa | Aboot | Halp | Logout System = DakiDEs ek
User pdvorak Licensadic Vaagent inc.  insiznce EXHE
The fobowing is 3 ks of the local databases [Last ugdate: 20420714 0fodm5 272 e
irw Fagmaize 30 - S fund 14
L s Uniemted 108 | MsustesTon | e Yes
herayatemss Jhamoricach et Unimted MY Ugusina® | Mo ]
LRT T R Unirde 1095 | MoustesSTN | Mg L]
hiniersystessleJhs\mgricache!, Unimdes I | MeustedTW | Na L] 1
UG | hiien e Mnaimgreachesust, Unimdes 1| Moustea®y | ha Yes
RGO Unimted! T4 Dmmoustes  ha Yo Mol
ROCEOgN K Uniemed 142 | Moustes® | Na Ha |
Rrderaysiemia M haimoranasems| Unimites A1 MeustesToN | N Ha
LRE RIS P S Unibemites T MBS | N ed
hiterayatemale Jhalmgrna Unirmded 0 MousteSTN | e K
[lensembielelig goid1l Unbmed 3T | Mousked® | Ko Wes
15~ Unbmtns BEAE | Uousins®i | Ko Ha
hnterayatenas M moriaamries Unimiss £1 | aunsSRW | No L]
Rt iy e T Lnbmied T MeusteaTN | N e
Done & Local intranet | Protected Mode: 04 v KN v

Figure 2-24: Databases screen, Mount option
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On the Mount Database screen, ensure that the Read Only checkbox is unchecked
and click the Perform Action Now button.

¥ Operation Activitees - Windows Internet Explarer
€ IS LA bt ot : y GO SSAMEATE: = 5] X
& Convert = [ Select

Faverites & Opestion Ataaties

Mount CIZGOLD1 in the following Mode:

Read Cnly

o s ;<:|

S Locall intranet | Protected Modes 08

Figure 2-25: Mount Database screen, Perform Action Now option

2.7 Reschedule the Nightly C32 Job

This step is required only if you unscheduled the nightly C32 job in section 2.2. If
you did not unschedule the nightly C32 job, then skip to section 2.8

Go to the C Messaging Menu by selecting the BJMD C MESSAGING option in
TaskMan. From the C Messaging Menu, select the EDIT option. Reschedule the
nightly job by entering the time to run the job at the TIME TO RUN NIGHTLY

TASK prompt.
Select OPTION NAME: BJMD
1 BJMD BACKGROUND JOB Background job for C Messaging transmissions
2 BJIJMD C MESS MGR Manage C Messaging transmissions
3 BJIMD C MESSAGING C Messaging Menu
4 BJIMD C32ALLGEN Generate C32 documents for all patients in RPMS
5 BJIMD C32GENONE Generate C32 for a single patient
Press <RETURN> to see more, "~" to exit this list, OR
CHOOSE 1-5: 3 BJMD C MESSAGING C Messaging Menu

EDIT Edit C Messaging Site Parameters
ONE Generate C32 for a single patient
ALL Generate C32 documents for all patients in RPMS
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MANG Manage C Messaging transmissions

Select C Messaging Menu Option: EDIT Edit C Messaging Site Parameters
Now editing C Messaging parameters:

BACKGROUND JOB DELAY: 1//

RECORD GLOBAL REFERENCES: Do not capture global references
//

TIME TO RUN NIGHTLY TASK: 2300

Now editing C32 (Patient Summary)-specific parameters:

DAYS KEEP TRANSMISSION ENTRIES: 30//

REPOSITORY LOCATION: REPOSITORY LOCATION:
http://sample.ihs.gov:19090/PatientRecordReceiverService/PatientRecordReceiverServic
e Replace

Checking free space...OK

ENABLED?: YES//

Figure 2-26: Reschedule Nightly Task

2.8 Restart C Messaging

From the C Messaging Menu, select the MANG option. Restart C Messaging by
entering Y at the Start C Messaging? prompt. This option will also automatically
restart the Ensemble production, so it is not necessary to start the production from the
Ensemble Management Portal.

EDIT Edit C Messaging Site Parameters

ONE Generate C32 for a single patient

ALL Generate C32 documents for all patients in RPMS
MANG Manage C Messaging transmissions

Select C Messaging Menu Option: MANG Manage C Messaging transmissions
C Messaging status:
No configuration problems found

C Messaging processing task is not running

Start C Messaging? No// Y (Yes)
Attempting to start C Messaging (JUN 15, 2012@10:38:11)..C Messaging started

Figure 2-27: Restart C Messaging

Normally, starting C Messaging will automatically start the associated Ensemble
production within two minutes. If your _SYSTEM user account has been disabled,
then it will not be possible to automatically start the Ensemble production. In that
case, the production will need to be started manually.

The instructions for starting the Ensemble production depend on which version of
Ensemble you are using. If you are using Ensemble 2009 or 2010, then follow the
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steps in section 2.8.1. If you are using Ensemble 2012, then skip section 2.8.1 and
follow the steps in section 2.8.2.

2.8.1 Ensemble 2009/2010

1. Sign on to Ensemble’s System Management Portal as the administrator.

2. On the main System Management Portal page, select Ensemble Management
Portal at the bottom of the leftmost column.

3. Inthe top right corner you will see the word Namespace and a drop-down list of
all namespaces defined within the Ensemble instance. Select the namespace
where your C32 Ensemble production is located. The application will refresh the
page, and you will see this name prominently displayed at the top of the page.

Note: Ensemble namespaces can look almost identical when
viewed on this page, so make sure that you have the right
namespace selected.
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At the top of the inner box the words Ensemble Stopped will be displayed:

emble - Mozilla Firefox
File Edt View History Bookmarks Tools Help

G ~ C 0 (o U ne:f10.24.196.43:57772 csplensemblefUtiEnsHome.csp?CSPSHARE =1 84 NAMESPACE=ECSPCHD=00200C 77 - | | *f - cooy P L

Ensemble Management Portal A = Server:
Licensed to: Wangent, Inc. 1 _ - Instance:

User:

Home | About | Help | Logout

Hnme
Productions. Welcome to the Ensemble Management Portal:
SystenMoniter This is the ENSEMBLE namespace.
Event Log
Message Browser :
A9 Ensemble Stopped < I service
Business Processes N | T 7
= Last Activity Time;
Business Rules | Start Production |
3 Activities Completed: [}
Business Rule Log PreAlCHan S BTe
Host Monitor Start Time:
Jobs lob Process
Queues Total Jobs Running: 0 |Last Activity Time:
Maintenance Jobs OK: 0 |Activities Completed: 0
Dashboards Jobs Inactive: 0 |Messages in Progress:
Business Metrics Jobs of Other Status: 0 |Messages in Queues: 0
Work flow Portal Log Operation
Testing Service Last Error Time: Last Activity Time:
EDI / HL¥ Manager Total Error Count: 0 |Activities Completed: 0
Logout Messages in Progress: 0
Massagas in Queues: 0
" Zeconds to refresh: 15
o v
Dane S s3r0x

Figure 2-28: Ensemble production in a stopped state

4. Click the Start Production button immediately under the words Ensemble
Stopped.
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5. A pop-up will appear and ask you “Are you sure you want to start Production
BJMD.Prod.Production?” Click OK. The lines in Figure 2-30 should appear on
the screen.

¥ Ensemble Start / Stop Page - Mozilla Firefox

Fil= Edit Yew History Bookmarks Tools Help

@ - (gt |0 beepiff10.24,196,43:57772 cspfca2gald1 JCSPY. EnsStartstopPage, cls?MODE=skarta RL=UtIEnsHome. csped 77 - | | - 5| (nee| -
Ensemble Production Start
Starting Production BJMD.Prod. Production Status: Finished

ConfigItem '"AlertEmailBO' started.

ConfigItem '"BJIMD.Prod.C32FileBO' ztarted.

ConfigItem 'BJMD. Prod.CompiledRecordBS' started.

ConfigItem 'BJMD. Frod.ErrorRecordBES' started.

ConfigItem '"BJIMD.Prod.GenerateC3ZDocEPR" started.

ConfigItem '"BJIMD.Prod.PullWg.Op. PatientRecordReceiverPort! started.
ConfigItem "BJIMD.Prod.PushW&.Op. PatientRecordReceiverPort! ztarted.
Configltem 'Ens.Actor™ updated.

ConfigItem "Ens.Actor' updated.

ConfigItem '"Ens.Alarm' =started.

ConfigItem "Ens.Alert' ztarted.

ConfigItem 'Ens.MonitorService' started.

ConfigItem 'Ens.ScheduleHandler' started.

dcheduler has bkeen updated.

Production BJMD. Prod. Production started.

Done S! s3rox

Figure 2-29: Starting the Ensemble production

6. Click OK to return to the Ensemble productions screen.
Notice that the button that used to read Start Production now reads Stop
Production. The button will remain in this state as long as the production is running.

2.8.2 Ensemble 2012
1. Sign on to Ensemble’s Management Portal as the administrator.
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2. At the top center, the main Management Portal page displays the server name,
the current user, the current namespace, license and instance information, and a
Switch link. Click the Switch link.
§ THENLY - Mome - Windaws Intermet Esplorer BT

@C_}-'g-.—.:_— Rocalhst STTAL cip syt PSISCSP Potal Home chTisGoHames1 w| @] 4| x |{=0 By oo
w @ Comvet = [ Select

it Favorites o ENS2012 - Heene

Menu Foma | Abous | Help | Logout
Berver EENIILUL N Mamespace S5YS Switch —_Eﬁ&u"ﬂ:I1°
User, Unkivommibser Licensod io: Lic - 2017 [

4
Uiuw:m nas Search: | 1 Management Portal ‘

System Information
Welcome to the Management Portal SRR
Pilease saloct ong of the catogorses on 1he lokl of cne of the options below

System Up Time

Deeps Favorites Did you know? Dd 4h B5m
Epset 1o 2 ety pag You can search for tems by entering a phrase intf ;
search box and pressing Enter Ensemble PFlGdll-ICllClns
0 Ensemble
' System Operation
Recent Links
' ' System Explorer Hamespaces Samples
Memary and Starfup Documentation
Suppon
inter Systems
‘ System Administration
Done WL Loscal inbranet | Protected Mode: 08 v HL0N v
Figure 2-30: Management Portal
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In the Namespace Chooser box, select the appropriate C32 namespace. The
namespace will consist of "C32" concatenated with the name of your RPMS
namespace. For example, if your RPMS namespace is called "TESTS", then the
associated C32 namespace will be called "C32TEST5". Click OK to select the
namespace. The namespace displayed on the Management Portal page will be
updated to reflect your selection.

e =

‘€ Namespace Chooser - Windows Internet Explorer || = =] [é]

. Namespace Chooser

Select a namespace

Available Namespaces
%SYS

DOCBOOK

ENSDEMOD
ENSEMBLE

SAMPLES

USER

HHX

If a namespace exists but is not listed, then you may not hold permission to
view it, or its database may not be mounted.

'ﬁ', Local intranet | Protected Mode: Off 4 v HI100% «

Figure 2-31: Namespace Chooser
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7. On the main Management Portal page, select Ensemble in the left column, then
select Configure >>, then select Production. When the View, Edit, Start, or
Stop a Production option appears, click the Go button to display the Production
Configuration page.

'@ ENS2012 - Home - Windows Internet Explorer [E=EE=R==|

—
@U = [ nitp://localhost 57774/ csp/sys/ %25CSP.Partal. Home.zen?SNAMESPACE=C20XK [ & [ [ x |[= ang R
% @Convert ~ [ Select

¢ Favorites | 4 ENS2012 - Home

Home | About | Help | Logout |+
Server. MNamespace: C32KXX Switch
User. UnknownUser Licensed to: License missing of unreadable.  Instance: ENS2012 by InterSystems
i o0
Vlew. Search: | Management Portal
Home - General details on this system
| Build » Business Partners H: View System Dashboard
View » Credentials -~ System Up Time
o DeepSee List» Schedule Specs View, Edit, Start or Stop a 1d 20 24m
Monitor » Data Lookup Tables Producion. Ensemble Productions
o G There are no productions
Manage » Syslem Default Seﬂlngs currently running on this system £
O Ensemble Interoperate » Message Bank Link
Test» Add to favorites
- System Resource(s)
w System Operation i
Ens_ProductionConfig'RE/
Custom Resource
' ’ System Explorer
Assign
‘ System Administration
€4 Local intranet | Protected Mede: Off v ®M10% v

e s g = W - P— W —

Figure 2-32: Management Portal
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8. Above the Services column on the left, the words Ensemble Stopped will be
displayed. If the words Ensemble Running are displayed, then the production is
already running and you should skip the rest of this section.

‘& Production Configuration - Windows Internet Explorer = |- P ||

@\)- [ http://lacalhost:57774/csp/ 3200/ EnsPortal ProductionConfig.zen?SNAMESPACE= C32X0XXESNAMESPACE=C32X00X - &[4 ] x |[= sing FRd

x @Convert v [ Select

/i Favorites | £ Production Configuration

Home | About | Help | Logout Ensermble = Production Configuration
Server [HTIIGUIGN MNamespace: C32XXX Switch
on User  UnknownUser Licensed to: License missing or unreadable.  Instance: ENS2012 by InterSystems
() Refresh: © on @ off Sort: Name Status  MNumber . .
Production Configuration
Production Stopped Category: All h Legend Production Settings Production Settings
Services * Processes + Operations *
() BJMD.NIST ValidateC32FileBS ) BIMD.NIST.ValidateC32BP () AlertEmailBO
() BIMD.Prod.ErrorRecordBS ) BJMD.Prod.PushC32DocBP (0 BJMD.NIST.Operation Validation\WebServiceSO. Apply ¥ & Search:
() Ens.ProductionMonitorService MD Prod.SendPullResponseBP () BJMD.NIST ValidateC32FileBO .
(O PullC32BS s.Alert (0 BIMD.Prod.C32FileBO — — .
() PushC32BS () GeneratePullDocBP () BJMD.Prod PullWS Op.PatientR ivere] * Settings
() GeneratePushDocBP () BJMD Prod.PushWS.Op.PatientRecordReceiver|
~ Basic Settings
Actor Pool Size
2
+ Additional Settings
+ Development and Debugging
These are the Production settings.
To view item settings, click on a configuration item.
€ Local intranet | Protected Mode: OFf ¥4 v ®100% v
— T T = — | y— T

Figure 2-33: Ensemble production in a stopped state

9. Click the Start button. There might be additional messages on this screen if it
takes Ensemble more than a few seconds to stop all associated processes.
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3. A pop-up will appear and ask you “Do you wish to start this Production?” Click
the OK button. The lines in Figure 2.34 should appear on the screen.

@ Start Production - Windows Internet Explorer

[= ][ mSn)

o Start Production

Starting Production: BJMD.Prod.Production

09:56:46.260:En=s.Director:

05:56:46.588 :Ens.Director:
Done.

Production

'"BJMD. Prod. Production' starting...
Production

"EJMD.Prod. Froduction' started.

Done

?l', Local intranet | Protected Mode: Off

Figure 2-34: Starting the Ensemble production

Click OK to return to the Production Configuration screen.
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Contact Information

If you have any questions or comments regarding this distribution, please contact the OIT
Help Desk (IHS).

Phone: (505) 248-4371 or (888) 830-7280 (toll free)

Fax: (505) 248-4363

Web:  http://www.ihs.gov/GeneralWeb/HelpCenter/Helpdesk/index.cfm

Email: support@ihs.gov
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Trademark Notice

Caché and Ensemble are registered trademarks of InterSystems Corporation.

Continuity of Care Document (CCD) is a registered trademark of Health Level Seven
International.
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