SERVICE.
e sy,

ST o
S o ‘25 _‘:e“
3 Z : :
M‘ ‘6 ‘b(.]) i};’#

45 .19 )’”*h

RESOURCE AND PATIENT MANAGEMENT SYSTEM

C32/CCD Clinical Summary

(BJMD)

Installation Guide and Release Notes

Version 1.0 Patch 3
September 2013

Office of Information Technology (OIT)
Division of Information Resource Management
Albuguerque, New Mexico




C32/CCD Clinical Summary (BJMD) Version 1.0 Patch 3

Table of Contents

1.0 REICASE NOTES ..ottt a e e e e e e e eea b e e e e e e e eeenannns 1
P22 I [ 1S = 1 = U o o T N o 2
2.1 Contents Of DIStHIDULION ........covvviiiiiee e e e e e 2

2.2 ReEQUIrEd RESOUICES ......uiiiieiieeieeiitie ettt e e e e e e eenaenes 2

221 RPMS 2

2.2.2 Required Installation Parameters ............oouuuuiiiiiiiiiiiiiiiiiiiee e 2

2.3 Before YOU BeQIN........uuiiiii it e e e e e e e e eaannnns 3

3.0 Installation INSTIUCTIONS ....uiiii e 4
3.1 ArChItECIUIal ISSUEBS ... 4

3.1.1 Overview of Installation StEPS ......cveeeeeiiiiiiiiiic e 4

3.2 DISK SPACE ... eeeaaaaa 5

3.2.1 Disk Space During Installation...............c.oeuuuiiiiiieeeeeeeeeceee e eeeeeeeaains 5

3.2.2 Additional Disk Space within the main RPMS Database. ....................... 5

3.2.3 Disk Space for the New C32 Database .........cccceeeeeeeeieeviiiiiiiieeeeeeeeennnnnns 5

3.2.4 Disk Space for Sites withinthe IHS HIE ..., 6

3.2.5 Disk Space for the C32 Audit LOG........ccvvvriiuieiiiee e eee e 8

3.3 N (o101 0= 111 T USSR 9

3.3.1 Impact of C32 installation on Journaling..........ccceeeeevvveeviieiiiieeeeeeeeennnnnns 9

3.3.2 Impact of Regular C32 Operations on Journaling...........cccceeeeeeeeeeeennnnnns 9

3.3.3 Impact on Journaling at Sites within the IHSHIE ...............ccceevirvnnnne. 10

3.3.4 Impact on Journaling at RPMS Sites not in the IHS HIE ..................... 10

4.0 Installation INSTIUCITONS ....ciie i e e e as 11
4.1 Pre-Installation.............uiiii i 11

4.2 ENnable LONG StHNGS ...uuuieeeeii e e e 11

4.2.1 Ensemble Version 2009 0r 2010 .......ccuuuviiieieeeeeeeeiiieiee e e e e e e 11

4.2.2 Ensemble Version 2012 ...t 12

4.3 Verify Access to Configuration File.............coovvvviiiiiiiiiiieeee e, 14

T I VAV 0 To (0111 USSP 14

4.3.2  UNDXIADX ittt et a e e eeeee e 18

4.4 Create a Directory for the C32 Database.........cccooeveeviveiiiiiiiiieeeeeeeeeiiins 19

4.5 StOP €32 e 20

451 Stop C Messaging OPtiON........ceeeeeiiiieiiiiiiieee ettt e e 20

4.5.2 Stop the C32 Ensemble Production..........ccccceeevvveeiiiiiiiieeeeceeeeeiienn 20

4.6 Install the BFMC KIDS BUIld.........coouiiiii e 26

4.7 Confirm that BFMC installed successfully.............ccccvvviiiiiiiie e, 28

4.8 Install the BIMD KIDS BUIld ..........oouuiiiiiiii e 29

4.9 Sample Installation of the BFMC KIDS build .............coooiieiiiiiii. 32

4.10 Sample Installation of the BIJMD KIDS build..........cccccooiiiiiiiiiiiiiiniee. 34

5.0 Post-Installation Configuration INStrUCLIONS .......covieiiiiiiiiiiiee e 42
5.1 Ensemble 2009/2010 Post-Installation Configuration................ccccceuu..e. 42
Installation Guide and Release Notes Table of Contents

September 2013



C32/CCD Clinical Summary (BJMD) Version 1.0 Patch 3

5.1.1 ENCrypt C32 Database .......cccouuuuiiiiiiiieiiiiiiiiiee e e e 42

5.1.2 Configuring Email NOtificationS..........cccvvvviiiiiiiii e 42

5.1.3 Turning Off Journaling in the C32 Database ............cccccceeeiiieeiiiieennnnes 45

5.1.4 Configuring the C32 CSP Application..........cccoeveiieeiiiieiiiiiiiee e eeeeeeeaiens 47

5.1.5 Setting up Site-Specific C32 Parameters ...........ccoevveeviviviiineeeeeeeeeeiiens 54

5.1.6  Starting C MeSSAQING .....cceveeeriiieiiiieeeeeeeeeeeiiieee e e e e e e eeeeaanaeeeeeeeeeeennnne 56

5.2 Ensemble 2012 Post-Installation Configuration ...............ccceeeeeeeiiiieinnnnns 59

5.2.1 ENCrypt C32 Database .......ccccuvuuiiiiieieeeeieeeiiie e e e e et e e e e aeenannnns 59

5.2.2  Configuring Email NOtifiCatioNS..........cooviiiiiiiiiiiei e 60

5.2.3 Turning Off Journaling in the C32 Database .............cccccceeeeeeeeeereennnnns 68

5.2.4 Configuring the C32 CSP Application............ceiieiiiiiiiiiiiiiieeee e 70

5.2.5 Setting up Site-Specific C32 Parameters ..........cccccevvvevvvvviiiieeeeeeeeeennnnns 78
Appendix A: ROULINE ChECKSUMS ....uuiiiii e 85
Appendix B:  Manual Pre-Installation StePS.......ccceviiieiiiiiiiiiiiiie e 86
B.1 Ensemble 2009/2010 Pre-Installation Steps..........cccevvvevvvviiiieeeeeeeeeennnnns 86

B.1.1 Stop the Ensemble ProducCtion ...........cooooeeiiiiiiiiiiiiiee e 86

B.1.2 Record custom production SettiNgs ........ccevvvveiveiiiiiiee e 88

B.2 Ensemble 2012 Pre-Installation Steps...........uueiiiiiiiiiiiiiiiiiiiiee e 89

B.2.1 Stop the Ensemble Production ..........cccoeeeeiiiiiiiiiiiiiiie e 89

B.2.2 Record custom production SEttiNgS .......cooeeiviiiiiiiiiiieeeeeeeeeeiii e 93
Appendix C:  Manual Post-Installation StepS......ccceveeeiiiiieiiiiiiie e 95
C.1 Ensemble 2009/2010 Post-Installation Steps .........ccccvvvvvvviiieeeeeeeeeennnnns 95

C.1.1 Verify that the Ensemble production is stopped ...........ccoovviiiiiieeeennne. 95

C.1.2 Recompile the production................ceiiiiieiiiiiiicc e 95

C.1.3 Reapply custom production SettiNgS........ccuvviiiiiiiiiiieeeeeeeeeiiiie e 96

C.1.4 Schedule the C32 purge task ..........ccceeeeeeeeiiieeiiiiiiee e 97

C.2 Ensemble 2012 Post-Installation Steps ...........ceeiiiiiiiiiiiiiiiiiie e, 99

C.2.1 Verify that the Ensemble production is stopped ..........ccccvvvviieeeeeeennne. 99

C.2.2 Recompile the production...............coiiiiiiiiiiiiiii e 102

C.2.3 Reapply custom production SettingS.........ccuvvuvriiiieeeeeerieiiiciie e e e 103

C.2.4 Schedule the C32 purge task .........ccooeeeeeiiiiiiiiiiiie e 104
(@] oL = Toa ll [ a1 Fo] ¢ 1 F=Ud T o ] o EO PP P PP PPPPPPPPPPPPP 108
Trademark NOTICE ... oot e e e e e e e s 109
Installation Guide and Release Notes Table of Contents

September 2013



C32/CCD Clinical Summary (BJMD) Version 1.0 Patch 3

1.0 Release Notes

Version 1.0 Patch 3 contains a complete release of this application. It does not require
any previous version to be installed first. If a previous version was installed at your
site, then Version 1.0 Patch 3 will supersede it.

Your RPMS server's operating system (OS) and Ensemble must be
patched before this application is installed. The Office of
Information Technology (OIT) has distributed a technical bulletin
with patching instructions. Failure to apply all necessary patches
may result in installation failure, application errors, and/or system
crashes. See section 0 for OIT contact information.

The intended audiences for this document are IHS site managers and other technical
staff. Technical documentation accompanies this installation document in this release.
Please refer to the C32/Continuity of Care Document (CCD) Clinical Summary
Technical Document v1.0 (bjmd010t.pdf) for additional information.

The C32/CCD Clinical Summary is an RPMS-based application which generates
industry standard Continuity of Care Documents in HITSP (Healthcare Information
Technology Standards Panel) C32 format. These documents will be referred to as
“C32 documents” from here on.

Although only C32 clinical summary documents are implemented in this release,
there are a number of other HITSP-standard "C" documents that may be implemented
within RPMS in the future. For this reason the new C32 management menu is called
"C Messaging" and may be extended to support other C documents at a later point.

A C32 document is an XML document summarizing information about an individual
patient’s health care record at a given facility. It consists of a human readable part,
known as a “Narrative Block,” which can be displayed by any web browser, and a
machine-readable part intended for automated data processing.

The C32 installation process will create new C32 namespaces within Ensemble, one
for each production RPMS namespace. C32 documents are created by a TaskMan job
running within the RPMS namespace. They are converted to XML and transmitted by
the C32 Ensemble production running in the C32 namespace.

C32 documents can be generated either in response to outside queries from the
Electronic Health Record (EHR) Graphical User Interface (GUI) or during regular
nightly processing. In both cases, Ensemble delivers generated C32 documents using
Web services. Subsequent processing and routing of C32 documents by the EHR GUI
and the IHS Health Information Exchange (HIE) repositories is outside of the scope
of this installation guide.

Installation Guide and Release Notes Release Notes
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2.0

2.1

2.2

221

2.2.2

Installation Notes

Prefix: BIJMD
Current Version: 1.0 Patch 3

Note: Read entire notes file (if included) prior to attempting any
installation.

Contents of Distribution

File Description

bfmc0100.02k Version 1.0 Patch 3 KIDS installation file (BFMC part)

bjmd0100.03k Version 1.0 Patch 3 KIDS installation file (BIJMD part)

bjmd010i.pdf Version 1.0 Patch 3 Installation Manual in PDF format

bjmd0100.pdf Version 1.0 Patch 3 Database Encryption SOP in PDF format

bjmd010t.pdf Version 1.0 Patch 3 Technical Manual in PDF format

bjmd010u.pdf Version 1.0 Patch 3 User Manual in PDF format

Required Resources

RPMS

The C32/CCD Clinical Summary application requires Ensemble version 2009.1.6,
2010.2.3, or 2012.2. Please note that Ensemble versions 2009.1.3, 2009.1.4, 2010.1,
2011.x, and 2012.1 are not supported at this time. The C32 software does not require
a specific version of the operating system (OS).

Your RPMS server's operating system (OS) and Ensemble must be
patched before this application is installed. OIT has distributed a
technical bulletin with patching instructions. Failure to apply all
necessary patches may result in installation failure, application
errors and/or system crashes.

Required Installation Parameters
Required RPMS software:

Module Minimum Versions

VA FileMan (DI) v22.0 Patch 1002

VA Kernel (XU) v8.0 Patch 1015

Installation Guide and Release Notes Installation Notes
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Module Minimum Versions
IHS/VA Utilities (XB) v3.0 through Patch 11
Taxonomy (ATX) v5.1 through Patch 10
IHS Pharmacy Modifications (APSP) V7.0 through Patch 1007

2.3 Before You Begin

1.

The following OIT bulletins have been made available to assist with getting your
site ready to install C32. Follow the instructions in these documents before
starting C32 installation.

How to Enable a Namespace in Ensemble.pdf
HowToConfigureEnsembleforC32.pdf

HowtoSetTunableParameters.pdf

Installing EnsembleFix 10414 for CR32(Win).pdf

Installing EnsembleFix10414 for CR32(AIX).pdf

Make a copy of this distribution for offline storage.

Print all notes/readme files.

Capture the terminal output during the installation using an auxport printer

attached to the terminal at which you are performing the software installation.
This will ensure a printed audit trail should any problems arise.

Installation Guide and Release Notes Installation Notes
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3.0

3.1

3.1.1

Installation Instructions

Architectural Issues

The exact C32 disk space and journaling requirements depend on whether your site
participates in the IHS Health Information Exchange (HIE).

If you site is not a part of the IHS HIE at this time, then C32 documents are generated
only when a user requests C32 documents via the EHR GUI. For this functionality to
be available to EHR users, you must have EHR version 1.1 Patch 8 or higher
installed.

If your site is a part of the IHS HIE, then C32 documents will also be generated
nightly and sent to the designated off-site repository. When your site becomes a part
of the IHS HIE, an upload process is initiated which creates C32 documents for all
patients in the database and sends them to the repository. After this initial burst of
activity, the repository is kept up-to-date by the nightly job mentioned above. This
process will require additional disk space and journal space as described below.

Overview of Installation Steps

Your RPMS server's operating system (OS) and Ensemble must be
patched before this application is installed. OIT has distributed a
technical bulletin with patching instructions. Failure to apply all
necessary patches may result in installation failure, application
errors and/or system crashes.

Installation of the C32/CCD Clinical Summary application consists of the following
activities:

1. Calculate the additional disk space required for the CCD/C32 Clinical Summary
application and allocate disk space.

2. Designate a directory where the new C32 database will reside (one per each
RPMS database that you have.)

3. Install the first provided Kernel Installation and Distribution System (KIDS)
build, bfmc0100.02k, and schedule the post-installation background job. The
post-installation job will map your FileMan definitions to Cache classes.

4. Once the post-installation job described immediately above finishes, install the
second KIDS build, bymd0100.03k. This KIDS build will install the C32 software
and the new C32 Ensemble production.

Installation Guide and Release Notes Installation Instructions
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3.2

3.2.1

3.2.2

3.2.3

5. Perform post-install steps, including setting up optional e-mail notifications,
disabling journaling in the C32 database, configuring the C32 CSP Application,
and setting up site-specific C32 parameters.

6. Start C Messaging.

Disk Space

Before installing the C32/CCD Clinical Summary application, be sure that you have
sufficient disk space to store the new globals and software. To estimate the amount of
space needed, first determine whether your site will be participating in the IHS HIE
as described above.

The global with the greatest growth potential is *"BJMD.Xfer.QueueD, which stores
the patient data extracted from RPMS before it is formatted as C32 documents. You
can control the size of this global by changing the value of the field DAYS KEEP
TRANSMISSION ENTRIES in menu option Edit C Messaging Site Parameters,
which is described in the post-installation section of this guide. Keep in mind that the
data in "BJMD.Xfer.QueueD is not directly accessible by end users and is only useful
for debugging purposes.

The calculations in this section need to be performed for every RPMS database
running within the Ensemble instance, so if you have three RPMS databases, you will
need to come up with three separate estimates and then add up the three numbers to
derive the total.

Disk Space During Installation

You will need to have enough free disk space in the directory which will hold the two
KIDS builds with the C32 software. The zipped versions of the KIDS builds are 12.5
MB and the unzipped versions are 22 MB in size.

Additional Disk Space within the main RPMS Database

As described earlier, the first KIDS build, BFMC, will install the BFMC software
which maps all RPMS FileMan files to Cache classes. These classes will be created in
the RPMS database and add about 5 GB to its size. This additional disk space will be
required in each RPMS database that your site has, so if you have 2 RPMS databases,
you will need "2 times 5 GB = 10 GB" of additional disk space.

Disk Space for the New C32 Database

For each RPMS namespace in your Ensemble instance, a new “C32” namespace and
an associated "C32" database will be created automatically when you first install the
BJMD KIDS build. If this is the first time you are installing the BJMD KIDS build,
you need to plan on allocating at least 500 MB of disk space for the C32 software.

Installation Guide and Release Notes Installation Instructions
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3.24

3.24.1

The C32 database is also used to store two potentially large globals. First, it contains
the global “Ens.MessageBodyD, which stores XML-formatted C32 documents before
they are transmitted. C32 documents can be quite large, sometimes in excess of 5
MB. The C32 software will pause if the number of untransmitted C32 documents
reaches 500, thus ensuring ensures that they do not consume too much disk space. It
is estimated that this global can contribute up to 1 GB to the size of the C32 database
if Ensemble is generating C32 documents faster than they can be transmitted. Once
transmitted, the data in this global is purged.

Second, the C32 database contains the global *BJMD.Xfer.QueueD, which contains
intermediate compile data extracted from RPMS during C32 compilation. This data is
not XML-formatted, so it does not take as much space. It is estimated that on average
each processed patient record contributes 35 KB to the size of this global.

Finally, the C32 database contains the global “Ens.MessageBodysS, which is used to
store the C32 audit log. Only C32 documents requested by and sent to the EHR GUI
are audited, so the size of this global will depend on how often C32 documents are
viewed within the EHR GUI.

The detailed instructions for calculating the amount of disk space which will be
needed to store the C32 data are provided below.

Disk Space for Sites within the IHS HIE

If your site is a part of the IHS HIE, then you will need to allocate additional disk
space to accommodate the original upload of C32 documents to the outside repository
and for nightly C32 uploads as described below. If you site is not a part of the IHS
HIE at this time, skip this section and continue on to the "Disk Space for the C32
Audit Log" section. However, if your site becomes a part of the IHS HIE later, you
will need to add additional disk space to the C32 database at that time.

Calculate the Disk Space Required for a Complete Re-Upload

When the C32 software is installed at an RPMS site which participates in the IHS
HIE, it initiates an "original upload” of C32 documents for all patients in the RPMS
database. Subsequent C32 patches may require complete re-uploads of C32
documents.

In order to determine how much disk space will be used during an upload of C32
documents for all patient records, perform the following calculations:

1. Multiply the number of patients in your database by 35 kilobytes

2. Take the number that you came up with in step 1 and divide it by 1024 (i.e., the
number of kilobytes per megabyte) to get the minimum storage size needed for
"BJMD.Xfer.QueueD for the initial data upload. For example, if you have 131584
patients in the RPMS database:

Installation Guide and Release Notes Installation Instructions
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3.24.2

>W "AUPNPAT(0)
PATIENT~9000001sIPA132027/131584
>W (35*131584)/1024

4497.5 MB or 4.5 GB needed

This number will indicate how much disk space will be used by the global
"BJMD.Xfer.QueueD once the C32/CCD Clinical Summary application has
generated and uploaded C32 documents for all patients in the RPMS database.

3.

Add 1 GB (1000 MB) for the global “Ens.MessageBodyD as described above for
a total of 5.5 GB.

Note: The data in *BJMD.Xfer.QueueD is purged after a site-
specific number of days, so the size of this global will
decrease soon after the original upload.

Calculate Disk Space Required for Nightly Uploads

1.

Estimate the average number of patient records that are modified in the database
on a daily basis.

Include patients with changes to any of the following areas: patient demographics,
visits, insurance coverage, problems, immunizations, allergies, prescriptions, test
results, procedures.

Take this number and multiply it by 35 KB. For example, if you estimate that the
RPMS data for 1,000 patients is changed on a daily basis:

>W (35*1000)/1024
34.2 MB needed

This will determine the average amount of disk space used by the global
"BJMD.Xfer.QueueD on a daily basis.

Determine how long you want to keep this compiled data before it is purged. The
allowable range is between 7 and 9,999 days and the default is 30 days.

As noted above, keep in mind that this is just intermediate compile data and is not
directly accessible by the end users. It is only useful for debugging purposes and
purging it has no impact on the generated C32 documents. Record this number
since you will later use it to populate the field DAYS KEEP TRANSMISSION
ENTRIES in the Edit C32 Site Parameters menu option.

Installation Guide and Release Notes Installation Instructions
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3.24.3

3.2.5

5. Multiply this number of days by the number of megabytes calculated in the
previous steps. For example, if you want to keep the intermediate data for 30 days
and expect 1,000 patient records to be modified every day, you will need:

>\W 34.2*30
1,026 MB or 1 GB needed

If you ever decide to change how long you want to keep the *BJMD.Xfer.QueueD
data, your disk space needs will change accordingly.

Calculate Total Disk Space

Add the numbers calculated in the two previous sub-sections. Using the examples
above, you will get:

> W ((35*131584)/1024)+1000+((35*1000)/1024*30)
5,523 MB or 5.5 GB needed

This is the maximum amount of additional disk space that you will need. Once the
data compiled for the original upload of C32 documents becomes older than the value
of DAYS KEEP TRANSMISSION ENTRIES, it will be purged and the disk space
utilization will stabilize around the number calculated in Section 3.2.4.2. However, if
the number of patients whose data changes on a daily basis increases in the future, it
can affect your disk space requirements.

Disk Space for the C32 Audit Log

For audit purposes, the C32 database keeps a compressed copy of each C32 document
sent to the EHR GUI. This data is stored in the global “Ens.MessageBodyS and is
accessible via the Audit Log option described in the C32 Technical Manual.

Note: This audit data is not kept when C32 documents are
uploaded to the IHS HIE, which has auditing facilities of its
own.

To calculate how much disk space will be required to store copies of C32 documents
in the C32 Audit Log, estimate how often C32 documents will be viewed within the
EHR GUI on a daily basis. If there is no way of predicting how often this will be
happening, you can make an assumption and re-evaluate its accuracy once your users
start viewing C32s in the EHR GUI. You will be able to examine the utilization
pattern by checking the C32 Audit Log, which lets you search by request date.

Installation Guide and Release Notes Installation Instructions
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3.3

3.3.1

3.3.2

Although the average full C32 document is around 250 KB in size, the average
compressed C32 document occupies only about 20 KB in the database. Assuming that
there are 100 requests for C32 documents per day, the daily disk space requirements
will be:

>W 100*20

2,000 KB or 2 MB per day

Multiplying this number by the number of business days in one year, we get:
>W 2000*250

500,000 KB or 500 MB or 0.5 GB per year

This information is stored in the global *BJMD.Audit.AuditLogD in the new C32
database, which is described below. This information is expected to be kept on file
indefinitely until further notice due to government data retention requirements.

Journaling

Impact of C32 installation on Journaling

The C32 software is installed as two KIDS builds: BFMC and BJMD. The BFMC
KIDS build has a lengthy post-install job, which can generate about 1 GB worth of
journal data. The process of installing the second KIDS build, BJMD, does not result
in a noticeable amount of journaling.

The calculations in this section need to be performed for every RPMS database
running within the Ensemble instance, so if you have three RPMS databases and plan
to install C32 at about the same time, you will need to come up with three separate
estimates and then add up the three numbers to derive the total.

Impact of Regular C32 Operations on Journaling

The globals used by the C32/CCD Clinical Summary application should not be
journaled. This will be accomplished by disabling journaling in the new C32 database
at post-install time as described later in this document. Nonetheless, the C32
Ensemble production will do a limited amount of journaling even when the C32
database is set up not to be journaled. This additional journaling is estimated to
contribute 2-3 KB per processed C32 document. Depending on whether your site
participates in the IHS HIE, see the appropriate section below to determine the
estimated impact of the C32 application on journaling at your site.

Installation Guide and Release Notes Installation Instructions
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3.3.3

3.3.4

Impact on Journaling at Sites within the IHS HIE

If your site is a part of the IHS HIE, then there will be a spike in journaling activity
immediately after you activate the C32 application due to the initial generation and
upload of C32 documents to the outside repository. You can calculate the additional
disk space which will be consumed by taking the number of patient record in your
RPMS database and multiplying it by 3 KB:

>W ~"AUPNPAT(0)
PATIENT”9000001s1P~1320277131584
>W 131584*3/1024

385.5 MB needed during the original upload

Once the journal files created during the initial upload have been auto-purged based
on your site’s journal purging settings, the impact of the C32 application on
journaling will be limited to the activity during the nightly upload job and the
requests coming from the EHR GUI. This impact will be determined by the number
of patient records updated within RPMS daily and by the number of times C32
documents are requested within the EHR GUI during the day. For example, if you
expect 3,000 patient records to be updated daily and another 200 C32s requested by
the EHR GUI, the additional disk space consumed by journaling will be:

>W 3200*3/1024

9.375 MB needed daily

Impact on Journaling at RPMS Sites not in the IHS HIE

If your site is not a part of the IHS HIE at this time, then the impact of the C32
application on journaling will be limited to the requests coming from the EHR GUI.
This impact will be determined by the number of times C32 documents are requested
within the EHR GUI during the day.

You can calculate the additional disk space which will be consumed by taking the
expected daily number of C32 lookups within the EHR GUI and multiplying it by 3
KB. For example, if you expect 200 C32 lookup within the EHR GUI, the additional
disk space consumed by journaling will be:

>W 200*3/1024

0.58 MB daily

Installation Guide and Release Notes Installation Instructions
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4.0

4.1

4.2

42.1

Installation Instructions

Pre-Installation

1.

Refer to the Installation Steps and the Sample Installation sections below for the
applicable prompts and user responses. User responses appear in bold type.

Download files bfmc0100.02k and bjmd0100.03k from the anonymous FTP
directory.

Review all test and "demo™ patients in your RPMS database and make sure that
their social security numbers start with five zeroes. This will ensure that C32
documents are not generated for test/demo patients.

Ensure that the site manager's accounts that are used to restart TaskMan manually
have the Ensemble role %All. If this is not done, C32 will not run whenever
TaskMan is restarted manually.

If the user account that was used to start TaskMan does not have the %All role,
then you will need to do one of the following:

a. Assign the %All role to the user account, then stop and restart TaskMan.

b. Stop TaskMan, then restart it as a different user which has the %All role.

In either case, when you stop TaskMan you must stop the sub-managers, so all the
TaskMan processes have the %All role.

Enable Long Strings

The C32 software requires that Long Strings be enabled in Ensemble. If Long Strings
are not enabled, you will not be able to install the C32 KIDS builds.

You can check the current status of the Long Strings setting and, if necessary, change
it by following the steps for your version of Ensemble.

Ensemble Version 2009 or 2010

1.
2.

Sign on to Ensemble’s System Management Portal.

Select Configuration under System Administration in the left column. The
Configuration page will be displayed.

Select Memory and Startup in the left column.

If the Enable Long Strings checkbox at the bottom of the screen is checked, then
Long Strings are already enabled and you should skip to Section 4.3.

Installation Guide and Release Notes Installation Instructions
September 2013

11



C32/CCD Clinical Summary (BJMD)

Version 1.0 Patch 3

4.2.2

(] Memory and Startup - Mozilla Firefox

File Edit View History Bookmarks Tools Help

O -c
INTERSYSTEMS

Home | About | Help | Logout

Memory and Startup

Licensed to: Yangent, Inc.

System Memory and Startup Settings:

Platforrm: Wwindows NT (Intel)

Configure Memory Settings: O automatically
® manually

Memory 4llocated far Routine Cache (MB): (0-1024)

Memory Allocated for 2KB Database Cache (MB): D (0-2044)

Memory Allacated for SKB Database Cache (MB): (2-2045)

Total Memory Allocated for Database Cache (MBY: 200

Auto-start on System Boot:
Enable Long Strings:

Superserver Port Number: 55773

Save Cancel

5. Check the Enable Long Strings checkbox, and click Save.

(gt L hibpii10.24, 196435777 2icsp/sysimarUkIConfigMemor y cop?§MAMESP ACE= 77 - 18- yal @ -
—

Done

S s3rox

Figure 4-1: System Memory and Startup Settings

6. If you had to enable Long Strings in step 13 above, then the new settings will not
take effect until after you restart Ensemble. In that case you will not be able to
install C32 until you restart Ensemble. If Long Strings were already enabled, you
can proceed with the next step immediately.

Stopping Ensemble will stop TaskMan and all Ensemble productions, so it should
be performed after hours to minimize disruption.

7. Follow your standard procedures for preparing to stop Ensemble.

8. From the Ensemble cube, click Stop Ensemble. In the box that appears select

Restart, then click OK.

are installing in.

Note: If there are multiple Ensemble instances running on this
server, verify that you are accessing the cube that
corresponds to the specific instance of Ensemble that you

Ensemble Version 2012

1. Sign on to Ensemble’s Management Portal.

Installation Guide and Release Notes
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2. Click on System Administration at the bottom of the left column. Then click
Configuration >>, then click System Configuration >>, then click Memory
and Startup.

& ENSZ012 - Homme - Windows Internet Explorer (o
@\':‘,- A btp) localhort STTTA/ coplsya/ Utiome c1ps v | 8] 4| x [0 Bing B

< @ Comvent = [ Sclect

Jr Favorites |y ENS2012 - Home

Meny ame | About| Help | Logou o ; L -m
Liger Dnhnowmlbsis o Licetrse missing oo instan e ENS2012 by i Syster
Search: | Management Portal ‘
A system comguration » Ll Lk LR Srsteminformatien
" Secunty » Connecinaty » Mamespaces [ Click thit e for additionsl eptions k- oad
Licensing » Mirmor Seffings » Local Databases Systom Up Time
(J DeepSee Encryption » Database Backup » Remote Databases Ll
CSP Gateway Journal Settings Ensemble Productions
Management h product
& Ensemble SQL Sedtings »
Device Settings »
Nah_nulal Language
» System Operation ﬂ[‘g‘;:
Fen Reports »
Additional Setings » |
' ' System Explorer T |
\ System Administration
it e albost:STIT8 el iys/ UiHome cap® e intranet | Protected Mode: O fa v RNk -
T 5 : — —

Figure 4-2: Management Portal, Memory and Startup option

3. If the Enable Long Strings checkbox at the bottom of the screen is checked, then
Long Strings are already enabled and you should skip to Section 4.3.

4. Check the Enable Long Strings checkbox, and click Save.

F y and Startup - Wind et Explos T e =
L) ® (2] v tocatbost 7778 csipaiman i omtightemony copRecent=) -[B8]4|x (B sng P -
¥ & Convert = [0 Select
i Favorites | 8 Memory and Startup

| M#au Home | About | Halp | Logout System > Conguration > Memady and Stario
Memory and Startup

Sy.‘ilem Mermary and Startup Sethings
Paatform: Windows (intel)

pac WSS Ensemble

410 License missing or unreadable, 1nstance ENS2012

Configure Memory Setiings: & Automatically
Manually

Meamory Allocated for Routine Cache (MB): 23
Mamary ABacated for 4KB Databass Cache (MB) 0
Memory Aliocated for BKE Database Cache (MB). 256

Memory Allocated for 16KD Database Cache (M3). 0
Memary Allccated for 32KB Database Gache (MB) 0
Memory Allccated foe B4KE Database Cache (MB]): 0
Tetal Mamary Allocated for Datahase Cache (MB): 256

Auto start on System Boot:
Enable Long Strings:
Superserver Port Number: 55774
System Mode:

Dose Wi Local intranet | Brotected Mode: O v 1ok v
= - r r— o r e

Figure 4-3: Memory and Startup

Installation Guide and Release Notes Installation Instructions
September 2013

13



C32/CCD Clinical Summary (BJMD) Version 1.0 Patch 3

5.

If you had to enable Long Strings in step 18 above, then the new settings will not
take effect until after you restart Ensemble. In that case you will not be able to
install C32 until you restart Ensemble. If Long Strings were already enabled, you
can proceed with the next step immediately.

Stopping Ensemble will stop TaskMan and all Ensemble productions, so it should
be performed after hours to minimize disruption.

Follow your standard procedures for preparing to stop Ensemble.

From the Ensemble cube, click Stop Ensemble. In the box that appears select
Restart, then click OK.

Note: If there are multiple Ensemble instances running on this
server, verify that you are accessing the cube that
corresponds to the specific instance of Ensemble that you
are installing in.

4.3 Verify Access to Configuration File
The C32 installation process will modify the Ensemble configuration file and add
new database and mapping definitions for the C32 application. This will require write
access to the Ensemble configuration file at installation time.
If your site is running Windows, follow the instructions in Section 4.3.1. If your site
is running AlX, skip Section 4.3.1 and follow the instructions in Section 4.3.2.
4.3.1 Windows
1. Access the Ensemble prompt in any Ensemble namespace using the user account
that you plan to use to perform the C32 installation. Type the following two
commands and record their output for future reference:
TST> write $2U(86)
TST>ISET USERNAME
Figure 4-4 gives an example of what you will see:
Installation Guide and Release Notes Installation Instructions
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M 10.24.196.43 - Cache Telnet

File Edit Help

SILVS:write $2ZU(86)
C:% Inter3ystemsh Ensemble' cache.cpf *ENSEMELE
SILVEX!IET U3IERNALME

TSERMAME=vadmin
SILVS>

AR |

Figure 4-4: Ensemble Prompt

2. Sign on directly onto the RPMS server in order to determine which groups the
selected user is a member of. Right click on My Computer, usually located on
the desktop or on the Start menu, then select Manage. This will bring up the
Computer Management screen. On the Computer Management screen, expand
System Tools, then expand Local Users and Groups, then click Users. Right-
click on the user name (in the example shown above it was vadmin). Select
Properties, then select the Member Of tab. Record the list of user groups that
this user belongs to.

Q File  Action  Wwiew  window  Help

€ - B@EXTR @B

g Computer Managenent (Local) Marme Full Marme
= S ystem Tk £ e
Shared Folders QGuest [ —

=¥ [Local Users and Groups | o hisipiss General | Member OF|| Profile

& g:::sps HMember af;

& Performance Logs and Alert: Em |: gﬂdministrators

=) Device Manager ¥ D ebugger Users

= @ Storage

Removable Storage

Disk Defragmenter
Disk Management

& Services and Applications

Figure 4-5: Computer Management and vadmin Properties
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3. In Windows Explorer, navigate to the folder which was displayed in step 1 next to
the $2U(86) command and find the file whose name was displayed. In the
example shown above the name of the file was cache.cpf. Right click on the file
and select Properties.

% Ensemble

File Edit ‘Wiew

Favorites  Tools

Help

|2 Program Files
12 P
| Quaranting
I svn

0 Back - _) lj‘ 7 ) search [l Folders Elv |@ Folder Sync
Addresd |@ CInkerSystems\Ensemble
Folders X Tame Size | Ty
Desktop A [CDBin File
B My Documents sk File
-j My Carnputer [Dev Fil=
[=) = Local Disk (C:) [ Devuser File
|3 businessobiscts |Z)Does File:
3 2cf12a81cd71 19ed0bebnr | (Help File
[ BaInFo [)httpd File
[ dell g File
|3 Demo [Z)Patral File
|2 Documents and Settings e File:
[ Ensemble [14]_tastGond_ cpf 17KE  CPF
() EPOAGent G 1KB ol
2 Inkelinf p 17 Ve P
=) InterSystems p.en CPF
= I Ensemble cache.ch_ 7-Zp ) ¥ lcrr
3 Bin [ Cache.cpr|  Open With... FF
D 5] cache.cof| e rortaisesin b |CFF
[ Dev [ cache cpf | — CFF
IL3) Devuser =] cache.cpf | 4 WinMerge CFF
) Docs E_/}copvright. B add to archive... Fox
) Help “Hlat.ini B add to "cache.rar” car
) httpd 2] igpl.txt | B Compress and emai... Tex
) Mar LICENSE B Compress ko "cache.rar” and emai File
(2 patrol Enotice | Winzip » Fie
=D shp Send Ta »
1) Ensemblet
3 MoT Cuk
[(5) M50Cache Copy
(2 OpenLDap Create Shortcut
I orade Delete
|5 Practice Rename

Properties

Figure 4-6: Windows Explorer

4. Go to the Security tab and verify that either the user has write permissions to this
file or that one of the groups that the user belongs to (as recorded in step 2 above)
has write permissions.
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ache.cpf Properties

General| Security |Summar_l,l

ETDUD QF LE2l Name:s

el A dministrators (PGS FFLIEHTLARL A drinistrators]

£ SYSTEM
ﬁ zers [PGSFFLIEHTLARL ) sers]

[ add.. H Remaove ]

Permizzions for ddministrators | Allons Deny

Full Contral

b4 odify

Read & Execute
Read

Wrike I:I

Special Permizsions

OO0000

For zpecial permizzions or for advanced settings,
click Advanced. =

[ 1]8 H Cancel ]

Figure 4-7: cache.cpf properties

In the example shown above, user vadmin does not appear on the user list.
However, since vadmin is a member of the Administrators group and the
Administrators group appears on the list and has write permissions, vadmin also
has write permissions to the file.

5. If the selected user account does not have write permissions to this file, either
choose another user account with write permissions or change the current user's
permissions or group membership. If you attempt to install the C32 software
using a user account that can't write to this file, the installation process will not let
you proceed and will display an error message.
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4.3.2  UNIX/AIX

1. Access the Ensemble prompt in any Ensemble namespace using the user account
which you plan to use to perform the C32 installation. Type the following two
commands and record their output for future reference:

TST> write $ZU(86)
/opt/cache.cpf*ENSEMBLE
TST> lwhoami

vadmin

2. Log onto the AIX server hosting RPMS as the superuser ("'root™). Run the
following command and substitute the user name that you identified in step 1
above for vadmin:

#>id vadmin
uid=1004(cacheusr) gid=1004(cacheusr) groups=1004(cacheusr),90(ensemble)

Record the list of group membership for this user.

Note: The UIDs and GIDs are specific to the server and will be
different on different servers.

3. Change directory to the location of the cache.cpf file. In the above example the
directory is /opt. Do a long directory listing of the file whose name was displayed
in step 1 above (cache.cpf in this example):

# > cd /opt

# > Is —al cache.cpf

-rw-rw-r-- 1 root cacheusr 13639 2011-05-29 15:37 cache.cpf

The meaning of different parts of the line displayed above is as follows:
-rw-rw-r-- : file type and permissions
1 : the number of links to the file
root : the owner of the file

cacheusr : the group that owns the file

Installation Guide and Release Notes Installation Instructions
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4.4

You can check the AIX man page on the Is command for a full description of all
the fields in the output.

In the permissions field the first dash indicates that this is a regular file. The next
three characters, rw-, show the file owner permissions. The following three
characters, rw-, show the group permissions. The last three characters show the
world permissions r--, in this case "read only" for users who are not the file owner
or a member of the group cacheusr. Notice that in this case user vadmin does
not own the file cache.cpf, but, since the cacheusr group has read/write
permissions on the file and since vadmin is a member of the group cacheusr,
vadmin will be able to write to that file.

4. If vadmin does not belong to the group that has read/write permissions, then add
vadmin user to the group cacheusr. Consult your AIX management guide for
instructions on how to perform this operation.

5. If the cacheusr group does not have permissions to read and write to the file,
then, while logged on as the root user (superuser), change the permissions on the
file with the following command:

# > chmod g+rw cache.cpf

Create a Directory for the C32 Database

See Section 3.2 of this installation guide for instructions on estimating how much disk
space will be needed to accommodate the new C32 database(s). The C32 pre-
installation environment check will make sure that the directory has at least 500 MB
of free space.

Based on the estimated disk space requirements and on how much disk space you
have available on your storage subsystem, select the disk drive (if running Windows)
or file system (if running Unix/A1X) where each new C32 database will be installed.
Select the directory path and name that you will be using on that drive/file system. If
the directory does not exist, create it and verify that Ensemble can read/write from/to
it.

Record the name of the newly created directory since you will be asked to specify it
at KIDS installation time. After the installation process creates the C32 database in
the specified directory, add the newly added database to the list of backed up
databases.

Note: You will need to perform this step once for every RPMS
namespace that you have.
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4.5 Stop C32
If C32 is currently running at your site, you will need to stop C32 before you can
install a new version of the application. If this is the first time you are installing C32,
then you should skip this section and proceed to Section 4.6.
45.1 Stop C Messaging Option
1. Navigate to the C Messaging Menu in RPMS. If you cannot access this menu
from the OPTION NAME prompt in RPMS, you will need to add it to your user
settings.
Select OPTION NAME: C MESSAGING MENU BJMD C MESSAGING C Messaging Menu
EDIT Edit C Messaging Site Parameters
ONE Generate C32 for a single patient
ALL Generate C32 documents for all patients in RPMS
MANG Manage C Messaging transmissions
Select C Messaging Menu Option:
Figure 4-8: Accessing the C Messaging Menu
2. From the C Messaging Menu, select the MANG option.
3. The option will first check whether C Messaging is running. If it is not running,
you do not need to make any changes. If it is running, then answer Y at the “Stop
C Messaging?”” prompt.
Select C Messaging Menu Option: MANG Manage C Messaging transmissions
C Messaging status:
No configuration problems found
C Messaging processing task is running
Stop C Messaging? No// Y (Yes)
Attempting to stop C Messaging....C Messaging stopped
Figure 4-9: Stopping C Messaging via the MANG option
4. If you receive a message indicating whether C Messaging was stopped. If C
Messaging could not be stopped, contact the Help Desk for assistance.
45.2  Stop the C32 Ensemble Production
The instructions for stopping the C32 Ensemble production depend on which version
of Ensemble you are using. If your version of Ensemble is 2009 or 2010, then follow
the instructions in Section 4.5.2.1. If your version of Ensemble is 2012, then skip
Section 4.5.2.1 and follow the instructions in Section 4.5.2.2.
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4521

Ensemble 2009/2010
1. Sign on to Ensemble’s System Management Portal as the administrator.

2. On the main System Management Portal page, select Ensemble Management
Portal at the bottom of the leftmost column.

3. Inthe top right corner you will see the word Namespace and a drop-down list of
all namespaces defined within the Ensemble instance. Select the namespace that
you defined previously. The page will be refreshed and you will see the name of
the namespace prominently displayed at the top of the page.

Note: Ensemble namespaces can look almost identical when
viewed on this page, so make sure that you have the right
namespace selected.

At the top of the inner box the words Ensemble Running will be displayed.

EEX

%) Ensemble - Mozilla Firefox

Fie Edt bWew Hstory Bookmarks Iools Help

@ - ot | L hetp:/10.24, 198, 43:57772)cspjc32q0ldS/ULIENsHome. csp? SNAMESPACE=8.CSPCHD=0030000100003cume: 77 - | |4 - 5| (aep| -
E

| RS Ensemble Management Portal !:’ ;l :
NTERSYSTENS e e .
Home | About | Help | Logout | e 5
[Ensemble] Namespace: C32GOLDS
Home
Praductions Welcome to the Ensemble Management Portal:
=ystem Monitor This is the C32GOLD5 namespace.
Event Log
Message Browser N N
Ensemble Running service
Eusiness Processes )
T ’m‘ Last Activity Time: 2010-08-13913:13:21.807
Activities Completed 33,780
Eucipesaiiulelon Production: BIMD.Prod.Production more...
JosLhlonion start Time: 2010-09-17 14:04:24,863
ks lob Process
QuUELeS Total Jobs Running: 16 |Last Activity Time:  2010-09-17 14:05:25.004
Maintenance lobs OK: 13 |Activities Completed 0
Dashboards Jobs Inactive: 3 |Messages in Progress. o
Business Metrics Jobs of Other Status 0 |Messages in Queues: s}
wiork flow Portal Log Operation
Testing Senvice Last Error Time Last Activity Time:  2010-09-19 13:11:04.185
EDI / HL7 Manager Total Error Count: 0 | Activities Completed 378
Logout Messages in Progress 0
Messages in Queues: a
— Secands to refresh: ¢
v
Daone S) s3rox

Figure 4-10: Ensemble production in a stopped state

Click the Stop Production button. It might take the production a few seconds to stop.
When it stops, you will see the text in Figure 4-11 appear on the screen. There might
be additional messages on this screen if it takes Ensemble more than a few seconds to
stop all associated processes.
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¥) Ensemble Start / Stop Page - Mozilla Firefox

File Edit ¥ew History Eookmarks Tools Help

@ - C (ot L httpiifi0,24,196,43:57772jcspjcazaoldS/C5Px EnsatartStopPage, cls?MODE=stopalRL=UItIEnsHome cspae 77~ | | - el

Ensemble Production Stop

Stopping Production BJMD. Prod. Production Status: Finished

Stopping Production. ..
System iz gquiescent
Requesting all jobs to terminate ...

Production stopped.

Daone S) s3r0x

Figure 4-11: Stopping the Ensemble production

4. Click OK to return to the Ensemble Productions screen.

45.2.2 Ensemble 2012
1. Sign on to Ensemble’s Management Portal as the administrator.
2. At the top center, the main Management Portal page displays the server name,

the current user, the current namespace, license and instance information, and a
Switch link. Click the Switch link.
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Figure 4-12: Management Portal

In the Namespace Chooser box, choose the appropriate C32 namespace. The
namespace will consist of "C32" concatenated with the name of your RPMS
namespace. For example, if your RPMS namespace is called "TEST5", then the
associated C32 namespace will be called "C32TEST5". Click OK to choose the
namespace. The namespace displayed on the Management Portal page will be

updated to reflect your selection.
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‘& Namespace Chooser - Windows Internet Explorer || = (=] [é]

. Namespace Chooser

Select a namespace

Available Namespaces
%SYS

DOCBOOK

ENSDEMO
ENSEMBLE

SAMPLES

USER

HHX

If a namespace exists but is not listed, then you may not hold permission to
view it, or its database may not be mounted.

Cancel OK

ﬁ',, Local intranet | Protected Mode: Off dp v ®100% -

Figure 4-13: Namespace Chooser

3. On the main Management Portal page, select Ensemble in the left column, then
select Configure >>, then select Production. When the View, Edit, Start, or
Stop a Production option appears, click the Go button to display the Production
Configuration page.
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Figure 4-14: Management Portal

4. Above the Services column on the left, the words Ensemble Running will be
displayed. If the words Ensemble Stopped are displayed, then the production is
already stopped and you should skip to Section 4.6.

"8 Froduction Confiaparmtion - Windows Intermet Explores [ =

@\J' £ batpeocalhast 57T/ csp/ elbocy Treboal PreductionConfig.sen S HAMESPAC L CI20UASNAMESPACE S C12X =8| 4| x |3 g
¥ @ Convet [ Select

v Fvcrites | €0 Production Cenfiguration

p—
Lt License missig o o ENSZ12 i i
) Rofresh: © on @ off Sor: Mama
ategony Al » Legend  Preduction Settings
Operations *
) BIMD NIST Vibdate CIZFleBS BUMD NIST ValidaleCIZEP AlertE mailBo
UMD Prod ErrorRecon s BIMD Prod PushC32DoclP ) BIMD NIST Operation VisidationWebSenace S04 m ¥ & Search
Ens ProductionMonitorSenvice () BUMD Prod SendPullResponseBP 2 BUMD NIST ValidateC32FileBO
PUIC3ZBS Ens Alert BJMD Prod C3ZFisB0 -
PushCIzES CeneratePullDoctiP BIMD Prod Pulvis. Op § % Sattings
) GeneranePushDoclP BIMD Prog Pustivs Op. PatieniRecorsRecened
= Dasic Senings
Actor Pool Size
2
» Additionnl Senings
» Development and Debugging
Thess are the Praduction sattings
To wew gem seitings, chck on 3 conbguration tem.
G Local intranet | Protected Mode: Off v Riox -
e - - ——— - ——

Figure 4-15: Ensemble production in a stopped state

Click Stop. It might take the production a few seconds to stop. When it stops, you
will see the text in Figure 4-16 appear on the screen. There might be additional
messages on this screen if it takes Ensemble more than a few seconds to stop all
associated processes.
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/& Stop Production - Windows Internet Explorer

o Stop Production

Stopping Production: BJMD.Prod.Production

StoppingProduction

11:359:49.963:Ens.Director:
11:39:50.010:Ens.Director:
Done.

StopProduction initiated.
Production 'BJMD.Prod.Production' stopped.

Done €i Local intranet | Protected Mode: Off

Figure 4-16: Stopping the Ensemble production

5. Click OK to return to the Production Configuration screen.

Install the BFMC KIDS Build

Note: If you have multiple RPMS namespaces, you will need to
perform this step in all of them, one at a time.

The installation process automatically performs certain steps before and after the
KIDS installation. If your site configuration prevents the installation process from
performing these steps automatically, the installation process will display a message

instructing you to perform the steps manually. Detailed instructions for these steps
may be found in Appendix B: and Appendix C: .

[= o e
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o w

If the C32 software was previously installed and C Messaging is
running, you must stop both C Messaging and the C32 Ensemble
production before you can proceed with the installation. Refer to
the C32 User Manual for instructions on how to stop C Messaging
and the C32 Ensemble production.

Sign on to RPMS in your RPMS namespace. Make sure that you are signed on as
an Ensemble administrator and that your Ensemble account has the %All role. If
your account does not have the %Al role, you will not be able to proceed with
the KIDS install.

Access the KIDS menu options, XPD MAIN.
From the KIDS menu, select the Installation menu.
From the Installation menu, select option 1: Load a Distribution.

Type bfmc0100.02k at the “Enter a Host File” prompt. You might need to
precede the file name with the appropriate host path. This file was retrieved from
the anonymous directory as part of pre-installation.

Type Yes (or press the ENTER key to accept the default) at the “Want to
Continue with Load? YES//” prompt.

An environmental check has been added for those systems that may not have an
up-to-date version of Ensemble and/or RPMS software. It also makes sure that the
server has sufficient disk space. If the check fails, you will not be able to proceed
with the installation. If this happens, correct the problem or contact the Help
Desk.

From the Installation menu, select option 2: Verify Checksums in Transport
Global. This option provides a mechanism for ensuring the integrity of your
routines. It verifies checksums for the components of the Transport global, and
reports any errors uncovered.

Type BFMC*1.0*2 as the install name.

Optional: At this time, you can elect to exercise one of the following installation
options. Please note that these are optional. If you elect to use one of these, use
BFMC*1.0*2 as the install name.

a. Back Up a Transport Global—This option creates a MailMan message that
will back up all current routines on your system that would be replaced by this
release. (Because this is a new release, no files will be replaced.)
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4.7

10.
11.

b.

b. Compare Transport Global—This option allows you to view all changes
that will result from the installation of this patch and compares them with the
values currently loaded on your system (routines, data dictionaries, templates,
etc.).

From the Installation menu, select the Install Package(s) option.

At the “Select Install Name” prompt, type BFMC*1.0*2

Respond to the following prompts as indicated:

a.

At the “Want KIDS to Rebuild Menu Trees Upon Completion of Install?
YES//I” prompt, type NO.

At the “Enter date/time you want to schedule the task:”prompt, enter a
date/time after regular business hours. (The date/time should be in the
standard FileMan date/time format, e.g. MAY 28,2012@15:34 or 15:34 or
03:34PM.) The post-installation process can take three to four hours, so you
may want to schedule it to run after hours when it will not affect system
performance for RPMS users.

Note: Users should not be on the system during the first 45

minutes of the post-install task. Keep this in mind when
deciding when to schedule the task to run.

12.

13.

At the “Want KIDS to INHIBIT LOGONSs during the install?//YES” prompt,
type NO.

At the “Want to DISABLE Scheduled Options, Menu Options and
Protocols?// YES” prompt, type NO.

When prompted for DEVICE, accept the default if you want the output to be
displayed on your screen or enter the name of the printer/file that you want the
installation output to be redirected to. The installation will take a few seconds.

Exit the Installation menu.

Confirm that BFMC installed successfully

One of the steps during the KIDS installation process described above was scheduling
the BFMC post-installation job to run. Depending on the size of your database and
your server capacity, this job can take multiple hours to complete. As indicated
above, it’s best to schedule it to run after regular business hours to avoid affecting
system performance for RPMS users and to ensure users will be off the system during
the first 45 minutes of the post-install task.
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The BFMC post-installation job runs as a regular TaskMan task, so you can see
whether it has completed by checking its status in the Running tasks option. To
access this option, access the Task Management menu while the task is running and
use the steps shown in Figure 4-17.

Select IHS Kernel Option: TM Taskman Management

Schedule/Unschedule Options

One-time Option Queue

Taskman Management Utilities ...

List Tasks

Dequeue Tasks

Requeue Tasks

Delete Tasks

Print Options that are Scheduled to run
Cleanup Task List

Print Options Recommended for Queueing

Select Taskman Management Option: List Tasks
List Tasks Option

All your tasks.
Your future tasks.
Every task.

List of tasks.
Unsuccessful tasks.
Running tasks.

Select Type OF Listing: Running tasks
Running tasks...
646721: BKGRNDBJIMDPOST, PostProcessing of the KIDS install. No device.
GOLD1,LIVE. From Today at 19:07, By you.
Started running Today at 19:10. Job #: 3056 [BFO]

End of listing. Press RETURN to continue:

Figure 4-17: Checking the status of the BFMC post-installation job

In the example shown in Figure 4-17, 646721 is the number of the post-installation
task. Note “BKGRND”BJMDPOST”, the name of the task, which uniquely identifies
the BFMC post-installation job. Once it finishes, the task status will change to
“Completed” and it will no longer appear in the list of running jobs.

Note: You will not be able to install the second C32 KIDS build,
BJMD*1.0*3, until this post-installation process completes.

4.8 Install the BIMD KIDS Build
Note: If you have multiple RPMS namespaces, you will need to
perform this step in all of them, one at a time.
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The installation process automatically performs certain steps before and after the
KIDS installation. If your site configuration prevents the installation process from
performing these steps automatically, the installation process will display a message
instructing you to perform the steps manually. Detailed instructions for these steps
may be found in Appendix B: and Appendix C: .

1.

o~ W

Sign on to RPMS in your RPMS namespace. Make sure that you are signed on as
an Ensemble administrator and that your Ensemble account has the %All role. If
your account does not have the %Al role, you will not be able to proceed with
the KIDS install.

Access the KIDS menu options, XPD MAIN.
From the KIDS menu, select the Installation menu.
From the Installation menu, select option 1: Load a Distribution.

Type bjmd0100.03k at the “Enter a Host File” prompt. You might need to
precede the file name with the appropriate host path. This file was retrieved from
the anonymous directory as part of pre-installation. If your site participated in
beta testing, you may be asked "This Patch is for Version 1, you are running
Version 1.1. Want to continue installing this build? NO//™ Answer Yes to this
question.

Type Yes (or press Enter to accept the default) at the “Want to Continue with
Load? YES//” prompt.

An environmental check has been added for those systems that may not have an
up-to-date version of Ensemble and/or RPMS software. It also makes sure that the
server has sufficient disk space. If the check fails, you will not be able to proceed
with the installation. If this happens, correct the problem or contact the Help
Desk.

From the Installation menu, select option 2: Verify Checksums in Transport
Global. This option provides a mechanism for ensuring the integrity of your
routines. It verifies checksums for the components of the Transport global, and
reports any errors uncovered.

Type BJMD*1.0*3 as the install name.

Optional: At this time, you can elect to exercise one of the following installation
options. Please note that these are optional. If you elect to use one of these, use
BJMD*1.0*3 as the install name.

a. Back Up a Transport Global—This option creates a MailMan message that
will back up all current routines on your system that would be replaced by this
release. (Because this is a new release, no files will be replaced.)
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b. Compare Transport Global—This option allows you to view all changes that
will result from the installation of this patch and compares them with the
values currently loaded on your system (routines, data dictionaries, templates,
etc.).

Note: User should be of the system for the Install Package(s)
section of the BJMD KIDS installation (step 9 — 14 below).

9. From the Installation menu, select the Install Package(s) option.

10. At the “Select Install Name” prompt, type BJMD*1.0*3. If your site participated
in beta testing, you may be asked "This Patch is for Version 1, you are running
Version 1.1. Want to continue installing this build? NO//" Answer Yes to this
question.

11. At the “Specify Full Directory path for the database for new namespace C32PRD”
prompt (where "PRD" stands for the name of your RPMS namespace), enter the
name of the directory that you created in Section 4.4 of this guide. Once you enter
the directory name, the system will create a new database file in it and configure
all necessary settings and mappings. The process will display about two dozen
messages on the screen and may take a few minutes to complete. If you are
reinstalling this KIDS build and the C32 database was previously created, this
step will be skipped.

12. Respond to the following prompts as indicated:

a. At the “Want KIDS to Rebuild Menu Trees Upon Completion of Install?
YES//I” prompt, type NO.

b. At the “Want KIDS to INHIBIT LOGONSs during the install? YES//” prompt,
type NO.

c. Atthe “Want to DISABLE Scheduled Options, Menu Options and Protocols?
YES//I” prompt, type NO.

13. When prompted for DEVICE, accept the default if you want the output to be
displayed on your screen or enter the name of the printer/file that you want
installation output to be redirected to.

Note: The output from this installation will generate about 75-80
pages worth of messages. Consider this when selecting
which device to send the messages to. The installation
process will take a few minutes.

14. Exit the Installation menu.

Proceed to Section 5.0 for further information and setup instructions.
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4.9

Sample Installation of the BFMC KIDS build

Note: User responses appear in bold type.

Select OPTION NAME: XPD MAIN Kernel Installation & Distribution System

Edits and Distribution ...
Utilities ...
Installation ...

Select Kernel Installation & Distribution System Option: Installation

Load a Distribution

Verify Checksums in Transport Global

Print Transport Global

Compare Transport Global to Current System
Backup a Transport Global

Install Package(s)

Restart Install of Package(s)

Unload a Distribution

OO~ WNPE

Select Installation Option: Load a Distribution

Figure 4-18: Selecting installation option for BFMC

Prompts and sample output for the Load a Distribution option are shown in Figure
4-19.

Enter a Host File: d:\rpms_tst\bfmc0100.02k <Enter> (Note: Type the
appropriate path for your system.)

KIDS Distribution saved on May 27, 2012@18:46:22
Comment: C32 Version 1.0 Patch 2

This Distribution contains Transport Globals for the following Package(s):
Build BFMC*1.0*2
Distribution OK!

Want to Continue with Load? YES//<Enter>
Loading Distribution...

Build BFMC*1.0*2 has an Environmental Check Routine

Want to RUN the Environment Check Routine? YES//<Enter>
BFMC*1.0*2

Will Ffirst run the Environment Check Routine, BJMDECKF

Use INSTALL NAME: BFMC*1.0*2 to install this Distribution.

Figure 4-19: Running the Environment Check Routine for BFMC

Note: User responses appear in bold type.

Prompts and sample output for the Verify Checksums in Transport Global option are
shown in Figure 4-20.
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Select Installation Option: 2 Verify Checksums in Transport Global
Select INSTALL NAME: BFMC*1.0*2 Loaded from Distribution Loaded from
Distribution 05/28/11@18:30:11

=> C32 Version 1.0 Patch 2 ;Created on May 27, 2012@18:46:22

This Distribution was loaded on May 28, 2012@18:55:36 with header of
C32 Version 1.0 Patch 2 ;Created on May 27, 2012@18:46:22
It consisted of the following Install(s):
BFMC*1.0*2
Checking Install for Package BFMC*1.0*2
DEVICE: HOME// VT

PACKAGE: BFMC*1.0*2 May 28, 2012 6:57 pm PAGE 1

3 Routine checked, 0 failed.

Figure 4-20: Verifying Checksums in the Transport Global for BFMC

Prompts and sample output for the Install Package(s) option are shown in Figure
4-21.

Select Installation Option: 6 Install Package(s)
Select INSTALL NAME: BFMC*1.0*2 Loaded from Distribution Loaded from
Distribution 5/26/11@18:55:36

=> BFMC*1.0*2 ; Created on May 27, 2012@18:46:22

This Distribution was loaded on May 28, 2012@18:55:36 with header of
BFMC*1.0*2 ; Created on May 27, 2012@18:46:22
It consisted of the following Install(s):
BFMC*1.0*2
Checking Install for Package BFMC*1.0*2
Will first run the Environment Check Routine, BJMDECKF

Install Questions for BFMC*1.0*2

Incoming Files:

90606 C MESSAGING MESSAGE TYPE (including data)
Note: You already have the "C MESSAGING MESSAGE TYPE®" File.
I will OVERWRITE your data with mine.

90607 C MESSAGING SITE PARAMETERS (including data)
Note: You already have the "C MESSAGING SITE PARAMETERS® File.
Data will NOT be added.

90608 CACHE CLASS TRANSPORT (including data)
Note: You already have the "CACHE CLASS TRANSPORT® File.
I will OVERWRITE your data with mine.

Enter date/time you want to schedule the task: 07:30PM
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Want KIDS to Rebuild Menu Trees Upon Completion of Install? YES//NO

Want KIDS to INHIBIT LOGONs during the install? YES// NO
Want to DISABLE Scheduled Options, Menu Options, and Protocols? YES//NO

Enter the Device you want to print the Install messages.
You can queue the install by enter a "Q" at the device prompt.
Enter a "/~ to abort the install.

DEVICE: HOME//
BFMC*1.0*2

Installing Routines:
May 28, 2012@19:03:26

Installing Data Dictionaries:
May 28, 2012@19:03:26

Installing Data:
May 28, 2012@19:03:28

Installing PACKAGE COMPONENTS:

Installing OPTION
May 28, 2012@19:03:28

Running Post-Install Routine: ~BJMDPOST
Updating [BJMD NO LIMIT LOINC CODES] taxonomy. ..

Updating Routine file...
Updating KIDS files...

BFMC*1.0*2 Installed.
May 28, 2012@19:07:35

Not a VA primary domain

NO Install Message sent

Figure 4-21: Installing the BFMC KIDS build

4.10 Sample Installation of the BJMD KIDS build

Note: User responses appear in bold type.

Select OPTION NAME: XPD MAIN Kernel Installation & Distribution System

Edits and Distribution ...
Utilities ...
Installation ...

Select Kernel Installation & Distribution System Option: Installation
1 Load a Distribution

2 Verify Checksums in Transport Global
3 Print Transport Global
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Compare Transport Global to Current System
Backup a Transport Global

Install Package(s)

Restart Install of Package(s)

Unload a Distribution

[o2JNE 8

Select Installation Option: Load a Distribution

Figure 4-22: Selecting installation option BJMD

Prompts and sample output for the Load a Distribution option are shown in Figure
4-23.

Enter a Host File: d:\rpms_tst\bjmd0100.03k <Enter> (Note: Type the
appropriate path for your system.)

This Distribution contains Transport Globals for the following Package(s):
Build BIJMD*1.0*3
Distribution OK!

Want to Continue with Load? YES//<Enter>
Loading Distribution. ..

Build BIJMD*1.0*3 has an Environmental Check Routine

Want to RUN the Environment Check Routine? YES//<Enter>
BJIMD*1.0*3

Will first run the Environment Check Routine, BJMDECK

Use INSTALL NAME: BJIMD*1.0*3 to install this Distribution.

Figure 4-23: Running the Environment Check Routine for BJMD

Note: User responses appear in bold type.

Prompts and sample output for the Verify Checksums in Transport Global option
are shown in Figure 4-24.

Select Installation Option: 2 Verify Checksums in Transport Global
Select INSTALL NAME: BJMD*1.0*3 Loaded from Distribution Loaded
from Distribution 5/28/11@18:55:36

=> BJMD*1.0*3 ; Created on May 27, 2012@23:43:36

This Distribution was loaded on May 28, 2012@23:43:36 with header of
BIJMD*1.0*3 ; Created on May 27, 2012@23:43:36
It consisted of the following Install(s):
BJIMD*1.0*3
DEVICE: HOME// VT

PACKAGE: BJMD*1.0*3 May 27, 2012 11:57 pm PAGE
1
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12 Routine checked, 0 failed.

Figure 4-24: Verifying Checksums in the Transport Global for BJIMD
The output for the Install Package(s) option depends on the version of Ensemble.

Prompts and sample output for the Install Package(s) option in Ensemble 2009/2010
are shown in Figure 4-25.

Select Installation Option: 6 Install Package(s)
Select INSTALL NAME: BJIMD*1.0*3 Loaded from Distribution Loaded from
Distribution 05/28/11@18:55:36

=> BIJMD*1.0*3 ; Created on May 27, 2012@23:43:36

This Distribution was loaded on May 28, 2012@18:55:36 with header of
BIJMD*1.0*3 ; Created on May 27, 2012@23:43:36
It consisted of the following Install(s):
BJIMD*1.0*3
Checking Install for Package BJMD*1.0*3
Will first run the Environment Check Routine, BJMDECK

Specify Full Directory path for the database for new namespace C32SFH:
c:\C32SFH\
Creating C32SFH namespace

2012-05-29 22:33:29 0 BFMC.BIMD.Installer: Installation starting at 2012-05-29
22:33:29, LogLevel=1

2012-05-29 22:33:29 1 CreateDatabase: Creating database C32SFH in C:\C32SFH\ with
resource %DB_DEFAULT

2012-05-29 22:33:31 1 CreateDatabase: Creating database SFH in
C:\InterSystems\Ensemble\mgr\ with resource %DB_%DEFAULT

2012-05-29 22:33:32 1 CreateNamespace: Creating namespace C32SFH using C32SFH/C32SFH
2012-05-29 22:33:33 1 ActivateConfiguration: Activating Configuration

2012-05-29 22:33:34 1 GlobalMapping: Adding globalmapping BJMDS to C32SFH from SFH
2012-05-29 22:33:34 ClassMapping: Adding classmapping BFMC to C32SFH from SFH
2012-05-29 22:33:34 EnableEnsemble: Enabling C32SFH

2012-05-29 22:33:44 1 ActivateConfiguration: Activating Configuration

2012-05-29 22:33:44 SystemSetting: Setting Config.Miscellaneous.EnableLongStrings
to 1

2012-05-29 22:33:44 1 CreateDatabase: Creating database SFH in
C:\InterSystems\Ensemble\mgr\ with resource %DB_%DEFAULT

2012-05-29 22:33:45 1 CreateNamespace: Creating namespace SFH using SFH/SFH
2012-05-29 22:33:45 1 ActivateConfiguration: Activating Configuration

2012-05-29 22:33:46 1 GlobalMapping: Adding globalmapping BJIMD._Xfer.* to SFH from
C32SFH

2012-05-29 22:33:46
2012-05-29 22:33:46
2012-05-29 22:34:10
2012-05-29 22:34:11
22:34:11

2012-05-29 22:34:11 0 %Installer: Elapsed time 42.525026s

RPRRRPP

ClassMapping: Adding classmapping BIMD to SFH from C32SFH
EnableEnsemble: Enabling SFH

ActivateConfiguration: Activating Configuration
BFMC.BJIMD. Installer: Installation succeeded at 2012-05-29

oOR PR

Install Questions for BJMD*1.0*3

Incoming Files:

90606 C MESSAGING MESSAGE TYPE (including data)
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Note: You already have the "C MESSAGING MESSAGE TYPE® File.
I will OVERWRITE your data with mine.

90607 C MESSAGING SITE PARAMETERS (including data)
Note: You already have the "C MESSAGING SITE PARAMETERS® File.
Data will NOT be added.

90608 CACHE CLASS TRANSPORT (including data)
Note: You already have the "CACHE CLASS TRANSPORT® File.
I will OVERWRITE your data with mine.

Want KIDS to Rebuild Menu Trees Upon Completion of Install? YES// NO NO

Want KIDS to INHIBIT LOGONs during the install? YES// NO NO
Want to DISABLE Scheduled Options, Menu Options, and Protocols? YES// NO NO

Enter the Device you want to print the Install messages.
You can queue the install by enter a "Q" at the device prompt.
Enter a "~" to abort the install.

DEVICE: HOME//<Enter>
BJIMD*1.0*3
Install Started for BJMD*1.0*3 :
May 29, 2012@19:03:25

Build Distribution Date: May 27, 2012

Installing Routines:
May 29, 2012@19:03:26

Installing Data Dictionaries:
May 29, 2012@19:03:26

Installing Data:
May 29, 2012@19:03:28

Installing PACKAGE COMPONENTS:

Installing OPTION
May 29, 2012@19:03:28

Running Post-Install Routine: BJMD"BJMDPOST
Updating [BIMD NO LIMIT LOINC CODES] taxonomy. ..

Load started on 2012-05-29 19:06:33
Loading file H:\InterSystems\Ensemble\mgr\Temp\BYANAe83._.xml as xml
Load finished successfully.

Load started on 2012-05-29 19:06:34

Loading file H:\InterSystems\Ensemble\mgr\Temp\BYANATfA3_xml as xml
Imported class: BJMD.Audit.Application

Imported class: BJIMD.Audit.AuditlLog

[more classes imported]

Compiling class BIMD.Audit.Application
Compiling class BIMD.Audit.AuditLog
[more classes compiled]
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Compiling table BIMD_Audit.AuditLog
Compiling table BJMD_C32Doc_CDA.AD

[more tables compiled]

Compiling routine BJIMD.Audit.Application.1l
Compiling routine BJIMD.Audit._AuditLog-1s
[more routines compiled]

Load finished successfully.

Updating 90608 Record

Updating Routine file...

Updating KIDS files...

BJIMD*1.0*3 Installed.
May 29, 2012@19:07:35

Not a VA primary domain

NO Install Message sent

Install Completed

Figure 4-25: Installing the BJMD KIDS build in Ensemble 2009 or 2010

Prompts and sample output for the Install Package(s) option in Ensemble 2012 are
shown in Figure 4-26.

Select Installation Option: 6 Install Package(s)
Select INSTALL NAME: BJMD*1.0*3 Loaded from Distribution Loaded from
Distribution 05/28/11@18:55:36

=> BJMD*1.0*3 ; Created on May 27, 2012@23:43:36

This Distribution was loaded on May 28, 2012@18:55:36 with header of
BJIJMD*1.0*3 ; Created on May 27, 2012@23:43:36
It consisted of the following Install(s):
BJIMD*1.0*3
Checking Install for Package BJMD*1.0*3
Will first run the Environment Check Routine, BJMDECK

Specify Full Directory path for the database for new namespace C32GOLD1:
J:\ensemble\e3ihs-c32goldli\
Creating C32GOLD1 namespace

2012-07-24 14:08:29 0 BFMC.BJIMD.Installer: Installation starting at 2012-07-24
14:08:29, LogLevel=1

2012-07-24 14:08:29 1 CreateDatabase: Creating database C32GOLD1 in
J:\Ensemble\e3ihs-c32goldl\ with resource %DB_%DEFAULT

2012-07-24 14:08:32 1 CreateNamespace: Creating namespace C32GOLD1 using
C32G0LD1/C32GOLD1

2012-07-24 14:08:32 1 ActivateConfiguration: Activating Configuration

2012-07-24 14:08:32 1 GlobalMapping: Adding globalmapping BJMDS to C32GOLD1 from
GOLD1

2012-07-24 14:08:33 1 ClassMapping: Adding classmapping BFMC to C32GOLD1 from GOLD1
2012-07-24 14:08:33 1 EnableEnsemble: Enabling C32GOLD1
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Compilation started on 07/24/2012 14:12:51 with qualifiers "ck", compiling 6 classes

Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compilatio
2012-07-24
2012-07-24
to 1
2012-07-24
2012-07-24
2012-07-24
C32GOLD1
2012-07-24
2012-07-24

Compilatio
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling

table
table

EnsLib.EDI .ASTM.SearchTable

EnsLib.EDI .EDIFACT .SearchTable

EnsLib.EDI .X12.SearchTable

EnsLib.EDI .XML.SearchTable

EnsLib.HL7.SearchTable

EnsLib.XML.SearchTable

EnsLib_EDI_ASTM.SearchTable

EnsLib_EDI_EDIFACT.SearchTable

EnsLib_EDI_X12_SearchTable

EnsLib_EDI_XML.SearchTable

table EnsLib_HL7.SearchTable

table EnsLib_XML.SearchTable

routine EnsLib.EDI_ASTM.SearchTable.1
routine EnsLib.EDI.EDIFACT.SearchTable.1
routine EnsLib.EDI.X12.SearchTable.1
routine EnsLib.EDI_XML.SearchTable.1
routine EnsLib.HL7.SearchTable.1

routine EnsLib.XML.SearchTable.1

n finished successfully in 19.47s.
14:13:10 1 ActivateConfiguration: Activating Configuration
14:13:11 1 SystemSetting: Setting Config-Miscellaneous.EnableLongStrings

class
class
class
class
class
class
table
table
table
table

14:13:11
14:13:11
14:13:11

1
1
1

CreateNamespace: Creating namespace GOLD1 using GOLD1/GOLD1
ActivateConfiguration: Activating Configuration
GlobalMapping: Adding globalmapping BJMD._Xfer.* to GOLD1 from

14:13:12
14:13:12

1
1

ClassMapping: Adding classmapping BIJMD to GOLD1 from C32GOLD1
EnableEnsemble: Enabling GOLD1

n started on 07/24/2012 14:13:21 with qualifiers “ck®, compiling 6 classes
class EnsLib.EDI.ASTM.SearchTable

class EnsLib.EDI.EDIFACT.SearchTable
class EnsLib.EDI.X12.SearchTable

class EnsLib.EDI.XML.SearchTable

class EnsLib.HL7.SearchTable

class EnsLib.XML.SearchTable

table EnsLib_EDI_ASTM.SearchTable

table EnsLib_EDI_EDIFACT.SearchTable
table EnsLib_EDI_X12.SearchTable

table EnsLib_EDI_XML.SearchTable
EnsLib_HL7.SearchTable
EnsLib_XML.SearchTable

routine EnsLib.EDI.ASTM.SearchTable.1
routine EnsLib.EDI_EDIFACT.SearchTable.1
routine EnsLib.EDI.X12.SearchTable.1
routine EnsLib.EDI_XML.SearchTable.1
routine EnsLib.HL7.SearchTable.1

routine EnsLib.XML.SearchTable.1

Compilation finished successfully in 4.627s.

2012-07-24 14:13:26 1 ActivateConfiguration: Activating Configuration
2012-07-24 14:13:26 0 BFMC.BJIMD.Installer: Installation succeeded at 2012-07-
2414:13:26

2012-07-24 14:13:26 0 %Installer: Elapsed time 296.973586s
Install Questions for BJMD*1.0*3

Incoming Files:
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90606 C MESSAGING MESSAGE TYPE (including data)
Note: You already have the "C MESSAGING MESSAGE TYPE®" File.
I will OVERWRITE your data with mine.

90607 C MESSAGING SITE PARAMETERS (including data)
Note: You already have the "C MESSAGING SITE PARAMETERS® File.
Data will NOT be added.

90608 CACHE CLASS TRANSPORT (including data)
Note: You already have the "CACHE CLASS TRANSPORT" File.
I will OVERWRITE your data with mine.

Want KIDS to Rebuild Menu Trees Upon Completion of Install? YES// NO NO

Want KIDS to INHIBIT LOGONs during the install? YES// NO NO
Want to DISABLE Scheduled Options, Menu Options, and Protocols? YES// NO NO

Enter the Device you want to print the Install messages.
You can queue the install by enter a "Q" at the device prompt.
Enter a "~" to abort the install.

DEVICE: HOME//<Enter>
BJIMD*1.0*3

Install Started for BJMD*1.0*3 :
May 29, 2012@19:03:25

Build Distribution Date: May 27, 2012

Installing Routines:
May 29, 2012@19:03:26

Installing Data Dictionaries:
May 29, 2012@19:03:26

Installing Data:
May 29, 2012@19:03:28

Installing PACKAGE COMPONENTS:

Installing OPTION
May 29, 2012@19:03:28

Running Post-Install Routine: BJMD"BJMDPOST
Updating [BJMD NO LIMIT LOINC CODES] taxonomy. ..

Load started on 2012-05-29 19:06:33
Loading file H:\InterSystems\Ensemble\mgr\Temp\BYANAe83.xml as xml
Load finished successfully.

Load started on 2012-05-29 19:06:34

Loading file H:\InterSystems\Ensemble\mgr\Temp\BYANAFfA3.xml as xml
Imported class: BJIMD.Audit.Application

Imported class: BJIMD.Audit.AuditlLog

[more classes imported]

Compiling class BIMD.Audit.Application
Compiling class BIMD.Audit.AuditLog
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[more classes compiled]

Compiling table BIMD_Audit.AuditLog
Compiling table BJMD_C32Doc_CDA.AD

[more tables compiled]

Compiling routine BJIMD.Audit_Application.1l
Compiling routine BJMD.Audit.AuditLog.1s
[more routines compiled]

Load finished successfully.

Updating 90608 Record

Updating Routine file...

Updating KIDS files. ..

BIMD*1.0*3 Installed.
May 29, 2012@19:07:35

Not a VA primary domain

NO Install Message sent

Install Completed

Figure 4-26: Installing the BJMD KIDS build in Ensemble 2012
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5.0 Post-Installation Configuration Instructions

After successfully installing the two C32 KIDS builds, there are five post-installation
steps: optionally configure e-mail notifications, turn off journaling in the newly
created C32 database, configure C32 CSP application, set up site-specific C32
parameters, and start C Messaging.

The post-installation configuration instructions depend on which version of Ensemble
you are using. If your version of Ensemble is 2009 or 2010, then follow the
instructions in Section 5.1. If your version of Ensemble is 2012, then skip Section 5.1
and follow the instructions in Section 5.2.

5.1 Ensemble 2009/2010 Post-Installation Configuration

5.1.1 Encrypt C32 Database

The BJMD KIDS installation creates a C32 database but does not encrypt this new
database. If your site uses encryption, then you must encrypt the newly created C32
database. Instructions for encrypting the database can be found in the C32 (BJMD)
Database Encryption SOP document. Because the C32 application has not been
started yet, it is not necessary to perform all the steps in the encryption document.
The steps you must perform are:

1. Section 2.4 — Dismount the C32 Database
2. Section 2.5 — Perform Encryption

3. Section 2.6 — Re-mount the Database

5.1.2  Configuring Email Notifications

This step allows you to configure the C32 Ensemble production to automatically send
e-mail notifications about new errors to selected users. A notification is typically sent
as soon as a new error occurs, but the number of e-mails is limited to one per 15
minutes in order to prevent flooding the recipients' mailboxes with multiple errors.
This functionality is only available on systems that have an e-mail server configured.
This step is optional and you can skip it if you don’t want to be notified about C32
errors by e-mail. For requests coming from the EHR GUI, you will be able to view
errors in the C32 Audit Log, which is described in the C32 User Manual, even if you
do not set up e-mail notifications.

First, check if your e-mail server requires you to sign on. If it does, you will need to
set up credentials first. To do that, sign on to Ensemble’s System Management Portal
(SMP) as an administrator and follow the following instructions:
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1. On the main System Management Portal page, select Ensemble Management
Portal at the bottom of the leftmost column.

2. Select the appropriate C32 namespace from the drop-down list at the top of the
page. It will consist of "C32" concatenated with the name of your RPMS
namespace. For example, if your RPMS namespace is called "TEST5", then the
associated C32 namespace will be called "C32TEST5".

3. Click on Maintenance in the list of options on the left side.
4. Click on Credentials in the list of options on the left side.

5. Click on Create New Credentials at the top of the screen. A new frame will
appear at the bottom of the screen and you will be prompted to Edit Credentials
definition. See Figure 5-1 for a sample screenshot. Your screen may look slightly
different.

¥ Credentials - Mozilla Firefox

File Edit Yiew History Bookmarks Tools Help

@ - c fat |_L] http:fi10.24.196,43:57772 cspjc32goldl JUHIEnsCredentials. cspP4NAMESPACE= T -‘!' | |ABP| ~
= 1 -

INTERSYSTEMS - i
Licensed to: Vangent, Inc_ - 3

Horne | Abuut\ HEIp | Logout

Home | Create New Credentials

Credentials are your authorization keys to conned to systems and
applications outsicle Ensemble. The following Credentials are
currently defined: [Last update: 2010-09-29 17:00:35.496 [ Auto]

Mo frems founs.

Edit Credentials definition:

ID‘ |

Usernarme ‘user name |

Password ‘.....llll |

Done S) s3rox

Figure 5-1: Credentials

6. Inthe ID field enter an arbitrary 1D that will identify your e-mail server, e.g.,
"mail-server". You will later use this ID in the Credentials field of the e-mail
notification screen.
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7.

In the Username field, your Ensemble user name will be defaulted. Change it to a
valid user name on the e-mail server that will allow you to sign on to the server
and send e-mails.

In the Password field, enter the password for the user name that you entered in
the previous step. If your screen contains a Confirm Password field, then re-
enter the password in that field.

Click on the Save button. The screen will be re-displayed and you will see your
newly entered user ID in the top portion of the screen.

Once you have configured credentials or confirmed that your e-mail server does not
require them, sign on to Ensemble’s System Management Portal as the administrator.
You must use Internet Explorer (IE) and not another Web browser because
subsequent steps require Internet Explorer.

1. On the main System Management Portal page, select Ensemble Management
Portal at the bottom of the leftmost column.
2. Select the appropriate C32 namespace from the drop-down list at the top of the
page. The page will refresh and the words Ensemble Running should appear.
3. Click on the more... link next to the name of the running production
(“BJMD.Prod.Production.”) The Ensemble Productions page will be displayed.
4. Click on the Configure link on the right-hand side. The Ensemble
Configuration page will come up and, after a brief delay, a graphical
representation of the C32 production will be displayed. The top block on the right,
under Business Operations, should read AlertEmailBO.
5. Single-click on AlertEmailBO and the details of this process will be displayed at
the bottom of the page.
6. In the Specific Settings column on the right-hand side, enter values in the
following fields:
Field Name Value
SMTP Server IP address or name of the e-mail server at your
site
SMTP Port Port number used by your e-mail server. The
default is 25
Credentials Only required if the e-mail server requires
authentication (see instructions above)
Recipient A comma-delimited list of e-mail addresses that
Ensemble will be sending alerts to, e.g.
John.Doe@ihs.gov,Jane.Doe@ihs.gov
From The e-mail address that the alerts will appear as
coming from, e.g. c32@ihs.gov
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5.1.3

If you have a functional e-mail server, but do not have some of this information,
contact the Help Desk. Do not modify any other values on this screen because it can
invalidate the Ensemble production. Once you have entered all required data, click
the Apply button at the top of the lower frame.

Figure 5-2 contains a sample screenshot which shows what the page will look like
during the configuration process.

2} Ensemble Configuration Editor - Microsoft Internet Explorer

Flle Edit Wiew Fawaorites Tools Help #

Qo - O ¥ B @ Osencr Jormomes @ (-2 B | JEH B

Address |@ http:/{10.24.196.43:57772 cspfc32gold! fCSPK. EnsConfigFrame. cls?$101 =BIMD. Prod ProductionGNAMESPACE=C32GOLD

Ensemble Configuration
Licensed to: Wangent, Inc.

Home | About | Help | Logout

Links | @3 -

1 v Gu

BIMD.Prod. Production &
Production Running Business Services Business Processes Business Operations

@ BIMD.Prod.Service
V) soARIn P

BIMD. Prod.CompiledRecordInbound

3ohn. smith@ihs . gow|

a Done | | | . Internet

Figure 5-2: Ensemble e-mail server configuration

Turning Off Journaling in the C32 Database

The newly created C32 database will have journaling turned on by default. Disable it
before you start C32. If you don't, C32 processing will generate a high volume of
journaling activity, which may fill up your journaling area.

In order to turn off journaling for C32, follow these instructions:

1. Access Ensemble’s System Management Portal (SMP) and sign on as an
administrator.

2. Select Configuration in the leftmost column.
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3. When the Configuration page comes up, select Local Databases in the leftmost
column.

4. When the Local Databases page comes up, find the row with the name of the
newly created C32 database. It will consist of "C32" concatenated with the name
of your RPMS database. For example, if your RPMS database is called "TEST5",
then the associated C32 database will be called "C32TEST5".

Note: The Journal column in this row will say Yes.

5. Click on the word Edit in the identified row. This will bring up the Database
Properties page. Find the line which says Global Journal State and change the
value from Yes to No. Ignore the warning that will appear on the page.

= =%

) Database Properties - Mozilla Firefox

Eile Edit “iew History Bookmarks Tools Help

@ = c fa¥ |j http:if10.24.196.43:57772 fcsplsysimar UtISysDatabaseEdit.csp?$ID] =h%u3a\c32testSN a4 ID2=C32TESTSS 7.7 - "I“ / @-

Database Properties E,, R
Licensed to: ¥angent, Inc. ’ %

Home | About | Help | Logout

Edit Database Properties; C32TESTS

Name: |C32TESTS
Directary: hi\c32tests
Encrypted: No
Block Size (Bytes): 8192
Size (MB): |z53
Maximum Size (MB): D (D for Unlimited)
Expansion Size (MB): D (0 for Default)
Resource Name: | %DB_%DEFAULT % | Create a new resource
Global Journal Statef

Warning: InterSystems highly recommends that databases be journalled!

New Global Collation:
Mew Global Growth Block:
Mew Global Pointer Block:
Stream Location: | | [ Browse...
Preserve global attributes on delete:
Read Only? 1

Mount Required at Startup?

S) s3rox

Dane

Figure 5-3: Edit Database Properties
6. After making the change, click Save at the bottom of the screen.

7. If your Ensemble instance hosts multiple RPMS namespaces, repeat steps 1-6 for
all new C32 databases.

8. As mentioned earlier, make sure that you add the newly created C32 database(s)
to the list of backed up databases.
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5.1.4  Configuring the C32 CSP Application

Next you need to configure security settings for the C32 CSP application which was
automatically created by the installation process. If you do not complete this step,
your EHR GUI application will not be able to display C32 documents.

The steps are as follows:

1. Sign on to Ensemble’s System Management Portal as an administrator.

2. Select Security Management under System Administration in the left column.
The Security Management page will be displayed.

3. Select System Security Settings under Security Definitions in the left column.
The Security Setting Options page will appear.

4. Select Authentication Options in the left column. The screen shown in Figure
5-4 will appear.

¥) Authentication Options - Mozilla Firefox lz”ElEl

Fle Edt Yisw History Bookmarks Tooks Help

@ - C (ar | L) hetp:/f10.24,196.43:57772 esplysisec/UtISysAuthentication cspPSHAME SPACE= R B 5| (e~

Authentication Options =
Licensed to: Wangent, Inc. ‘e

Home | About | Help | Logout

System-wide Security Parameters | Authentication Options | LDAP Options

Edit Security Authentication Options:

Allow Unauthenticated access:
allow Operating System authentication:
Allow Password authentication:
allow Delegated authentication:

Allow Kerberos authentication:

O000FE &

Allow LDAP authentication:

Allow LDAP cache credentials authentication:

Save Cancel

Done S) s3rox

Figure 5-4: Edit Security Authentication Options

5. Verify that the Allow Unauthenticated access box is checked. If it is not
checked, check the box and click Save. The change will take effect immediately.

6. Return to the main System Management Portal page. Select Security
Management under System Administration in the left column. The Security
Management page will be displayed.
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7. Select CSP Applications in the right column under Application Definitions. A
page similar to the one in Figure 5-5 will appear.

¥} CSP Applications - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

O -c

INTERSYSTEMS

Home | &bout | Help | Logout

Licensed to: Yangent, Inc.

CSP Applications

o

fat \j http:fi10.24.196.43:57772}csp/sysisec/UtiSysapplications. cspr4ID1 =*24 ID2=124NAMESPACE=

Create New CSP Application

The following is a list of C5P applications that are currently

defined:

[Last update: 2011-D1-07 17:07:45.671 [ Auto|

/csp/oc32-guick-test

Narme abled| Ty

Yes min_Manage |Unauthenticated Edit | Delete
/ocsp/o3zgoldl Yes CSP |%6Admin_Manage Unauthenticated Edit | Delete
/ocsp/o32golds Yas CSP |%6admin_Manage |Unauthenticated Edit | Delete
/Ccsp/cd2silvs Yes CSP |%6Admin_Manage |Unauthenticated Edit | Delete
/osp/o32silvu Yas CSP |%6admin_Manage |Unauthenticated Edit | Delete
/Ccsp/c32tests Yes CSP |9 admin_Manage |Unauthenticated Edit | Delete
/ocsp/o3ztst Yes CSP |%6admin_Manage Unauthenticated Edit | Delete
Jospfedrsilve Yas CSP |%6admin_Manage Unauthenticated Edit | Delete
/csp/emsg Yes CSP |%6admin_Manage|Unauthenticated Edit | Delete
/ocspfensc3z Yas CSP |%6admin_Manage |Password, Unauthenticated | Edit | Delete
/csp/ensdemo Yes CSP |9 admin_Manage|Password,Unauthenticated| Edit | Delete
/ocspiensemble Yes CSP |%6admin_Manage |Password, Unauthenticated | Edit | Delete 1
/ocspsgoldl Yas CSP |%6admin_Manage |Unauthenticated Edit | Delete
/ocsp/golds Yes CSP |%6admin_Manage |Password, Unauthenticated | Edit | Delete
/ocspfsamples Yas CSP Unauthenticated Edit | Delete
/csp/silvs Yes CSP |9 admin_Manage |Unauthenticated Edit | Delete 3
Done ‘ . I S) s3rox

Figure 5-5: CSP Applications

8. Identify the newly created C32 CSP application in the Name column. The name
will start with "/csp/" and will be followed by "c32" and then the name of your
production namespace. For example, if your production namespace is "PRD", the
new C32 application will be called "/csp/c32prd™.

9. Check that the Authentication Methods column for this CSP application

contains the word Unauthenticated and no other words. If it contains anything
else, click on the Edit link in the same row and you will see the page shown in

Figure 5-6.
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) CSP Application Edit - Mozilla Firefox [BEET

Eile Edit View Higtory Bookmarks Tools Help

@ - (ot L] hktpif10.24,196,43:57772 cspjsys/sec/UtiSysppplication, csp? 4101 =fcspjciztest 5 ID2=184NAMESPACE: 7 - | [# - sl
1 ~

LI ) = [

Edit CSP Application = |
Licensed to: ¥Yangent, Inc, R ¥

Home | About | Help | Logout

Edit csP application

_— | application Rales | | matching Roles |

CSP Application Name*: |fcspf03219915| |(E.g. focspappname)

Description: |Ensemh|e Management Fortal
Enabled:

Resource required to run the applicatian: | %Admin_tanage -

Allowed authentication Methods: [¥]upauthenticated
Crassword
Accept sessions established by other CSP applications: []
MNamespace;
CSP Files Physical Path: |H\InlerSystems\EnsEmbIe\CSP\cSZtestS H Browse ]
Recurse:
Auto Compile:

Event Class: | | | |

Default Tirmeout:
Default Superclass: | |
Use Cookie for Session;
Session Cookie Path:
Serve Files: Serve Files Timeout:

Lack CS0 Kama:

S) s3rox

Dane

Figure 5-6: Edit CSP Application

10. Find the words Allowed Authentication Methods on the left hand side. Check
the Unauthenticated box next to them. Uncheck the Password box immediately
below the Unauthenticated box. If there is a Kerberos box displayed, uncheck
that box. Scroll down to the bottom of the screen and click the Save button. The
changes will take effect immediately.

11. Return to the main System Management Portal page. Select Security
Management under System Administration in the left column. The Security
Management page will be displayed. Select Users in the left column and you will
see a page similar to Figure 5-7.
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2) Users - Mozilla Firefox

File Edit View History Bookmarks Tools  Help

@ - ot | L] hpifi10,24,196.43:57773 cspisys/seciUtiSollsers, csp?$ID1 =amikhay! w7 | 158~ P @

Users
Licensed to: ¥angent, Inc.

Home | shout | Help | Feedback | Logout

GCreate New User

Thre following is a list of user definitions: |Last update: 2011-04-05 21:59:27.503 Dﬂum‘
—
user___[Full Name Encbled| Namespace|Routine|Type |||
_Ensemble Ensernble Manager Yes Cache password user| Edit | Delete | Profile
_PUBLIC {Internal use - not for login) [No Cache password user| Edit = Profile
_SYSTEM SQL System Manager Yes Cache password user| Edit = Profils
Admin System administrator Yes Cache password user| Edit | Delete | Profile
amikhayl Test Yes Cache password user| Edit | Delete | Profile
CSPSystem |CSP Gateway user Yes Cache password user| Edit | Delete | Profile
Superlser System Super user Yes Cache password user| Edit | Delete | Profile
UnknownUser (Unauthenticated user Yes Cache password user| Edit = Profils
Done S) s3rox

Figure 5-7: Users

Find the user called UnknownUser on this page. If you have many Ensemble
users defined on the system, the list will take up more than one page. In that case
type Unknown in the Filter field at the top of the page and it will display all
users whose names include the word Unknown, as shown in Figure 5-8.
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) Users - Mozilla Firefox

File Edit ‘“iew History Bookmarks Tools  Help

G - c A ‘|j http: /10,24 196,43, 57773 cspisysisec/UtISglUsers, csp?4101 =UnknownUser& ID2=1 24NAMESPACE=
g

W m
Users | :
Licensed to: ¥angent, Inc.

Home | About | Help | Feedback | Logout

Create New User

The following is a list of user definitions: Last update: 2011-04-05 22:23:34.256 Dnuto|

Full Marme Enabled|Mamespace| Routing -I-
UnknownUser |Unauthenticated user|Yes Cache password user| Edit F Profile

Done S) s3rox

Figure 5-8: Users, filtered
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Once you find UnknownUser, click on the Edit link. You will see the page shown in
Figure 5-9.

©) User Edit - Mozilla Firefox
File Edt Yiew History Bookmarks Tools Help

@ - Cet | L Betpei10.24,196,43:57773 cspisys sec/UtiSalUserEdit, csp?SID1 =Unknownl s BENAMESPACE= - 2R P @

- T

Edit User
Licensed to: ¥angent, Inc.

Home | About | Help | Feedback | Logout

Profile

Edit definition for user Unknownlser:

_ [ Roles || sQL Privileges | | SQLTables || SQLViews | [SQL Procedures|

Name*:|

Full Name: |Unauthenhcated user

|
|
Comment: |Iesl |
|
|

Password*: |--uu---

Confirm Password*: |

Change password on next login: []
User Enabled:
Expiration Date: | | Cyyyy-mm-dd)

Startup Namespace:

Startup Tag~Raouting: | |

Two-factor Authentication

Mohile phone service provider: Create new provider m

Mobile phone number: | ‘

Save Close

Dons S) s3arox

Figure 5-9: Edit User, General tab

Verify that the User Enabled box is checked. If the box is not checked, check it
and click the Save button at the bottom of the screen.

Next, click on the Roles tab immediately under Edit definition for user
UnknownUser and you will see the page shown in Figure 5-10.
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2) Edit User - Mozilla Firefox

File Edit Wew History Bookmarks Tools  Help

@ = c ot |j http:)f10.24, 196.43:57773cspfsysfsecfUkiSglUserPriv. cspPtype=userf$ID1 =UnknownlUserB§I02=1 LT '-.l' ,- @

3 = . Ch

Edit User , |
Licensed to: ¥angent, Inc. ) ,- .‘ ¢

Home | About | Help | Feedback | Logout

Profile

Edit definition for user UnknownlUser

| sQL Privileges | | sQLTables || SQLViews |[SQL Procedures|
UnknownUser is Assigned to the Following Roles |Grant Option |
Mone,

Assign user UnknownUser to one or more roles:
Available Selected
— SelectOne or Mare — 4 — ltems Selected — Assign

%Al
Assign with Grant Option

2DB_%DEFAULT
2DB_CACHE
#DB_CACHEAUDIT
#DB_CACHELIE
#DB_CACHESYS
#DB_CACHETEMP
#DB_DEFALLT
#DB_DOCBOOK
*#DB_EMSDEMO v

[2]¥]alv

Hold the [Shift] or [Cd] key while dicking to select rmultiple.

Dane S) s3rox

Figure 5-10: Edit User, Roles tab

If the list of roles which appears at the top of the page immediately under
UnknownUser is Assigned to the Following Roles includes %All, then you do
not need to do anything else. If not, then select %All in the list of Available roles
on the left-hand side of the page and click the top arrow located between the
Available and Selected columns. Once %Al appears in the Selected column,
click on the Assign button and %All will appear under UnknownUser is
Assigned to the Following Roles as shown in Figure 5-11.
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%) Edit User - Mozilla Firefox
Eile Edit View Higtory Bookmarks Tools Help

@ - c Y |j http:/f10.24.,196,43:57 77 3/csp/sys/sec/UklSglUserPriv, csp?type=userd$ 101 =Unknownlser &4 I02=1 o -‘l' /.'

E.

NTERSYSTEMS . il

Home | About | Help | Feedback | Logout

Profile

Edit definition for user UnknownUser

General [Roles] SQL Privileges 8QL Tables SOQL Views SQL Procedures
UnknownUser is Assigned to the Following Roles Grant Option
%Al O 1%

Assign user UnknownUser to one or maore roles:

Available Selected
— SelectOne or More — » —ltems Selected — Assign
#DB_%DEFAULT ﬂ @]
%
*%DB_CACHELIB ﬂ
%DB_CACHESYS
%DB_CACHETEMP 0 ﬂ
%DB_DEFAULT
*%DBE_DOCBOOK
%DB_ENSDEMO
%DB_ENSEMBLE v

Held the [$hift] or [C4] key while dlicking to sslact multiple.

Dane S) s3rox

Figure 5-11: Edit User, %All role assigned

At this point your C32 CSP application is set up and ready to be accessed from
the EHR GUI.

Note: The firewall settings on all Windows workstations running
the EHR GUI client need to be configured to accept
incoming Web Services connections from Ensemble in
order to display C32s. Contact your firewall administrator
or Area Support if you cannot resolve firewall issues.

5.1.5 Setting up Site-Specific C32 Parameters

Access the RPMS menu C Messaging Menu and configure your site-specific C32
parameters. Note: This menu is locked by security key XUMGR, which you should
have as a site manager. If you cannot access this menu from the regular OPTION
NAME prompt in RPMS, you will need to add the security key to your user settings.

The C Messaging Menu consists of the four menu options shown in Figure 5-12.

Select OPTION NAME: C MESSAGING MENU BJMD C MESSAGING C Messaging Menu

EDIT Edit C Messaging Site Parameters
ONE Generate C32 for a single patient
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ALL Generate C32 documents for all patients in RPMS
MANG Manage C Messaging transmissions

Figure 5-12: C Messaging Menu

Access option Edit C Messaging Site Parameters. You will be asked six questions,
which will determine how C32 processing is performed at your site.

The first prompt is BACKGROUND JOB DELAY. You can enter a number
between 0.1 and 2 seconds. This number controls how long the C32 generator will be
idle when there are no outstanding requests for C32 documents in the C32 queue. The
default value is 1 second. The smaller this value, the faster the system will respond to
incoming requests for C32 documents from the EHR GUI. On the other hand,
checking the C32 request queue every 0.1 second can add an extra load to the server,
so you will have to maintain a balance between EHR GUI performance and the
impact on other RPMS activities. If you are not sure what to enter here, accept the
default value of 1 second.

The second prompt is RECORD GLOBAL REFERENCES. This value is set to Do
not capture global references by default and you should leave it that way. This
value should be changed only if OIT Support asks you to do so to help analyze
performance issues. Setting this value to Capture global references can affect your
disk space utilization and system performance.

The third prompt is TIME TO RUN NIGHTLY TASK and there is no default
value. If your site is not a part of the IHS HIE at this time, then skip this prompt. If
your site is a part of the IHS HIE and you have been provided with the location of the
off-site C32 repository, then enter the time when you want C32 documents to be
generated and transmitted on a nightly basis. It is recommended that you enter a time
outside of the regular business hours to minimize impact on the end users. This
prompt accepts time values in all valid FileMan formats, e.g. 15:34 or 03:34PM.

The fourth prompt is DAYS KEEP TRANSMISSION ENTRIES and it is set to 30
days by default. You can change it to any value between 7 and 999 days. The higher
the number, the more disk space the intermediate compile structures created by the
C32 application will consume as described in section 3.2 of this installation guide. On
the other hand, if you set this number too low, the compile data may be purged too
soon and will not be available to facilitate debugging should any problems arise. If
you are not sure what to enter here, accept the default value of 30 days.
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5.1.6

The fifth prompt is REPOSITORY LOCATION and there is no default value. If
your site is not a part of the IHS HIE at this time, then skip this prompt. If your site is
a part of the IHS HIE and you have been provided with the location of the off-site
C32 repository, then enter that location in this field. Enter the value in this field
exactly as it was provided to you. Note: When you enter this value, the system will
check whether the C32 database has enough disk space to accommodate the process
of generating C32 documents for all patients in the system. If you do not have enough
space, then it will display an error message when you try to enter the value. If this
happens, allocate more disk space and try again.

The sixth and final prompt is ENABLED and the default value is NO. This value
controls whether C32 documents are generated when C Messaging is running.
Change it to YES.

Figure 5-13 shows a screen capture of a typical setup session.

Select C Messaging Menu Option: edit Edit C Messaging Site Parameters
Now editing C Messaging parameters:

BACKGROUND JOB DELAY: 1//<Enter>

RECORD GLOBAL REFERENCES: Do not capture global references
//<Enter>

TIME TO RUN NIGHTLY TASK: 01:00AM

Now editing C32 (Patient Summary)-specific parameters:

DAYS KEEP TRANSMISSION ENTRIES: 30// 15

REPOSITORY LOCATION:
http://sample.ihs.gov:19090/PatientRecordReceiverService/PatientRecordRecei
verService

Checking free space...OK

ENABLED?: NO// YES

Figure 5-13: Setting up C32 Site Parameters

Starting C Messaging
Once you have set up all site-specific C32 parameters, you can start C Messaging.

Sign on to the system as an Ensemble administrator using an account with the %oAll
role. (If you use a non-privileged account, you will not be able to start C Messaging.)
Access the Manage C Messaging transmissions option in the C Messaging Menu.
The option will first check that all site-specific C32 parameters were set up properly
and then ask you if you want to start C Messaging. Answer YES and C Messaging
will be started on your behalf. Figure 5-15 contains a typical screen capture.

Select C Messaging Menu Option: MAN Manage C Messaging transmissions
C Messaging status:
No configuration problems found

C Messaging processing task is not running
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Start C Messaging? No// YES (Yes)

Figure 5-14: Starting C Messaging

Once you start C Messaging, C32 documents will be available via the EHR GUI in
about two minutes. If your site is a part of the IHS HIE and you have specified the
location of the off-site repository, the system will not start generating C32 documents
until TIME TO RUN NIGHTLY TASK, which you entered while setting up C32
site parameters. Note: The first time the nightly job runs, it can take over two days to
generate C32 documents for all patients in the database.

Normally, starting C Messaging will automatically start the associated Ensemble
production within two minutes. If your SYSTEM user account has been disabled,
then it will not be possible to automatically start the Ensemble production. In that
case, the production will need to be started manually. Follow these steps to start the
Ensemble production manually:

1. Sign on to Ensemble’s System Management Portal (SMP) as the administrator.

2. On the main System Management Portal page, select Ensemble Management
Portal at the bottom of the leftmost column.

3. Inthe top right corner you will see the word Namespace and a drop-down list of
all namespaces defined within the Ensemble instance. Select the namespace
where your C32 Ensemble production is located. The application will refresh the
page and you will see this name prominently displayed at the top of the page.

Note: Ensemble namespaces can look almost identical when
viewed on this page, so make sure that you have the right
namespace selected.

At the top of the inner box the words Ensemble Stopped will be displayed:
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#) Ensemble - Mozilla Firefox

Fle Edit Wiew History Bookmarks Tools Help

@ - et | L httpiff10.24.196,43:57772 csplensemblefUtIEnsHome, csp7CSPSHARE =1 B4 HAMESPACE=8CSPCHD=00200C 17 ~ | | - Jal @ -

Ensemble Management Portal
Licensed to: Vangent, Inc.

Horme | About | Help | Logout

Home

Productions Welcome to the Ensemble Management Portal:
System Monitor This is the ENSEMBLE namespace.
Event Log
r:essage irowser Ensemble Stopped Service

,—|_ Last Activity Tirme:
Euslnzsciules start Production Activities Completed o}
HIEIIEES RS e Production: more...
Host Maonitor Start Time
Jobs lob Process
IS Total Jobs Running O |Last Activity Time:
Alalptegance lobs OK O |Activities Completed o}
Dashbaoards lobs Inactive O | Messages in Progress: o]
Business Metrics Jobs of Other Status: 0 |Messages in Queues: o]
wark flow Portal Log Operation
Testing Senvice Last Error Time: Last Activity Time:
EDI { HL7 Manager Toral Errar Count O | Activities Completed a
Logout Messages in Progress: Q

Messages in Queues, o] |
———— Seconds to refresh: 15
Done SI s3 n:
Figure 5-15: Ensemble production in a stopped state
4. Click the Start Production button immediately under the words Ensemble
Stopped.
5. A pop-up will appear and ask “Are you sure you want to start Production
BJMD.Prod.Production?” Click OK.
The lines shown in Figure 5-16 should appear on the screen.
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¥) Ensemble Start / Stop Page - Mozilla Firefox Egl
Ele Edit V¥iew History Bookmarks Tools  Help
@ - Gar | L] httpifi10.24,196.43:57772 cspjc32g0ld1 (CSPX, EnsStartStopPage  clsPMODE=start&LRL=UtiEnsHome. cspég 7 - |28 - | [aBp| -
Ensemble Production Start

Starting Production BJMD.Prod. Production Status: Finished

ConfigItem 'AlertEmailBO' started.

ConfigItem 'BEJMD.Prod.C3ZFileBO" started.

CoenfigItem 'BIMD. Prod. CompiledRecordBS' started.

ConfigItem 'BJIMD.Prod.ErrorRecordBS’ started.

ConfigItem '"BJMD.Prod.GenerateC32DocBE’ started.

ConfigIltem 'BJMD.Prod.PullWs.Op. PatientRecordRecelverPort' started.
ConfigIltem '"BJMD.Prod. Pushig.Op. PatientRecordReceiverPort' started.
ConfigItem 'Ens.Actor' updated.

ConfigItem 'Ens.aActor' updated.

ConfigItem 'Ens.alarm' started.

ConfigItem 'Ens.Alert' started.

ConfigItem "Ens.MonitorService' started.

ConfigItem 'Ens. ScheduleHandler' started.

gcheduler has been updated.

Production BJMD. Prod. Productieon started.

Done S s3arox

Figure 5-16: Starting the Ensemble production

6. Click OK to return to the Ensemble productions screen.

Notice that the button that used to read Start Production now reads Stop
Production. It will remain in this state as long as the production is running.

5.2 Ensemble 2012 Post-Installation Configuration

5.2.1  Encrypt C32 Database

The BJMD KIDS installation creates a C32 database but does not encrypt this new
database. If your site uses encryption, then you must encrypt the newly created C32
database. Instructions for encrypting the database can be found in the C32 (BJMD)
Database Encryption SOP document. Because the C32 application has not been
started yet, it is not necessary to perform all the steps in the document. The steps you
must perform are:

1. Section 2.4 — Dismount the C32 Database
2. Section 2.5 — Perform Encryption

3. Section 2.6 — Re-mount the Database
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5.2.2  Configuring Email Notifications

This step allows you to configure the C32 Ensemble production to automatically send
e-mail notifications about new errors to selected users. A notification is typically sent
as soon as a new error occurs, but the number of e-mails is limited to one per 15
minutes in order to prevent flooding the recipients' mailboxes with multiple errors.
This functionality is only available on systems that have an e-mail server configured.
This step is optional and you can skip it if you do not want to be notified about C32
errors by e-mail. For requests coming from the EHR GUI, you will be able to view
errors in the C32 Audit Log, which is described in the C32 User Manual, even if you
do not set up e-mail notifications.

First, check if your e-mail server requires you to sign on. If it does, you will need to
set up credentials first. To do that, sign on to Ensemble’s Management Portal as an
administrator and follow the following instructions:

1. At the top center, the main Management Portal page displays the server name,
the current user, the current namespace, license and instance information, and a
Switch link. Click the Switch link.

5 ENG012 - Home - Windews Internat Explorer [ e )
G k] Iocalhost 57774 * PortalHom Homes1 [ e Bing ? et
@ Comver v [ Select
¢ Fovorites | 4y ENSIM2 - Home
Mens | Homel About | Heip 1 Lo [Ensemble]
& .:' . W M- : I:::;:;:;Lmuunnmuﬂn. cibanin EHEROE2 in
Wiow: I:l Search: | Management Portal
System Information
Welcome to the Management Portal ; i
il it ot oo, Systam Up Time
r Favarites Did you know? B5m
‘:LJ ReepSes . You can = by entering a phrase in

- Eder Ensemble Productions
N
- Ensemble

» System Operation

Recent Links

?3' ’ System Explorer .‘.-;.—-‘I-uuw-.r.-.-

Memory and Stanup

4 System Administration

| 4

e ¥ r w r w e = =S =

Figure 5-17: Management Portal

In the Namespace Chooser box, choose the appropriate C32 namespace. The
namespace will consist of "C32" concatenated with the name of your RPMS
namespace. For example, if your RPMS namespace is called "TEST5", then the
associated C32 namespace will be called "C32TEST5". Click OK to choose the
namespace. The namespace displayed on the Management Portal page will be
updated to reflect your selection.
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‘& Namespace Chooser - Windows Internet Explorer || = (=] [é]

. Namespace Chooser

Select a namespace

Available Namespaces
%SYS

CI2XXX
DOCBOOK
ENSDEMO
EMNSEMBLE
SAMPLES
USER

KKK

If a namespace exists but is not listed, then you may not hold permission to
view it, or its database may not be mounted.

Cancel OK

?ﬂ. Local intranet | Protected Mode: Off dp v ®100% -

Figure 5-18: Namespace Chooser

2. On the Management Portal screen, click Ensemble, then click Configure >>,
then click Credentials.
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Figure 5-19: Management Portal, Credentials option
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Figure 5-20: Credentials

3. Inthe ID field enter an arbitrary ID that will identify your e-mail server, e.g.,
mail-server. You will later use this ID in the Credentials field of the e-mail

notification screen.

4. Inthe Username field, your Ensemble user name will be defaulted. Change it to a
valid user name on the e-mail server that will allow you to sign on to the server

and send e-mails.
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5. In the Password field, enter the password for the user name that you entered in
the previous step.

6. Leave the Business Partner field blank.

7. Click the Save button. You will see your newly entered credential in the list in the
center of the screen.

Once you have configured credentials or confirmed that your e-mail server does
not require them, sign on to Ensemble’s Management Portal as the administrator.

8. At the top center, the main Management Portal page displays the server name,
the current user, the current namespace, license and instance information, and a
Switch link. Click the Switch link.

@ ENAIOLT - Heene - Windou Intrenet Explores [E=SHEE =)
. T [T —————— B O T
% @Convet = [ Seloct
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Jaar Unkiwullsed Lican 110 LECrse s aing of e eadable. 000000 BRS2012 i
View: I:‘ Search: Management Portal
System Information
Welcome to the Management Portal o B Db
Plasss £t one of the £31a000d the bk o oid oF i oEion System Up Time
Favorites Did you know? 0d 4h 05m
DeepSee -
(J P

You can sear
garch box ai

15 by entering a phease in i
search ba ler

¥
Ensemble Productions

6} Ensemble

System Operation
w Y P

Recent Links

5}‘ ' System Explorer Namespaces
mory and Start

% System Administration

Done Wi Lecal intranet | Protected Mode: OFf i r Rox -
- ==l b

Figure 5-21: Management Portal

In the Namespace Chooser box, choose the appropriate C32 namespace. The
namespace will consist of "C32" concatenated with the name of your RPMS
namespace. For example, if your RPMS namespace is called "TEST5", then the
associated C32 namespace will be called "C32TEST5". Click OK to choose the
namespace. The namespace displayed on the Management Portal page will be
updated to reflect your selection.
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‘& Namespace Chooser - Windows Internet Explorer || = (=] [é]

. Namespace Chooser

Select a namespace

Available Namespaces
%SYS

CI2XXX
DOCBOOK
ENSDEMO
EMNSEMBLE
SAMPLES
USER

KKK

If a namespace exists but is not listed, then you may not hold permission to
view it, or its database may not be mounted.

Cancel OK

?ﬂ. Local intranet | Protected Mode: Off dp v ®100% -

Figure 5-22: Namespace Chooser

9. Onthe Management Portal page, click Ensemble, then click Configure >>,
then click Production.
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Figure 5-23: Management Portal, Production option

10. On the Production Configuration screen, click the Open button.

=S
ACE= | 42 | x 1= ing £ -
toduct anfiguration
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Figure 5-24: Production Configuration, no production open

11. In the Finder Dialog, click BJMD, then click Prod, then click Production to

select the C32 production.
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Figure 5-25: Finder Dialog

The Production Configuration screen will update to display the items for the C32
production.
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Figure 5-26:

Production Configuration, C32 production open
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12. Single-click on AlertEmailBO in the Operations column. The details of this
process will be displayed in the Production Settings box on the right side of the

page.

13. In the AlertEmailBO box on the right-hand side, be sure the Basic Settings and
Additional Settings sections are expanded, then enter values in the following

fields:

Field Name Value

SMTP Server IP address or name of the email server at your site

SMTP Port Port number used by your email server. The default is 25

Credentials Only required if the email server requires authentication
(see instructions above)

Recipient A comma-delimited list of email addresses that Ensemble
will be sending alerts to, e.g.
John.Doe@ihs.gov,Jane.Doe@ihs.gov

From The email address that the alerts will appear as coming
from, e.g. c32@ihs.gov

If you have a functional email server, but do not have some of this information,
contact the Help Desk. Do not modify any other values on this screen since it can
invalidate the Ensemble production. Once you have entered all required data, click
the Apply button at the top of the AlertEmailBO box.

Figure 5-27 contains a sample screenshot which shows what the page will look like
during the configuration process.
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Figure 5-27: Ensemble e-mail server configuration
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5.2.3  Turning Off Journaling in the C32 Database

The newly created C32 database will have journaling turned on by default. It's
important to disable it before you start C32. If you don't, C32 processing will
generate a high volume of journaling activity, which may fill up your journaling area.

In order to turn off journaling for C32, follow these instructions:

1. Access Ensemble’s Management Portal, and sign on as an administrator.

2. Select System Administration at the bottom of the left column, then select
Configuration >>, then select System Configuration >>, then select Local

Databases.
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Figure 5-28: Management Portal, Local Databases option

3. When the Local Databases page comes up, find the row with the name of the
newly created C32 database. The name of the database will consist of "C32"
concatenated with the name of your RPMS database. For example, if your RPMS
database is called "TEST5", then the associated C32 database will be called
"C32TEST5".

Note: The Journal column in this row will say Yes.
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Figure 5-29: Local Databases

4. Click on the word Edit in the identified row. This will bring up the Database
Properties page. Find the line which says Global Journal State and change the
value from Yes to No. Ignore the warning that will appear on the page.
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Figure 5-30: Database Properties

5. After making the change, click Save at the bottom of the screen.

6. If your Ensemble instance hosts multiple RPMS namespaces, make sure to repeat
steps 1-5 for all new C32 databases.
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7. As mentioned earlier, make sure that you add the newly created C32 database(s)
to the list of backed up databases.

5.2.4  Configuring the C32 CSP Application
Next you need to configure security settings for the C32 CSP application which was
automatically created by the installation process. If you do not complete this step,
your EHR GUI application will not be able to display C32 documents.
The steps are as follows:
1. Sign on to Ensemble’s Management Portal as an administrator.
2. Select System Administration in the left column, then select Security >>, then
select System Security >>, then select Authentication/CSP Session Options.
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Figure 5-31: Management Portal, Authentication/CSP Session Options option
3. 3. Click the Go button under Authentication/CSP Session Options.
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Figure 5-32: Management Portal, Go button
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Figure 5-33 : Authentication Options

4. On the Authentication Options page, make sure that the Allow
Unauthenticated access box is checked. If the box is not checked, check the box
and click Save. The change will take effect immediately.

5. Return to the main Management Portal page. Select System Administration in
the left column, then select Security >>, then select Applications >>, then select
Web Applications.
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Figure 5-34: Management Portal, Web Applications option

A page similar to Figure 5-35 will be displayed.
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Figure 5-35: Web Applications

Identify the newly created C32 CSP application in the Name column. The name

will start with "/csp/" and will be followed by "c32" and then the name of your
production namespace. For example, if your production namespace is "PRD", the

new C32 application will be called "/csp/c32prd".

Check that the Authentication Methods column for this CSP application

contains the word Unauthenticated and no other words. If it contains anything
else, click on the Edit link in the same row and you will see the page in Figure

5-36.
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Figure 5-36: Edit Web Application

8. Find the words Allowed Authentication Methods on the left hand side. Check
the Unauthenticated box next to them. Uncheck the Password box immediately
below the Unauthenticated box. If there is a Kerberos box displayed, uncheck
that box. Scroll down to the bottom of the screen and click on Save. The changes
will take effect immediately.

9. Return to the main Management Portal page. Select System Administration in
the left column, then select Security >>, then select Users.

& TNEI013 - Home - Windows Intemet aplorer [E=N =
O > | # reirecstomiopiay 2P Povatome htotomest T8 % | x |2 sy B -

Eile dd Yww Fgvoetes ool Help
x @FCowet + [ Select

User_ Unknonidlvar £l License ndssing of ueadoble, 10400 ENS2012 i P
Search: Management Portal
» System Information
- Home e Ejn::: -I : t 1
Licensing » Resources ml,_r.“ l,p ,_m.e
o DeepSee Encryption » Sevices O B A
_Sﬁs:unl\_f Domains Ensemble Preductions
Applications » kil e
@ Sl 3SLITLS Configurations
X509 Credentials
- System Operation E;S‘Q‘”W »
Secunty Advisor
‘ ’ System Explorer ‘Mobile Phone
L
\ System Administration
hittge/ sy NISCSP.Portal. He I L Lecal ntranet | Protected Mode: Off > Riox -
Figure 5-37: Management Portal, Users option
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10. Click the Go button under Users.
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Figure 5-38: Management Portal, Go button

A page similar to Figure 5-39 will be displayed.
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Figure 5-39: Users

11. Find the user called UnknownUser on this page.
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Note: If you have many Ensemble users defined on the system,
the list will take up more than one page. In that case type
Unknown in the Filter field at the top of the page and the
list will display all users whose names include the word
Unknown, as shown in Figure 5-40.
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Figure 5-40: Users, filtered

12. Once you find UnknownUser, click on the Edit link. You will see the page
shown in Figure 5-41.
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Figure 5-41: Edit User, General tab

13. Make sure that the User Enabled box is checked. If the box is not checked, check
it and click Save at the bottom of the screen.

14. Next, click on the word Roles immediately under Edit definition for user
UnknownUser. You will see the page shown in Figure 5-42
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Figure 5-42 : Edit User, Roles tab

15. If the list of roles which appears at the top of the page immediately under
UnknownUser is Assigned to the Following Roles includes %All, then you do
not need to do anything else. If not, then select %All in the list of Available roles
on the left hand side of the page and click the top arrow located between the
Available and Selected columns. Once %Al appears in the Selected column,
click on the Assign button and %All will appear under UnknownUser is
Assigned to the Following Roles as shown in Figure 5-43.
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Figure 5-43: Edit User, %All role assigned
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5.2.5

At this point your C32 CSP application is set up and ready to be accessed from
the EHR GUI.

Note: The firewall settings on all Windows workstations running
the EHR GUI client need to be configured to accept
incoming Web Services connections from Ensemble in
order to display C32s. Contact your firewall administrator
or Area Support if you can't resolve firewall issues.

Setting up Site-Specific C32 Parameters

Access the RPMS menu C Messaging Menu and configure your site-specific C32
parameters. Note: This menu is locked by security key XUMGR, which you should
have as a site manager. If you cannot access this menu from the regular OPTION
NAME prompt in RPMS, you will need to add it to your user settings.

The C Messaging Menu consists of the four menu options shown in Figure 5-44.

Select OPTION NAME: C MESSAGING MENU BJMD C MESSAGING C Messaging Menu

EDIT Edit C Messaging Site Parameters
ONE Generate C32 for a single patient
ALL Generate C32 documents for all patients in RPMS
MANG Manage C Messaging transmissions

Figure 5-44: C Messaging Menu

Access option Edit C Messaging Site Parameters. You will be asked six questions,
which will determine how C32 processing is performed at your site.

The first prompt is BACKGROUND JOB DELAY. You can enter a number
between 0.1 and 2 seconds. This number controls how long the C32 generator will be
idle when there are no outstanding requests for C32 documents in the C32 queue. The
default value is 1 second. The smaller this value, the faster the system will respond to
incoming requests for C32 documents from the EHR GUI. On the other hand,
checking the C32 request queue every 0.1 second can add an extra load to the server,
so you will have to maintain a balance between EHR GUI performance and the
impact on other RPMS activities. If you are not sure what to enter here, accept the
default value of 1 second.

The second prompt is RECORD GLOBAL REFERENCES. This value is set to Do
not capture global references by default and you should leave it that way. This
value should be changed only if OIT Support asks you to do so to help analyze
performance issues. Setting this value to Capture global references can affect your
disk space utilization and system performance.
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The third prompt is TIME TO RUN NIGHTLY TASK and there is no default
value. If your site is not a part of the IHS HIE at this time, then skip this prompt. If
your site is a part of the IHS HIE and you have been provided with the location of the
off-site C32 repository, then enter the time when you want C32 documents to be
generated and transmitted on a nightly basis. It is recommended that you enter a time
outside of the regular business hours to minimize impact on the end users. This
prompt accepts time values in all valid FileMan formats, e.g. 15:34 or 03:34PM.

The fourth prompt is DAYS KEEP TRANSMISSION ENTRIES and it is set to 30
days by default. You can change it to any value between 7 and 9999 days. The higher
the number, the more disk space the intermediate compile structures created by the
C32 application will consume as described in section “Disk Space” of this installation
guide. On the other hand, if you set this number too low, the compile data may be
purged too soon and will not be available to facilitate debugging should any problems
arise. If you are not sure what to enter here, accept the default value of 30 days.

The fifth prompt is REPOSITORY LOCATION and there is no default value. If
your site is not a part of the IHS HIE at this time, then skip this prompt. If your site is
a part of the IHS HIE and you have been provided with the location of the off-site
C32 repository, then enter that location in this field. Make sure to enter the value in
this field exactly as it was provided to you. When you enter this value, the system will
check whether the C32 database has enough disk space to accommodate the process
of generating C32 documents for all patients in the system. If you don't, then it will
display an error message when you try to enter the value. If this happens, allocate
more disk space and try again.

The sixth and final prompt is ENABLED and the default value is NO. This value
controls whether C32 documents are generated when C Messaging is running.
Change it to YES.

Figure 5-45 contains a screen capture of a typical setup session.

Select C Messaging Menu Option: edit Edit C Messaging Site Parameters
Now editing C Messaging parameters:

BACKGROUND JOB DELAY: 1//<Enter>

RECORD GLOBAL REFERENCES: Do not capture global references
//<Enter>

TIME TO RUN NIGHTLY TASK: 01:00AM

Now editing C32 (Patient Summary)-specific parameters:

DAYS KEEP TRANSMISSION ENTRIES: 30// 15

REPOSITORY LOCATION:
http://sample.ihs.gov:19090/PatientRecordReceiverService/PatientRecordRecei
verService

Checking free space...OK

ENABLED?: NO// YES

Figure 5-45: Setting up C32 Site Parameters
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5.2.6 Starting C Messaging
Once you have set up all site-specific C32 parameters, you can start C Messaging.

Sign on to the system as an Ensemble administrator using an account with the %All
role. (If you use a non-privileged account, you will not be able to start C Messaging.)
Access the Manage C Messaging transmissions option in the C Messaging Menu.
The option will first check that all site-specific C32 parameters were set up properly
and then ask you if you want to start C Messaging. Answer YES and C Messaging
will be started on your behalf. Figure 5-46 contains a typical screen capture.

Select C Messaging Menu Option: MAN Manage C Messaging transmissions
C Messaging status:
No configuration problems found

C Messaging processing task is not running

Start C Messaging? No// YES (Yes)

Figure 5-46: Starting C Messaging

Once you start C Messaging, C32 documents will be available via the EHR GUI in
about 2 minutes. If your site is a part of the IHS HIE and you have specified the
location of the off-site repository, the system will not start generating C32 documents
until TIME TO RUN NIGHTLY TASK, which you entered while setting up C32
site parameters.

Note: The first time the nightly job runs, it can take over two days
to generate C32 documents for all patients in the database.

Normally, starting C Messaging will automatically start the associated Ensemble
production within two minutes. If your SYSTEM user account has been disabled,
then it will not be possible to automatically start the Ensemble production. In that
case, the production will need to be started manually. Follow these steps to start the
Ensemble production manually:

1. Sign on to Ensemble’s Management Portal as the administrator.

2. At the top center, the main Management Portal page displays the server name,
the current user, the current namespace, license and instance information, and a
Switch link. Click the Switch link.
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Figure 5-47: Management Portal

In the Namespace Chooser box, choose the appropriate C32 namespace. The
namespace will consist of "C32" concatenated with the name of your RPMS
namespace. For example, if your RPMS namespace is called "TEST5", then the
associated C32 namespace will be called "C32TEST5". Click OK to choose the
namespace. The namespace displayed on the Management Portal page will be
updated to reflect your selection.
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‘& Namespace Chooser - Windows Internet Explorer || = (=] [é]
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Select a namespace

Available Namespaces
%SYS

DOCBOOK

ENSDEMO
ENSEMBLE

SAMPLES

USER

HHX

If a namespace exists but is not listed, then you may not hold permission to
view it, or its database may not be mounted.

Cancel OK

ﬁ',, Local intranet | Protected Mode: Off dp v ®100% -

Figure 5-48: Namespace Chooser

3. On the main Management Portal page, select Ensemble in the left column, then
select Configure >>, then select Production. When the View, Edit, Start, or
Stop a Production option appears, click the Go button to display the Production
Configuration page.
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Figure 5-49: Management Portal

4. Above the Services column on the left, the words Ensemble Stopped will be
displayed. If the words Ensemble Running are displayed, then the production is
already running and you should skip the rest of this section.

T Prodiction Conbiqurbtion - Wiedow: ke =R
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Saver (QEEICTIEL Namsspace X000 Swich | Ensembls |
U Licersed [0 Licetrse Instunc e ENS2012 by it
! o Sort Narm
€3 Rohzan: € 0n @ of i Production Configuration
Categery. Al = Legend  Producton Seling:
Operations *
) BUMD NIST ValidateGaze 1S ) BUMD NIST VsanteCIZBe AeAEMAIBO L bt | i
BJMD Prod EmarRecendBls LMD Prod PushCI2DocBP () BLIMD NIST Oparation Valdassn\Web Senca S04 “ ¥ @ Search
Ens Productionhbonitor Servce BJMD Frod SendPullResponsebF () BJMD RIST ValidateCI2F leBO
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L Protected Mode: Off ar Riow ~
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Figure 5-50: Ensemble production in a stopped state

5. Click the Start button. There might be additional messages on this screen if it
takes Ensemble more than a few seconds to stop all associated processes.

6. A pop-up will appear and ask you “Do you wish to start this Production?” Click
OK. The lines in Figure 5-51 should appear on the screen.
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E Start Production - Windows Internet Explorer
s
O Start Production
Starting Production: BJMD.Prod.Production
0%:56:46.260:Ens.Director: Production '"BJMD.Prod.Production' starting...
09:56:46.588:Ens.Director: Production 'BJMD.Prod.Production' started.
Done.
oK
Done %Localintraneﬂprotected Mode: Off 4y o+ HI00% -

Figure 5-51: Starting the Ensemble production

Click OK to return to the Production Configuration screen.
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Appendix A: Routine Checksums

C32 CHECKSUMS FOR BFMC*1.0*2

Checksum
Routine old New Patch List
BJIMDCLAS n/a 6721535 **].2,3** <<<No 2
BJIMDECKF n/a 9137451 ek PR
BJIMDPOST n/a 17066710 **1.2,3** <<<No 2

Figure A- 1: C32 Checksums for BFMC*1.0*2

C32 CHECKSUMS FOR BJMD*1.0*3

Checksum
Routine old New Patch List
BJIMDCLAS n/a 6721535 L 2 B
BJIMDECK n/a 18468180 ek RS
BJIMDEDIT n/a 4209662 ek RS
BJIMDPAT n/a 20438300 o], EFEF
BJIMDPOST n/a 17066710 | 2D BFE
BJIMDPRE n/a 840503 o], EFEF
BJIMDPUSH n/a 1482046 ek RS
BJIMDTSK n/a 3530053 o], EFEF
BIMDTX n/a 59797 ek RS
BJIMDTXA n/a 2605828 o], EFEF
BJIMDTXAB n/a 4242449 ek RS
BJIMDTXAC n/a 4221473 o], EFEF
BJIMDTXAD n/a 1793383 o], EFEF

Figure A- 2: C32 Checksums for BJMD*1.0*3
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Appendix B: Manual Pre-Installation Steps

This appendix contains pre-installation steps that are normally performed
automatically by the installation process. In certain circumstances, it is not possible
for the installation process to perform these steps automatically. If this situation
occurs, the installation process will direct you to perform these steps manually. If you
do not receive such a message during installation, then you should not perform these
steps.

In this section, you will be performing activities on an existing Ensemble production.
If you are installing the software for the first time, you will not have an existing
Ensemble production, so you do not need to perform these steps. However, you will
still need to perform certain post-installation steps (in Appendix C — Manual Post-
Installation Steps) if prompted to by the installation process.

The pre-installation steps depend on which version of Ensemble you are using. If
your version of Ensemble is 2009 or 2010, then follow the instructions in Section B.1.
If your version of Ensemble is 2012, then skip Section B.1 and follow the instructions
in Section B.2.

B.1 Ensemble 2009/2010 Pre-Installation Steps

B.1.1  Stop the Ensemble Production

In this step you will stop the Ensemble production if it is running.

1. Sign on to Ensemble’s System Management Portal (SMP) as the administrator.

2. On the main System Management Portal page, select Ensemble Management
Portal at the bottom of the leftmost column.

3. Inthe top right corner you will see the word Namespace and a drop-down list of
all namespaces defined within the Ensemble instance. Select the C32 namespace
associated with the RPMS namespace you are installing the software in. This
namespace will have the name “C32XXX”, where “XXX” is the name of your
RPMS namespace. The page will be refreshed and you will see the name of the
namespace prominently displayed at the top of the page.

Note: Ensemble namespaces can look almost identical when
viewed on this page, so make sure that you have the right
namespace selected.

4. At the top of the inner box the words Ensemble Running will be displayed. If the
words Ensemble Stopped are displayed, then the production is already stopped
and you should skip to section B.1.2.
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) Ensemble - Mozilla Firefox

File Edit View History Bookmatks Tools  Help

O -c

INTERSYSTEMS

Home | About | Help | Logout

Home

Productions

System Maonitor

Event Log

Message Erowser

Business Processes

Business Rules

Ensemble Management Portal

Licensed to: Vangent, Inc.

Welcome to the Ensemble Management Portal:

This 1s the C32GOLD5 namespace.

Ensemble Running

Service

Stop Production

Last Activity Time 2070-0%-14%13:13:21.807

Activities Completed: 33,780
Business Rule Log Production: BIJMD.Prod.Production more...
Host Monitar Start Time: 2010-09-17 14:04:24.863
Jobs lob Process
Queues Total Jobs Running: 16 | Last Activity Time: 2010-03-17 14:05:25.004
Maintenance Jobs OK. 13 | Activities Completed o]
Dashboards Jobs Inactive: 3 |Messages in Progress a
Business Metrics Jobs of Other Status 0 |Messages in Queues: 0
Wwork flow Portal Log Operation
Testing Service Last Error Time Last Activity Time 2010-08-1413:11°04.185
EDI { HL7 Manager Total Error Count O |Activities Completed: 378
Logout Messages in Progress 0

Messages in Quees: [s} | |

— Seconds to refresh: 4
v

Done S) s3rox

Figure B- 1: Ensemble production in a stopped state

Click the Stop Production button. It might take the production a few seconds to
stop. When it stops, you will see the text in Figure B- 2 appear on the screen.
There might be additional messages on this screen if it takes Ensemble more than
a few seconds to stop all associated processes.
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¥ Ensemble Start / Stop Page - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

@ - c (mt |_L] http:if10,24, 1964357772 cspfc32goldS/CSPE, EnsStartStopP age. cls?MODE=stop&URL=UtIEnsHome. cspis 7 = -"v 4| [ABP| ~

Ensemble Production Stop

Stopping Production BJMD.Prod. Production Status: Finished

Stopping Production. ..
System iz quiescent
Requesting all jobs to terminate ...

Production stopped.

S) s3rox

Done

Figure B- 2: Stopping the Ensemble production

5. Click OK to return to the Ensemble Management Portal screen.

B.1.2 Record custom production settings

In this step you will record any custom settings that have been applied to your site’s
Ensemble production so they may be reapplied after installation.

1. Inthe Ensemble Management Portal, click on the BJMD.Prod.Production
link below the Start Production button.

2. For each item that has had custom settings applied, click that item in the middle of
the screen and make a note of the settings in the bottom of the screen. In a typical
installation, only the e-mail settings in the AlertEmailBO item are customized.
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Figure B- 3: Reviewing production settings
B.2 Ensemble 2012 Pre-Installation Steps

B.2.1  Stop the Ensemble Production
In this step you will stop the Ensemble production if it is running.
1. Sign on to Ensemble’s Management Portal as the administrator.

2. At the top center, the main Management Portal page displays the server name,
the current user, the current namespace, license and instance information, and a
Switch link. Click the Switch link.
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System Operation
w y pe
Recent Links
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Memory and Startup
f__:é\.
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Done

S Local intranet | Protected Mode: Off v HI0% -
==

Figure B- 4: Management Portal

In the Namespace Chooser box, choose the appropriate C32 namespace. The
namespace will consist of "C32" concatenated with the name of your RPMS
namespace. For example, if your RPMS namespace is called "TEST5", then the
associated C32 namespace will be called "C32TEST5". Click OK to choose the
namespace. The namespace displayed on the Management Portal page will be
updated to reflect your selection.
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‘& Namespace Chooser - Windows Internet Explorer || = (=] [é]

. Namespace Chooser

Select a namespace

Available Namespaces
%SYS

DOCBOOK

ENSDEMO
ENSEMBLE

SAMPLES

USER

HHX

If a namespace exists but is not listed, then you may not hold permission to
view it, or its database may not be mounted.

Cancel OK

ﬁ',, Local intranet | Protected Mode: Off dp v ®100% -

Figure B- 5: Namespace Chooser

3. On the main Management Portal page, select Ensemble in the left column, then
select Configure >>, then select Production. When the View, Edit, Start, or
Stop a Production option appears, click the Go button to display the Production
Configuration page.
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Figure B- 6: Management Portal, Production option

4. Above the Services column on the left, the words Ensemble Running will be
displayed. If the words Ensemble Stopped are displayed, then the production is
already stopped and you should skip to section B.2.2.
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Figure B- 7: Ensemble production in a stopped state

Click the Stop button. It might take the production a few seconds to stop. When it
stops, you will see the text in Figure B- 8 appear on the screen. There might be
additional messages on this screen if it takes Ensemble more than a few seconds to

stop all associated processes.
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/& Stop Production - Windows Internet Explorer EIIEI

O Stop Production

Stopping Production: BJMD.Prod.Production

StoppingProduction

11:39:49.963:En=s.Director: StopProduction initiated.
11:39:50.010:Ens.Director: Production 'BJMD.Prod.Production' stopped.
Done.

Done €& Local intranet | Protected Mode: Off i v ®100% -

Figure B- 8: Stopping the Ensemble production

5. Click OK to return to the Production Configuration screen.

B.2.2 Record custom production settings

In this step you will record any custom settings that have been applied to your site’s
Ensemble production so they may be reapplied after installation.

1. If you are not already there, follow the steps in the previous section to get to the
Production Configuration screen.

2. For each item that has had custom settings applied, click that item in the middle of
the screen and make a note of the settings in the box on the right side of the
screen. It may be necessary to expand the sections to see the setting values. In a
typical installation, only the e-mail settings in the AlertEmailBO item are
customized.
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Figure B- 9: Reviewing production settings
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Appendix C: Manual Post-Installation Steps

This appendix contains post-installation steps that are normally performed by the
installation process automatically. In certain circumstances, it is not possible for the
installation process to perform these steps automatically. If such a situation occurs,
the installation process will direct you to perform these steps manually. If you do not
receive such a message during installation, then you should not perform these steps.

The post-installation steps depend on which version of Ensemble you are using. If
your version of Ensemble is 2009 or 2010, then follow the instructions in Section C.1.
If your version of Ensemble is 2012, then skip Section C.1 and follow the instructions
in Section C.2.

C.1 Ensemble 2009/2010 Post-Installation Steps

C.1.1  Verify that the Ensemble production is stopped

1. Sign on to Ensemble’s System Management Portal as the administrator.

2. On the main System Management Portal page, select Ensemble Management
Portal at the bottom of the leftmost column.

3. Inthe top right corner you will see the word Namespace and a drop-down list of
all namespaces defined within the Ensemble instance. Select the C32 namespace
associated with the RPMS namespace you are installing the software in. This
namespace will have the name “C32XXX”, where “XXX” is the name of your
RPMS namespace. The page will be refreshed and you will see the name of the
namespace prominently displayed at the top of the page.

Note: Ensemble namespaces can look almost identical when
viewed on this page, so make sure that you have the right
namespace selected.

3. Verify that the words Ensemble Stopped are displayed at the top of the inner
box. If the words Ensemble Running are displayed, then you should follow the
instructions for stopping the Ensemble production in Section B.2.

C.1.2 Recompile the production
1. Navigate to an RPMS programmer prompt.

2. Switch to the C32 namespace by entering the following command at the
programmer prompt:

ZN "C32XXX ™

Installation Guide and Release Notes Manual Post-Installation Steps
September 2013

95



C32/CCD Clinical Summary (BJMD) Version 1.0 Patch 3

C.13

Where C32XXX is the name of your C32 namespace. The prompt will change to
reflect the new namespace.

3. Recompile the Ensemble production by entering the following command at the
programmer prompt:

do $System.OBJ.Compile(*'BIMD.Prod.Production, " ck/lock=0/journal=0"")

Note: The command is case sensitive, so it must be typed exactly
as shown. There is a single space between do and $System,
but no other spaces.

Reapply custom production settings

In this step you will reapply the custom settings that were recorded in Section B.1.2.
If you did not record any custom settings, you should skip this step.

1. Inthe Ensemble Management Portal, click on the BJMD.Prod.Production link
below the Start Production button.

2. For each item that had custom settings, click that item in the middle of the screen
and enter the correct settings in the bottom of the screen. After changing the value
of each item, click the Apply button at the top left of the bottom section to save
the settings. You may need to scroll the bottom section to see the button.

CSPX EneCanfigFrame cl2SINL s BIMD Prod ProductionASHAMESPACE [ 4] % [ sing P

Vi Frvortes |5 - @ Powered By Vangent & Poweres By Vangent 8 Cocne Decumatic - Onine... | 8 New T B Ersemble Configuatio x|

Ensemble Configuration
Licensed 1o Vangent, Inc
Harme  About | Help | Logeut

Dane € Local intranet | Protected Madé: CFf v s -

Figure C- 1: Applying production settings
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C.1.4 Schedule the C32 purge task

1. Navigate to Ensemble’s System Management Portal. If you are in the Ensemble
Management Portal, you can navigate back to the System Management Portal by
clicking the Home link near the top left of the page.

2. Click on the Task Manager link in the Operations column to enter the Task
Manager.

3. Check whether the purge task is already scheduled by clicking on the View Task
Schedule link. Look for a task named “Auto-Purge C32 in C32XXX”, where
*C32XXX" is the name of your C32 namespace. If there is a task by that name,
then the purge task is already scheduled, and you should skip the rest of this
section.

’Jwepum-mmmww = e

@Q' 1) g/ 10:20,106 43:57773) o sy oy UBilSy TaskSchedule. csp 500 = 4 SSMAMESP ACE | 45| % M= Bing o=

< FComvert « [ Select

ot Favortes o5« 4D Powered By Vangent 8 View Task Schedule

View Task Schedule -I 2’ A

INTERSYSTEMS i A

The following is a kst ulrt.:sk s:hudult:u for execution: [Lustu;am:mn-w-u 14:44:49.595 | auto ]
Purge Journal f:a(em Purges aldrm:\‘;l.ﬂes avery night at :220.:'? 2 Ratails | Histery | Bun |
iy oS , A i M SO SE s G i e . = ...ii;_ii fun
G et S Tl o e T EORSAS TREAES o Dl (W R
AGMPI Massage Purgs User Purge old AGMP] messagas 1021 Datails | History | Bun |

iﬂ::‘_ = - : ﬁ.lammamwmmmmanem! :i' 1wk -

Figure C- 2 : View Task Schedule screen with a C32 purge task already scheduled

4. Navigate back to the Task Manager by clicking on the [Task Manager] link
near the top left of the page.

5. In Task Manager, click the Schedule New Task link to enter the Task Scheduler
Wizard.

6. Inthe Task Scheduler Wizard, enter the following values, substituting the name of
your C32 namespace for “C32XXX"

Task name: Auto-Purge Task in C32XXX

Description: Automatically purge messages

Namespace to run task in: C32XXX
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Task type: BJMD.Tasks.Purge

BodiesToo: checked

Keeplntegrity: checked

NumberOfDaysToKeep: 7

TypesToPurge: Messages

Task priority: Normal

Run task as this user: select a user with the %All role in Ensemble
Open output file when task is running: No

Output file: (blank)

Reschedule task after system restart: Yes

5 Tauk Schedler iamd - Wirdws b Explares oo =
) =[] rip 102039843 577721 copays/op/ VeitsysTaskDiokde s SHAMESRACE: v 4] % 1= ing o -

x @ Convert v [ Select

¢ Favorites 52+ & Powered By Vangest & Powesed Ry Vangens 8 Tesk Scheduler Wizerd 0 ) Woww Taik Schdhle 8 Caché Documatic - Online—

Task Scheduler Wizard

This wizard helps to you schedule a task for execution by the Task Manager or to edit the details of a previously scheduled task.

Task name: ® futo-Purge 032 n CIIGC
Dascription: Auematically purge messages
Namespace to run task in: CI2GOLDY
Task type: * BUMD Tasks Purge

BodwaToo Vi
Keepintegrity 7]
NumberOfDaysTokeap 7
TypesToPuige Messages

Task priority: Nomal -
Run task as this user: _SYSTEM
open output file when task Is running? Mo =

Output file: Browse.

Reschedule task after system restart? Yes «

| Hext > Fimsh Cancel

Dane G Local intranet | Protected Mode: Off ar RIN% -
r— —

=

Figure C- 3: First screen of the Task Scheduler Wizard

7. Click the Next > button to navigate to the next screen.
8. On the Schedule screen, enter the following values:

How often do you want the Task Manager to execute this task: Weekly
Every _ weeks: 1

Monday-Saturday: unchecked
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Sunday: checked

Start Date: today’s date

End Date: (blank)

Run once at this time: checked, 00:00:00

Remaining fields: do not change

£ Tack Schedules Wizaed - Windows Intemet Diplaver = e ]
O = (e pt0ansen o 2 PTSNAMETPACE T4 2 = #ing K
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Start Date: 061472012 End Date:
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Figure C- 4: Second screen of the Task Scheduler Wizard

9. Click the Finish button to schedule the task. You will see the View Task
Schedule screen with the C32 purge task added to the list of tasks.

C.2 Ensemble 2012 Post-Installation Steps

C.2.1 Verify that the Ensemble production is stopped
1. Sign on to Ensemble’s Management Portal as the administrator.
2. At the top center, the main Management Portal page displays the server name,

the current user, the current namespace, license and instance information, and a
Switch link. Click the Switch link.
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Figure C- 5: Management Portal

In the Namespace Chooser box, choose the appropriate C32 namespace. The
namespace will consist of "C32" concatenated with the name of your RPMS
namespace. For example, if your RPMS namespace is called "TEST5", then the
associated C32 namespace will be called "C32TEST5". Click OK to choose the
namespace. The namespace displayed on the Management Portal page will be
updated to reflect your selection.

Installation Guide and Release Notes Manual Post-Installation Steps
September 2013

100



C32/CCD Clinical Summary (BJMD) Version 1.0 Patch 3

‘& Namespace Chooser - Windows Internet Explorer || = (=] [é]

. Namespace Chooser

Select a namespace

Available Namespaces
%SYS

DOCBOOK

ENSDEMO
ENSEMBLE

SAMPLES

USER

HHX

If a namespace exists but is not listed, then you may not hold permission to
view it, or its database may not be mounted.

Cancel OK

ﬁ',, Local intranet | Protected Mode: Off dp v ®100% -

Figure C- 6: Namespace Chooser

3. On the main Management Portal page, select Ensemble in the left column, then
select Configure >>, then select Production. When the View, Edit, Start, or
Stop a Production option appears, click the Go button to display the Production
Configuration page.
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Figure C- 7: Management Portal, Production option

4. Verify that the words Ensemble Stopped are displayed above the Services
column on the left. If the words Ensemble Running are displayed, then you
should follow the instructions for stopping the Ensemble production in Section
B.2.1.
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Figure C- 8: Ensemble production in a stopped state

Recompile the production
1. Navigate to an RPMS programmer prompt.
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2. Switch to the C32 namespace by entering the following command at the
programmer prompt:

ZN "C32XXX ™

Where C32XXX is the name of your C32 namespace. The prompt will change to
reflect the new namespace.

3. Recompile the Ensemble production by entering the following command at the
programmer prompt:

do $System.OBJ.Compile(*'BIMD.Prod.Production", " ck/lock=0/journal=0"")

Note: The command is case sensitive, so it must be typed exactly
as shown. There is a single space between do and $System,
but no other spaces.

C.2.3 Reapply custom production settings

In this step you will reapply the custom settings that were recorded in section B.2.2. If
you did not record any custom settings, you should skip this step.

1. Navigate to the Production Configuration screen in Ensemble’s Management
Portal.

2. For each item that had custom settings, click that item in the middle of the screen
and enter the correct settings in the box on the right side of the screen. After
changing the value of each item, click the Apply button at the top left of the
settings box to save the settings.
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Figure C- 9: Applying production settings

Schedule the C32 purge task

i~ Kok -

1. Navigate to the main Management Portal page. If you are on the Production
Configuration page, you can navigate back to the main Management Portal
page by clicking the Home link near the top left of the page.

2. Check whether the purge task is already scheduled by clicking System
Operation, then clicking Task Manager >>, then clicking Task Schedule, then
clicking the Go button. Look for a task named Auto-Purge C32 in C32XXX,
where “C32XXX” is the name of your C32 namespace. If there is a task by that
name, then the purge task is already scheduled and you should skip the rest of this

section.
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Figure C- 10: View Task Schedule screen with a C32 purge task already scheduled

3. Navigate back to the main Management Portal by clicking on the Task
Manager link near the top center of the page.

4. Navigate to the Task Scheduler Wizard by clicking New Task, then clicking the
Go button.

5. the Task Scheduler Wizard, enter the following values, substituting the name of
your C32 namespace for “C32XXX":

Task name: Auto-Purge Task in C32XXX
Description: Automatically purge messages
Namespace to run task in: C32XXX

Task type: BJMD.Tasks.Purge

BodiesToo: checked

Keeplntegrity: checked
NumberOfDaysToKeep: 7

TypesToPurge: Messages

Task priority: Priority Normal

Run task as this user: select a user with the %All role in Ensemble
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Open output file when task is running: No
Output file: (blank)

Reschedule task after system restart: Yes
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Figure C- 11: First screen of the Task Scheduler Wizard

6. Click the Next > button to navigate to the next screen.
7. On the Schedule screen, enter the following values:
How often do you want the Task Manager to execute this task: Weekly
Every _ weeks: 1
Monday-Saturday: unchecked
Sunday: checked
Start Date: today’s date
End Date: (blank)
Run once at this time: checked, 00:00:00

Remaining fields: do not change
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Figure C- 12: Second screen of the Task Scheduler Wizard

8. Click the Finish button to schedule the task. You will see the View Task
Schedule screen with the C32 purge task added to the list of tasks.
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Contact Information

If you have any questions or comments regarding this distribution, please contact the
OIT Help Desk (IHS).

Phone: (505) 248-4371 or (888) 830-7280 (toll free)

Fax: (505) 248-4363

Web:  http://www.ihs.gov/GeneralWeb/HelpCenter/Helpdesk/index.cfm

Email: support@ihs.gov
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Trademark Notice

Caché and Ensemble are registered trademarks of InterSystems Corporation.

Continuity of Care Document (CCD) is a registered trademark of Health Level Seven
International.

Windows and Internet Explorer are registered trademarks of Microsoft Corporation.
AlX is a registered trademark of International Business Machines Corporation (IBM).

UNIX is a registered trademark of The Open Group.
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