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Preface

This manual describes the installation of the Electronic Clinical Quality Measures
(eCQM) Engine (Namespace ECQM) and additional support software needed.

ECQM is a browser-enabled graphical user interface for the Indian Health Service
(IHS) deployed either locally on-site application servers or centrally on an
Albuquerque Data Center application server for calculating eCQM measures
submitted by IHS sites. It provides functionality to import QRDA CAT-I files and
generates QRDA CAT-III files to submit for CMS reporting.
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1.0 Release Notes

This is the third release of the centrally deployed eCQM Engine tool as defined by the
following change requests:

e 8971 Tool to Allow Sites to See Why Patients Are Not in the Numerator

e 11674 QRDA CAT-II Implementation Guide Updates for 2020

e 11677 CQL Updates for 2020

e 11678 Measure Updates for 2020

e 11679 Measure Compute Detail Report

e 11680 Diagnostic/Error Report

e 11681 PDF Save/Print for Dashboard Report

e 11684 Upload/Performance Enhancements
Installation Guide and Release Notes Release Notes
December 2020
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2.0 Installation Notes
Prefix: ECQM

Current Version: 3.0

2.1 Contents of Distribution

Table 2-1: Distributed files and descriptions

File Description
ecgm0300.install.zip eCQM Application bundle
ecqmO0300_RavenDB.zip eCQM RavenDB zipped
bundle
ecgm.reference.2020 2020-10.ravendbdump RavenDB bundle
ecgm.reference.2019 2019-10.ravendbdump RavenDB bundle
ecgm030o0_ECQM_BQRE_RPMS_Dataflow_2020_ReportingPeriod.pdf | Supporting documentation
ecqmO030i.pdf eCQM Version 3.0

Installation Guide and
Release Notes

ecqmO030t.pdf eCQM Version 3.0
Technical Manual

ecqmO030u.pdf eCQM Version 3.0 User
Manual

ecqm0300_Measure _Guidance Manual.pdf eCQM Version 3.0
Measure Guidance
Manual

2.2 Required Resources

This section lists the computer resources required for each deployment strategy.

2.2.1  Application Server Resources

The eCQM Engine software has two components: the eCQM Web Application and an
eCQM database. For local site installs, these two components should be installed on
one machine (single-tier), which is described in this installation guide. For the
centralized service deployment in the Albuquerque Data Center, two separate
machines (multi-tier) are needed, for installation by the CSMT and eCQM Project
Teams. Detailed instructions for a multi-tier installation are provided in Table 2-2.

There are two potential configurations for the eCQM setup as follows:

e BQRE/ECQM Local Install — Do not install on the same server as BPRM. The
ECQM Application (IIS) and Database (RavenDB) and BQRE can be installed on
the same machine.

Installation Guide and Release Notes Installation Notes
December 2020
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¢ BOQRE local/ECQM central option — BQRE can be installed on the BPRM
application server.

The following resources are required for both a single-tier and multi-tier application
server:

e Microsoft® Windows® 2012 R2 Server x64 bit (or later)

e Microsoft I[IS® 8.5 or10

e Windows PowerShell 5.1 or higher

e . NET Framework 4.5.2 or higher (required for PowerShell 5.1)

e .NET Core 3.1

e Microsoft Visual C++ 2015-2019 x86

e Four processor cores running at 2.0 GHz or faster

e 8-12 GB RAM running at 1333 MHz (Multi-tier)

e 60-100 GB free disk space (disk drives should be 10K RPM or faster)

Note: Do not install on the same server as BPRM. |

However, the ECQM Application (IIS) and Database (RavenDB) and BQRE
Export Tool can be installed on one machine.

2.2.2 Browser Standard
The following browsers are recommended for any workstations accessing the eCQM
application:
e Google Chrome® Version 68 or higher
e Internet Explorer Version 11.1504 or higher
e Mozilla Firefox
e Microsoft Edge
2.3 Before You Begin: Installation Issues
Internet connectivity on the application server is necessary to download the required
installation items.
2.4 Prerequisites
Windows PowerShell 5.1 or Later
The RavenDB setup requires Windows PowerShell 5.1 or later.
Installation Guide and Release Notes Installation Notes
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Useful links on how to get PowerShell 5.1 can be found here:

e https://docs.microsoft.com/en-us/powershell/scripting/install/installing-windows-
powershell?view=powershell-5.1

e https://docs.microsoft.com/en-us/powershell/?view=powershell-5.1

2.5 Microsoft .NET Framework Verification

As mentioned in Section 2.2.1, Microsoft .NET Framework 4.5.2 or higher is required
on the ECQM application server. To determine if it is already installed:

1. From the Windows Start menu, select Control Panel.

2. Click Programs and Features. A listing similar to that shown in Figure 2-1

displays.
amicroso - Programs and Features !E ﬂ
E— N
g\ I~ E ~ Contral Panel = Programs - Programs and Features - l‘aJ Imicrnsn\ LX)
Control Panel Home Uninstall or change a program
view installed updates To uninstall a program, select it fram the list and then click Uninstall, Change, or Repair,

' Turn vindows Features on ar off

Install a program from the network Gt 2 U] = - @
Mame  ~ |-| Publisher |-| Install, .. |v| Size |v| \ersion | -
115 10.0 Express Microgoft Corporation 3192016 F9.2ME  10.0.1741

#Indian Health Service CRS Microsoft 10/2372017 284MB 17.1.0001
a0

Microgoft Corporation 3192016 463 ME  Z.1.101
L2 Micrasoft NET Framewark 47,2 Microsoft Corporation FiL7izo1e 388ME  4.7.03062
00k - wZ,9.5.5 Microsoft Corporation 192016 12.2MB  2.9.8699.20
:E.M\crosoft Azure Compute Emulator - v2,9.5.3 Microsoft Corporation 31972018 2.9.8699,20

Figure 2-1: Programs and Features listing

3. Review the listing, looking for any Microsoft .NET Framework 4.x entries. If
none are found, install the .NET Framework 4.5.2 (or higher) by following the
instructions in Section 2.6. If Microsoft .NET Framework 4.5.2 (or higher) is
listed, skip to Section 2.7.

Note: There can be more than one version of the NET
Framework on the server at the same time.

2.6 Microsoft .NET Framework 4.5.2 Installation
To install the NET Framework:

1. Download .Net Framework 4.5.2 from the Microsoft download center at:
http://www.microsoft.com/en-us/download/details.aspx?1d=30653.

2. Double-click the downloaded file to run the .Net Framework 4.5.2 setup. The
License Terms dialog (Figure 2-2) displays:

Installation Guide and Release Notes Installation Notes
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2, Microsoft NET Framewark 4 Setup == RS
MNET Framework 4 Setup nJ
Please accept the license terms to continue. ukro;ol_l_r
-
MICROSOFT SOFTWARE -
V|1 have read and accept the license terms. = LH
Download size estimate: 37MB
Download time estimates: Dial-Up: 91 minutes
Broadband: & minutes
| Install | | Cancel

Figure 2-2: .NET Framework License Terms dialog

3. Select I have read and accept the license terms to accept the license
agreement.

4. Click Install. Respond to any prompts presented as the installation proceeds.
When completed, the Installation Is Complete dialog (Figure 2-3) displays.

Installation Guide and Release Notes
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. Microsoft \NET Framework 4 Setup EI =] @

Installation Is Complete

N NET Framework 4 has been installed.

Microsoft®

Chedk for more recent versions on Windows Update,

Figure 2-3: .NET Framework Installation Is Complete dialog

5. Click Finish to complete the installation. If necessary, restart the server.

6. As a final step, run the Windows Updates utility to check for and install any
NET Framework updates that may be available.

Note: It is very important to check for and install any .NET
Framework updates. These updates can be critical to the
stability and security of ECQM operation.

2.7 Internet Information Services 7.5 (or Later) Installation
To install the Microsoft IIS:

1. From the Windows Start menu, select Administrative Tools.

2. Select Server Manager to display the Server Manager dialog.

Installation Guide and Release Notes Installation Notes
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Internet Information Services (I15)

% Manager
'@ Internet Explorer

q;-] MNotepad

Command Prompt

Event Viewer

Remote Desktop Services
Compeonent Services

| Computer Management
Data Sources (ODBC)

Event Viewer

ISCSI Initiator

Local Security Policy

Performance Monitor

v Administrator

Security Configuration Wizard

Documents
. Services
Computer " sh E M
are an s

Storage orer
Network age Expl

System Configuration
Control Panel Task Scheduler

Devices and Printers Windows Memory Diagnostic

Windows PowerShell Modules

Windows Server Backup

Help and Support

Run...

3

All Programs

I Search programs and files

lgj Log off >|

Figure 2-4: Open Server Manager applet

Internet Information Services (IIS) Manager

Get an overview of the status of this server, perform top
management tasks, and add or remove server roles and

Windows Firewall with Advanced Security

3. Click Roles in the left pane. The Roles pane (Figure 2-5) displays.

E Server Manager

File Action  Wiew Help

=] E3

pe

= | 7= d

S

=

Server Manager

} Diagnostics
it Configuration
9 Task Scheduler
Windows Firewall with Adwe
l.f,‘{): Services
& WM Control
= # Local Users and roups
= Users
| Groups
\';‘_.,‘? Storage

Yiew the health of the roles installed on your server and add or remove roles and Features,

(%) Roles Summary

~ Roles: 1 of 17 installed

(i) weh Server (115)

(~1 Web Server (I15)
Provides a relisble, manageable, and scalable Web application infrastructure.
~! Role Status

Messages: Mone
System Services: 4 Running, 1 Stopped
(i) Events: 5 informational in the last 24 hours

Best Practices Analyzer: To start a Best Practices Analyzer scan, go ko the Best Practices Analyzer
tile on this role's homepage and click Scan this Role

'~ Role Services: 24 installed

Role Service | Skatus
e lweb Server Installed
=) Comman HTTP Features Installed

o

Roles Summary Help

i(;i Add Roles

i Remave gtiés

‘weh Server (I15) Help

E Go to Web Server (IIS)

S Add Role Services

4 Remove Role Services

Figure 2-5: Add Roles dialog

4. If a Web server has already been set up, click Select Roles and skip to Step 7.

Installation Guide and Release Notes
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5. If a Web server has not been set up, click Add Roles on the right pane. Review
the Before You Begin dialog and click Next.

6. The Select Server Roles dialog (Figure 2-6) displays.

Add Roles Wizard

-
ig} Select Server Roles

Befare ‘You Begin

Confirrmation

Select one or more roles ko install on this server.
Raoles:

Drescripkion:

Active Directory Certificate Services

T R

LS '""’ (AD C5) is used to create certification

Progress [ Active Directory Domain Services authorities and related role services

B Ik |: Active Directory Federation Services that allow you to issue and manage
esults

[] Active Directory Lightweight Directary Services
|: Active Directory Rights Management Services
[ Application Server

|: DHCP Serwver

|: DMNS Server

|: Fax Server

[] File Services

[ Metwork Policy and Access Services

|: Prink Setrvices

[] Terminal Services

|: UDDT Services

[] web Server (115)

[ windows Deployment Services

[ wwindows Server Update Services

certificates used in a variety of
applications.

More about server roles

< Previous I Tdest 2= Irstall I Cancel

Figure 2-6: Select Server Roles dialog

7. Select Web Server (IIS). The Add Roles Wizard (Figure 2-7) displays.

Hetldl Foobes Wizard [ =]

Add features required Tor Web Server ([15)7
g carmod rdisl web 5 erver [I5] unless e iepaed leahses ae alvs roiabed

Faahaer Dregicnphion:
= \Windowes Piocess Actreafion Service %‘Lﬂ&ﬁi
e seravakiet th 15 pochss e BT
?;q;”akln: e degandsncy an HTTP, A1 the lpahres

[ adiReqacdFessss |  Concel |

1) Yl are thaan Bpatured inguaeed ¥

A

Figure 2-7: Add Roles Wizard

8. Click Add Required Features. The Web Server (IIS) dialog (Figure 2-8)
displays.

Installation Guide and Release Notes
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Add Roles Wizard

R
ES}’ Web Server (IIS)

Before ‘ou Begin Introduction to Web Server (IIS)

o ‘Web servers are computers that have specific software that allows them to accept requests From client
camputers and return responses ko those requests. Web servers let you share information over the Inkernet, or
through intranets and extranets, The web Server role includes Internet Information Services (I115) 7.0, a unified
‘Web platform that integrates IIS 7.0, ASP.MET, and Windows Communication Foundation. IIS 7.0 also Features
enhanced security, simplified diagnostics, and delegated administration.

Role Services

Confirmation )
Things to Note

Frogress i Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of \Web server

Results traffic especially when there are multiple roles on this computer,

i The default installation Far the ‘Web Server (115) role includes the installation of role services that enable
wou to serve skatic conkent, make minor customizations (such as default documents and HTTP errors),
monitor and log server activity, and configure static content compression.

Additional Information

Overyview of Web Server (TIS)

Owerview of Avalable Role Services in I15 7.0

115 Chechlists

Common &dministrative Tasks in 115

Overyview of WSRM

< Previous | Mexk = I

Cancel

Figure 2-8: Add Roles Wizard Web Server (1I1S) dialog

9. Click Next. The Select Role Services dialog (Figure 2-9) displays.

Add Roles

ard

o
ig}' Select Role Services

Before You Begin

Select the role services to install For Web Server (II1S):

Server Roles Role services: Description:

Web Server (I15)

I web Server =] Windows authentication is a low cost

oM c Prtisand authentication solution For internal
= Ii"_mmon R ‘Wehb sites, This authentication scherme
| Skakic Content

Corfirmati v allowes administrators in a Windows
anfirmakion [¥] Default Dacument domain ta take advantage of the
Pragress [] Directory Browsing don;jaln infrastructure for
wil authenticating users, Do not use
Results lli :IIE Err;rs i windows authentication if users who
| edirection

. must be authenticated access your
=l [E Application Development wieb site From behind Firewalls and

IZ ASP.MET Proxy Servers,
/| MET Extensibility
AP

Zal

I3API Extensions
I5AFI Filters

| Server Side Includes
= [ Health and Diagnostics
HTTP Logging
Logging Taols
Request Monitor
Tracing

=l
e

Maore about role services

OEREOO=

o

<

OEO

Previous l Mext = I

Cancel

Figure 2-9: Add Roles Wizard Select Role Services dialog
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10. Clear any checked boxes and enable the following role services:

e Common HTTP Features:

— Static Content

— Default Document

— Directory Browsing

— HTTP Errors

— HTTP Redirection
e Application Development:
ASP.NET
— .NET Extensibility
ISAPI Extensions
ISAPI Filters
e Health and Diagnostics (optional):

— HTTP Logging

— Request Monitor

e Security:

— Request Filtering
e Performance:

— Static Content Compression

— Dynamic Content Compression
e Management Tools:

— IS Management Console
— 1IS 6 Metabase Compatibility

11. Click Next to display the Confirm Installation Selections dialog (Figure 2-10).

Installation Guide and Release Notes
December 2020
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Confirm Installation Selections

Befaore You Begin
Server Roles

Web Server (115)

2 informational messages below

Add Roles Wizard

Toinstall the Following rales, role services, or Features, click Install,

-~ Web Server (II5)

Commaon HTTP Features
Skatic Conkent

Default Document

Direckary Browsing

HTTP Errors

HTTP Redirection
Application Development

ASPMET

.MET Extensibility

ISAFI Extensions

ISAPI Filters

Health and Diagnostics
HTTP Logging

R ennesk Monitnr

Print, e-mail, or save this information

Role Services | This server might need to be restarted after the installation completes,

Progress -__i'j- Find out more about \Windows System Resource Manager (WSRIM) and how it can help optimize
~ CPUusage
Results
Web Server

< Previous | Tewt = | Install I Cancel

Figure 2-10: Add Roles Wizard Confirm Installation Selections dialog

12. Click Install. The Installation Results dialog (Figure 2-11) displays.

Add Roles Wizard B

=
! Installation Results

Eefore You Eegin
The fallowing roles, role services, or features were installed successFully:

Server Roles

Wehb Server (I15) ~! Web Server (1IS) 'C':J' Installation succeeded

The Fallowing role services were installed:
Web Server

Common HTTP Features
Progress Static Conkent

Default Document

Directory Browsing

HTTF Errars

HTTF Redirection
application Development

ASP.MET

MET Extensibility

ISAPI Extensions

ISAPI Filters
Health and Diagnostics

HTTP Logging

Request Monitor
Security

Request: Filtering
Perfarmance

Shatic Cankrnt Corinressinn

Role services

Confirmation

Print, e-mail, or save the installation report

= Preyious | et =

I Close I

Cance!

Figure 2-11: Add Roles Wizard Installation Results dialog
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13. Click Close to complete the installation and end the process.

Note: Review the additional steps for disabling the IIS Manager

Logging feature in Appendix A.

2.8 .Net Core Runtime 3.1
The ECQM application requires .Net Core 3.1. To install the .Net Core Runtime 3.1:

1.

Download the .Net Core Runtime installer from
https://dotnet.microsoft.com/download/dotnet-core/thank-you/runtime-
aspnetcore-3.1.8-windows-hosting-bundle-installer.

Run the installer (preferably in administrator mode).

Click Install.

i)

NET Microsoft .NET Core 3.1.8
' Windows Server Hosting

Welcome to the Microsoft MET Core 3.1.8 - Windows Server Hosting Setup.

15 is not enabled on this machine, If you intend to run ASP.MET Core applications with
15, you rmust install 15 before running this installer, You can find additicnal
information here,

Microsoft MET Core 3.1.8 - Windows Server Hosting license terms and privacy
statement.

[ 11 agree to the license terms and conditions

E:"p"r'lmtall Cloze

Figure 2-12: Microsoft .NET Core 3.1 — Windows Server Hosting Setup

4. Click Close after installation is successfully completed.

Installation Guide and Release Notes Installation Notes
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i)

Microsoft .NET Core 3.1.8
Windows Server Hosting

Installation Successfully Completed

Cloze

Figure 2-13: Successful installation

After successful install, restart the WWW and WPA services as described in the
following steps.

To open the Command Prompt CMD in Administrator mode, right-click the
Command Prompt and select Run as administrator.

Command Prompt
Desktop app
Run as administrator

Apps
Run as different user

Figure 2-14: Run as administrator

7. Run the following commands in CMD:

net stop was /y — This will stop the WWW and Windows Process Activation
service.

net start w3sve — This will start the WWW service.

Installation Guide and Release Notes Installation Notes
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[z+.] Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76811
Copyright (c?» 2889 Microsoft Corporation. All rights reserved.

C:UWindowsssystem32 net stop was Ay

The following services are dependent on the Windows Process Activation Service
ervice.

Stopping the Windows Process Activation Service zerwice will alzo stop these ser
wices.

World Wide Weh Publishing Service

World Wide Weh Publishing Service service is stopping.
World Wide Web Publishing Service service waz stopped successfully.

Windows Process Activation Service service iz stopping.
Windows Process Activation Service service was stopped successfully.

C:sWindowsssystend2 net start wisuc
The Yorld Wide Web Publizhing Service service iz starting.
The Yorld Wide Web Publizhing Service service was started successfully.

C:UWindowsssystem32 >

Figure 2-15: Administrator Command prompt screen

Installation Guide and Release Notes Installation Notes
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3.0 Installation Overview
The ECQM v3.0 installation requires four files:

1. ecqm0300.install.zip — Application bundle
2. ecqm0300_RavenDB.zip — Database bundle for eCQM application
3. ecqm.reference.2019 2019-10.ravendbdump — RavenDB bundle

4. ecqm.reference.2020 2020-10.ravendbdump — RavenDB bundle

Save these files where accessible to the application server.

Installation Guide and Release Notes Installation Overview
December 2020
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4.0

Installation Instructions: First-Time Install

ECQM contains components that run on the application server. The application
operates in a Web-based environment; there is no separate installation necessary on
user workstations.

4.1 Acquire the SSL Certificate
ECQM utilizes the Secure Sockets Layer (SSL) protocol to ensure secure
communications between its components. If your site is not on a secure domain, you
must acquire an SSL certificate. If your site is on a secure domain, an SSL certificate
may not be required but is still highly recommended.
Note: Since the SSL certificate acquisition may take up to 24
hours, it is recommended that you acquire the SSL
certificate before beginning the ECQM installation.
The process for acquiring this certificate for sites on the IHS domain is different than
that used by sites that are not on the IHS domain.
4.1.1 SSL Certificate Acquisition — IHS Domain
If your site is on the IHS domain, to acquire your SSL certificate:
1. Click Start | Administrative Tools | Internet Information Services (IIS)
Manager.
2. Click the server name. The IIS Manager dialog (Figure 4-1) displays.
Installation Guide and Release Notes Installation Instructions: First-Time Install
December 2020
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3. In the center panel, double-click Server Certificates in the Security section
(near the bottom of the panel).

Y Internet Information Services (I15) Manager
Ele  Wew  Hep
FEETET Fi PR
| %y Start Page Home :
{ — Manage Server
E“" Groupby: Area x el 2 Rastart
Restrictions Al [ » stan
. B sip
] = ] | -
MIME Types  Modues Output Ve Sites
Caching :
2 & rep
; Cnline Help
' Ty
Wiorker
Prospssas
Management
o S
Feabure Shared
Delegation  Configuration
1 -
I i ] [ Features view |1 Content View
Ready Cydicicert 4.

Figure 4-1: Internet Information Services (11S) Manager
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4. In the Actions panel (on the right), click Create Certificate Request (Figure

4-2).
"} Internet Information Services (T15) Manager s e =10] x|
G (% ww (& o 1@
Fle ¥ew Hep
_ﬁ_; e iql Server Certificates
|43 ctartpage
= 9 Use: this freature to reguest and manage certificates
= — L that the Web server can use with Wb sites
o Appheation Pocls configured for 3L,
4w St
Mame -~ | tssued To
o | i
‘ T
ready (Qydigicert o

Figure 4-2: Internet Information Services (IIS) manager — Server Certificates
5. The Request Certificate Wizard displays.
6. In the Distinguished Name Properties dialog, enter the information as follows:

e Common Name. The name through which the certificate will be accessed
(usually the fully qualified domain name of the machine).

e Organization. The legally registered name of your organization or company.

e Organizational unit. The name of your department within the organization
(e.g., IHS).

e City/locality. The city in which your organization is located.
e State/province. The state in which your organization is located.

e Country/region. The two-character Country code.
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Distinguished Name Properties

g

Request Certificate E3 |

Specify the required infarmation For the certificate, Statefprovince and Cityflocalicy must be specified
as afficial names and they cannot contain abbreviations.

Cammon nane: || ihis.goy
Cirganizakion: IHHS

Crganizational unit: [HS

ity flocality I.ﬁ.ll:uuquerque

Skake/province: INM|

Countryfregion: ILIS

Brewious | Mexk I Eimish Cancel

Figure 4-3: Request Certificate Wizard — Distinguished Name Properties

7. Click Next. The Cryptographic Service Provider Properties dialog (Figure
4-4) displays.
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21x|

Cryptographic Service Provider Properties

gl

Select a cryptographic service provider and a bit length. The bit length of the encryption key
determires the certificate’s encryption strength. The greater the bit length, the stronger the security.
However, a greater bit length may decrease performance.

Qdigicert Previous "Tl Finish | el |

Figure 4-4: Request Certificate Wizard — Cryptographic Service Provider Properties
8. Leave both settings at their defaults:

e Cryptographic service provider: Microsoft RSA SChannel Cryptographic
Provider.

e Bit length: 2048.
9. Click Next. The File Name dialog (Figure 4-5) displays.
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Request Certificate EHE

File Name

oll

™

Specify the file name For the certificate request, This information can be sent to a certification
authority For signing.

Specify a file name For the certificate requesk:

|C:'I,inet|:-ul:-'l,ECQM'l,s-:r.txt E

Previous | [dExk | Finish Cancel

Figure 4-5: Request Certificate — File Name dialog

10. Type a path and file name for the certificate request file.

Note: Make note of the chosen file name and the save location.
You will need to open this file as a text file and copy the
entire body of it (including the Begin Certificate Request
and End Certificate Request tags) into the online order
process when prompted.

11. Click Finish to save the SSL certificate request file.

12. Contact the IHS IT Service Desk to request the SSL Certificate in CER format
for the ECQM Application. A certificate will be issued and e-mailed to the
originator of the request. Once the certificate is received, proceed with the
ECQM installation as described in Section 5.0 through Section 6.0.

4.1.2  SSL Certificate Acquisition — Non-IHS Domain

If the site is not on the IHS domain, the steps for acquiring an SSL certificate will
vary, depending on the certificate provider. Several vendors (e.g., GoDaddy, Thawte,
and Verisign) provide SSL certificates, and the process for acquiring the certificate is
different for each.

Follow the steps provided by the SSL certificate vendor to acquire an SSL certificate,
and proceed to the ECQM installation instructions.
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5.0

5.1

5.1.1

5.1.2

ECQM Application Server Installation and
Configuration

Set up RavenDB

ECQM application requires RavenDB to store data.

Prerequisites

e Windows PowerShell 5.1 or later is required by the RavenDB setup. This step is
discussed in detail in Section 2.4.

e Visual C++ 2015 x64 is required to complete the setup for the CqmReference
database in Section 5.1.6.

Existing RavenDB Backup

If the site has an earlier version on ECQM locally installed, it is recommended to take
backups of the following databases:

1. ecgm.identity (contains user settings)
2. ecqm.config (contains site and teams’ settings)

Please ignore these steps if the site prefers to register site, teams, and users from
scratch.

Use the followings steps to take backups of each database:
1. Open the RavenDB portal in Chrome using the URL http://127.0.0.1:27019.

a. Some sites may have a custom port (i.e., 27018) for the RavenDB.

2. Select Databases from the left menu.
3. Select database ecqm.config.

4. Click the Settings icon on the left menu.
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Show all elete  ® Setstate.. ~ £ Newdatabase

B Managegroup B} Dissble ~

B Managegroup £ Disable

B Managegroup % Disable

Figure 5-1: Creating backups of the database

5. Click Export Database.

6. Enter the file destination path and click Export Database.

‘ Il Eiport Database |RavenStudio X + |
‘ & G @ 127.0.0.1:27019/studio/indexhtml#databases/tasks/export Database?&database=ecqm.config |

Destination File Name: Dump of ecgm.config 2020-

% Export Database

Advance ! & Export Database

Figure 5-2: Exporting the database

7. Repeat the same steps for ecqm.identity database.
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5.1.3 Create and Load Directory

1. Create a directory named RavenDB, preferably C:\RavenDB), to unzip the
downloaded RavenDB zip package.

2. Unzip the downloaded ecqm0300_RavenDB.zip into the folder created in
previous step.

=
Extract Compressed (Zipped) Folders
Select a Destination and Extract Files
Files will be extracted to this folder:
| C\RavenDBE Browse...
Show extracted files when complete
Cancel

Figure 5-3: Creating a directory to unzip file
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| -

“ Home Share View [7]

- . 4 » ThisPC » OSDisk(C) » RavenDB v|@ | Search RavenDE

MName Date modified Type Size

# Quick access

RavenData
I Desktop
Server
; Downloads . -
| acknowledgements =
% Documents ¢ LICENSE e
= | Pictures 4 iendiria s
Work + [ nn s
bitdprog runtime e
Tickets |y setup-as-senvice .
447935
builds
docs
install stuff
& OneDrive
&3 This PC
o Metwork
D items i

Figure 5-4: File location

3. Make sure the LOCAL SERVICE account has full access on RavenDB folder
(Figure 5-5).
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. Program Files l RavenDB Properties |
| Program Files (x86) . : : . . 1 .
General I Sharing F‘rew:uus Wersionz | Cuzstomize I

. RavenDE
Object name:  C:\RavenDE

| Users
J Windows Group or uzer names:
ﬁ setup l Permissions for RavenDB | “I
SecLrity |
-
Object name:  C:\RawvenDE '

Gfl:lul:l ar uzer name:s: |

5 CREATOR OWMNER

CEEA:
‘* LI BERVICE
52, 5YSTEM |

&dd.. | Remaove |
Permissions for LOCAL SERVICE M Deny » |
Full contral i =
b odify

Fead & erecute

Lizt folder contents
Fead

K K K K

00000

Q

Learn about access control and permissions

] 4 I Cancel | Apply |

Figure 5-5: Permission settings

5.1.4  Setup RavenDB as a Service

This process requires Windows PowerShell 5.1 or later. Refer to Section 2.4 for
guidance.

1. Once PowerShell 5.1 or later has been installed, open PowerShell in
administrator mode.
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Programs (3]

3!!%ﬁndﬂWSPD%ﬁr5hﬂ|

Open

.@ Windows PowerShell {x i
ﬁ PeaZip

Cpen file location
Control Panel (7) —— @F!.un as administrakor
$ Power Options [=f Edit with Notepad++

."é_f," Windows PowerShell 1

Figure 5-6: Administrator Mode
2. Use the command $PSVersionTable to confirm the PowerShell version is 5.1.x.

3. Using the ed C:\RavenDB\ command, set the directory where the RavenDB zip
package is unzipped.

rsion
dition
ompatibleVersions

SRemotingF
Serialization

PS C:%WWINDM
Figure 5-7: Setting the directory

4. Set PowerShell execution policy to Unrestricted. Run the command
Set-ExecutionPolicy unrestricted.

5. Type A at the next prompt.

ou want to

[L] Mo end

Figure 5-8: Set PowerShell execution policy to Unrestricted

6. Run the command .\setup-as-service.psl.
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nfiguration.
b

been reqgistered.

Figure 5-9: \setup-as-service.ps1 command

7. Note the URL for RavenDB: http://127.0.0.1:27019.

Set PowerShell execution policy to Restricted. Run the command
Set-ExecutionPolicy Restricted.

9. Type A at the next prompt.

ecutionPolicy stricted

tion policy might e

ou want to z
end [?] Help {

Figure 5-10: Set PowerShell execution policy to Restricted

5.1.5 Register RavenDB License (If Expired)

Warning: In the RavenDB studio, on the right bottom corner, the

user should be able to see the registration status. If the license is
expired, use the following steps.
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BN

License expired on 2019 December 4th

Figure 5-11: Register license dialog — expired license notice

10. Go to the RavenDB Web site using the URL
https://ravendb.net/license/request/community.

11. Fill in the form using the organization Email address and submit the
information.

RavenDB will provide the license key via the provided Email address.

12. Activate using License Key:

a. Open RavenDB portal in Chrome using the URL http://127.0.0.1:27019.

b. Go to the About tab in the RavenDB studio.

c. Click the Register button.

d. Paste your License Key inside the textbox.

e. Click Submit.

f. In the RavenDB Studio, on the bottom-right corner, you should be able to see

the registration status.
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5.1.6  Setup ecqm.reference.2020 Database
1. Open RavenDB portal in Chrome using the URL http://127.0.0.1:27019.

1. Select Databases from the left menu and click New Database.

Lgdl L ] 12700 1 L=+ R

Figure 5-12: Database selection

2. Type database name ecqm.reference.2020 and click the Create button.
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With the replication factor set to 1, the data won't be replicated!

sn't include namic database distribution feature.

Figure 5-13: Naming and creating the database

3. Once the database is created, it will display the ecqm.reference.2020 database
information.

4. Select the ecqm.reference.2020 database. Click the Settings button on the left
pane and then select Import Data button.

Ml Ut of documents | RavenStudic X +

<« C  ® 127.0.0.1:27019/studiofindexht documents?8 qm.reference.2020 * 8 0O % O :

Q Query [B Display ~

Change Vector Last Modified Collection

Figure 5-14: Import Data dialog

5. Click the Browse button on the Import Data screen and select the
ecqm.reference.2020 2020-10.ravendbdump file found in the ecqm0300
unzipped folder.
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[l Import database from file | Rave: X 4

< c @1

/studio/index.nt /import/file? qm.reference.2020 * B 0O » O :

& ImportData

Ex

Figure 5-15: Import Database dialog

6. Click the Import Database button as show in Figure 5-15.
7. Verify the database size and documents as shown in Figure 5-16.

. Databases | Raven. Studio X +

& C ® 127.0.0.1:27019/studio/index htmidatabases i ¢ O» 6

& Managegroup £ Disable ~ @& W

Figure 5-16: Database information display

5.1.7  Setup ecqm.reference.2019 Database

1. Please repeat the steps from Section 5.1.5 for creating ecqm.reference.2019
Database.

2. For step 5 use the file ecqm.reference.2019 2019-10.ravendbdump.
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5.1.8 Restore Identity and Config Database

If the site has followed the steps in Section 5.1.2, and taken backups for the
ecqm.identity and ecqm.config databases, repeat the steps from Section 5.1.6 for
creating the ecqm.identity and ecqm.config databases using the backup locations
used in Section 5.1.2.

5.2 Set up the ECQM Web Site
1. Create an ECQM folder in the C:\inetpub\ directory.

2. Unzip distributed ecqm0300.install.zip application bundle into the
C:\inetpub\ECQM folder created above.

|
(_9\ _)\, |\~ Computer ~ Local Disk (Ci) ~ inetpub ~ ECQM ~ ~ &3 [Searchecam L’i‘i
Organize =  Includeinlibrary =  Sharewith ~  Mew Folder 4= -~ [ @
T Mame - Date modified | Tme Size | |=
B Deskiop F 8/16/2018 4:37 PM File Folder
& Downloads ar 8/16/2018 4:37 PM Fila Folder
& Recent Places ba 8/16/2018 4:37 PM Fila Folder
& Libraries bn-BD 8/16/2018 4:37 PM File Folder
B s 8/16/2018 4:37 PM File: Folder
& Music da 8162018 4:37 PM  File Folder
k=| Pictures de 8i16/2018 4:37 PM File Folder
B videos el 8/16/2018 4:37 PM File: fFolder
B Compotr es 8/16/2018 4:37 PM File: Folder i
- s L ExportedFiles B/16/2018 4:37 PM File Folder
. Data (D)) fa 8162018 4:37 PM File Folder
fi-FI 8162018 4:37 PM File Folder
€l Metwork Fr B/16/2018 4:37 PM File Falder
fr-BE 8162018 4:37 PM File Folder
he 5/16/2018 4:37 PM File Folder
hr 5/16/2018 4:37 PM File Folder
hu Sf16J2018 4:37 PM File Folder
id 8/16/2018 4:37 PM File Folder
it 8/16/2018 4:37 PM File Folder
ja Sf16/2018 4:37 PM File Folder
v Sf16J2018 4:37 PM File Folder
nb Sf16J2018 4137 PM File Folder
nb-Ro 8/16/2018 4:37 PM File Folder
nl 8/16/2018 4:37 PM File Folder
pl 8/16/2018 4:37 PM File Folder
Pt 8/16/2018 4:37 PM File Folder
refs 8/16/2018 4:37 PM File Folder
ro 8/16/2018 4:37 PM File Folder
ru 8/16/2018 4:37 PM File Folder
sk 8/16/2018 4:37 PM File Folder -
103 items

Figure 5-17: ECQM application bundle

5.2.1 ECQM Configuration Parameters
1. Locate the appsettings.json file in the C:\Inetpub\ECQM folder.

2. Open the appsettings.json file in a text editor (e.g., Notepad).
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3. This file must be edited with caution. Do not add any extra characters, spaces, or
enter lines in this file. Also, ensure that all edited values are in double quotes as
displayed below.

Note: If there are access issues in saving this file after completing
the modifications, make a copy of this file and save it to the
Desktop or Documents folder, complete the changes in
that file and then copy/paste that file to the
C:\Inetpub\ECQM folder to overwrite the original file.
Alternatively, write permissions could be added to the
C:\Inetpub\ECQM folder for the current user making the
modifications.

4. Configure the default Super Admin user by filling the Username, FirstName,
LastName, and Email fields as shown in Figure 5-18.

[=] appsettings.json E9

1 {

2 "DirectorySettings": {

3 "Directories": [

9 = {

g "z *d1T,

6 "Hose 't I ;

7 "Ldaps": false,

(= FPart's *3agor

g = i

10 - 1

alsh ¢ - | &)

2 [F] "DefaultSuperddmin®: {

13 "Domain™: "div,

14 "Ozernamey " e

15 *FirstName": "g@ ",

16 "lLastName™3 " S,

17 "Email": " "

g d }.r

19 — "DocumentotoredSettcings™: {

20 % "Ariam [

21 PhEED s if127.000.1:227019"

22 B 1.

23 "CertificatePath™: m°

24 E )

25 "CrmsEhrEPCertificationId™: "_',
26 "CsEhrEHCertificationId™: "—"
S AR
ln:2z Col:7 sel:iofn ‘windows (CRLF)  UTF-8 s

Figure 5-18: Configuring the default Super Admin (1)
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Note: Figure 5-18 has the IHS D1 directory (credential store)
information for authentication. If the site is using another or
local directory service (user credential store), modify the
highlighted fields as shown in Figure 5-19. Make sure that
the Directory Name value and Super Admin Domain
value are the same.
[=] appzettings.jzon £
1 {
2 "hirectoryaettings™: {
3 "hirectories"™: [
4 = {
5 "NaIHE rr : FFdl rr P
7 "Lidaps": false,
g "Portt: "3gon
o }
o o ]
11t o3,
1z = FhefaultSuperidmin®™: {
13 "Domain®™: "di",
14 "W" : ". r B
15 "FirstHame": " L
16 "LastName™: ™ L
17 "Email®: ™ "
13+ 1,
19 = Fhocument3torelettings™: {
2 |:| - HM" : [
21 "http://127.0.0.1:27019"
22 = 1-
23 "CertificatePath™: "
za L 3,
25 "CmsEhrEPCertificationId®: r_r .
26 "CrmsEhrEHCertificationIdr™: f
27 L3
hnizz Col:7 seliofo twindows (CRLF)  |UTF-8 ms

Figure 5-19: Configuring the default Super Admin (2)

Microsoft Active Directory (LDAP) is 389.

5. Use the correct port (LDAP) in the directory settings. The default port for

a. Optional: The LDAPS (secure LDAP) parameter can be set to True if it is
implemented in the directory service; input the correct port for LDAPS.

installation the default value is the correct value.

6. The document store settings show the URL for the RavenDB. For a single-tier
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[=] appsettings.json £
i {
2 "hirectory3ettings™: {
3 Fhirectories™: [
1 = {
5 "NaI'If'IE rr : "dl rr P
7 "Ldaps": false,
=] "PorttT: 359"
g - ¥
10 = 1
11 = ¥
1z =l "hefaultSuperidmin™:
13 homaint™: *diT,
14 "leername: " "y
15 "FirstMName™: ™ AL
16 "LastlN=agne™: © L
1'? "Emall rr H ". -Fr
15 - 1
19 = "hocument3tore3ettings™: {
z0 E GUAELEN
21 Thttp:/f127.0.0.1:27019"
22 = 1.
23 "CertificatePathf™: "
24 .
25 rcrsEhrEPCertificationId”: NG
26 "CrsEhrEHCertificationId": "
27 -}
hitn:2z Col:7 Sel:ofo \Windows (CRLF)  |UTF-8 ms

Figure 5-20: Configuring the default Super Admin (3)

7. Save and close the appsettings.json file.

Note: If there are access issues in saving this file after completing
the modifications, make a copy of this file and save it to the
Desktop or Documents folder, complete the changes in
that file and then copy/paste that file to the
C:\Inetpub\ECQM folder to overwrite the original file.
Alternatively, write permissions could be added to the
C:\Inetpub\ECQM folder for the current user making the
modifications.

5.2.2 Configure IIS Request Content Length
To configure the IIS Request Content Length:

1. Click Start | Administrative Tools [Internet Information Services (IIS)
Manager. Select the server name in the IIS Manager Tree.
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2.

Double-click the Request Filtering icon as shown in Figure 5-21.

H\ﬂ Internet Information Services (I15) Manager
« 9 » RPMS
File View Help
Connections -
@5 rPMS
< - &
W Start P
F H':;l artFage Filter: * W Go - g ShowAll | Group by: Area - -
¥ "4 RPMS
|2 Apphcation Pools ASP.NET
~ (& Sites _ & . ‘ = E| 2 =
- =) N~ ¢ 2# al itlf ==
) @ NET MNET .MET Error NET NET Trust  Application  Connection Machine Key  Pages and
Authorizat... Compilation Pages Globalization Levels Settings Strings Controls
ok &5 el
s =/
Providers ~ Session State SMTP E-mail
115
i Y i 2 [
D 9 o E & T
Authentic.. Compressien  Default Directory  Error Pages Handler HTTP HTTP ISAPI and
Document  Browsing Mappings Redirect Respon..  CGI Restri...
k. = 5 il o £
u e M 3=
O & »= HM i Joooay
ISAPI Filters  Logging  MIME Types  Modules Qutput Request Server Worker
Caching Filtering ertificates  Processes
Management
Hh @ 0
BE & O
Configurat... Feature Shared Web
Editor Delegation Coenfigurat..  Platfor..

Figure 5-21: Request Filtering

Click the Edit Feature Settings link in the Action pane on the right side.

Set the Maximum allowed content length (Bytes) to 100000000 (one hundred
million) as shown in Figure 5-22.

Click OK.
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= e . Alerts
Gg' Request Filtering

'i' File name extensions tl
are blocked. Mo other f]

Use this feature to configure filtering rules,

L& File Name Extensions =% Rules == Hidden Segments O URL # HTTP Verbs L Headers (3) Query Strings

File Extension  Allowed A
SSEE False Edit Request Filtering Settings 4 s
.asex False

.master Falze General

.skin False

Lrmres False Allow unlisted file narme extensions

.sitemap False Allow unlisted verbs

e false Allow high-bit characters

.cs False

.csproj False [ Allow double escaping

b False

vbproj False Request Limit:

.webinfo False
aimum allowed content length (Bytes):
Jiex False
resx False
== False Maxroum URL length (Bytes):
.mdb False |4096 |
jsproj False
Jjava False Maximum query string (Bytes):
Jsl False |ED43 |
.Idb False
.dsdgm False
.ssdgm False
JIsad False

.ssmap False Cancel v
Figure 5-22: Edit Request Filtering Settings

5.2.3 Add the ECQM Application Pool
To add the Application Pool:

1. Return to the IIS Manager opened in Section 5.2.2 and browse to Application
Pools in the tree structure below your IIS node as shown in Figure 5-23.

™ Internet Information Services (115) Manager
@ (=9} [ -.3 L4 +  Application Pools

File  Wiew Help

Q- id|% |8 UJl Application Pools

@j Start Page

292 This page lets you view and manage the list of application pools on the server, Application pools are associated with wor
| provide isolation among different applications,

Application Pools

b=

=[] Sites Filker: - G - Q‘;_; Show All | Group by Mo Grouping £

% Default Web Site Mame = | Status | .MET Frame... I Managed Pipsli... | Identit: | Applications
) Classic .NET App... Started vz2.0 Classic MebworkService a
L=/ DefaultAppPool Started w2.0 Integrated MetworkService 1

Figure 5-23: IIS Manager browsed to Application Pools

2. Right-click Application Pools and select Add Application Pool. The Add
Application Pool dialog (Figure 5-24) displays.
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MName:

Edit Application Pool Ed I

[ECGm

MET Framewark version:

Managed pipeline mode;

|Integrated LI

¥ start application poal imme

[ o |

diakely

Cancel

Figure 5-24: Edit Application Pool dialog

3. In the Name field, type the name of the application pool (ECQM).

4. Inthe .NET Framework version: field, select No Managed Code.

5. Click OK.

6. Right-click the newly created application pool in IIS Manager and click

Advanced Settings. A dialog similar to Figure 5-25 displays.

Advanced Settings EHE

E {General)
MET Framework Version
Managed Pipeline Mode
Mame
Queue Length
Skart Aukarnatically
E cPu
Lirnit
Limik ction
Lirnit Interval {minutes)
Processor Affinity Enabled
Processor AFfinity Mask
E Process Model
Identity

v4.0
Integrated
MoonsalkMew
1000

True

o

Modckion

5

False
4294967295

ApplicationPoolldentity

Idle Tirme-aut {minutes)

Load User Profile

Maxirmum Worker Processes

Ping Enabled

Ping Maximumn Fesponse Time {seconc
Ping Period (secands)

Shutdown Time Limit {seconds)
Starkup Time Limit (secands)

Fl Process Menhanino

'y

Idle Time-out {(minutes})

[idleTimeout] Amount of time (in minutes) a warker process will remain idle before it

shuts dowven. A worker process is idle if it is nok processing requests and no new

reguests are received.

QK | Cancel

4

Figure 5-25: Application Pool Advanced Settings
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7. Change the Idle Time-out value to 15 minutes.
8. Change the Identity value to LocalSystem.

9. Click OK to save the changes and close the dialog.

5.2.4 Addthe ECQM Site
To add the new Web site:

1. Right-click Sites in the Connections pane of the IIS Manager and select Add
Web Site. The Add Web Site dialog (Figure 5-26) displays.

add Web Site EE|
Sikte name:; application poal;

IECQM |ECQM Select. .. |

—Conkent Direcktory

Physical path;

| ]

Pass-through authenticakion

Conneck as.., | Tesk Setkings. . .
— Binding
Twpe: IP address: Park:
Ihttp LI IF\II Unassigned LI |4?I319|
Haost name:

Exarmple: wiww, conkoso,com or marketing. conkaso,com

¥ Start web site imrnediately

a4 I Cancel

Figure 5-26: Add Web Site dialog

2. In the Site name field, type ECQM.
3. Click Select and select the ECQM application pool created in the previous steps.

4. In the Physical Path field, browse to the C:\inetpub\ECQM folder created in
Section 5.2. Be aware that the location will be different if the folder was created
on a different drive.

5. Set the port number in the Binding section. The recommended port for ECQM is
47019. The port may need to be added to Firewall exceptions if firewall is
enabled.

6. Click OK to save the changes and close the Add Web Site dialog.
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5.2.5 Configure the ECQM Connection Timeout
To configure the ECQM connection timeout:
1. Select the ECQM site under the Sites tree control.
2. Click Limits on the right side under Configure.
3. Set the Connection time-out to 900 as shown in Figure 5-27.
4. Click OK.
< @ b Sites » ECOM »
i r @ ccamHome jdm
v_:;f':pa?at N | F‘il\jr: ~ ¥ Go -G Show All | Group by: Area B
i = M # & 3 ——
Logging  MIME Types  Modules | Edit Website Limits ? X s
Management [ Limit bandwidth usage (in bytes): R [ ]
E ¢
=
Cancel
Figure 5-27: Connection time-out
5.3 Install the SSL Certificate

| Note: Follow this section if SSL configuration is required.

To install the SSL server certificate acquired in Section 4.1:

1. From the Windows Start menu, select Administrative Tools.
2. Select Internet Information Services (IIS) Manager.

3. Click the server name in the left panel.

4. Double-click Server Certificates in the Security section (near the bottom of the

panel).
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HTTP Redwect HITP 15AP] and CGL  ISAP] Filters Logang MIME Types Modues
Respo... Retrictions.
[ (E
i‘ﬁh“‘ Ly
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Caching WL/ Processes
Management j
< | I - | Features View |.‘1Cmm'ﬁm

Figure 5-28: Internet Information Services (IIS) Manager

5. In the Actions panel (on the right), click Complete Certificate Request. The
Complete Certificate Request dialog displays.

Lo Internet Information Services (II5) Manager [=la] x|
@0 [« N @5 e

118 |8 i!
i StatPage Use t || Specity Certificate Authority Response
‘ Fil 8!
ilte

L} Application Pools

4 & Sites Nard
b 3 Default Web Site
response.

File name containing the certification authority's response:

Complete a previously created certificate request by retrieving the file that contains the certificate authority's

Create Domasn Certificate...

Create Self-Signed Certificate..

Enable Autornatic Rebind of
Renewed Certificate

8 Hep

[Ghspubibrmw Demoserver.ces

=

Friendly name:

[pemosenes

Select a certificate store for the new certificate:

| Personal w

oK | Cancel

< n

7 = o | [ Festures View |15 Content View

Figure 5-29: Complete Certificate Request dialog
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Note: The Complete Certificate Request must be completed on
the same system where the Certificate Signing Request was
generated (Section 4.1.1, Step 11) to ensure the private key
is correctly associated with the new certificate.

Click the ellipses button (...) to browse to the location where the server
certificate file acquired in Section 4.1 was saved.

In the Friendly name field, type the friendly name for the certificate. This
name is intended for use for management of certificate stores on the server.

In the Select a certificate store for the certificate field, verify Personal Store
is selected.

Click OK to complete the procedure.

5.4 Configure the SSL Certificate

| Note: Follow this section if SSL configuration is required.

To configure the SSL certificate:

1.

In the IIS Manager window, select the name of the server where the certificate
was installed.

Under Sites, select the site to be secured with the SSL certificate.
In the Actions pane, click Bindings.

Click Add.

In Add Site Binding:

For Type, select https.
b. For IP address, select All Unassigned, or the IP address of the site.

c. For Port, specify a port for SSL, the default is 443. The recommended port
for ECQM is 47019.

Note: When installing SSL with HTTPS, first remove any
previous site bindings for HTTP. The Site Bindings dialog
as shown in Figure 5-30 will indicate whether there any
HTTP site bindings and allow their removal.

d. Select the SSL certificate just installed. Click OK.
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- Sites _ — EBindings...
h Site !;33 \%2| |ﬁ- gj D BasiC Setkings. ..
@ TP = e — p— Wiew Applications
Site Bindings 2] I

551 cettificate:

OK

Type | Host Name ‘ Part | IP Address | EBinding
https 47019 *
Edit Site Binding HE
Type: IP address: Part:
Ihttps j IAll Unassigned j |47019
Host name:

p——— e

| Cancel I

Add...
Remowve |
Browse |

Close |

Wiew Virtual Directaries

Manage Web Site
< Restart

B Start

B stop

Browse Web Site
Browse *:47019 (https)
Advanced Settings...

Configure

Limits. ..

Help
Cnline Help

Figure 5-30: Edit Site Binding dialog

6. Click Close.

7. Close Internet Information Services (IIS) Manager.

The SSL Certificate is now configured. Visit the Web site via an HTTPS connection,
using the domain name, not the IP address, to verify the installation.
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6.0 Initiate the ECQM System

6.1 Reset the ECQM Application

To reset the ECQM application:
1. Stop ECQM Web site.

'!Elnternet Information Services {II5) Manager H=] E3
@,,, [@» MAP b Shes » ECQM b |m- e -

File  View Help

Comnections @ EcoM Home Adions

@- 2|8

L Explaore

&5 Start Page — Edit Permissions. ..
£- 95 — | | " T 8o - ~

‘;* Application Paols 115 - Edit Site

El-a] Sites Bindings...

.. 2oy Default Web 3 r'\a w_ D Basic Settings. ..
N |

(/]
Authentication Compression Def aulk Wiew Applications
Document Yiew Virtual Direckories
A | [l Manage Web Site ~
||| e
Directary Error Pages Handler w Roso
Browsing Mappings  atart
@ = é Browse Web Site
HTTP Redirect  HTTP 154 Filters Erowse *:47019 (https)
Respo he—
Advanced Settings...
= _L i [l M
-_|| j'j“' qi:s?ﬂ Configure
Logging MIME Types Modules Limits. ..
'Z'E' Help
. FES Cnline Help
= pd = 8 =
Ready ‘__1:5
Figure 6-1: Manage Web Site — Stop
2. Stop ECQM Web site application pool.
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Figure 6-2: Application Pool Tasks — Stop

3. Start the ECQM Web site application pool.
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Figure 6-3: Application Pool Tasks — Start

4. Start the ECQM Web site.
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Figure 6-4: Manage Web Site — Start

6.2

To launch ECQM:

1.

Launch the ECQM Application

Open Google Chrome.

2. Inthe Address bar, enter the IP address of your Windows application server and
the port number.

For sites using SSL: https://domain_name:47019

For sites not using SSL: http://ip_address:47019
3. Wait for the ECQM Login screen to load.
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Login

Sign In to your account

g

User Name Wal’nlng

a dnv is sl )
in disdplinary action

t any time, and for any lawful Government
record, and audit your system usage

Password
communication or data tra

Any communication or data transiting or stored on this system may be disdosed
ar used for any lawful Govemment purpose.

Figure 6-5: Login screen

Note: It takes approximately three minutes for ECQM
initialization after the application is accessed for the first
time. Wait three minutes before attempting to login for the
first time.

4. Confirm that the drop-down has the domain/directory name selected as
configured in the ECQM Configuration Parameters section.

5. Login using the DefaultSuperAdmin credentials as configured in Section 5.2.1.

Note: At this stage, the application only authorizes the Default
Super Admin user. Once the Admin logs in, he/she can add
additional users as per the user manual.

6. Click Login. For further steps refer to the user manual.

Installation Guide and Release Notes Initiate the ECQM System
December 2020

49



Electronic Clinical Quality Measures Engine (ECQM) Version 3.0

Appendix A Disable Logging in IIS Manager

The Internet Information Services (IIS) manager is set up by default with a Logging
feature which allows it to capture certain types of requests to log files in the IIS
installation folder. We recommend disabling this logging feature for the ECQM Web
sites as it may result in storage issues if the log file is not maintained or monitored.

The following steps show how to disable the Logging feature for each ECQM Web
site setup at your site. This information can also be found on the Microsoft Web site
at:

https://technet.microsoft.com/en-us/library/cc754631%28v=ws.10%29.aspx.

1. From the Windows Start menu, select Administrative Tools.

2. Select Internet Information Services (IIS) Manager to display the IIS
Management Console.

. Remote Desktop Services 3

s .
=t Component Services

A Computer Management
= Data Sources (ODBC)
2] EventViewer

. Internet Information Services (IIS) "y

H? Manager ( (- 2~ ’-'-E Internet Information Services (I15) Manager
1  — . L

[ | Y= &, isCS Initiator
\9 ETE B ~h Local Seaurity Policy

M] ot , | Administrator (%) Perfarmance Monitor
- = Security Configuration Wizard
| Documents =L Server Manager
b Command Prompt i =

. Services

= Computer )

@l Event Viewer ‘3z Share and Storage Management

- Storage Explorer

System Configuration

@ Task Scheduler

ﬂ Windows Firewall with Advanced Security

Metwark

Control Panel

Devices and Printers (3] Windows Memery Diagnostic
E Windows PowerShell Modules
' 1 windows Server Backup

Administrative Tools

Help and Support

Rur...

» All Programs

I Search programs and files @J Log off >|

Figure A-1: Opening Internet Information Services (11IS) Manager

3. Select the ECQM Web site in the left pane.

4. Double-click Logging to display the Logging dialog.
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Figure A-2: 1IS Management Console

5. Click Disable in the Actions pane.
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Figure A-3: Logging window

An example of a disabled logging window is shown in Figure A-4.
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Figure A-4: Disabled Logging window
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Acronym List

Acronym

Term Meaning

eCQM

electronic Clinical Quality Measures

HTTPS

HyperText Transfer Protocol Secure

IHS

Indian Health Service

IS

Internet Information Service

IP

Internet Protocol

SSL

Secure Sockets Layer

URL

Uniform Resource Locator
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Contact Information

If you have any questions or comments regarding this distribution, please contact the
IHS IT Service Desk.

Phone: (888) 830-7280 (toll free)
Web: https://www.ihs.gov/itsupport/

Email: itsupport@ihs.gov

Installation Guide and Release Notes Contact Information
December 2020

54


https://www.ihs.gov/itsupport/
mailto:itsupport@ihs.gov

	Table of Contents
	Revision History
	Preface
	1.0 Release Notes
	2.0 Installation Notes
	2.1 Contents of Distribution
	2.2 Required Resources
	2.2.1 Application Server Resources
	2.2.2 Browser Standard

	2.3 Before You Begin: Installation Issues
	2.4 Prerequisites
	2.5 Microsoft .NET Framework Verification
	2.6 Microsoft .NET Framework 4.5.2 Installation
	2.7 Internet Information Services 7.5 (or Later) Installation
	2.8 .Net Core Runtime 3.1

	3.0 Installation Overview
	4.0 Installation Instructions: First-Time Install
	4.1 Acquire the SSL Certificate
	4.1.1 SSL Certificate Acquisition – IHS Domain
	4.1.2 SSL Certificate Acquisition – Non-IHS Domain


	5.0 ECQM Application Server Installation and Configuration
	5.1 Set up RavenDB
	5.1.1 Prerequisites
	5.1.2 Existing RavenDB Backup
	5.1.3 Create and Load Directory
	5.1.4 Set up RavenDB as a Service
	5.1.5 Register RavenDB License (If Expired)
	5.1.6 Set up ecqm.reference.2020 Database
	5.1.7 Set up ecqm.reference.2019 Database
	5.1.8 Restore Identity and Config Database

	5.2 Set up the ECQM Web Site
	5.2.1 ECQM Configuration Parameters
	5.2.2 Configure IIS Request Content Length
	5.2.3 Add the ECQM Application Pool
	5.2.4 Add the ECQM Site
	5.2.5 Configure the ECQM Connection Timeout

	5.3 Install the SSL Certificate
	5.4 Configure the SSL Certificate

	6.0 Initiate the ECQM System
	6.1 Reset the ECQM Application
	6.2 Launch the ECQM Application
	Appendix A  Disable Logging in IIS Manager


	Acronym List
	Contact Information



