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Preface

In 2015, the Office of the National Coordinator (ONC) for Health Information
Technologies published the 2015 Edition set of rules related to the adoption of
standards, implementation, and certification criteria for Electronic Health Record
(EHR) technology.

The Indian Health Service (IHS) must meet these ONC 2015 certification
requirements, which include new regulations around electronic prescribing (eRx)
functions. The enhancements are scheduled to be released over several patches. The
EHR patch 28 along with the IHS Pharmacy Modifications (namespace APSP) patch
1025 will include changes related to dosing and quantities as well as improvements to
the Clinical Information Reconciliation (CIR) Tool.

For more information about the ONC 2015 Edition certification requirements relating
to electronic prescribing, see the Electronic Prescribing page at ONC’s HealthIT
website here: https://www.healthit.gov/test-method/electronic-prescribing.

For more information about the ONC 2015 Edition certification requirements relating
to Clinical Information Reconciliation, see the Clinical Information Reconciliation
page at ONC’s HealthIT website here: https://www.healthit.gov/test-method/clinical-
information-reconciliation-and-incorporation.
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1.0

Introduction

The purpose of this document is to provide information on the changes to the EHR
and medication ordering processes and to provide information on the CIR Tool.

Changes for medication ordering consist of standardization of decimal numbers with
regard to leading and trailing zeros, and also to allowable dosing units for oral liquid
medications. The changes will affect Outpatient, Inpatient, and Non-VA (also known
as Outside) medication orders. For the purposes of this manual, it is assumed that all

numbers used in the ordering process will be positive numbers.

The CIR Tool has been reworked to more closely align with the site workflows and
needs for the Certified EHR rules and the various reporting requirements for quality
payment programs.

This manual is intended for providers, pharmacists, and clinical informaticists or
clinical application coordinators. As such, not all sections will be applicable to all
audiences.

This patch is EHR*1.1*28 and has APSP*7.0*1023 as a prerequisite as described in
the release notes and install guide.
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2.0 Leading and Trailing Zeros

For many years, users have been encouraged to format decimal numbers to include a
leading zero for numbers less than 1 (e.g., “0.5” not “.5”) and avoid trailing zeros
(e.g., “3” not “3.0”) when these numbers are used for dosing or quantity. Even with
the use of electronic mediums, it can be difficult to see the decimal point without this
standardization, which can lead to errors.

These standards are now required in the ONC 2015 Edition certification
requirements, and by Surescripts for prescriptions transmitted over their network. The
IHS Resource and Patient Management System (RPMS) EHR will now enforce this
standard in medication orders for outpatient, inpatient, and non-VA (outside) order
dialogs. The following sections discuss each ordering method and fields affected by
this change.

2.1 Outpatient Medications

Outpatient medication ordering can be done as normal; however, the Dosage and
quantity (Qty) fields will not allow numbers less than 1 without a leading zero, nor
allow trailing zeros after a decimal. In the case of doses, the order will not be able to
be saved, and an error message will display. For quantities, the system will
automatically correct the format.

2.1.1  Dosage

The Dosage field will accept a value chosen from a list and will also accept text typed
in by the provider or proxy entering the order. In either case, the user must include a
leading zero for numbers less than 1 and no trailing zeros.

If there are doses that do not comply when the user clicks Accept Order, an error
message similar to the ones shown in Figure 2-1 and Figure 2-2 will display. The
behavior is the same for doses on the Complex tab.

Addendum to User Manual Leading and Trailing Zeros
July 2020



Electronic Health Record (EHR)

Version 1.1 Patch 28

&4 Medication Order
|.-“-‘-.MEI><II:LLIN 128mG/AML PWDR.REMST-0RAL
Pt 't on 07/06/201
Dozage \kEu:umpIe:-c
Dozage Route Schedule
Eml ORAL [E8H
1 TEASPOONFUL 125MG /5L o2H
% Unable to Save Order =
1
11 #9%  This order cannot be saved for the following reason(s):
(%) g ressonts |
g: - A fractional number {.3) must have a number to the left of the decimal.
L Ok I
Fa 1
Instructions: |

Figure 2-1: Unable to Save Order message for no leading zero in Dosage field for an

outpatient medication

&F Medication Order
|.-'5-.MEI><||:LL|N 1260 G /AL PwDR REMST-0ORAL
Pt wit on 01 /0642
Dozage {Enmplex
Dozage Route Schedule
1.0 ml ORAL [eH
1 TEASPOONFUL 125MG /SML 02H
2 TEASPOOMELI S 12RbkI15 /Rbdl [ 2
34\ Unable to Save Order b (4H
1/ GEMIMN
;. OEH
25 &W% This order cannot be saved for the following reason(s):
5 Rad [aM
2N A fractional nurnber (1.0) may not have a trailing zero. SEM
|| TID
Ok
Pat
It

Figure 2-2: Unable to Save Order message for trailing zero in Dosage field for an outpatient

medication
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2.1.2

2.2

2.2.1

Quantity

Like the Dosage field, the quantity (Qty) field must not contain a trailing zero or be
missing a leading zero for numbers less than 1. If the quantity entered does not meet
these requirements, the numbers will be updated to meet the guidelines when the user
moves to another field. This is not possible for the Dosage field, since that field may
contain text as well as numbers.

mﬂhm.m DIRECTED FOR BELOOD THINNER

Daps Supply Oty [TAB] Refills Clinical Indication [ Chronic Med
K SHE |21 [0 |2 |Awial fibrilation 14891 [l [JDipenseas
- WaTitten

Pick Up
i) Clinic: () Mail (@) Window () Outside Pharmacy - eRx () Outzide Pharmacy - Print

Figure 2-3: Medication Order dialog with typed-in Qty number with no leading zero

Patient
Instructinn3:|'&"5 DIRECTED FOR BELOCD THIMKER

Dravz Supply [ty [TAR] R efill= Clinical Indication [ ] Chronic Med
K SRE |2 [0 |Z) |avial fibrilation 148,91 ] (e e
s Writken

Pick Up
() Cliric () Mail (@) Window () Outside Pharmacy - eR= () Outside Pharmacy - Print

Figure 2-4: Medication Order dialog with corrected Qty value

Unit Dose Medications

Unit dose medications, whether ordered for patients who are admitted to an inpatient
unit or for clinic administration for an outpatient, will only have a Dosage field that
will be validated for leading and trailing zeros.

Dosage

The Dosage field will accept a value chosen from a list and will also accept text typed
in by the provider or proxy entering the order. In either case, the user must include a
leading zero for numbers less than 1, and no trailing zeros. If there are doses that do
not comply when the user clicks Accept Order, an error message similar to the ones
shown in Figure 2-5 and Figure 2-6 will display.
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wF Medication Order

|.-'1'«M CeICILLIN CAP.ORAL

Pt '/t on O1/06/2016

Dozage \I\Eumple:-:

Dozage Route Schedule [Day-
5 ORAL TID
Z50MG 0.0156 92H
B00MG noxz L
L14H
LISMIN
Unable to Save Order oo
l{”"_h"‘-.l This order cannot be saved for the following reason(s):

s S o,
— A fractional number (.5) must have a number to the left of the decimal.

[] Give Additional Dose Maw o

Figure 2-5: Unable to Save Order message for no leading zero in Dosage field for a unit dose
medication

& Medication Order

|.-’-'-.M D#ICILLIN CAP.ORAL

Pt it on 01/06/2018

Dozage \I\Eu:umple:-:
Dozage Route Schedule [Day
1.0 ORAL TID
250MG 0.0156 QzH
SO0k G noxz L2
[J4H
[I5MIN
Unable to Save Order pod DEH
[EH
(ﬁ\j This order cannot be saved for the following reason(s): S%M
~ Afractional number (1.0) may not have a trailing zero.

[] Give additional Dogse Mow o

Figure 2-6: Unable to Save Order message for trailing zero in Dosage field for a unit dose
medication
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2.3 Intravenous Medications

Intravenous (I'V) medication orders may be either continuous or intermittent, and may
consist of a solution only, or a solution with one or more additives. There are several
fields that undergo validation in these orders, with some validation being existing
functionality and not new to this patch.

One numerical field that is not validated in the EHR at this time is the volume of the
solution, because these are set in the drug file and are not editable inside the EHR
Order dialog.

2.3.1  Volume/Strength

The Volume/Strength field is validated for additives only. Numbers that do not
conform to the leading and trailing zeros standards will not save. If such numbers are
in the Volume/Strength field of the additive or additives when the user clicks Accept
Order, the user will see error messages similar to the ones shown in Figure 2-7 and

Figure 2-8.
T Additives Solution/additive® YWaolume/Strength®

SO0IUM CHLORIDE 0.9% INJ S0LM 1000~ ML
MM | [ MULTIATAMING IMJSOLN -5 AL
OME IMJ.50LM
CIM IMJ.SOLN Unable to Save Order >
E 10MGE ML IMJ
whdIME IMJ.SOLM - ) .
h <CEFTFI I.-’ ‘-.I This order cannot be saved for the following reasonis): |

<CEFTRl; 'S
A fractional number (.3} must have a number to the left of the decimal.
L

panded tMed Route List
niic = | bivn i1 el [ oon [19m |

Figure 2-7: Unable to Save Order message for no leading zero in Volume/Strength field for
an IV medication
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2.3.2

-

Additives 5 olution &dditive WolumesS rength
SODIUM CHLORIDE 0.9% INJSOLN 1000~ ML
a || MULTIATAMINS INJSOLN ML
HJLSOLM
MJSOLM Unable to Save Order x
1G/ML IMJ
5 IMLSOLM i .
<CEFTRIA 0 This crder cannct be saved for the following reascn(s):
<CEFTRIlA

A fractional number (10.0) may not have a trailing zero.

d ked Route List] Type”
] 1 .

Figure 2-8: Unable to Save Order message for trailing zero in Volume/Strength field for an IV

medication

Infusion Rate

The Infusion Rate field for applies to continuous type IV medications only. Numbers
that do not conform to the standards for leading and trailing zeros will not be able to
be saved. If such numbers exist in this field when the user clicks Accept Order, the
user will see error messages similar to the ones in Figure 2-9 and Figure 2-10.

This order cannot be saved for the following reason(s):

Infusion Rate requires a leading numeric value

!

Type® [V Type Help] |nfuzion Rate [mldhr]
|Eu:untinuu:uus i | | | FRM |.E| |
Unable to Save Order e

Figure 2-9: Unable to Save Order message for leading zero in Infusion Rate field for an IV

medication
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Type® [I% Tupe Help] Infuszion Rate [mldhr)*
|Eu:untinuu:uus v| | | FRM |5EI.EI |
Unable to Save Order pod

I.-/"_"\-. This arder cannot be saved for the following reason(s):
..\-. .-/.

Infusicn Rate may not have a trailing zero.

[ Pl

Figure 2-10: Unable to Save Order message for trailing zero in Infusion Rate field for an IV
medication

2.3.3 Infuse Over Time

The Infuse Over Time field for applies to intermittent type IV medications only.
This field must be a whole number so is not validated for leading and trailing zeros. If
decimal numbers are in this field when the user clicks Accept Order, the user will
see an error message similar to the one shown in Figure 2-11.

Type* [I¥ Type Help]  Schedule ® [Day-of-week] Infuze Over Time [0 ptional]

|Intermittent v| |E!BH - ||:| FRM |.5 |H|:uurs - |

Duration or Total Yo

Unable to Save Order x
This order cannot be saved for the following reason(s):
ocations
Infuse Over Tirme can only be a whele number
M50 ml IMTRAVEN |
Figure 2-11:Unable to Save Order message for leading zero in Infuse Over Time field for an
IV medication
2.3.4  Duration or Total Volume
The Duration or Total Volume field must be a whole number, so it is not validated
for leading and trailing zeros. If a fractional number is in this field when the user
clicks Accept Order, the user will see an error message similar to the one in Figure
2-12. This is existing functionality but included here for completeness.
Addendum to User Manual Leading and Trailing Zeros
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wpanded Med Route List] Type® [IW Twpe Help]  Schedule * [Day-of-eek]

NOUS - | |Intermittent ~ | oM ~|JFF
Diuration or Total Yalume [Dptional]

F |.5 ||h|:|urs v|

d Unable to Save Order >

This order cannot be saved for the following reason(s):

Invalid Duration, please enter a whole number for a duration.

Figure 2-12: Unable to Save Order message for whole number for Duration or Total Volume
field for an IV medication

2.4 Non-VA (Outside) Medications
Non-V A medications, also known as outside medications, are technically not ordered
but rather documented. However, the Dosage field will still have validation for the
leading and trailing zero standards.
241 Dosage
The Dosage field will accept a value chosen from a list and will also accept text typed
in by the provider or proxy entering the order. In either case, the user must include a
leading zero for numbers less than 1, and no trailing zeros. If there are doses that do
not comply when the user clicks Accept Order, an error message similar to the ones
shown in Figure 2-13 and Figure 2-14 will display.
LY
| | ACETAMINOPHEN 325MG TAR
[osage Route 3
5 ORaL PO
{ | 325MG 0.004
|| ESOMG 0.008 OR&L
|| Unable to Save Order p4
I.-"'_"‘-.I This erder cannot be saved for the following reason(s):
= A fractional number (.3) must have a number to the left of the decimal.
- -
- i
I
Figure 2-13: Unable to Save Order message for no leading zero for Dosage field for a non-
VA medication
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ot Document Herbal/OTC/Home Medications

ACETAMIMOPHEM 325MG TAB

Dozage

Route
A00.0 ORaL PO
J32EMG Q.004
EROMG 0.008 ORAL
Unable to Save Order =

This order cannot be saved for the following reason(s):

A fractional nurnber (500.0) may not have a trailing zero.

OK —

Figure 2-14: Unable to Save Order message for trailing zero for Dosage field for a non-VA
medication
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3.0

3.1

3.2

Oral Liquid Dosage Units

A new regulation based in part on the Institute for Safe Medication Practices (ISMP)
guidelines applies only to oral liquid medications for outpatient medication orders.

These medications must be dosed in milliliters (mL) and milliliters only. The use of
terms such as teaspoons, tablespoons, cubic centimeters, etc. are no longer allowed,
even when used along with mL. This means that a dose of “5 mL” is acceptable, but a
dose of “1 teaspoonful (5 mL)” is not.

|dentifying Oral Liquids

The software will identify oral liquids based on the dosage form associated with the
drug in the drug file. Specific dosage forms are marked as being an oral liquid and
will trigger the validation. Because of limitations in the Dosage Form file, there may
be a few items that are not validated by the software; however, these should be rarely
used items in most cases.

In general, if a medication is to be used by the patient in an oral liquid form, even if it
is dispensed in another form, then the validation will apply.

Outpatient Medications

Oral liquid medications will be ordered as normal. Doses may be selected from a list
or entered as free text. While the associated APSP patch will prevent incorrect doses
from being created, there may be existing doses in the system that are not compliant
with the new rule, especially when the patch is first installed.

When a dose that does not meet the new rule is present when the user clicks Accept
Order, an error message similar to the one in Figure 3-1 will display. This validation
will occur whether the user is on the Dosage tab or the Complex tab in the Order
dialog.
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~

|AMD><ICLLIN 125MG/AML P DR RENST-ORAL | Ch
Pt W't on 01/06/2016 23.94 |b

+ Row | — Row

Dozage | Complex

| Dozage Route Schedule Cruration | the
1 TEASPOOMFUL 125MG/SML ORAL TID 10 DAYS
Unable to Save Order =

IQI This arder cannot be saved for the following reason(s):

Dosage units for Oral Liquids must be standard metric units.

Fati

| nstrocors T

Figure 3-1: Unable to Save Order message for a non-metric dosage on an oral liquid
outpatient medication

3.3 Unit Dose, IV, and Non-VA medications

The metric dose unit validation will not apply to these medications, and doses may be
in units other than milliliters. However, users are strongly encouraged to avoid cubic
centimeters or household measurement units such as teaspoonfuls. Doses that express
both strength and volume are acceptable here (e.g., “250 mg (5 mL)”).
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4.0

4.1

411

Quick Orders

Creation of quick orders (QO) will be subject to the same validation as ordering,
including both the leading and trailing zeros validation for all medication order types
and the milliliters in oral liquid dosing for outpatient medications. However, this will
apply to new quick orders only, and existing quick orders will need to be edited
manually. Currently, QO may be created either in RPMS (more common) or in the
EHR Quick Order Wizard (less common).

RPMS

For most sites, QO are created and edited in RPMS. The validation that is found in
the EHR for ordering will also occur when creating and editing QO in RPMS.

Outpatient Medications

Figure 4-1 shows only the relevant portions of the QO creation process. Error
messages are in bold font in this output for visibility, but display in normal font
within RPMS.

Select QUICK ORDER NAME: PSOZ TEST QUICK ORDER
NAME: PSOZ TEST QUICK ORDER Replace
DISPLAY TEXT: This is a test quick order please do not use
Replace
VERIFY ORDER: YES//
DESCRIPTION:
No existing text
Edit? NO//
ENTRY ACTION:

Medication: AMOX, 125 AMOXICLLIN 125MG/5ML PWDR, RENST-ORAL AMOXICLLIN
125MG/5ML PWDR, RENST-ORAL AMOXICLLIN 125MG/5ML PWDR, RENST-
ORAL
Complex dose? NO// YES
Choose from (or enter another):

1 1 TEASPOONFUL 125MG/5ML

2 2 TEASPOONFULS 125MG/5ML
Dose: 1 1 TEASPOONFUL 125MG/5ML

...0K? YES//

Dosage units for Oral Liquids must be standard metric units.
Dosage will not be saved/changed
Dose: .5 ML
Enter the amount of this drug that the patient is to receive as a dose,
NOT as the number of units per dose.
A fractional number .5 must have a number to the left of the decimal.
Dosage will not be saved/changed
Dose: 5.0 ML
A fractional number 5.0 may not have a trailing zero
Dosage will not be saved/changed
Dose: *

Figure 4-1: Quick Order example and error messages (in bold font)
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4.1.2

4.1.3

Unit Dose Medications

Figure 4-2 shows only the relevant portions of the QO creation process. Error
messages are in bold font in this output for visibility, but display in normal font
within RPMS.

Select QUICK ORDER NAME:
NAME: PSJZ TEST UD QO//
DISPLAY TEXT: Test quick order please do not use
VERIFY ORDER: YES//
DESCRIPTION:

No existing text

Edit? NO//
ENTRY ACTION:

PSJZz TEST UD QO

Replace

Medication: METRON
1 METRONIDAZOLE GEL, TOP
2 METRONIDAZOLE SUSP,ORAL
CHOOSE 1-2: 2
Complex dose? NO//
Choose from (or enter another):
1 5ML. METRONIDAZOLE 50MG/ML SUSPENSION

2 55ML METRONIDAZOLE 50MG/ML SUSPENSION

3 70ML METRONIDAZOLE 50MG/ML SUSPENSION

4 35ml1 METRONIDAZOLE 50MG/ML SUSPENSION

5 88ml METRONIDAZOLE 50MG/ML SUSPENSION

6 95m1 METRONIDAZOLE 50MG/ML SUSPENSION
Dose: .5

Enter the amount of this drug that the patient is to receive as a dose,
NOT as the number of units per dose.

A fractional number .5 must have a number to the left of the decimal.
Dosage will not be saved/changed

Dose: 5.0 ML

A fractional number 5.0 may not have a trailing zero

Dosage will not be saved/changed

Dose:

Figure 4-2: Unit Dose example with errors (in bold font)

IV Medications

The following shows only the relevant portions of the QO creation process. Error
messages are in bold font in this output for visibility, but display in normal font
within RPMS.

Figure 4-3 show an example of continuous infusion.

Select QUICK ORDER NAME: PSIVZ TEST IV QO
NAME: PSIVZ TEST IV QO//
DISPLAY TEXT: Test quick order please do not use
VERIFY ORDER: YES//
DESCRIPTION:
No existing text
Edit? NO//
ENTRY ACTION:

Replace

Addendum to User Manual
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Type: Continuous//
Solution: SODIUM CHLORIDE 0.9% INJ,SOLN //
Volume (in ml): 1000// 10.0
Choose from:

50

100

1000

Volume (in ml): 1000//
Additive:
Route: INTRAVENOUS//
Infusion Rate (ml/hr): 125 ml/hr// 10.0

Enter the infusion rate, as the number of ml/hr or Text@Number of Labels
per day.

Infusion Rate (ml/hr): 125 ml/hr// .5
Infusion Rate required a leading numeric value.

Enter the infusion rate, as the number of ml/hr or Text@Number of Labels
per day.

Infusion Rate (ml/hr): 125 ml/hr//

Figure 4-3: Continuous infusion and errors (in bold font) example

Figure 4-4 shows an example of intermittent infusion.

Select QUICK ORDER NAME: PSIVZ TEST IV QO
NAME: PSIVZ TEST IV QO//
DISPLAY TEXT: Test quick order please do not use Replace
VERIFY ORDER: YES//
DESCRIPTION:
No existing text
Edit? NO//
ENTRY ACTION:

Type: Continuous// Intermittent
Solution: SODIUM CHLORIDE 0.9% INJ,SOLN //
Volume (in ml): 1000// 50
Additive: AMPICILLIN INJ
(Units for this additive are GM)
Strength: .5
A fractional number .5 must have a number to the left of the decimal.
Enter the strength of this additive, as a number.

Strength: 1.0
A fractional number 1.0 may not have a trailing zero
Enter the strength of this additive, as a number.

Strength: 1

Another Additive:

Route: INTRAVENOQUS//

Infuse over time (min): .5

Infuse Over Time must be a whole number.

Enter the number of minutes over which to infuse this medication.

Infuse over time (min): 10.0
Infuse Over Time must be a whole number.
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4.1.4

4.2

Enter the number of minutes over which to infuse this medication.

Infuse over time (min) :

Figure 4-4: Intermittent infusion and errors (in bold font) example

Outside Medications

Figure 4-5 shows only the relevant portions of the QO creation process. Error
messages are in bold font in this output for visibility, but display in normal font
within RPMS.

Select QUICK ORDER NAME: PSOXZ TEST QO OUTSIDE
NAME: PSOXZ TEST QO OUTSIDE Replace
DISPLAY TEXT: This is a test QO please do not use
Replace
VERIFY ORDER: YES//
DESCRIPTION:
No existing text
Edit? NO//
ENTRY ACTION:

Outside Medication:AMOX
1 AMOXICILLIN 200MG/5ML PWDR,RENST-ORAL
2 AMOXICILLIN 250MG/5ML PWDR,RENST-ORAL
3 AMOXICILLIN CAP,ORAL
4 AMOXICILLIN PWDR, RENST-ORAL
5 AMOXICILLIN TAB
Press <RETURN> to see more, '”' to exit this list, OR
CHOOSE 1-5: 3 AMOXICILLIN CAP,ORAL
Complex dose? NO//
Choose from (or enter another):

1 250MG $0.0156

2 500MG $0.0128

3 1000MG $0.0256

4 2000MG $0.0512
Dose: .5

Enter the amount of this drug that the patient is to receive as a dose,
NOT as the number of units per dose.

A fractional number .5 must have a number to the left of the decimal.
Dosage will not be saved/changed

Dose: 5.0

Enter the amount of this drug that the patient is to receive as a dose,
NOT as the number of units per dose.

A fractional number 5.0 may not have a trailing zero

Dosage will not be saved/changed

Dose: 1 250MG $0.0156

Figure 4-5: Outside Medications and errors (in bold) example

Quick Order Wizard

While this component may not be widely used, it is still available and currently
functional. The same validation described for EHR ordering will occur for creating
and editing QO when using the Quick Order Wizard. Note that Non-VA medication
QO cannot be created or edited in the EHR.
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& Meds Quick Order
|.-’-'-.EET.-’-‘-.MINEIF'HEN 160MG /SML PRERPALCK. SUSP
Pt on 041
Dozage \kEu:umpIe:-:
Dozage R oute Schedul
Sl ORAL [JEH
Unable to Save Quick Order Definition oo

(ﬁ\j This quick order definition cannot be saved for the following reason(s):

A fractional number (.3) must have a number to the left of the decimal.

_

1 |

Figure 4-6: Unable to Save message for leading zero on Outpatient QO

wF Meds Quick Order
|.-'-‘-.EET.-’-‘-.I‘--1INEIF'HEN 1B0MG /AL PREPACE, SUSP
Pt Wit o 04
[Dozage ‘LEDmpIEH
[Dozage Route Schedy
A.0mL ORAL [IEH
Unable to Save Quick Order Definition ot

|@] This quick crder definition cannot be saved for the following reaseni(s):
L\‘_\___/"l

A fractional number (5.0) may not have a trailing zero.

Figure 4-7: Unable to Save message for trailing zero on Outpatient QO
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oF Meds Quick Order *
AMOXICLLIM 125MG AML PWDR.REMST-0RAL | Change
Display Pt on 01/06/2016 2394 b [10.86 kg

Restnctions

Dozage . Complex

Dozage R oute Schedule

1 TEASPOOMFUL 125MG /5kL ORAL TID CIPRN
1 TEASPOOMNFUL 125MG AL ORAL [2H A
2 TEASPOONFULS 125MG /SkdL 2w

3M TEASPOOMFUL 125005 ./5hL [4H

1;4 TCACDOOKCII 1 3EkAS 'Ehdl ORhd [k

1/2| Unable to Save Quick Order Definition h-d

2.5

Shll o i )

el This quick order definition canneot be saved for the following reason(s):

L o Dosage units for Oral Liquids must be standard metric units, !
Patie

st |
0

Figure 4-8: Unable to Save message for metric dose for Outpatient QO

Solutions Additives Solution/Additive” Wolume/Strength®
SODIUM CHLORIDE 0.9% 1 1000ML INJ 000 ML
IPROFLOGACIN 400MG/200ML I » || MULTIRATAMING INJ 10 ML
EXTROSE 5% 1000ML N S0LN
EXTROSE 5% 100ML INJ SOLN FOLIC ACID INJ.50LN 1 me

EXTROSE 5% 500ML IMJ S50LN
EXTROSE 5% ADVANTAGE BOML
EXTROSE 5% IM 0.45% 50D CHL - Camments
EXTROSE 5% IM 0.9% 50D CHL 11
EXTROSE 5% IN LACTATED RING
EXTROSE 5% WITH 0.225% 5001
BCTATED RINGER'S [MJ S0LM
NACAINF 2GR /ANNL DWW R (2 Y

Remave

ute” [Expanded Med Route List] Type® [V Tvpe Help] Infusion Fate [ml/hrl
TRAVENOUS ~ | | Continuous v|| | 1PRN [10.0 |

ority” Unable to Save Quick Order Definition =

OUTIME | =

This quick order definition cannot be saved for the following reason(s):

A fractional number (1.0) may not have a trailing zero.
A fractional number (1) must have a number to the left of the decimal.

ndioates a Required Fisld Infusion Rate may not have a trailing zero.

LLTIVITAMIMG INJ 1.0 ML, FOLI

ADILIM CHLORIDE 0.2 1 1000

Figure 4-9: Unable to Save message for various leading and trailing zeros for Continuous
Infusion QO
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Saolutions Additives

TEPLASE S0MG W) LYPHL ~
IMOPHYLLIME 250MG/10ML IMJ
CEF <CEFAZOLII
FaZ0LIM 200MG AL IMNJ,SOLM
FEPIME IMNJ PWDR

FOTAXIME 40MGAML INJSOLM
FTRI&Z0OME 1GM INJ.SOLM
ROFLOGACIN 400MGA200ML 1Y
ROFLOACIN 400MGA40ML [NJ,
AFORAMN <CEFOTAxI
HTRNSF R ANVAMTAGE Ml Y

Solutionstdditive” Wolume/Strength

SODIUM CHLORIDE 0.9% IV 5ORL IMJ A0 L

CEFTRIA=OME 1GM INJ SOLM 1.0 G

CEFAZOLIM 200G AL IMJ,SOLN ] MG
Femove

Comments

te* [Expanded Med Foute List] Type* [IV Tupe Help)

Schedule ® [Dap-of-week) Infuze Ower Time [Optional)

ReVYENOUS

- | |Intelmittent

~ | |aDay ~|OFRN |5

|H0urs

ity
LUTINE |+

Give Additional Dose Now
in. Time: 1000
ected First Doze: TOMORRQ

dicates a Required Field

FTRIAXOME 1GM INJ SOLM
DIUM CHLORIDE 0.9% W 5

Unable to Save Quick Order Definition

X

This quick order definition cannot be saved for the following reason(s):
A fractional number (1.0) may not have a trailing zero.

A fractional number (.53) must have a number to the left of the decimal.
Infuse Over Time can only be a whole number

Figure 4-10: Unable to Save message for various leading and trailing zeros for Intermittent

Infusion QO
oF Meds Quick Orde
ALBUTEROL SYRUP |
Pt on 07/28/2016 196
Pt Ht on 07 /28/2016 69
Dozage . Complex
Dozage R oute Schedule [0ap-0F-
Bml ORAL
ZMG /5ML 0.0568 GEH
AbAG A 0L 01136 [EH
Unable to Save Quick Order Definition oo
This quick order definition cannot be saved for the following reason(s): |y
A fractional dosage (.3) must have a number to the left of the decimal.  ER
I
[ Give Additional Dose Maw B
|.-’-'-.u:|min. Time: Mat Defined | ROUTI
Figure 4-11: Unable to Save message for leading zero for Unit Dose QO
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5.0

CIR Tool

The CIR Tool is intended to allow providers and other clinical staff to reconcile
information from other facilities or from the patient or caregiver to ensure all relevant
information is available for the care of the patient. Information may be obtained from
sources such as documents sent to your facility in the Consolidated Clinical
Document Architecture (CCDA) format, or from a patient or caregiver interview, a
medication list the patient or caregiver has, actual medication bottles, or any other
source that can provide information regarding problems, adverse reactions, or
medications.

In most cases, CCDAs received from external partners should be imported into the
patient’s IHS medical record. Follow the processes, procedures, and policies for
document import. This section assumes the site has set up and configured the
Veterans Health Information System and Technology Architecture (VistA) Imaging
Capture tool (known as VIC) and knows how to use the tool.

If the VIC setup and configuration is unknown, check with your site Information
System Security Officer (ISSO), Health Information Management (HIM) personnel,
Clinical Informaticist, or Clinical Application Coordinator (CAC) for more
information. All images shown within this section are for illustration purposes and
contain demo data only.

Note: Before proceeding make sure you have completed all the
required training and that you understand your site’s
processes, procedures, or policies. If you do not know your
site’s processes, procedures, or policies regarding clinical
information reconciliation, check with your ISSO, HIM
personnel, Clinical Informaticist, or CAC before
continuing. For more detailed information about the CIR
tool, see the EHR User Manual or work with your site HIM
personnel, Clinical Informaticist, or CAC. Questions or
issues with the CIR tool should be directed to the CIR
team.

5.1 Launch the CIR Tool
The CIR Tool icon is a circle of four arrows with the text CIR or a number. When a
patient has not been selected, the icon will be green with the letters CIR in the center;
see Figure 5-1.
(;_‘.n*
Figure 5-1: The CIR Tool icon with no patient selected
Addendum to User Manual CIR Tool
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Once a patient has been selected, the icon will be green if the patient has no CCDA
documents to reconcile. The number on the icon will represent the number of CCDA
documents received, as shown in Figure 5-2.

A2

Figure 5-2: The CIR Tool icon for a patient with no CCDA documents to reconcile and no
CCDA documents received

If the patient has CCDA documents that must be reconciled, the icon will be red and
display the number of CCDA documents not reconciled. See Figure 5-3.

-
\

Figure 5-3: The CIR Tool icon appearance with 3 CCDA documents to reconcile.

Hover the mouse pointer over the CIR Tool icon to display the number of CCDA
documents that have already been reconciled as well as the total number of
documents. See Figure 5-4.

@ - Reconciled -
3 Reconciled / 8 Total

D'l A Flan

Figure 5-4: Hover text over the CIR Tool icon showing the number of reconciled and the total
number of CCDA documents.

‘ C I C  Athsma Actio
-

Launch the CIR Tool by clicking on the icon. The tool will launch in a pop-up
window over the main EHR window.

The CIR Tool will show the CCDA Source at the top. Tabs for Problems, Adverse
Reactions, and Medications display in the middle. Reconciled items (Problems,
Adverse Reactions, or Medications depending on the tab selected) display at the
bottom. Sources will be blank if the patient has no CCDA documents. The tabs
default to Problems. Reconciled Problems will be collapsed by default.

The overall window and the various panes may be resized by dragging the edges or
splitter bars to the desired size. Column widths may also be resized, and clicking on a
column header will sort by that column. Clicking again will reverse the sort order.
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A} CIR Tool - Demo,Patient

- [m} >

Accept All | Cancel All

(~) Generated by CCDA
Select Source Responsible Party Encounter Date Created Class Reconciled

[1 | usA MEDICAL GROUP Test Doctor, M.D. | 12/26/2016 to 12/19/2017 3/26/2020 CCDA

[ Indian Health Service BOCD - LAWTON INDIAN HOSPITAL (8046) 05/05/2017 1/24/2018  CCDA | A[4/23/2020)

[ Indian Health Service BOCD - LAWTON INDIAN HOSPITAL (8046) 05/05/2017 1/24/2018  CCDA

[]  indian Health Service BCCD - 2013 DEMO HOSPITAL ([CMBA]} (8952) 09/19/2017 12/11/2017 | CCDA | A(4/23/2020) ; P(4/23/2020) : M(4/23/2020)
[]  Indian Health Service BCCD - 2013 DEMO HOSPITAL [CMBA) (8882) 09/19/2017 12/5/2017 | CCDA | A[4/23/2020) ; P(4/23/2020) : M(4/23/2020)
[ Indian Health Service BOCD - 2013 DEMO HOSPITAL ([CMBA) (8992) 09/19/2017 12/5/2017 | CCDA | A[4/23/2020) ; P(4/23/2020) ; M[4/23/2020)
[ | Indian Health Service BOCD - 2013 DEMO HOSPITAL ([CMBA) (8992) 09/19/2017 12/4/2017  CCDA | A4/23/2020) ; P(4/23/2020) ; M(4/23/2020)
] n ice R = A4 [20200 - Bl 020 - hALAL 020

RPMS Clinical Document
[Problem [status Jonset [Last Date [problem [status fonset [source JLast Date
T Diabetes mellitus|test CHRONIC 10/22/2015
| | text
[] Asthmaltesting issue (CHRONIC 5/4/2020
+ | with no buttons
|| displaying
[+] Pregnancy eruption | CHRONIC 9/20/2018
[ | Antenatal careltesting CHROMIC 9/20/2018
+ | carriage return in visit
| |instrucitons
T Diabetes mellitus type CHRONIC 11/1/2017
|| 2 without retinopathy
[+ ] Essential hypertension CHROMIC 81172018
T Multiple chronic CHROMIC 11/24/2017
| |diseases
T Hepatocellular CHROMIC 9/20/2018
| |jaundice
Cheomic thaccic ol CLDARL 201z mnig

@ Reconciled Problems

Figure 5-5: CIR Tool default view on launch for patient with CCDA documents

All CCDA documents will display for the patient, with the unreconciled items at the
top of the list. Reconciled items will have data in the Reconciled column. The letters
A, P, and M represent Adverse Reactions, Problems, and Medications respectively.
The date in parentheses is the date that item was last reconciled.

You may view the CCDA in full, or one of its sections, by right-clicking on the line
item and selecting the appropriate option from the context menu that displays. The list
of sections will vary based on the document selected.
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Select Source

FULL CCDA
Social History

Payers
History of Encounters
Functional Status

Family History

Vital Signs
Allergies And Adverse Reactions

Problems

[ T T Rl |

Treatment plan o

Medications N

Diabete!

+

Figure 5-6: The context menu options for viewing a CCDA document

5.2 Select a Visit

The user must select a visit to reconcile a document or documents. If you have not
already set a visit context in the EHR, the Visit button will be available in the CIR
Tool. Click Visit to open the Encounter Settings for Current Activities window.
Set the visit details as defined by your site.

) CIR Tool - Demo,Patient

Select Source Responsible Party Encounter Date Cr

Figure 5-7: The Visit button in the CIR Tool
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5.3

Encounter Settings for Current Activities

<Select a lozation belaw. >

Encounter Location
Appointmentz / Vizite L Hozpital Admissions ) Mew Visit

Wizt Location D ate of Wizt
| Tuesday , May 52020 ~
2013 DEMO HOSP PHARMALCY A Ti F Wizt
ELUE CLINIC e
CHART REVIEWw 2013 DH |11:24.-‘1'-.M =
E%Ig&ﬂEMD-E Type of Visit
DERMO CLINIC Arnbulatory '
DEMO P W

[ Create a isit How

Encounter Providers
All Providers
I,

Figure 5-8: The Encounter Settings for Current Activities window

Select a Source

Select a source by either clicking on one or more CCDA documents, or by selecting
one of the sources in the menu labeled CCDA Source. The items in this list are
controlled by the parameter BEHOCIR SOURCES, but default to Patient History,
Caregiver, and Patient Medication List. Other items may display if there are CCDA
documents present.

After selecting a source, the user may begin to reconcile the problems, adverse
reactions, and/or medications. If a CCDA document is selected, the problems, adverse
reactions, and medications from that document populate the appropriate tab in the
middle section. For the purposes of this manual, it will be assumed from here on that
the user has selected a CCDA document.

The Reconciled Problems at the bottom will open and populate with the problems
from the local RPMS database by default.
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A} CIR Tool - Demo,Patient

Cancel All

(~) Generated by CCDA
Select Source Responsible Party  Encounter Date Created Class Reconciled

I:l USA MEDICAL GROUP Test Doctor, M.D. | 12/26/2016 to 12/19/2017 | 3/26/2020 CCDA ~
[] Indian Health Service BCCD - LAWTON INDIAN HOSPITAL (8046) 05/05,/2017 1/24/2018 CCDA

Indian Health Service BCCD - LAWTON INDIAN HOSPITAL (8046) 05/05/2017 1/24/2018 CCDA

[] Indian Health Service BCCD - 2013 DEMO HOSPITAL (CMBA) (8892) 09/19/2017 12/11/2017 CCDA | A[1/5/2018) : P(1/5/2018) : M(1/5/2018)

[C] | Indian Health Service BCCD - 2013 DEMO HOSPITAL (CMBA) (5802) 09/19/2017 12/5/2017 |CCDA | A{1/2/2018) ; P{1/2/2018) ; M{1/2/2018)

[] Indian Health Service BCCD - 2013 DEMO HOSPITAL (CMBA) (8892) 09/19/2017 12/5/2017 | CCDA | A(1/2/2018) ; P(1/2/2018) ; M(1/2/2018)

[C] | Indian Health Service BCCD - 2013 DEMO HOSPITAL (CMBA) (5802) 09/19/2017 12/4/2017 | CCDA | A[1/5/2018) ; P{1/5/2018) : M{1/5/2015)

[ ] I i 7 32018 - P 3 - b 5)

RPMS Clinical Document
|=I|Pnilhn [status Jonset |Last Date [Problem [status [onset [source |Last Date
| Antenatal careltesting CHRONIC 9/20/2018 ~ MNutritional Active 12/22/2017 Indizn Health ~
+ | carriage return in visit . assessment Service BOCD -
| |instrucitons E%WSFPFEI'EI_INS[(L‘:N
[ | Diabetes mellitus type CHRONIC 11172017 L (8046)
* | 2 without retinopathy Masal congestion Active 12/18/2017 Indian Health
T - . Service BOCD -
é Essential hypertension CHROMIC &/11/2018 + LAWTON INDIAN
. Multiple chronic CHROMIC 11/24/2017 L HOSPITAL (8046)
| di Dispensing Active 12/01/2017 Indian Health
| Hepatocellular CHROMIC 9/20/2018 | medication Service BCCD -

® Reconciled Problems

Ad
Problem tatus set n

debIemIAccept Pmblemsl Cancel |

Diabetes mellitus|test text

Chronic

RPMS: Reviewed, No Action

Asthmaltesting Kathleens issue with no buttons Chronic

RPMS: Reviewed, Mo Action

displaying
Pregnancy eruption Chronic RPMS: Reviewed, Mo Action
Antenatal careltesting carriaoe refurn in wisit LChronic BEMS: Beviewed Mo Action

Figure 5-9: CIR Tool with CCDA document selected showing Problems reconciliation

5.4

Reconcile Problems

The middle section of the CIR Tool is where the information from the local RPMS
database and the incoming information may be compared. In the left pane is the

information from the local RPMS database. In the right pane is the information from
the CCDA document.

Each pane may be sorted by any of the column headers. Click on the plus sign next to
any given problem in either pane to see the details of the problem. Right-click a
problem to see the context menu actions available. Context menu actions are

described in the following sections.
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Problems | Adverse Reactions | Medications

RPMS
JProblem  |status Jonset JLast Date |

- o0d pauer
ed

Diabetes

Clinical Document

| |thlem |Stah.|l]nset I'.S-ource |La
{CMBA) (8992)
Diabetes mellitus type Acti 09/19/2 Indian Health
2 without retinopathy wve 017 Service BCCD -

CHROMIC 11/1/2017

- ’z"imsu?pe | Diabetes || 2013 DEMO
reti th HOSPITAL
L_| retinopatiy {CMBA) (8992)
Problem ID: T5T-13 .
ProbTlem: Diabetes mellitus type 2 w E:EE}:::ID' EEE&E: mellitus type 2
EEPEEd Dbt Ejkﬁiﬂalc Status: Active
atus: . - .
Description: Diabetes mellitus type 2 w Symptt:.lm. Diabetes mellitus type 2
Last Edit: = 11/1/2017 Aeiive period: 09/13/2017
Concept Code: 1481000119100 :

Concept Code: 1481000119100
Code System: SNOMED CT
Source: Indian Health Serwvice BCC

Desc Code: 3013049012

|_| Diabetes CHROMIC 10/22/2015

Figure 5-10: A portion of the CIR Tool with problem details

541 RPMS problems

For RPMS problems, context menu actions include Change; Reviewed, No Action,;
View Details; and Entered In Error.

RPMS
[ [problem [status Jonset JLast Date |
. Man-compliance of drug EPISODIC 11/24/2007
therapy
Pregnancy eruption CHRONIC 59/20/2018
Sepsis EPISODIC 51172018
Taking multiple EPIS0DIC 11/24/2017
+ | medications for chronic
disease
Typ-e 1 diabetes mellitus CHRONIC 811/2018
Type 2 diabetes mellitus CHROMIC 81172018
Type | diabetes mellitus |EPISODIC 8M11/2018
uncontrolled
Type Il diabetes mellitus EPISODIC 8M11/2018
uncontrolled
Change
@ Reconciled Problems Reviewed, No Action
Wiew Details
Entered In Error

Figure 5-11: Context menu actions for RPMS problems
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5.41.1 Change

Select Change to display the Reconcile RPMS Problem window (Figure 5-12).
Here, users may edit the problem as needed.

Reconcile RPMS Problem n
5o e =T -
I
[ ] (®)

Figure 5-12: Reconcile RPMS Problems window

5.41.2 Reviewed, No Action

Select Reviewed, No Action to mark the item in the Reconcile Problems list. For
ease of documentation, this action is the default for all RPMS problems. The user
only needs to select this if some other action was selected first and the user wishes to
go back to the Reviewed, No Action option.

@ Reconciled Problems

ol Bl et e

Figure 5-13: The Reconciled Problems section with action RPMS: Reviewed, No Action
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5.4.1.3

View Details

Select View Details to display a new window where the problem details are listed. If
there is a corresponding problem (matched by SNOMED CT Concept ID and/or by
name) in the Clinical Document pane, the details for that problem will also display.
The user may right-click on the problem to see all the same context menu actions as
on the main window except View Details.

ot Details — O 4
Patient: Derno,Patient | HR#: 111
RPMS Clinical Document
[Problem  |Details [Problem|Details
Asthmaltest Asth
sthmaftest) o oblem ID:  TST-4 M3 problem ID: PE12233N
Problem: Asthma|testi Problem: Aszthma
Mapped ICD: 145, 909 Status: Active
Status: CHRONIC Symptom: Asthma
Description: Asthma Onset: ) 09,/19,/2017
Last Edit: 12/22/2014 Active Period: 09/19/2017
Concept Code: 195967001 Concept Code: 195967001
Desc Code: 301485011 Code System: SNOMED CT
Source: Indian Health
OK Cancel

Figure 5-14: Details window with RPMS problem and corresponding Clinical Document

problem

ot Details

Patient: Dermo,Patient | HR#: 111

Entered In Error

RPMS
[Problem |petails
Essewt'alhypertews'u:rﬂ I TST-14
Change Eszential hypertension
I10.
Reviewed, Mo Action CHRONIC

Ezzential hypertension

8/11/2018

COMMCCpC Cooc . 59621000
Desc Code: 99042012

Figure 5-15: Context menu actions for RPMS problem details
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54.1.4

5.4.2

Entered In Error

Select Entered In Error to open the Delete RPMS Problem window (Figure 5-16).
The user may select the appropriate reason or type in another, then click OK. Note
that problems may not be deleted if used for any visit as Purpose of Visit (POV), or
they contain Visit Instructions, Care Planning, or goals.

J Delete RPMS Problem

Figure 5-16: Delete RPMS Problem window

Clinical Document Problems

For Clinical Document problems, actions include Add; Do Not Add, Redundant; Do
Not Add, Not Clinically Significant; and View Details.

Clinical Document

L

Add

|Problem |status |onset |source JLast Date
Sernvice BLLLT -

* LAWTON INDIAN
L1 HOSPITAL (B046)
[ Telephone Active 09/M16/2015 Indian Health

. encounter Senvice BCCD -

LAWTOMN INDIAN
L] HOSPITAL (B04E)
[ |Tobacco Active 03,237207 Indian Health
" dependence, Service BCCD -
continuous LAWTON IMCIAM
. HOSPITAL (B048)
[ |Typell dizbetes  Active 04/02/2012 Indian Health

. mellitus Service BCCD -

uncontrolled

Do Mot Add, Redundant
Do Mot Add, Mot Clinically Significant

View Details

Cance

Figure 5-17: The CIR Tool with context menu actions for Clinical Document problems
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54.21 Add

Select Add to open the Add CCDA Problem window (Figure 5-18). The user may
fill in the appropriate fields and click Add.

Add CCDA Problem n
- prony | [T =
.

O [ [ ] ] (] (]

03/23/2017 !

# | Marrative Date Author
This problem was reconciled from CCDA 01/24/2018 submitted by Indian Health Serv . 05/04/2020 NN

Figure 5-18: Add CCDA Problem window

If a problem with the same SNOMED CT concept ID is already present in RPMS, the
error message shown in Figure 5-19 displays.

‘) Duplicate SNOMED Concept Error — O *

Figure 5-19: Duplicate SNOMED Concept Error window

5.4.2.2 Do Not Add, Redundant

Selecting the Do Not Add, Redundant option marks the problem in the Reconciled
Problems at the bottom. Because “redundant” implies there is an existing RPMS
entry, the item will most often have an RPMS action and a clinical document
(CCDA) action listed.
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@ Reconciled Problems

Add ProblemfAccept Problems Cancel

Problem tatus nset ]
Type 2 diabetes Chronic RPMS: Reviewed, No Action | -
mellitus CCDA: Do Mot Add,

Redundant

[ all E oW 1o La W ia 1o T a ] Nk dc, O 3 - Rl A i

Figure 5-20: Reconciled Problems section with problem with CCDA action Do Not Add, Redundant

5.4.2.3 Do Not Add, Not Clinically Significant

Selecting the Do Not Add, Not Clinically Significant option marks the problem in
the Reconciled Problems section at the bottom.

@ Reconciled Problems

Add ProblemfAccept Problemsl]  Cancel

Problem tatus nset i

Dependance on 10/02/2012 RPMS: Reviewed, Mo Action |

walking stick CCDA: Do not add, not
clinically significant

Figure 5-21: Reconciled Problems section with problem and the CCDA action Do not add, not clinically
significant

5.4.2.4 View Details

Selecting the View Details option opens a new window where the problem details are
listed (Figure 5-22). If there is a corresponding problem (matched by SNOMED CT
Concept ID and/or by name) in the RPMS pane, the details for that problem will also
display. The user may right-click on the problem to see all the same actions as on the
main window except View Details.

Addendum to User Manual CIR Tool
July 2020

31



Electronic Health Record (EHR)

Version 1.1 Patch 28

o) Details — O *
Patient: Demeo,Patient | HR#: 111
RPMS Clinical Document

[Problem etails [Problem|Details

Asth i Asth

sthmaltesting) problem 0:  TsT-4 M3 | problem ID: PB39483937N
Problem: Asthma|te Problem: Asthma
Mapped ICD: J45.909 Status: Active
Status: CHROMIC Symptom: Asthma
Description: Asthma Onset: 09,/28,/2014
Last Edit: 12/22,/201 Active Period: 09/28/2014
Concept Code: 195967001 Concept Code: 195967001
Desc Code: 301485011 Code System: SNOMED CT

Source: Indian Health

OK Cancel

Figure 5-22: Details window for Clinical Document and corresponding RPMS problems

Clinical Document

[Problem|Details

ASthma | oblem ID: PE39483937N

Problem: Asthma

Status: Active

Symptom: Asthma

On=zet: 09,/28,/2014

Active Period: 09/28/2014

Concept Code: 195967001

Code System: SMOMED CT

: i CDh -1
Add

Do Mat Add, Redundant
Do Not Add, Mot Clinically Significant

Figure 5-23: Context menu options for Clinical Document problem

543 Review the Reconciled Items

Once all the problems have been reconciled, you may review the items and the
actions taken in the Reconciled Problems section at the bottom of the main CIR
Tool window. Each item from RPMS and each item from the clinical document that
had an action taken on it will be listed, along with the status and onset date.
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(A) Reconciled Problems

Diabetes mellitus type 2 Chronic RPMS: Reviewed, No Action | CCDA: Do Not -~
without retinopathy Add, Redundant

Adult health Episodic RPM5: Reviewed, No Action | CCDA: Do not add,
examination not clinically significant

Dependence on walking Chronic 10/02/2012  RPMS: Reviewed, Mo Action | CCDA: Add
stick

Diabetic hyperosmolar  Episodic RPM5: Reviewed, No Action

non-ketotic state

Figure 5-24: The Reconciled Problems section with actions taken on each item

5.43.1 Add Problem
If needed, you may add a completely new problem from this section by clicking the
Add Problem button to open the Add Problem window (Figure 5-25). You may
search for a SNOMED CT code and complete the remaining information as usual.
Add Problem

]} Get scT ! pickist

Figure 5-25: The CIR Tool Add Problem window

5.4.3.2

Accept Problems

Until the reconciled items are accepted, no changes are made to the record. To accept
all the reconciled problem information and not the adverse reaction and medication
information, click Accept Problems. This is generally only used if you are only
reconciling problems.

If you reconciled other items, click the Accept All button (see Section 5.7). After
selecting the Accept Problem button, the Review/Sign Changes window displays
(Figure 5-26). The reconciled items will display along with any other items needing
signature.
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5.4.3.3

5.5

Review/Sign Changes for Demo, Patient

Signature will be applied to checked items
All Orders Except Controlled Substance Orders

Adverze Reactions - Reviewed

Diabetes melituz: APMS: Reviewed, Mo Action

Aszthma: RPMS: Reviewed, Mo Action

Pregrancy eruption: BPMS: Reviewed, Mo dction

Antenatal care: APMS: Reviewed, Mo Action

Diabetes mellituz twpe 2 without retinopathy: BPMS: Reviewed, Ma y

r ~ . _— e, -

< >

Electronic Signature Code:
[

|f proceszsing Surescripts, signature

will be applied after action zelected. il S Cancel

Figure 5-26: Review/Sign Changes for Reconciled Problems

The CIR Tool information for Problems will reset, and the CCDA document will
reflect the reconciliation type and date.

Cancel

If you do not wish to complete the reconciliation, of if you wish to undo your
changes, click the Cancel button. This will remove all of the previously selected
actions for the Adverse Reactions.

Reconcile Adverse Reactions

Click on the Adverse Reactions tab to view the adverse reactions recorded in the
RPMS Adverse Reactions package (and not reactions documented in the problem list)
in the left pane, and any adverse reactions documented in the selected clinical
document or documents in the right pane.

Each pane may be sorted by any of the column headers. Click on the plus sign next to
any given reaction in either pane to view the details of the reaction. Right-click a
reaction to see the context menu actions available. Context menu actions are
described in the following sections.
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Problems | Adverse Reactions | Medications

RPMS Clinical Document
|causative AgjEvent [symptoms  [status JLast Date | lcausative JEvent  |Symptom [status  [Source  |Last Date |
] ASPIRIM DRUG AMXIETY ACTIVE CODEINE |Drug MNAUSEA  |ACTIVE Indian 12/31/20
+ RELATED ALLERGY allergy Health 3
MEDICATION 416098002 (disorder) Service
5 i BOCD -
[ |cODENE  DRUG NAUSER,  ACTIVE é?\fo
- ALLERGY ANXIETY
416083002 HOSPITAL
— || (8992)
Causative Agent: CODEIMNE )
Event: DRUG ALLERGY 416093002 Causative Agent: CODEINE
Signs/Symptoms : NAUSEA, ANXIETY Reaction: NAUSEA
Drug Classes: OPIOID ANALGESICS Status: ACTIVE
Ingredients: - : 2670 ; UNI: Drug Code: 2670
Originated: =] Drug Code System Name: RxNorm
Originated Date: Jan 02, 2018806:33:44 Code: 416098002
verified: No Code System: 2.16.840.1.113883.6.96
Observed/Historical: Historical Code System Name: SNOMED CT
Source: EXTERNAL SOURCE Effective Time: 12/31/2013 i
Last Modified: JAN 02, 2018806:33:44 by RIC Source: Indian Health Service BCCI

Figure 5-27: A portion of the CIR Tool is shown with adverse reaction details showing

5.5.1

RPMS Adverse Reactions

For RPMS Adverse Reactions, right-click actions include Change; RPMS:
Reviewed, No Action; Entered in Error; Inactivate; and View Details.

e -
RPMS
[causative AglEvent lsymptoms  [Status ILast Dai
ASPIRIN DRUG AMXIETY ACTIVE
. RELATED ALLERGY
MEDICATION 416093002
|5
[ |coDEINE  DRUG NAUSES,  ACTIVE
i Change
RPMS: Reviewed, No Action
Causa
Event Entered in Error 098002
514gns
Drug Inactivate L
Ingre ) ) 2670 ;
Origi View Details
Origimaceu vace. o vz, curoevo.33:d4d
Ldmumm dm el w Bl

Figure 5-28: A portion of the CIR Tool with right click actions for RPMS adverse reactions

Addendum to User Manual
July 2020

35

CIR Tool



Electronic Health Record (EHR) Version 1.1 Patch 28

5.5.1.1 Change

Selecting the Change option opens the Edit Adverse Reaction window (Figure
5-29). In this window, you may change the event code, source of information, add
signs/symptoms, add a source of a sign/symptom, and add comments. You may not
change the causative agent, remove the originally documented signs/symptoms, or
adjust the date/time of the original signs/symptoms.

o) Edit Adwverse Reaction — O >

Causative Agent: CODEIMNE

4 53 matches found
V4 Allergies File (0)
4 Mational Drug File - Generic Drug Name (28)
CODEINE
CODEINE/TERPIN HYDRATE
CODEINE/PHENYLEPHRIME/PROMETHAZINE
CODEINE/PROMETHAZINE

COMCIKC S IAICCRICC IR SO CRIW DDA BT & KATRIC
Mature of Reaction: Drug
Event Code: DRUG ALLERGY -
Source of Information: EXTERNAL SOURCE *
Signs/Symptoms
Available Selected
c:j-, MAUSEA Dec 31, 2013@05:23 EXTERMAL SOUF
ANXIETY AMXIETY Jan 2, 2018@06:32:53
[TCHING WATERIMG EYES
HYPOTEMSION r:j
DROWSIMESS fi:ﬂ
NAUSEAVOMITING
DIARRHEA
HIVES
Source:
Imprecise Date Date/Time: | 04/22/2020 07:47
Comments:

Figure 5-29: The Edit Adverse Reaction window of the CIR Tool
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5.5.1.2

5.5.1.3

5.5.1.4

RPMS: Reviewed, No Action

Selecting the RPMS: Reviewed, No Action option marks the item in the Reconciled
Adverse Reactions section at the bottom (Figure 5-30). For ease of documentation,
this action is the default for all RPMS reactions, so the user only needs to select this if
some other action was selected first and the user wishes to go back to the RPMS:

Reviewed, No Action option.

@ Reconciled Adverse Reactions

Add Allergy N Accept Adverse Reactions

sative Agent Event ptoms
ASPIRIN RELATED DRUG ALLERGY AMXIETY RPRIS: Reviewed, Mo
MEDICATIONS 416098002 Action
ICODEINE DRUG ALLERGY MAUSEA, ANXIETY RPMIS: Reviewed, Mo
416098002 Action

Figure 5-30: Reconciled Adverse Reactions in the CIR Tool with Codeine marked RPMS:
Reviewed, No Action

Entered in Error

Selecting the Entered in Error option displays the Entered in Error window
(Figure 5-31), which will logically delete the entry. The entry will still exist in the
system but will be marked as entered in error, will not display in the patient chart, and
will not be used in order checks.

Entered in Error -4

If CODEIME was Entered in Error, please OK
provide a comment

Cancel

Figure 5-31: The Entered in Error window for the CIR Tool Adverse Reaction review

Inactivate

Selecting the Inactivate option opens the following secondary options: No Longer
Allergic and Reaction is Tolerable. Selecting one of these options will mark the
reaction as inactive with the selected reason. These reactions will be available to view
in the record but will not be used in order checks.
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Problems | Adverse Reactions

RPMS
Only IC'ausati'.re ArglEverrt Iﬁymptms IStatus |Last Date
_mDEINE DRUG LA LT A AT
- ALLERG' Change
ORvA] L A RPMS: Reviewed, No Action
ig: TasK PEAMUT FOOD _
AAPEFH BUTTER: ALLERG Entered in Error
_____ + |
LML 4142850 Reactivate
Mo Longer Allergic Inactivate
Reaction is Telerable WView Details

It Dmrmeilnd A [a}

bl

Figure 5-32: A portion of the CIR Tool window with the context menu for adverse reactions
showing Inactivate option and secondary menu

5.5.1.5 View Details
Selecting the View Details option will display the same details as when using the plus
sign, but in a new window. Additionally, if there is a matching reaction in the clinical
document section, that reaction will also display with its details.
') Details — O *
Patient: Demo,Patient | HR#: 111
RPMS Clinical Document
[Causative |Details [CausativdDetails
EanE 2 Causative Agent: CODEIME EanE 2 Causative Agent: CODEIME
Event: DRUG ALLERGY 416C Reaction: MALSEA
Signs/Symptoms : MALUSEA, ANXIETY Status: ACTIVE
Drug Classes: OPIDID ANALGESICS Drug Code: 2670
Ingredients: CODEIME; RxMorm: Drug Code System Name: RxNorm
Originated: P Code: 416098002
Originated Date: Jan 02, 2018@06:73 Code System: 2.16.840.1
Verified: No Code System Mame: SNOMED CT
Observed/Historical: Historical Effective Time: 12/31/2013
Source: EXTERMAL SOURCE Source: Indian Hegd
Last Modified: JAN 02, 2018206:3

Figure 5-33: A portion of the Details window for Adverse Reactions in CIR Tool

Right-clicking on the reaction from the details window will give the same actions as
are available on the main window, except for View Details.
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P .‘-’_ DEtEI|5

Generated by CCD
et Source Patient: Demo,Patient | HR#: 111
V| Indian Health 3 RPMS
vl Indian Health § [Causative |Details
CODEIME -
tblems | Adverse Re Causative Agent: CODEIME
Event : DRUG ALLERGY 416(
S1gns,/Symptoms : MALUSEA, ANNIETY
Drug Classes: OPIOID ANALGESICE
khusativehglhen Ingredients: CODEIME; RxNorm:
Origf -
=oLE =iy Orig Change 3
ALLE Veris ] i
4160 Obse RPMS: Reviewed, Mo Action
5 .
FEANUT FOO I ::: Entered in Error L
Mo Longer Allergic Inactivate ]
Reaction is Tolerable

Figure 5-34: Context menu actions on adverse reaction Details window in CIR Tool

552 Clinical Document Adverse Reactions

For Clinical Document adverse reactions, context menu options include Add;
CCDA: Do not add, redundant; CCDA: Do not add, not clinically significant;
and View Details. See Figure 5-35.

Climical Document

lCausative fEvent  |Symptom |Status  |Source  [Last Dat

CODEINE  Drug MAUSESA  ACTIVE Indiam 12/31/20
allergy Health 3
(disgrder) Service
BCCD -
Add
CCDA: Do not add, redundant

= CCDA: Do not add, not clinically significant

Wiew Details
Status: ACTIVE

Chems v @ mellim w b I i 1

Figure 5-35: Context menu actions on adverse reaction Details window in CIR Tool
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5.5.21 Add

Selecting Add displays the Add Adverse Reaction window (Figure 5-36). The
information available from the clinical document will be prepopulated in the
appropriate fields, with the source being documented as “external source.” You may
adjust the causative agent, and add or edit the Event Code, Source of Information,
Signs/Symptoms, Source, and Date/Time fields. Comments may be added if needed.

o) Add Adverse Reaction - O >

Causative Agent: PENICILLIN G BENZ 600000 SYRINGE

4 A8 matches found
Wi Allergies File {0)
4 Mational Drug File - Generic Drug Name (2)
PEMICILLIN
PENICILLIN/PROBEMECID
4 Maticnal Drug file - Trade Mame (41)
PEMICILLIN G POTASSIUM

OCRILTI IR 7 DPTACCI IR A TRIIC T Ik

Mature of Reaction: Drug
Event Code: DRUG ALLERGY ~
Source of Information: EXTERNAL SOURCE *
Signs/Symptoms
Available Selected
c:--, HIVES Dec 31, 2013 EXTERNAL SOURCE
AMNXIETY

ITCHING,WATERING EYES
HYPOTENSION @
DROWSINESS ¢s

MAUSEAVOMITING

DIARRHEA
HIVES
Source: | EXTERMAL SOURCE o
] Imprecise Date Date/Time: |12/31/2013 00:00 B
Comments:
from Demo Hospital datﬂ
OK | | Cancel

Figure 5-36: The Add Adverse Reaction window of the CIR Tool
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5.5.2.2

5.5.2.3

5.5.2.4

CCDA: Do Not Add, Redundant

Selecting the Do not add, redundant option marks the reaction in the Reconciled
Adverse Reactions at the bottom (Figure 5-37). Because “redundant” implies there is
an existing RPMS entry, the item will most often have an RPMS action and a clinical
document action listed.

@ Reconciled Adverse Reactions

Add Allergy M Accept Adverse Reactionsl] Cancel

usative Agent Event ptoms ion
ASPIRIM RELATED DRUG ALLERGY AMXIETY RPM5: Reviewed, Mo
MEDICATIONS 416095002 Action

CODEIME DRUG ALLERGY MALSEA, AMXIETY RPM5: Reviewed, Mo
416098002 Action | CCDA: Do Mot
Add, Redundant

Flrm——y L

P % 1| g ey g gy Pl P @)

Figure 5-37: Reconciled Adverse Reactions section showing adverse reaction with action
CCDA: Do not add, redundant

CCDA: Do Not Add, Not Clinically Significant

Selecting the Do not add, not clinically significant option marks the reaction in the
Reconciled Adverse Reactions at the bottom. See Figure 5-38.

@ Reconciled Adverse Reactions

Add Allergy §Accept Adverse Reactions

usative Agent Event ptoms on

RASPBERRIES Food allergy FACE FLUSHED RPM%: Reviewed, No

(disorder) Action | CCDA: Do
not add, not
clinically significant

Figure 5-38: Reconciled Adverse Reactions section showing reaction with CCDA: Do not
add, not clinically significant

View Details

Selecting the View Details option will display the same details as when using the plus
sign, but in a new window (Figure 5-39). Additionally, if there is a matching reaction
in the RPMS section, that reaction will also display with its details.
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o) Details — >
Patient: Demeo,Patient | HR#E: 111
RPMIS Clinical Document

kBURm Details (CausativgDetails

CODEINE Cauzative Agent: CODEINE (CODEINE Cauzative Agent: CODEIME
Event: DRUG ALLER: Reaction: MAUSEA
S1igns,/symptoms : MALSEA, AN Status: ACTIVE
Drug Classes: OPIOID AMNAI Drug Code: 2670
Ingredients: CODEINE; R: Drug Code System Mame: RxMNorm
Originated: I Code: 41609800
Originated Date: Jan 02, 20° Code System: 2.16.840
Verified: Mo Code System Name: SHOMED C
Observed/Historical: Historical Effective Time: 12/31,/20
Source: EXTERMAL 5( Source: Indian H
Last Modified: JAN 02, 20«

Ok Cancel

Figure 5-39: Details window for the CIR Tool Clinical Document adverse reaction and corresponding

RPMS adverse reaction

Right-clicking on the reaction from the details window will give the same actions as

are available on the main window, except for View Details.

Clinical Document

[Causative]Details

n CCDA: Do not add, not clinically significant

o

CODEINE Causative Agent: CODEIME
g Reaction: MALSEA
T Status: ACTIVE
Gf Drug Code: 2670
Me Drug Code 5wvstem Mame: RxMorm
54 Code: 416098002
ad Code System: 2.16.840.1

Cnde Swestem Mames - CHNOMED T
Add -

L a
g CCDA: Do not add, redundant

QK Cancel

Figure 5-40: The context menu actions for the Clinical Document adverse reaction detail

window
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553 Review the Reconciled Iltems

Once all the adverse reactions are reconciled, you may review the items and the

actions taken in the Reconciled Adverse Reactions section at the bottom of the main
CIR Tool window. Each item from RPMS and each item from the clinical document
that had an action taken on it will be listed, along with the Event type and Symptoms.

@ Reconciled Adverse Reactions

Add Allergy §lAccept Adverse Reactions Cancel
usative Agent Event ptoms ion
PEMICILLIMN G BEMNZ 600000 DRUG ALLERGY(D) HIVES RPMS: Reviewed, Mo Action | CCDA: Add
SYRINGE
ASPIRIN RELATED MEDICATIONS  DRUG ALLERGY 416095002 AMXIETY RPMS5: Reviewed, No Action
PEANUT BUTTER; UNII: FOOD ALLERGY 414285001 AMXIETY RPMS: Reviewed, Mo Action
QETOXEBE29R.
CODEIME DRUG ALLERGY 416098002 MAUSEA, ANXIETY RPMS: Reviewed, No Action | CCDA: Do
Mot Add, Redundant

Figure 5-41: The Reconciled Adverse Reactions section of the CIR Tool with various actions

5.5.3.1 Add Allergy

If needed, you may add a completely new allergy from this section by clicking the
Add Allergy button. Clicking this button opens the Add Adverse Reaction window
(Figure 5-42). You may search for a Causative Agent and complete the remaining
information as usual.
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ot Add Adverse Reaction — O >

Causative Agent:

Mature of Reaction:
Event Code: =

Source of Information: =

Signs/Symptoms
Available Selected

ANXIETY

ITCHING WATERING EYES

HYPOTENSION @
DROWSINESS 49
NAUSEA VOMITING

DIARRHEA

HIVES

Source;

|mpr.|=_u:ise Date Date/Tirne: 04/23/2020 18:01

Comments:

Ok Cancel

Figure 5-42: The CIR Tool Add Adverse Reaction window

5.5.3.2 Accept Adverse Reactions

Until the reconciled items are accepted, no changes are made to the record. To accept
all the reconciled adverse reaction information and not the problem and medication
information, click Accept Adverse Reactions. This is generally only used if you are
only reconciling adverse reactions.
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If you reconciled other items, click the Accept All button (see Section 5.7). After
clicking the Accept button, the order check system will be invoked and will check the

current medication list. See Figure 5-43.

o4 Adverse Reaction Crder Checking - So... — O X

Duplicate order: ASPIRIN 325MG TABR 325MG TAKE ONE (1)
TABLET BY MOUTH ONCE A DAY [PENDING]

Previous adverse reaction to: ASPIRIN (LOCAL) Reac: ANXIETY
(5A17@08:17) (ASPIRIN 325MG TAE 325MG TAKE ONE (1)
TABLET BY MOUTH OMCE A DAY [PENDING])

SIGMIFICANT drug-drug interaction: ACETAMINOPHEN & ASPIRIN
(HYDROCODOMNE/APAP 5/325MG U.D. PREPACK TAB TAKE ONME
(1) MG BY MOUTH OMNCE FOR PAIN ++ [PENDING])

Duplicate order: ASPIRIN 325MG TAB 325MG TAKE ONE (1)
TABLET BY MOUTH ONCE A DAY [PENDING]

Previous adverse reaction to: ASPIRIN [LOCAL) Reac: ANXIETY
(51 /17@08:17) (ASPIRIN 325MG TAE 325MG TAKE ONE (1)
TABLET BY MOUTH OMNCE A DAY [PENDING)

SIGNIFICANT drug-drug interaction: ACETAMINOPHEM & ASPIRIN
(HYDROCODOMNESAPAP 5/325MG U.D. PREPACK TAB TAKE ONMNE
(1) MG BY MOUTH OMNCE FOR PAIN ++ [PENDING])

Duplicate order: ACARBOSE TAE 30MG TAKE TWO (2) TABLETS BY
MOUTH THREE TIMES A DAY WITH FIRST BITE OF EACH MEAL FOR
DIABETES JACTIVE]

OK Cancel |

Figure 5-43: The Adverse Reaction Order Checking window

Click OK. The Review/Sign Changes window displays (Figure 5-44). The
reconciled items will display along with any other items needing signature.
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5.5.3.3

5.6

Review,/Sign Changes for Demo,Patient

Signature will be applied to checked items
Al Orders Except Contralled Substance Orders

n s
ASFIRIMN BELATED MEDICATIONS: RPMS: Reviewsd, Mo Actior
CODEIME: RPM5: Reviewed, Mo Action
PEAMUT BUTTER; UMII: QETO=EBI9R: APMS: Reviewed, Mo 4
PEMICILLIM G BEMZ E00000 SYRINGE: RPMS: Reviewed, Mo A

Add Care Plan

—
£

Electronic Signature Code:
[ |

[f proceszzsing Surescripts, signature

will be applied after action zelected. R Cancel

Figure 5-44: The Review/Sign Changes window with the CIR Adverse Reaction
Reconciliation items

The CIR Tool information for Adverse Reactions will reset and the CCDA document
will reflect the reconciliation type and date.

Cancel

If you do not wish to complete the reconciliation, of if you wish to undo your
changes, click the Cancel button. This will remove all of the previously selected
actions for the Adverse Reactions.

Reconcile Medications

Clicking the Medications tab will display the medications recorded in the RPMS
Pharmacy package in the left pane, and any medications present in the selected
clinical document or documents in the right pane.

Users can sort each pane by any of the column headers. Click the plus sign next to
any given medication in either pane to view the medication details. Right-click a
medication to see the context menu actions available. The context menu options are
described in the following sections.
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Problems | Adverse Reactions | Medications
RPMS Clinical Document
[ [rvpIMedication |Description]Status JLast Date | [ IMedicatior|DescriptioStatus ~ [Source  |Last Date |
1 FTRST TITE e = il T
OP ASPIRIN 325MG TAKEOME PENDING  10/23/2017 ASPIRIN ~ 300MG  ACTIVE  TEST 6/10/2014
TABLET TABLET BY 300 MG TABLET, DOCTOR,
MOUTH TABLET ORAL M.D.
f : .
LiiEe Medication: ASPIRIN 300 MG TABLET
DAY Sig: 300 MG TABLET, ORAL
Status: ACTIVE
Schedule: QDAY CDSEL:S 1191
51 a-s TAKE ONE TABLET BY MOl Source: TEST DOCTOR, M.D.
Other Instructions: TAKE ONE TAELET ORAL | Route: ORAL !
Quantity: . 30 Code System Name: RXNORM
Refills Remaining: 0O Last Filled: 6,/10,/2014
Start Date: 10/23/17 Start Date: 6/10/2014
status: PENDING Stop Date: 6/10/2014
Reconciled On: JAN 05, Z2018@10:16:57
|=4: 5 L
~Ton 2o |_|L|DE>< 0.05% GEL, ACTIVE  TEST 12/19/2017

Figure 5-45: A portion of the CIR Tool is shown with medication details showing

5.6.1 RPMS Medications
For RPMS medications, context menu actions include Change; Discontinue;
Reviewed, No Action; Renew; and View Details.
Problems | Adverse Reactions | Medications -
RPMS
[ [rypiMedication |Description|Status |Last Date |
| TTRST DITC
[ |OP ASPIRIN 325MG TAKE OME PENDING 102372017
TARLFT TAR| FT BY
+ Change
Discontinue
[ |oP as Reviewed, No Action 10/23/2017
TA
Renew
+
View Details
|| DAY
w
Figure 5-46: A portion of the CIR Tool with context menu actions for RPMS medications
5.6.1.1 Change

Selecting the Change option displays the Edit Medication window (Figure 5-47). In
this window, you may change all fields except the medication.
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o) Edit Medication — O h4

Pt Wt on 4/14/2015 150 Ib (68 kqg)

Dosage | Complex

Dosage Route Schedule
325MG ORAL QDAY []PRN
325MG ORALPO EX
650MG ORAL 5¥D
AC
AC&HS
ACHC ren

Patient Instructions

Days Supply Oty (TAB) Refills Clinical Indication ] Chronic Med Pricrity
3DE| 30% 11 E Diabetes mellitus test text| E11.9 ~ | /| Dispenseas | poUTINE  ~
Written
Pick Up [| Discharge
O Clinic O Mail ® Window ) Outside Pharmacy - eRx (O Qutside Pharmacy - Print Medication

MNotes to Pharmacist:

ASPIRIN 325MG TABLET ADR's
TAKE 1 (ONE) TABLET BY MOUTH ONCE A DAY

Quantity: 30 Days Supply: 30 Refills: 11 Chronic Medication: NO Dispense as Written: YES Indication: Accept Order
Diabetes mellitus test text

Caneel

Figure 5-47: The CIR Tool Edit Medication window example with prepopulated information

5.6.1.2 Discontinue
Selecting Discontinue opens the Discontinue / Cancel Orders window. This
window displays the selected order information at the top and potential reasons at the
bottom. You may select an appropriate reason and the click OK to discontinue the
order.
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5.6.1.3

ot Discontinue / Cancel Crders — O >

The following order(s) will be discontinued:

Crder
ASPIRIN 325MG TABLET

Quantity: 30 Days: 0 Refills: 0 Chronic Med: NC Dispense as Written: NO
Indication: E11.9~Diabetes mellitus | test text

Select a reason:

Discontinued by Reguesting Physician
|§ Duplicate Crder

Entered in error

Incarrect/Obsolete test requested
Obsclete Order
Treatment Complete

QK Cancel

Figure 5-48: The CIR Tool Discontinue/Cancel Orders window with order details and reason

Reviewed, No Action

Selecting the Reviewed, No Action option marks the item in the Reconciled section
at the bottom. For ease of documentation, this action is the default for all RPMS
medications, so the user only needs to select this if some other action was selected

first and the user wishes to go back to the Reviewed, No Action option.

@ Reconciled Medications

ASPIRIM 325MG TABLET TAKE OME TABLET BY PEMDING RPMS: Reviewed, Ma
MOUTH OMCE A DAY Action

Figure 5-49: Reconciled Medications in the CIR Tool with Aspirin marked RPMS: Reviewed,

No Action

5.6.1.4 Renew

Note: The Renew function within the CIR Tool is currently

be fixed in the next patch. For now, users should renew

below are presented for future reference.

experiencing a problem with accepting the order. This will

medication orders outside of the CIR Tool. The instructions
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Selecting the Renew option opens the Order Details window where the user can
review the order and select a value for the Clinical Indication field.

wt
Order Details:

ACARBOSE TABE 50MG

TAKE TWO (2) TABELETS BY MOUTH THREE TIMES A DAY WITH FIRST BITE OF EACH MEAL FOR DIABETES
Cuantity: 180 Taklet Days: 30 Refills: 11 *Chronic Med: YES

Clinical Indication:

| Ok || Cancel |

Figure 5-50: The Order Details with the Clinical Indication menu

Once the user selects a value for the Clinical Indication field, the Renew Order
window displays. You may adjust the number of refills and pick up location within
limits but may not edit any other field using the renew function.
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'« Renew Crder — O =

Change

Pt Wt on 4/14/2015 150 Ib (68 kg)

Dosage | Complex

Dosage Route Schedule
100MG ORAL TID PRMN
100MG ORAL IXW
50MG 5¥D
50MG AC
100MG ACEHS

AT MCS

Patient Instructions | WITH FIRST BITE OF EACH MEAL FOR DIABETES
Days Supply Gty (TAB) Refills Clinical Indication |+| Chronic Med Pricrity
30 [+ of= 1o Dispense as
Written
Pick Up Discharge
) Clinic C) Mail {® Window (O Qutside Pharmacy - eRx Medication

Motes to Pharmacist:

ACARBOSE 25MG TAB
TAKE 2 (TWQ) TABLETS THREE TIMES A DAY WITH FIRST BITE OF EACH MEAL FOR

DIABETES

Quantity: 0 Days Supphy: 30 Refills: 11 Chronic Medication: YES Dispense as Written:
NO

Figure 5-51: The CIR Tool Renew Order window with the Refills and Pick Up active

5.6.1.5 View Details

Selecting View Details will display the same details as when using the plus sign, but
in a new window. Additionally, if there is a matching medication in the clinical
document section, that medication will also display with its details.
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ot Details

Patient: Demeo Patient | HR#: 111

[Medication  |Details

edical

ACARBOSE TAB

Prescriber:
5ig:

Days Supply:
Quantity:
Last Filled:

Filled:
Pharmacist:
S5tart Date:
Stop Date:
Status:
RXMorm Code:

Prescription #:

Refills Remaining:

1500133
DEMO,DOCTOR D DO

TAKE TWO (2) TAELETS BY MOUTH THREE
30

180

4/23/20

11

4523i20 iwindowi released 4,/23/20

4/23/20
4/24/21
ACTIVE
199149

Figure 5-52: A portion of the Details window for medications in CIR Tool

Right-clicking on the medication from the details window will give the same actions
as are available on the main window, except for View Details.

ot Details

Patient: Demo,Patient | HR#: 111

[Medication  |Details

ACARBOSE TAB

Prescriber:
51g:

Quantity:

Filled:
Pharmacist:
S5tart Date:
S5top Date:
Status:

Prescription #:
Days Supply:

Last Filled:
Refi11ls Remaining:

EXMNorm Code:

1500133

DEMO,DOCTOR D DO

TAKE TwD (2) TABLETS BY MOUTH
30

180

4/23/20

11

4/23/20 (Window) released 4,2

Change
Discontinue
Reviewed, Mo Action

Renew

Figure 5-53: Context menu actions on medication Details window in CIR Tool

5.6.2

Clinical Document Medications

For Clinical Document medications, context menu actions include Add Outside;
Add OP; Do Not Add, Discontinued; Do Not Add, Redundant; and View Details.
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5.6.2.1

Clinical Document
IMEdiEﬂtiﬂl‘l |De5cripti=:rn |5tatus IS{:un:e
. AMOXAPINE 25 25 MG TABLET, ACTIVE TEST DOCTOFR
[ [MG TASLET ORAL WD,
. ASPIRIMN 300 MG 300 MG TABLET, ACTIVE TEST DOCTOF
L Add Outsid 2
— utside
. L TEST DOCTOFR
L Add OP M.D.
- L Do Mot Add, Discaontinued TEST DOCTOR
= M.D.
Do Mot Add, Redundant
View Details

Figure 5-54: Context menu actions for Clinical Document medications

Add Outside

Selecting Add Outside opens the Add Non-VA Medication window. This will
document the medication in the medication management component of the EHR but
will not create an order to be filled by a pharmacy. Only the medication is required
here, but you should add as much detail as is available.

If the Accept Order button is not active, you may need to change the medication.
The initial search will use the exact term used in the clinical document, but this is
often too precise for the RPMS look-up function. Searching for a more general term
is usually more successful. For example, if the clinical document lists a medication as
Aspirin 300 mg tablet, and only the 325 mg tablet is available in the local system, you
may need to just search for “Aspirin” to find the correct item.
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ot Add Mon-Va4 Medication — O >

|L15P|R|N3E|0MGTABLET || Change |
Pt Wt on 4/14/2015 150 Ib (68 kg)

Dosage Route Schedule
[ | PRN
IXW
5¥D
AC
ACBHS
AFHE fEEn
Comments:
Statement/Explanaticn Home Medication List Source
[ 1 Qutside medication not recommended by orovider, ) Patient
[ 1 Qutside medication recommended bv orovider. () A list the patient may have
1 Patient buvs OTC/Herbal product without medical advice. ) Medications themselves
[ 1 Medication prescribed by another orovider. ) Friend

) Family member

) Medical record

) Patient's pharmacy

() Patients primary care physician

Medication Reason:

Location of Medication
) Home ) Hospital () Other

Start Date: EI Last Doze Taken: EI

ASPIRIN 300 MG TABLET Accept Order

Cancel

Figure 5-55: The CIR Tool Add Non-VA Medication window

5.6.2.2 AddOP

Selecting Add OP opens the Add Outpatient Medication window. The order must
be completed in the same way an order would be completed outside the CIR Tool.
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o) Add Outpatient Medication — O x

ACETAMINOPHEN 325MG TAB (TYLENOL)

Pt Wt on 4/14/2015 150 Ib (63 kg)

Dosage | Complex

Dosage Route Schedule
325MG ORAL PO IEW [ | PRN
325MG ORALPO 3XW
325MG ORAL %D
B50MG AC
B50MG ACEHS
ACHE ST

Patient Instructions |FOR PAIN

Days Supply Oty (TAB) Refills Clinical Indication [ | Chronic Med Pricrity
SDE DE DE « | [] Dispense as ROUTINE ~
Written
Pick Up Discharge

) Clinic O Mail ® Window O Qutside Pharmacy - eRx ) Outside Pharmacy - Print Medication

Motes to Pharmacist:

ACETAMINOPHEN 325MG TAB (TYLENOL)

TAKE 1 (ONE) TABLET BY MOUTH 3 TIMES A WEEK FOR PAIN
Cuantity: 0 Days Supply: 30 Refills: 0 Chronic Medication: NO Dispense as Written: NO ACCEPT Linder

Cancel

Figure 5-56: The CIR Tool Add Outpatient Medication window

If the medication cannot be appropriately matched to an existing entry in the local
system, the Select Medication warning will display, followed by the Search
Medications window.

Addendum to User Manual CIR Tool
July 2020

55



Electronic Health Record (EHR) Version 1.1 Patch 28

Select Medication

The medication "ASPIRIM 300 MG TABLET' could net be located by its RxMorm
code,

Please select the correct medication manually

OK

Figure 5-57: The CIR Tool Select Medication window

ot Search Medications — O >

ASPIRIN 300 MG TABLET

Ok

Figure 5-58: The CIR Tool Search Medications window

5.6.2.3 Do Not Add, Discontinued

Selecting the Do Not Add, Discontinued option marks the medication in the
Reconciled Medications section at the bottom.

@ Reconciled Medications
Add Outside MedicationflAdd OP Medicationfj Accept Medsly Cancel

Medication Description Status |Action
LIDEX 0.05% GEL 0.05% GEL, ACTIVE CCDA: Do Mot Add,
TOPICAL Discontinued

Figure 5-59: Reconciled Medications section with CCDA: Do Not Add, Discontinued
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5.6.2.4 Do Not Add, Redundant

Selecting the Do Not Add, Redundant option marks the medication in the
Reconciled Medications section at the bottom.

@ Reconciled Medications

Add Qutside MedicationfjAdd OP Medicationlj Accept Medsll Cancel

Medication Description Status |Action
WSPIRIMN 300 MG 300 MG TABLET, ACTIVE CCDA: Do Mot Add,
[TABLET ORAL Redundant

Figure 5-60: Reconciled Medications section showing action CCDA: Do Not Add, Redundant

5.6.2.5 View Details

Selecting the View Details option will display the same details as when using the plus
sign, but in a new window. Additionally, if there is a matching medication in the
RPMS section, that medication will also display with its details.

ot Details — O >

Patient: Demo Patient | HR#: 111

RPMS Clinical Document
Medication|Details [Medication Details
HIDEX 0.05% GEL Medication: LIDEX 0.0%% GEL
51Q: 0.05% GEL, TOPICAL
S5tatus: ACTIVE
Code: 1160817
Source: TEST DOCTOR, M.D.
Route: TOPICAL
Code System Name: RXNORM
Last Filled: 12/19/2017
Start Date: 12/19/2017
S5top Date: 12/19/2017

Figure 5-61: A portion of the Details window for medications in CIR Tool

Right-clicking on the medication from the details window will give the same actions
as are available on the main window, except for View Details.
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Clinical Document
[Medication Details
LIDEX 0.05% GEL . .
Medication: LIDEX 0.05% GEL
5ig: 0.05% GEL, TOPICAL
Status: ACTIVE
T .
S0 Add Cutside D.
Ry
Co Add OP
;g Do Mot Add, Discontinued
st Do Mot Add, Redundant

Figure 5-62: Context menu options on Medication Details window in CIR Tool

56.3 CIR Tool Dose Validation

The CIR Tool medication ordering functions will have the same validation as occurs
in the normal ordering process. This validation will apply to the same type of
medication ordering, including outpatient, unit dose, intravenous, and non-VA
medications.

The CIR Tool ordering may be done as normal. The CIR Tool allows a user to add a
medication to the Outpatient (OP) medications or the non-VA (Outside) medications
only. These order dialogs will have the same validation in the same fields as
described above for normal ordering.

5.6.3.1 Add Outside

The Add Outside option will have validation on the dosage field for leading and
trailing zeros. There is no validation for metric dosing units for oral liquid
medications.
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Indian Health Service BCCD - INDIAN HOSFITAL (5046) 05405/
———1 w# Add Mon-VA Medication -
0|

] ACETAMINOPHEN 325MG TAB (TYLENOL)

] Pt Wt on 4/14/2
Problen Dosage Route Schedule

A ORAL EX )
Ir 325MG ORAL PO IXW
|| dUnable to Save Order ®

@ This crder cannot be saved for the following reason(s):

A fractional number .3 must have a number to the |eft of the decimal.

Figure 5-63: Unable to Save Order message for leading zero in Dosage field for CIR Add
Outside option

Indian Health Service BOCD - INDIAN HOSPITAL
& Add Mon-Va Medication
ACETAMINCPHEN 325MG TAB (TYLEMOL)
Pt W
Dosage Route Sche
1.0 QORAL XA
325MiG CORAL PO 36N
nable to Save Orde > KO
C
. ) C
e This order cannot be saved for the following reason(s): s
A fractional number 1.0 rmay not have a trailing zere.
e
er
0K it
T Fallent buvs UTL/Herbal Droduct WIthoUut medicar aavice. ' medig

Figure 5-64: Unable to Save Order message for trailing zero in Dosage field for CIR Add
Outside option
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5.6.3.2 AddOP

The Add OP option will have validation on the Dosage field and the quantity (Qty)
field for leading and trailing zeros. In addition, when the medication is an oral liquid,
there will be validation on the Dosage field for metric units.

wt Add Outpatient Medication

IEUPROCFEN 800MG TAB

Dosage | Complex

Dosage Routs

.53 tablet CRAL

Unable to Save Order *

I’_QI This order cannot be saved for the following reason(s):

A fractional number (.5) must have a number to the left of the decimal.

al

Figure 5-65: Unable to Save Order message for leading zero in Dosage field for CIR Add OP
option

Dosage | Complex

Dosage Route
1.0 tablet ORAL
Unable to Save Order pod

@ This erder cannot be saved for the following reason(s):

A fractional number (1.0) may not have a trailing zero.

0K

— — —

Figure 5-66: Unable to Save Order message for trailing zero in Dosage field for CIR Add OP
option
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Days Supply Gty (TAE) Refills Clinical Indication [ Chronic Med
30 E 3 E 0 E Low back pain | M54.5 ~ [ Dispense as
M rittan
Unable to Save Order >

Igl This order cannot be saved for the following reason(s):

A fractional number (.3} must have a number to the left of the decimal.

Figure 5-67: Unable to Save Order message for leading zero in Qty field for CIR Add OP

option
Days Supply Oty (TAE) Refills Clinical Indication ]
30 100 012 | Low back pain | M545 | []
F" Unable to Save Order x

i

Nol e This order cannot be saved for the following reasonis):

A fractional number (10.0) may not have a trailing zero.

I8
T Ef
o) OK v

Figure 5-68: Unable to Save Order message for trailing zero in Qty field for CIR Add OP
option
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= T AthenaHealth Summary of Care Record R2.1 athenahealth
| r | |_| AWM A s srandeas Amdize Hanlte Camaiea BT
o Add Outpatient Medication
]
| |PEDIPROFEN
Ik
ig | Dosage | Complex
[1 Dosage Route g
9| |1 TEASPOONFUL ORAL
1 TEASPOOMNFUL ~ (|| ORAL
9 Unable to Save Order *
1
; e This order cannot be saved for the following reason(s):
A Dosage units for Oral Liquids must be standard metric units
D ed
; =
ml
FE‘ Fick Up

Figure 5-69: Unable to Save Order warning for oral liquid metric dose for CIR Add OP option

564 Review the Reconciled Iltems

Once all the medications are reconciled, you may review the items and actions taken
in the Reconciled Medications section at the bottom of the main CIR Tool window.
Each item from RPMS and each item from the clinical document that had an action
taken on it will be listed, along with the Description and Status. See Figure 5-70.

@ Reconciled Medications

Medication Description
IMNSULIM GLARGIME IMJECT 40 UMITS UMDER THE SKIMN PEMDIMG CCDA: Add OP
SOLOSTAR PEM IM] DAILY FOR DIABETES
INSULIN ASPART INJ INJECT UNDER THE SKIM 3 TIMES A PEMDING CCDA: Add Outside

WEEK
ASPIRIM 81 MG ENTERIC  TAKE OME (1) TABLET BY MOUTH OMCE ACTIVE CCDA: Do Mot Add,
COATED TABLET A DAY Discontinued
ATORVASTATIN 40 MG TAKE OME (1) TABLET BY MOUTH OMCE ACTIVE CCDA: Do Mot Add, Redundant
ORAL TABLET A DAY FOR HIGH CHOLESTEROL -AVOID

GRAPEFRUIT/ GRAPEFRUIT JUICE-
INSULIN REG U-100 IMNJ IMJECT SML UNDER THE SKIM TWO PEMDIMG RPMS: Reviewed, Mo Action
PREPACK TIMES PER D&Y 30 MIMUTES

Figure 5-70: The Reconciled Medications section of the CIR Tool with various actions listed
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5.6.4.1

Add Outside Medication

If needed, you may add a completely new outside medication from this section by
clicking the Add Outside Medication button to open the Add Non-VA Medication
window. You may search for a medication and complete the remaining information as
usual.

ot Add Mon-Yi& Medication

- a X

|| Change |

Dosage Route

Comments;

Statement/Explanation
[T Outside medication not recemmended by orovider,
[T Outside medication recommended by orovider,

[ Patient buvs OTC/Herbal oroduct without medical advice,

[ Medication orescribed by another crovider,

Medication Reason:

Location of Medication
) Home ) Hospital ) Other

Start Date: EI Last Doze Taken:

Pt Wt on 4/14/2015 150 Ib (68 kg)

Schedule
[1PRN
IXW
SXD
AC

ACBHS
AFHE [EEN

Home Medication List Source
) Patient

) A list the patient may have
) Medications themselves
) Friend

) Family member

) Medical record

) Patient's pharmacy

) Patients primary care physician

Cancel

Figure 5-71: The CIR Tool Add Non-VA Medication window
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5.6.4.2 Add OP Medication

If needed, you may add a completely new outpatient medication from this section by
clicking on the Add OP Medication button. Clicking this button opens the Add
Outpatient Medication window. You may search for a medication and complete the
remaining information as usual.

'w) Add Outpatient Medication — O x

| | Change
Pt Wt on 4/14/2015 150 Ib (68 kg)

Dosage | Complex
Cosage Route Schedule
[ | PRN
X
5XD
AC

ACEHS
ACHE SN

Patient Instructions

Days Supply Oty (TAE) Refills Clinical Indication || Chronic Med Pricrty

DE DE DE « | [] Dispense as w

Written
Pick Up Discharge
Medication

Motes to Pharmacist:

Quantity: 0 Days Supply: O Refills: 0 Chronic Medication: MO Dispense as Written: NO

Figure 5-72: The CIR Tool Add Outpatient Medication window
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5.6.4.3 Accept Meds
Until the reconciled items are accepted, no changes are made to the record. To accept
all the reconciled medication information and not the problem and adverse reaction
information, click the Accept Meds button. This is generally only used if you are
only reconciling medications. If you reconciled other items, use the Accept All button
(see Section 5.7). When the user clicks the Accept button, the Review/Sign Changes
window displays. The reconciled items display along with any other items needing
signature.
Review,/Sign Changes for Demo, Patient
Signature will be applied to checked items
All Orders Except Controlled Substance Orders
L]
Problem Lizt - Reviewed
ACARBOSE B0MG TAR: RPMS: Reviewed, Mo &ction
A5PIRIN 325MG TABLET: RPMS: Reviewed, Mo dction
ASPIRIM 325MG TABLET: RPMS: Reviewed, Mo dction
ATORVASTATIMN 10MG TaB: RPMS: Reviewed, Ho &ction
ATORVASTATIM 40MG TAR: RPMS: Reviewed, Mo &ction v
R e .
Electronic Signature Code;
|
[f proceszsing Surezcrptz, zignature
will be applied after action selected. Cancel
Figure 5-73: The Review/Sign Changes window with the CIR Medication Reconciliation items
The CIR Tool information for medications will reset and the CCDA document will
reflect the reconciliation type and date.
5.6.44 Cancel
If you do not wish to complete the reconciliation, of if you wish to undo your
changes, click the Cancel button. This will remove all of the previously selected
actions for the Medications.
5.7 Accept All
If you reconciled items in more than one category, click the Accept All button when
you are finished. Clicking this will invoke the Order Check functions.
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o) Adverse Reaction Order Checking - So... — O >

Duplicate order: ASPIRIN 325MG TAB 325MG TAKE ONE (1)
TABLET BY MOUTH CMNCE A DAY [PENDING]

Previous adverse reaction to: ASPIRIN (LOCAL) Reac: AMXIETY
(51,17 @08:17) (ASPIRIM 325MG TAE 325MG TAKE OME (1)
TABLET BY MOUTH OMCE A DAY [PENDING])

SIGNIFICANT drug-drug interaction: ACETAMINOPHEN & ASPIRIN
(HYDROCODOMESAPAP 5/325MG U.D. PREPACK TAB TAKE ONE
(1) MG BY MOUTH OMNCE FOR PAIN ++ [PENDING])

Duplicate order: ASPIRIN 325MG TAB 325MG TAKE ONE (1)
TABLET BY MOUTH CMNCE A DAY [PENDING]

Previous adverse reaction to: ASPIRIN (LOCAL) Reac: AMNXIETY
(5/17@08:17) (ASPIRIM 325MG TAE 325MG TAKE QOME (1)
TABLET BY MOUTH OMCE A DAY [PEMDING])

SIGNIFICANT drug-drug interaction: ACETAMINOPHEN & ASPIRIN
(HYDROCODOME/APAP 5/325MG U.D. PREPACK TAB TAKE OME
(1) MG BY MOUTH OMNCE FOR PAIN ++ [PENDING])

Duplicate order: ACAREOSE TAE 50MG TAKE TWO (2) TABLETS BY
MOUTH THREE TIMES A DAY WITH FIRST EITE OF EACH MEAL FOR
DIABETES [ACTIVE]

OE Cancel

Figure 5-74: The Adverse Reaction Order Checking window

Click OK. The Review/Sign Changes window displays. The reconciled items will

display along with any other items needing signature.
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Review/Sign Changes for Demo,Patient

Signature will be applied to checked itemsz
All Orders Except Controlled Substance Orders

Medications - Reviewed

ASPIRIN RELATED MEDICATIONS: RPMS: Reviewed, Mo Action
CODEIME: RPMS: Reviewed, No Action

FEANUT BUTTER: UMII: QE1Q=EB33R: RPMS: Reviewed, Mo Action
FEMICILLIM: RFMS: Reviewed, Mo Action

ACARBOSE BOMG TAB: RPMS: Reviewed. Mo Action

ASPIRIM 325MG TABLET: RPMS: Reviewed, Mo Action

ASPIRIM 325MG TABLET: RPMS: Reviewed, Mo Action
ATORVASTATIN 10MG TAB: RPMS: Reviewed, Mo Achion
ATORVASTATIM 40MG TAB: RPMS: Reviewed, Mo Achion
AZATHIOPRIME B0mMG TAR: RPRMS: Reviewed, Mo Action
BEMZTROFIME 2MG TAB: RPMS: Reviewed, Mo Achion
HYDROCODOME /AsPAP 5/325MG TAB .0, PREPACK: RPMS: Revie
INSULIM DETEMIR IMJ: RPMS: Reviewsd. Mo Action

IMSULIM GLARGIME 100 UNITS ML IMJECTIOMN: RPMS: Reviewed, b
IMSULIM REG U-100 M) PREPACK: RPMS: Reviewed, Mo Action
IMSULIM REG U-100 IMJ PREPALCK: RPMS: Reviewed, Mo Action
IMSULIM REG U-100 IMJ PREPACK: RPMS: Reviewed, Mo Action
METFORMIM S00MG TAB: RPMS: Reviewed, Mo Achion
METFORMIMN BOOMG TAB: RPRMS: Reviewed, Mo Action

Diabetes melituz: RPMS: Reviewed, Mo Action

Azthma; FFMS: Reviewed, No Action

[l Preaanancu snntinn BPMS: Pewiswad Ba detion
£ >

Electronic: Signature Code:
[

[f proceszing Surescrpts, signature

will be applied after action zelected. Dont Sign Cancel

Figure 5-75: The Review/Sign Changes window with the reconciled items and their actions

The CIR Tool information will reset and each reconciled CCDA document will

reflect the reconciliation type and date.
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5.8

Cancel All

If you do not wish to complete the reconciliation, or if you wish to undo your
changes, click the Cancel All button. The Remove All Reconciliation Changes

warning will display (Figure 5-76).

Remaowve All Recenciliation Changes

defaults,

oK

Clicking OK will reset all reconciled changes for this patient to the session

Cancel

Figure 5-76: The Remove All Reconciliation Changes warning

Clicking Cancel on the warning will return you to the CIR Tool with the existing
changes intact. Clicking OK will remove all of the previously selected actions for

Problems, Adverse Reactions, and Medications.
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Appendix A: Rules of Behavior

The Resource and Patient Management (RPMS) system is a United States
Department of Health and Human Services (HHS), Indian Health Service (IHS)
information system that is FOR OFFICIAL USE ONLY. The RPMS system is
subject to monitoring; therefore, no expectation of privacy shall be assumed.
Individuals found performing unauthorized activities are subject to disciplinary action
including criminal prosecution.

All users (Contractors and IHS Employees) of RPMS will be provided a copy of the
Rules of Behavior (ROB) and must acknowledge that they have received and read
them prior to being granted access to a RPMS system, in accordance IHS policy.

e For a listing of general ROB for all users, see the most recent edition of /HS

General User Security Handbook (SOP 06-11a).

e For a listing of system administrators/managers rules, see the most recent edition
of the IHS Technical and Managerial Handbook (SOP 06-11b).

Both documents are available at this IHS Web site:
https://home.ihs.gov/security/index.cfm.

Note: Users must be logged on to the IHS D1 Intranet to access
these documents.

The ROB listed in the following sections are specific to RPMS.

A.1 All RPMS Users
In addition to these rules, each application may include additional ROB that may be
defined within the documentation of that application (e.g., Dental, Pharmacy).
A.1.1  Access

RPMS users shall

e Only use data for which you have been granted authorization.

e Only give information to personnel who have access authority and have a need to
know.

e Always verify a caller’s identification and job purpose with your supervisor or the
entity provided as employer before providing any type of information system
access, sensitive information, or nonpublic agency information.
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Be aware that personal use of information resources is authorized on a limited
basis within the provisions Indian Health Manual Part 8, “Information Resources
Management,” Chapter 6, “Limited Personal Use of Information Technology
Resources.”

RPMS users shall not

Retrieve information for someone who does not have authority to access the
information.

Access, research, or change any user account, file, directory, table, or record not
required to perform their official duties.

Store sensitive files on a PC hard drive, or portable devices or media, if access to
the PC or files cannot be physically or technically limited.

Exceed their authorized access limits in RPMS by changing information or
searching databases beyond the responsibilities of their jobs or by divulging
information to anyone not authorized to know that information.

A.1.2 Information Accessibility

RPMS shall restrict access to information based on the type and identity of the user.
However, regardless of the type of user, access shall be restricted to the minimum
level necessary to perform the job.

RPMS users shall

Access only those documents they created and those other documents to which
they have a valid need-to-know and to which they have specifically granted
access through an RPMS application based on their menus (job roles), keys, and
FileMan access codes. Some users may be afforded additional privileges based on
the functions they perform, such as system administrator or application
administrator.

Acquire a written preauthorization in accordance with IHS polices and procedures
prior to interconnection to or transferring data from RPMS.

A.1.3  Accountability
RPMS users shall

Behave in an ethical, technically proficient, informed, and trustworthy manner.

Log out of the system whenever they leave the vicinity of their personal
computers (PCs).

Be alert to threats and vulnerabilities in the security of the system.

Report all security incidents to their local Information System Security Officer
(ISSO)
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¢ Differentiate tasks and functions to ensure that no one person has sole access to or
control over important resources.

e Protect all sensitive data entrusted to them as part of their government
employment.

e Abide by all Department and Agency policies and procedures and guidelines
related to ethics, conduct, behavior, and information technology (IT) information
processes.

A.1.4  Confidentiality

RPMS users shall

e Be aware of the sensitivity of electronic and hard copy information, and protect it
accordingly.

e Store hard copy reports/storage media containing confidential information in a
locked room or cabinet.

e FErase sensitive data on storage media prior to reusing or disposing of the media.

e Protect all RPMS terminals from public viewing at all times.

e Abide by all Health Insurance Portability and Accountability Act (HIPAA)
regulations to ensure patient confidentiality.

RPMS users shall not

e Allow confidential information to remain on the PC screen when someone who is
not authorized to that data is in the vicinity.

e Store sensitive files on a portable device or media without encrypting.

A.1.5 Integrity

RPMS users shall

e Protect their systems against viruses and similar malicious programs.

e Observe all software license agreements.

e Follow industry standard procedures for maintaining and managing RPMS
hardware, operating system software, application software, and/or database
software and database tables.

e Comply with all copyright regulations and license agreements associated with
RPMS software.

RPMS users shall not

e Violate federal copyright laws.

e Install or use unauthorized software within the system libraries or folders.
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Use freeware, shareware, or public domain software on/with the system without
their manager’s written permission and without scanning it for viruses first.

A.1.6  System Logon
RPMS users shall

Have a unique User Identification/Account name and password.

Be granted access based on authenticating the account name and password
entered.

Be locked out of an account after five successive failed login attempts within a
specified time period (e.g., one hour).

A.1.7 Passwords
RPMS users shall

Change passwords a minimum of every 90 days.
Create passwords with a minimum of eight characters.

If the system allows, use a combination of alpha-numeric characters for
passwords, with at least one uppercase letter, one lower case letter, and one
number. It is recommended, if possible, that a special character also be used in the
password.

Change vendor-supplied passwords immediately.

Protect passwords by committing them to memory or store them in a safe place
(do not store passwords in login scripts or batch files).

Change passwords immediately if password has been seen, guessed, or otherwise
compromised, and report the compromise or suspected compromise to their ISSO.

Keep user identifications (IDs) and passwords confidential.

RPMS users shall not

Use common words found in any dictionary as a password.

Use obvious readable passwords or passwords that incorporate personal data
elements (e.g., user’s name, date of birth, address, telephone number, or social
security number; names of children or spouses; favorite band, sports team, or
automobile; or other personal attributes).

Share passwords/IDs with anyone or accept the use of another’s password/ID,
even if offered.

Reuse passwords. A new password must contain no more than five characters per
eight characters from the previous password.

Post passwords.
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e Keep a password list in an obvious place, such as under keyboards, in desk
drawers, or in any other location where it might be disclosed.

e Give a password out over the phone.

A.1.8 Backups
RPMS users shall
¢ Plan for contingencies such as physical disasters, loss of processing, and
disclosure of information by preparing alternate work strategies and system
recovery mechanisms.
e Make backups of systems and files on a regular, defined basis.
e If possible, store backups away from the system in a secure environment.
A.1.9 Reporting
RPMS users shall
e Contact and inform their ISSO that they have identified an IT security incident
and begin the reporting process by providing an IT Incident Reporting Form
regarding this incident.
e Report security incidents as detailed in the /HS Incident Handling Guide (SOP
05-03).
RPMS users shall not
e Assume that someone else has already reported an incident. The risk of an
incident going unreported far outweighs the possibility that an incident gets
reported more than once.
A.1.10 Session Timeouts
RPMS system implements system-based timeouts that back users out of a prompt
after no more than 5 minutes of inactivity.
RPMS users shall
e Utilize a screen saver with password protection set to suspend operations at no
greater than 10 minutes of inactivity. This will prevent inappropriate access and
viewing of any material displayed on the screen after some period of inactivity.
A.1.11 Hardware
RPMS users shall
e Avoid placing system equipment near obvious environmental hazards (e.g., water
pipes).
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e Keep an inventory of all system equipment.

e Keep records of maintenance/repairs performed on system equipment.
RPMS users shall not

e Eat or drink near system equipment.

A.1.12 Awareness

RPMS users shall

e Participate in organization-wide security training as required.

e Read and adhere to security information pertaining to system hardware and
software.

e Take the annual information security awareness.

e Read all applicable RPMS manuals for the applications used in their jobs.

A.1.13 Remote Access

Each subscriber organization establishes its own policies for determining which

employees may work at home or in other remote workplace locations. Any remote

work arrangement should include policies that

e Are in writing.

e Provide authentication of the remote user through the use of ID and password or
other acceptable technical means.

¢ Outline the work requirements and the security safeguards and procedures the
employee is expected to follow.

e Ensure adequate storage of files, removal, and nonrecovery of temporary files
created in processing sensitive data, virus protection, and intrusion detection, and
provide physical security for government equipment and sensitive data.

e Establish mechanisms to back up data created and/or stored at alternate work
locations.

Remote RPMS users shall

e Remotely access RPMS through a virtual private network (VPN) whenever
possible. Use of direct dial in access must be justified and approved in writing and
its use secured in accordance with industry best practices or government
procedures.

Remote RPMS users shall not

e Disable any encryption established for network, internet, and Web browser
communications.
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A.2 RPMS Developers
RPMS developers shall

Always be mindful of protecting the confidentiality, availability, and integrity of
RPMS when writing or revising code.

Always follow the IHS RPMS Programming Standards and Conventions (SAC)
when developing for RPMS.

Only access information or code within the namespaces for which they have been
assigned as part of their duties.

Remember that all RPMS code is the property of the U.S. Government, not the
developer.

Not access live production systems without obtaining appropriate written access,
and shall only retain that access for the shortest period possible to accomplish the
task that requires the access.

Observe separation of duties policies and procedures to the fullest extent possible.

Document or comment all changes to any RPMS software at the time the change
or update is made. Documentation shall include the programmer’s initials, date of
change, and reason for the change.

Use checksums or other integrity mechanism when releasing their certified
applications to assure the integrity of the routines within their RPMS applications.

Follow industry best standards for systems they are assigned to develop or
maintain, and abide by all Department and Agency policies and procedures.

Document and implement security processes whenever available.

RPMS developers shall not

Write any code that adversely impacts RPMS, such as backdoor access, “Easter
eggs,” time bombs, or any other malicious code or make inappropriate comments
within the code, manuals, or help frames.

Grant any user or system administrator access to RPMS unless proper
documentation is provided.

Release any sensitive agency or patient information.

A.3 Privileged Users

Personnel who have significant access to processes and data in RPMS, such as,
system security administrators, systems administrators, and database administrators,
have added responsibilities to ensure the secure operation of RPMS.
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Privileged RPMS users shall

Verify that any user requesting access to any RPMS system has completed the
appropriate access request forms.

Ensure that government personnel and contractor personnel understand and
comply with license requirements. End users, supervisors, and functional
managers are ultimately responsible for this compliance.

Advise the system owner on matters concerning information technology security.

Assist the system owner in developing security plans, risk assessments, and
supporting documentation for the certification and accreditation process.

Ensure that any changes to RPMS that affect contingency and disaster recovery
plans are conveyed to the person responsible for maintaining continuity of
operations plans.

Ensure that adequate physical and administrative safeguards are operational
within their areas of responsibility and that access to information and data is
restricted to authorized personnel on a need-to-know basis.

Verify that users have received appropriate security training before allowing
access to RPMS.

Implement applicable security access procedures and mechanisms, incorporate
appropriate levels of system auditing, and review audit logs.

Document and investigate known or suspected security incidents or violations and
report them to the ISSO, Chief Information Security Officer (CISO), and systems
owner.

Protect the supervisor, superuser, or system administrator passwords.

Avoid instances where the same individual has responsibility for several functions
(i.e., transaction entry and transaction approval).

Watch for unscheduled, unusual, and unauthorized programs.
Help train system users on the appropriate use and security of the system.

Establish protective controls to ensure the accountability, integrity,
confidentiality, and availability of the system.

Replace passwords when a compromise is suspected. Delete user accounts as
quickly as possible from the time that the user is no longer authorized system.
Passwords forgotten by their owner should be replaced, not reissued.

Terminate user accounts when a user transfers or has been terminated. If the user
has authority to grant authorizations to others, review these other authorizations.
Retrieve any devices used to gain access to the system or equipment. Cancel
logon IDs and passwords, and delete or reassign related active and backup files.
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Use a suspend program to prevent an unauthorized user from logging on with the
current user's ID if the system is left on and unattended.

Verify the identity of the user when resetting passwords. This can be done either
in person or having the user answer a question that can be compared to one in the
administrator’s database.

Shall follow industry best standards for systems they are assigned to, and abide by
all Department and Agency policies and procedures.

Privileged RPMS users shall not

Access any files, records, systems, etc., that are not explicitly needed to perform
their duties

Grant any user or system administrator access to RPMS unless proper
documentation is provided.

Release any sensitive agency or patient information.
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Glossary

APSP
The namespace of the IHS modifications to the Outpatient Pharmacy Suite.

CIR Tool

The EHR component used to reconcile a patient’s problems, adverse
reactions, and medications from outside sources.

Clinical Informaticist

A person who works in Clinical Informatics, a discipline of managing and
utilizing patient health information to improve health care. Clinical
Informaticist is a general term, and specific disciplines may use more specific
terms such as Nurse Informaticist or Pharmacy Informaticist.

eRx

Electronic prescribing or an electronic prescription.

Intravenous Medications

Medications that are administered into a vein. For RPMS, the Pharmacy
package that manages these types of medications for patients.

Leading Zeros

For the purposes of EHR and RPMS validation, one or more zeros to the left
of a decimal point in a positive number that is less than 1. Example: 0.5.

Non-VA Medications

Also known as Outside Medications, this is the mechanism for a user to
document a patient’s herbal, over-the-counter, and home medications that are
not prescribed or managed by the site’s providers.

Oral Liquid Medications

A medication that is intended to be taken orally and intended to be in a liquid
form at the time of administration. Oral liquids may be dispensed in a non-
liquid form and converted to a liquid by the patient or person administering
the medication.

Outpatient Medications

Medications primarily meant to be dispensed or administered to patients who
are not admitted to a hospital unit or ward. For RPMS, the Pharmacy package
that manages these types of medications for patients.
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Outside Medications
See Non-VA Medications.

Quick Order

In EHR and RPMS, a medication order template with the majority of the
information already filled in to help the provider order a medication quickly.

Trailing Zeros

For the purposes of this validation, one or more zeros in a decimal number
after which no other numbers follow. Example: 5.0.

Unit Dose Medications

Medications that are specifically packaged in premeasured doses for single
use. For RPMS, the Pharmacy package that manages non-1V versions of these
types of medications for patients.
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Acronym List

Acronym Meaning

CAC Clinical Application Coordinator

CCDA Consolidated Clinical Document Architecture

CIR Clinical Information Reconciliation

CISO Chief Information Security Officer

EHR Electronic Health Record

HHS U.S. Department of Health and Human Services
HIM Health Information Management

HIPAA Health Information Portability and Accountability Act
ID Identification

IHS Indian Health Service

ISMP Institute for Safe Medication Practices

ISSO Information System Security Officer

IT Information Technology

v Intravenous

mL Milliliter

ONC Office of the National Coordinator

OoP Outpatient

PC Personal Computer

POV Purpose of Visit

QO Quick Order

ROB Rules of Behavior

RPMS Resource and Patient Management System

SAC Standards and Conventions

SNOMED CT Systematized Nomenclature of Medicine Clinical Terms
VA Department of Veterans Affairs

VIC VistA Imaging Capture

VistA Veterans Health Information Systems and Technology Architecture
VPN Virtual Private Network
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Contact Information

If you have any questions or comments regarding this distribution, please contact the
IHS IT Service Desk.

Phone: (888) 830-7280 (toll free)
Web: https://www.ihs.gov/itsupport/

Email: itsupport@ihs.gov
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