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Preface

The Indian Health Service (IHS) Patient Intake and Output (I&O) component in the
Resource and Patient Management (RPMS) Electronic Health Record (EHR) has
been developed to meet the needs of nurses and other caregivers documenting intake
and output.

The Evaluation and Management (E&M) component allows users to select the type
and level of service provided at the patient visit.
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1.0

1.1

1.2

1.2.1

1.2.1.1

Patient Intake & Output

Introduction

The Patient I&O component permits users to enter and view a patient’s Intake &
Output data. Data can be graphed over time. This is a new component and is
designed to replace paper Intake & Output sheets.

Documentation

Read all the documentation for EHR v1.1, Patch 37, and associated patches.
Documentation can be found at:

e RPMS Clinical Applications website:

https://www.ihs.gov/rpms/applications/clinical/

e RPMS Trainings/Recordings:

https://www.ihs.gov/rpms/training/recording-and-material-library/

Note: If directed to enter a Username and Password, click OK to
proceed to the Training Repository page.

e RPMS EHR online help can be located within the RPMS EHR.

Intake & Output Component

Before the Patient Intake & Output component can be used, the site Clinical
Applications Coordinator (CAC) must add a new component, Patient Intake &
Output, to a tab in the EHR. This component was initially distributed as part of EHR
1.1 p35.

Note: If a site has multiple EHR templates in use, this must be
added to each one separately. In the screen shot below, this
tab is labeled IO, but sites can choose their own label.

Component Configuration and User Preferences

CAC Setup of the Component

A site CAC can manage all component site setup for the component by utilizing the
menu option BEHOGMY MAIN - Patient Intake/Output Management
Configuration (Figure 1-1).
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Patient Intake/Output Management Configuration

AEL Allow I/O Input for Location

DCR Default Selection for Clinical Range
DET Preselect Dialog Enter Type

DGI Default Grouping Interval

EIVT Exclude IV Types From Data Entry
GRE Preselect Grouping Enabled

IDI Preselect Intake Item

IVDI Preselect IV Item

ODI Preselect Output Item

PCR Preselect Clinical Range

WLVL Volume Warning Level

Figure 1-1: BEHOGMY MAIN — Patient Intake/Output Management Configuration

The BEHOGMY MAIN menu has been created to contain options for editing all of
the BEHOGMY parameters via menu options. The new menu has been attached to
the BEHOMAIN menu and accessible using PIO as the synonym.

1.2.1.2 Parameters and Their Functions

BEHOGMY ALLOW ENTRY LOCATIONS-Allow I/O Input for location.

BEHOGMY DEFAULT CLINICAL RANGE-Select default for clinical range
Inpatient and Outpatient.

BEHOGMY DEFAULT GROUP INTERVAL-Select default group interval
10, 30, 60 minutes.

BEHOGMY GROUPING ENABLED-Enable Grouping function for data
entries in Patient I&O component.

BEHOGMY INTAKE DEFAULT ITEM-Preselect Intake item for data entry.
BEHOGMY IV DEFAULT ITEM-Preselect IV intake item for data entry.
BEHOGMY OUTPUT DEFAULT ITEM-Preselect Output Item for data entry.

BEHOGMY PERSIST CLINICAL RANGE-Allows users to set preference on
whether the user selected Clinical Range is maintained across patients.

BEHOGMY WARN AT LEVEL-Parameter allows the site to determine the
warning threshold, a default value of 5000 is set.

BEHOGMY DEFAULT ENTER TYPE-Parameter allows the site to preselect
a default entry type.

BEHOGMY EXCLUDE IV TYPES-Parameter allows the site to hide IV types
that are not used.

Patient | & O and E & M Components Patient Intake & Output
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1.21.3

User Preference Setup of the Component

When a user selects the Patient I&O component without a patient selected, the user
will see that the data and review area is grey with the message No data to display.
The graphing area is grey with the message No results to graph for this date range.
The component is disabled until a patient and an encounter are selected.

Run the mouse pointer over the Settings icon (Figure 1-2) to the right of the
component name. The system displays mouse-over text Change User Settings.

Patient Intake/Output I o I

Figure 1-2: Patient Intake/Output Settings icon

When the user clicks the Settings icon to the right of the component name, a User
Settings dialog (Figure 1-3) opens. Upon opening, the system parameter-level toggle
is set to User by Default. On initial load of the component, prior to user interaction,
all parameter settings that display reflect the site-level configuration set by the CAC.

&J User Settings X
Default Enter Type: Parameter Level:
®) Intake [V Intake Output Al . User
Default Clinical Range:
Inpatient Outpatient
Last 8 Hours Last 8 hours
Last 12 Hours Last 12 Hours
Today (Last 24 Hours Today (Last 24 Hours
One Week One Week
®) Admission ®) Encounter
Encounter

Maintain Selected Clinical Range Across Patients
No I Yes

Volume Warning Level: -~ Grouping: Group Interval:
10 minutes
1,200 = No b Yes ® 30 minutes
60 minutes
Default Intake Item:
IRRIGATION ® ORAL TUBE FEEDING

OTHER

Default IV Item:
®) ADMIXTURE BLOOD PRODUCTS HEPARIN/SALINE LOCK

HYPERAL INTRALIPIDS PIGGYBACK

_ Save Cancel

Figure 1-3: User Settings dialog

Settings can be modified for the user when the toggle in the Parameter Level is set
to User. If the Parameter Level is set to All, the settings are locked as Read Only.

e Default Enter Type:
— Option buttons:

Patient | & O and E & M Components Patient Intake & Output
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e Intake
e [V Intake
e Output

e Parameter Level:

— Toggle—All or User (default)

— Mouse Over Text—Selecting All displays parameter values across all entities
for the user and is read-only. User level displays values set at the user level
and are editable.

e Default Clinical Range
— Inpatient Option buttons:
e Last 8 hours
e Last 12 hours
e Today (Last 24 hrs.)
e One Week
e Admission, and Encounter
— Outpatient Option buttons:
e Last 8 hours
e Last 12 hours
e Today (Last 24 hrs.)
e One Week
e Encounter
e Maintain Selected Clinical Range across Patients

— Toggle No/Yes. Default initially is No.

— If the user changes the default clinical range defined in parameter settings-
based inpatient/outpatient, that clinical range will persist across patient
context change if set to Yes. If the user wants to reset the Clinical Range with
it set to Yes, right click the Clinical Range label on the left of the display and
select the menu option Reset to use Default.

e Volume Warning Level

— Numeric Up/Down control

— Mouse over text — Range: 100-9999. A border (border font is red) indicates
that the user has no default value, and the control is set to the minimum value.
Increment by 1000 using Page Up/Page Down.

e Grouping

Patient | & O and E & M Components Patient Intake & Output
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— Toggle—No or Yes

— The Grouping option allows the user to view the Intake/Output entry types
collated into columns at defined time intervals (10, 30, or 60 minutes). With
Grouping turned off, the entries are displayed with a column for each specific
entry date/time.

e Group Intervals

— Option buttons:
e 10 Minutes

e 30 Minutes
e 60 Minutes
e Default Intake Item

— Option buttons:

e Irrigation

e Oral

e Tube Feeding
e Other

— This option enables the user to specify the Intake Item that is selected by
default for data entry when the Entry dialog is opened.

e Default IV Intake

— Option buttons:
e Admixture

e Blood Products

e Heparin/Saline Lock
e Hyperal

e Intralipids

e Piggyback

— This option allows the user to specify the IV Intake Item that is checked by
default for data entry when the entry dialog is opened.

e Default Output Item

— Option buttons:
e Blood

e Drainage

e FEmesis

Patient | & O and E & M Components Patient Intake & Output
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Feces
N/G
Urine

Other

This option enables the user to specify the Output Item that is checked by
default for data entry when the entry dialog is opened.

Exclude IV Types

Options buttons:

Admixture

Blood Products
Heparin/Saline Lock
Hyperal

Intralipids
Piggyback

Click the Save button and the system will save/set the user settings and it will
refresh to update the user view in Patient I& O component.

Users can also clear all settings (Figure 1-4) with Clear All button or Cancel
and close the dialog by clicking Close.

Patient | & O and E & M Components
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1.2.2

o) Usér Settings
Default Enter Type:
IV Intake

® |ntake Qutput

Default Clinical Range:

Inpatient
Last 8 Hours
Last 12 Hours
Today (Last 24 Hours
Orne Week

® Admission
Encounter

Parameter Level:
A0 Gl User

~ Dutpatient
Last 8 howirs
Last 12 Hours
Today (Last 24 Hours
One Week
* Encounter

Maintain Selected Clinical Range Across Patients

Volume Warning Level: Grouping: Group Interval:
10 minutes
200 = ® 30 minutes
60 minutes
- Default Intake Item:
Default IV ltem:
| | Clear Al Save | | cancel

Figure 1-4: Toggle All is read only

Component Layout

The I&O component (Figure 1-5) is designed for use on inpatients and outpatients
depending on the configuration of allowed locations in the parameter BEHOGMY
ALLOW ENTRY LOCATIONS.

It is divided into three areas:

e Data Presentation Area (red)

e Data Entry and Review Area (green)

e Graphing Area (blue)

Patient | & O and E & M Components
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1.2.3

Encounter

Date Range
7-Hav-2021 b0 19-Dec-2023
75-0ct- 20230

Charting Optians:
O vakues

Grid

Patient Intake/Output & Sum, 29 Oct 2023 0090 - Tue, 15 Dec 2023 2359
Type i';;' L Ee | 1172028 1008 | 11172023 1616 11/17/2023 1016 11172023 1616 11/17/2023 02645 | 11/17/2023 0935  11/17/2023 0538  11/17/2023 0538  T1/17/2023 0538 11/17/2023 0335
Intaie 1085 5 100 300 50 pL] 100 500
W Ienake 1985 = 5 a0 10 500 1000
Output 850 5 100 10 250 10 10 10 o 200
Balance: 2420 a 50 690 250 50 0 530 1450 10 -200
Clirical Range:

Lisst Bbvn

Today (Last 28]

Do Week

Admisaion

o results to graph for this date range.

Figure 1-5: Blank 1&O Component window

Figure 1-6 shows the Graphing Area with detail.

| Patiemt resks Tuagun = Sn, 25000 290 0060 - Tue 13 Dec 2053 959
1 - L] e e T U DR | M Ak | iar M 1N A s
ot e R 2023 e TN B85 11110E3 085 1TTANII 080 VIAVTIZAED 35 PUTAMESGS 1H/1TIEDEE 2915
- (R | w =
£t e | J
B e | *» o - % 0 o i % =
g Camern:
172023 17-how-20023 Tl 17w 2023 &

Figure 1-6: 1&0 Component with Data Window and Graph

Data Presentation Area

The Data Presentation area enables users to set viewing options for data to display in
the I&O data grid and graphing area. Grouping options and Clinical Range options
default based on system or user preferences defined in the new CAC menu option in
RPMS or by a user in the User Settings dialog.

Patient | & O and E & M Components
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1.2.3.1  Grouping Options
Grouping (Figure 1-7, Figure 1-8, Figure 1-9, and Figure 1-10) enables users to view
data that has been entered in a summed fashion based on the grouping interval
defined (10, 30, or 60 minutes). If grouping is disabled, there will be a Date/Time
column presented in the I&O data grid for each date/time there is a data entered.
Grouping Off
Hide Empty Columns
-Group Interval in Minutes-
@10 O30 Q6
Figure 1-7: Grid Options Grouping Disabled example
5 n 00
Figure 1-8: Grouping and Grouping Intervals Disabled example
Grouping On
Hide Empty Columns
—Group Interval in Minutes
(®10
Figure 1-9: Grid Options Grouping On example
11/17/2023 10:10 1 11/17/2023 0940 | 11/17/2023 09:30
Intake ‘ 425 [ 30 l 810 )
IV Intake 475 1510
Output 240
Figure 1-10: Grouping Enabled and Group Interval set (Default is set in User Settings)
Patient | & O and E & M Components Patient Intake & Output
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1.2.3.2 Clinical Range

The Clinical Range area (Figure 1-11 and Figure 1-12) enables the user to determine
how far back I&O should be displayed. The standard choices are for Inpatient and
Outpatient.

Inpatient

Last 8hrs

Last 12hrs

Today (Last 24hrs)
One week
Admission
Encounter

Date Range

Clinical Range:

Last 8 hrs

Last 12 hrs

Today (Last 24hrs)

One Week
Admission
Encounter

Date Range

Figure 1-11: Date Range for Most Recent

Outpatient

Last 8hrs

Last 12hrs

Today (Last 24hrs)
One week
Encounter

Date Range

Patient | & O and E & M Components

August 2024
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Clinical Range:

Last 8 hrs

Last 12 hrs

Today (Last 24hrs)

One Week

Encounter |

Date Range

Figure 1-12: Clinical Range default for Outpatient example

If Date Range is selected, the user can determine the Start and End dates on the
Select Retrieval Date Range (Figure 1-13) dialog.

Select Retrieval Date Range

Begin Date: (12/08/2021 [@~

End Date:  [12/08/2021 @~ |

Retrieve Data

Cancel/Exit

Figure 1-13: Select Retrieval Date Range dialog

1.2.3.3 Charting Options

The Charting Options area displays under Clinical Range area. A user can enhance
graphing by checking the Values check box or checking the Grid check box or both.

A Graphing area presents to the right under the Data Entry and Review area.

1.2.4  Data Entry and Review Area

The 1&O Data Grid table displays with the following columns left to right:

e Type: Intake, IV Intake, Output, and Balance

¢ Clinical Range: Data returns based upon Clinical range selected in Data

Presentation area

e Last 24 hrs.: Totals

e Date/Time columns: Date/Time columns display separate Date/Time entries or
groups by grouping interval defined in Grouping option in Data Presentation area

Patient | & O and E & M Components
August 2024
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When a patient and encounter are selected, the most recent data is displayed in the
top of the window. Items can be selected in order to display in the graphing area as
described in Section 1.2.5, or the user can enter a new Intake & Output Data as
described in Section 1.2.6.

The history appears from earliest date to the most recent (Figure 1-14), similar to the
way the display works in the Vitals component.

Type
|riake
IV Intake
Output

Balange

Patient Intake/ Qutput

o Sury 25 0ct 20030000 - T, 19D 2003 359
";":;:' | 1IPA23 1016 1IR3 1016 1177003 016 1203 106 VPP 0545 TP 83S TVTANZBOSSS TVTTABOS3S TIATARIOS3S 14230935
1065 % 100 300 Y 1t 100 0
1565 5 ) 0 1
50 ) 100 0 250 1 10 10 0
1 0 5 G 0 2 il 530 1430 Bl 20

Figure 1-14: Data and Review Area

1.2.5

Graphing Area

By clicking any element in the Patient Intake/Output list, a graph appears with the
following selected items (only one item displays at a time):

e Intake

e [V Intake
e Output

e Balance

The graph can have Values displayed or a Grid added by selecting the check box on
the left (Figure 1-15).

g

Figure 1-15: 1&0 History with Values and Grid dialog

Patient | & O and E & M Components Patient Intake & Output
August 2024
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1.2.5.1 Data Point Detail

If the user hovers the pointer over any data point, a box appears with a list of all the

data-entry details represented by that data point.

If the user single right-clicks or left-clicks any data point, the details of all the data
entered on that date are displayed (Figure 1-16 and Figure 1-17). This is also similar

to the Vital component.

o) Datafor Holly on 11/17/2023 0945 a *®
hl.-'l?.-'ZC-EJ 09:35 Lecation: EMERGENCY Entered by: FAY -~
Intake

S00m1
100m1
10ml
1000=1
10m1
500m1
200m1
10ml

EMESIS 10m1

DRAIMAGE 10m1

OTHER 10ml
11/17/2023 09:45 Location: EMERGENCY Entered by: 2 FRY
Intake

IRRIGATION 50ml
DAILY TOTALS
11/17/2023 Intake: €60ml IV Intake: 1510ml Output: -240ml Fluid balance: 1830ml
Itemized List including COMMENTS:

:35 Intake
:35 Intake 500
:35 Intake TUBE FEEDIKG:
AMMTXTURE :
HEPARIN/SALINE LOCH:
35 Qutput H
35 Output 200 URINE:
0:16 Location: OBSERVATION Encersd by: . FAY
Intake
PO 300mlL
IRRIGRTION 100m1
OTHER 23al o
Font [ 9]] Piint., Close
Size:
Figure 1-16: Data Point Detail dialog for Outpatient location

'oJ [Data for Struble,Hally on 11/18/2023 06:00 [m] x
Il‘__-‘lE,‘EI-EJ Location: OBSEEVATION Entered by: STROUBLE, FRY -
Intake

B0 100ml

TOEE FEEDING 100m1

IRRIGATION 100ml

OTHER 100m1

DAILY TOTALS

11/1E/2023 Intake: 400ml IV Intake: O0ml Output: Oml Fluid balance: -’;:Dm.‘.l?cﬁ::s::.’_‘ Balance:

Itemized List including COMMENTS:

Date/Time Type Amount Comment

11/18/2023 06:15 Incake 100 PO:

11718 06:00 Intake 100 TRRIGATION:

11/1E 06:00 Intake 100 OTHER:

11/18/2023 06:00 Intake 100 TUBE FEEDING:

W

Fonl [ 9}2 Fiirt. Dose

Sieec

Figure 1-17: Data Point Detail dialog for Admission location

Patient | & O and E & M Components
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1.2.6

Entering New Data

The user can enter new data by right-clicking a type (Intake, IV Intake, or Output)
listed under the Type column of the data and review area of the component
(Figure 1-18). That is located at the top of the component running the full-length from

left to right.

Patient Intake/Output o

Figure 1-18: Patient Intake/Output column

The Enter Patient Input/Output Values dialog (Figure 1-19) opens with the
default-type option button selected based on the right-click type selection. The dialog
will also enable a subtype for immediate data entry if the following parameters are

defined:

e BEHOGMY INTAKE DEFAULT ITEM
e BEHOGMY IV DEFAULT ITEM

e BEHOGMY OUTPUT DEFAULT ITEM

w) Enter Patient Input/Output Values k4
11/15/2023 23:50 : | ] Type #® Intake W Intake Cutput
Valug i Millilitersml)

rrigation

| Oral
| Tube Feeding

Cther

Volume Total: 1]
Save Cancel

Figure 1-19: Enter Patient Input/Output Values dialog

Patient | & O and E & M Components
August 2024
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1.2.6.1

Date/Time Defaults

e Admission:—Current system date/time

e Discharged Admission:—Discharge date/time

¢ Encounter Outpatient:—Current system date/time

e Checked out Outpatient:—Checkout date/time

The user can also enter new data by right-clicking a Date/Time cell (Figure 1-20) for
any previously entered I&O types. Adding new data this way will default the
Date/Time from the selected cell and the I&O type for the new entry (Figure 1-20).

Volume Total 0

Save Cancel

Patsent Intake/ Output <
Tiee SO "1- 1220231000 111620201000 11162023 0700 111G 0100 11/152020 0400 11/142023 1400
Fange oty
intake 147 A 77 2 22
4052 53 1,0% 00 $00 500
. A3
140 I 23 2
Baance 4089 | s 1080 a0 nrs s
(1 o0V
i
) Enter Panient Ingut Output Values X
1/15/2023 2350 | [JType ntake @ IV Intake Output
Value in Millsiters(m|
" Admuotyre

Figure 1-20: Adding New Data Through a Data/Time cell

Changing Default Date/Time

The user can change the defaulted Date/Time for the entry in the Enter Patient
Input/Output Values dialog (Figure 1-21). A date is selected from the left and the
time in hours and minutes from the right. If minutes are not selected, the system uses

the current minutes when the data is entered.

Patient | & O and E & M Components
August 2024
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w/
12/20 30231339{[@1 Type: @ Intake IV Intake Output
Value in Milliliters(ml)
) Select Date/Time X
December 2022 L \ OK
7 03 r v
Sun Mon Tue Wed Thu Fri  Sat - 04 | Cancel
1 2 314 05
4 5 6 7 8 9 10|49 06
11 12 13 14 15 16 17 | n 07
16 19 [20] 12 08
13 09
14 10
Today Now| | Midnight
Volume Total 0
Close

Figure 1-21: Enter Patient Input/Output Values Date Selection dialog

1.2.6.2 Selecting the Type

Once a type is selected, the subtypes that can be used display. Figure 1-22 shows the
Intake Type dialog with a preselected Intake Item initialized (parameter
BEHOGMY INTAKE DEFAULT ITEM). The user can select any or all of the
subtypes. Units are always in milliliters.

o) Enter Patient Input/Output Values X

12/19/202308:58 [t)| Type: @ Intake O Wintake O Output

Value in Milliliters(ml)

[] Irrigation | N

[¥] Oral | 0] [Comment |

[] Tube Feeding | 0

[] Other | 0

Volume Total: 0

l Save | | Cancel

Figure 1-22: Intake Type dialog

Patient | & O and E & M Components Patient Intake & Output
August 2024
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If a user enters a value that exceeds the maximum value limit (set at S000 ml as a
default), they receive a warning (Figure 1-23). This same warning limit appears for
entries for Intake, I'V intake, and Output.

Confirm

Your input exceeds the warning threshold of 5000,
Is this correct?

I

Figure 1-23: Input Exceeds Warning Threshold of 5000 warning message

This message warns a provider of an unusually high value and allows them to change
this if it has been entered in error or accept it if correct. Some providers (for example,
neonatologists) may want a much lower warning value.

After all the subtypes are selected, the data MUST be saved before the user can
move on to another type (for example, move from Intake to IV Intake or Output). If
the user does NOT save the data before continuing, the following warning message
(Figure 1-24) appears.

Confirm

o There is unsaved data which will be lost. Continue?

Yes Mo

Figure 1-24: Unsaved Data Alert warning message

Click No to save the data. Once the data is saved, it updates the totals seen in the
lower-left panel (Otherwise click Yes).

1.2.6.2.1 Intake
There are four types of Intake available:

e Irrigation

e Oral

e Tube Feeding
e Other

Patient | & O and E & M Components Patient Intake & Output
August 2024
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1.2.6.2.2

IV Intake

There are six types of IV Intake available (Figure 1-25):

Note: Due to limitations of this release and software from the
VA, intravenous fluids concentrations are listed in
Admixtures.

Admixture — An admixture preparation is defined if one of the following criteria
is met:

— Intravenous Solutions. IV fluids are administered to restore fluid to the
intravascular compartment used to facilitate the movement of fluid to maintain
cellular osmosis. The three main types of IV fluid are:

e Isotonic
e Hypotonic
e Hypertonic

Examples: 0.9% Normal Saline, Lactated Ringers, Dextrose 5%, 0.45%
Normal Saline.

— Preparation using an injection powder. Example: Reconstituting a Ceftriaxone
vial with normal saline.

— Preparation with 3 or more medication vials. Example: Preparation of a
Banana Bag.

— Syringe preparation used to dilute liquids or infusion liquids. Example:
Adding Promethazine to a normal saline infusion.

— Preparation of individual dosages requiring complex calculations. Example:
Acetylcysteine intravenous administration protocol.

Blood Products—A therapeutic substance that is derived from human blood that
includes whole blood and other blood components for transfusion, such as packed
red blood cells (PRBCs), fresh frozen plasma (FFP), cryoprecipitate, immune
globulins, platelets, etc.

Heparin/Saline Lock—A Heparin lock has a concentrated heparin solution and is
injected to prevent clotting within central lines. A saline lock is injected with a
saline flush to prevent clotting in intravenous cannulas when not in use.

Hyperal-Also known as Parenteral Nutrition, is a form of nutrition that is
delivered into a vein. Hyperalimentation does not use the digestive system. It may
be given to people who are unable to absorb nutrients through the intestinal tract
because of vomiting that will not stop, severe diarrhea, or intestinal disease.

Intralipids—Refers to an emulsion of fat for Parenteral Nutrition that provides
carbohydrates, vitamins, minerals, electrolytes, and fat. Most commonly used for
patients with a Percutaneous Endoscopic Gastrostomy (PEG) feeding tube or
critically ill patients with the need for supplement feeding.
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Piggyback—An Intravenous Piggyback (IVPB) can also be referred to as a
secondary IV therapy. It is a small bag of solution that is attached to a primary

infusion line.

12/19/2023 08:58 |r‘1 Type:
Value in Milliliters{ml)

[+] Admixture 0

] Blood
Products

[[] Heparin/Saline |
Lock

I Hyperal
[] Intralipids

[] Piggyback

Volume Totak

) Enter Patient Input/Output Values

) Intake

8 [V Intake

_) Output

)

Close

Figure 1-25: IV Intake Types dialog with Preselected IV Intake initialized (parameter

BEHOGMY IV DEFAULT ITEM)

An individual or site may reduce the number of IV Intakes (Figure 1-26) from the six
default entries above, for example if they never offer Intralipids or
Hyperalimentation. This can be done from the User Preferences, or a CAC can do
this in RPMS, XX, EP, BEHOGMY by selecting EXCLUDE IV TYPE. The
default is to not exclude any types, so they all display. The CAC can select items to

prevent their display, as below:

31847 |M8| Type ritaice . 1y

Value m M tersim

taice

.

Figure 1-26:

Reduced Number of IV Intakes
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1.2.6.2.3 Output
There are seven types of Output (Figure 1-27) available:

e Blood

e Drainage
e Emesis

e Feces

e N/G

e Urine

e Other

w) Enter Patient Input/Output Values X
1220072022 '3'39{[‘-‘;1. Type: Intake IV Intake & Output
Value in Milliliters(mil)

Blood
Drainage
] Emesis
| Feces
N/G
] Urine

Cther

Volume Total:

Close

Figure 1-27: Output Types dialog

Once all values have been stored, they are available in the Data and Review area
(Figure 1-28).

Patient Intake/Output o
Type CRI::\i;:F La.?;tz:;sw: 11/18/2023 10:00  11/17/2023 10:00 | 11/16/2023 10:00 | 11/16/2023 07:00  11/16/2023 01:00 11/15/2023 04:00 11/14,/2023 1400
Intake 1427 | 77 250 700 400
IV Intake 4052 I 55 237 10 1,050 700 1,500 500
Output 1420 150 670 250 325 25
Balance 4059 ' 55 314 110 1080 450 1175 875

Figure 1-28: 1&0 Component with new data

1.2.7  Editing or Marking an Entry in Error

Note: To edit an entry originally created by another person, you
must hold the BEHOZGMY EDIT security key.
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If a value is entered in error, it can be edited or deleted.

Note: No values are actually deleted. They are marked Entered
in Error (EIE) just as Vitals, Problems, and Allergies are
in the EHR.

Right-click the item to be corrected in the upper field (Figure 1-29), and then the user
can choose to Edit or Mark as EIE (Figure 1-30). A menu option will display all
entries to the user to select from if grouping is enabled and multiple entries exist for

the cell.
| Patient Intake/Crtput o w
Tyee ' ?:q:' "l‘;.::,,:' 023 100 VI/17/2023 1900 11162023 1000 11162023 0700 | 11/162023 0000 11/152023 0400  10/14/2023 100
I ne 1427 T 250 o0 &2
e 4042 “ 237 . A 1050 o0 1,500 50
1420 i 35 5
Balsrce 4049 oW T4 Ear ¥ ADMIEXTURE - 222mi M - OGS0 ny
Mark u EiE v MEPARIMN/SALINE LOCK - 15m / 17-Mow-2023 10:36 FLOOD WILLLAM
farirl i
Figure 1-29: Editing choices where grouping is enabled and multiple entries are summed in the cell
| Patient intake/Cusput o wea
Type :F"':" Last 20k | e 2003 1000 11/17/2023 1000 11162023 1000 11/162023 0700 11/162023 0000  11/15/2023 G400 11/14/2003 1400
Qe Totaks
Intake 1427 -
v it e 4082 44 8 1 (A5
et 1420 150 670 250 35
falerce 4059 k-] e 1m0 a0 430 mnn L} s
Grid Options: Mark 2 £
Groupeng On
Figure 1-30: Editing choices where grouping is enabled and a single entry displays in the cell
Note: To edit or mark EIE, the user must be in the
encounter/admission for that entry, otherwise the dialog
will present in read-only mode (Figure 1-31). Only one
entry item can be edited or marked EIE at a time.
o) Editing - IV Input (Read-only) >
Method: HEPARIM/SALINE LOCK
apture Date/Time: | 11/15/2023 2355 |
Figure 1-31: Editing dialog in read-only mode
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1.2.7.1 Editing an Entry

Users can change the time and the value for an entry (Figure 1-32). The type cannot
be edited. Changes must be saved before they are stored.

o) Editing - Output x
Method: BLOOD
Capture Date/Time: [12/19/2022 10:38 [1#1]

Volume mi[s) Comment

43

| Close |

Figure 1-32: Entry Edit dialog

1.2.7.2 Entered in Error

If the item is marked as Entered in Error (EIE), a warning message (Figure 1-33)
displays asking the user to confirm the action before it occurs. Once confirmed, the
value will not be displayed or included in the totals for the period being viewed.

Confirm

The selected record will be marked as Entered In Error.
Continue?

Yes No

Figure 1-33: Entered in Error warning message

1.3 &0 Reports Setup

This section describes the 1&O reports available.

1.3.1  Setting Up the OE/RR Report in RPMS

The OE/RR report is called the BEHO I&O SUMMARY. It must be added to the
parameter that holds OE/RR reports before it is visible in the EHR.

1.3.1.1  Adding the Report

1. To add the report to the appropriate parameter, navigate to the General
Parameter Tools menu (XX) (Figure 1-34), and select EP....Edit Parameter
Values.
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mmmr

Figure 1-34: General Parameter Tools Menu

2. At Select PARAMETER DEFINITION NAME: (Figure 1-35), select ORWRP
REPORT LIST....List of reports.

Figure 1-35: Select Parameter Definition Name

3. Atthe ORWRP REPORT LIST (Figure 1-36), select
4...System.....SYS...[DEMO.MEDSPHERE.COM] to set the parameter.

Note: This differs on each site’s system.

ORWRP REPORT LIST may be set for the following:

2 User USR [choose from NEW PERSON]

3 Division DIV [choose from INSTITUTION]

4 System SHS [DEMO .MEDSPHERE . COM]

6 Package PKG [ORDER ENTRY/RESULTS REPORTING]

Enter selection: 4 System DEMO .MEDSPHERE.COM []Select System

Figure 1-36: Setting ORWRP Report List

4. Add a new sequence number and enter the new report name, BEHO 1&O
SUMMARY (Figure 1-37).

Sequence: 110// 110
Report: BEHO I&0 SUMMARY//

Figure 1-37: New Sequence Number and Report
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1.3.1.2 Viewing the Report

From the EHR Reports menu, users can view many different time frames
(Figure 1-38). All of the I&O for the selected time frame will display in the format
shown below. This can be copied and pasted into an EHR note if desired.

IED Surmmany [Fiom Mow 13,2023 1o Dac 159 20273

STRUBLE, MOLLY 546 MAY 23,19TR(45 YRS) FEMALE
UNIT: MED/STRG RM/BED: ME-3

DIVISION: 2017 DEMO CLINIC

PATIENT INTAKE/OUIPOT SMEMARY
HOV 16, 2023807:29:82 - WOV 20, 2023@13:08:04

TIME |INTREE IV INTREE | CUTFUT

IBQ TUBE |IREIZ|OTHER|ADMIX|IVEE |LOCK |URIME|N/E |EMESI|DRAINIFECES |OTHER|
1171672023
07:421600 | IL00 11000 150 1509 1100 150 120 | |
10:431250 | | | 10 | 1 | 1125 125 |

1171742023
10:38| | | 232 |
10:42144 L1 |

i

1171852023
10:42) | | |55 | I | | |

DRILY TOTALS

1171672023 Incake: 9501 IV Intaks: 106081 Ourpat: -2X0ml Fluid balasnce: 11%0ml
11/17/2023 Intake: 7=l IV Intake: 23Tml OCutpat: fml Fluid balance: 31ldml
1171872033 Intake: dml IV Intake: 55ml Outpat: Oml Fluid balance: 55ml

TOTAL STMMREY
Intake: 1027l IV Intale: 1352m] Cusput: -EXiml Fluid Balance; 1550ml

FLOID BALRHCE

LAST 24 BOURS: Oml
LAST 12 BOURS: Omil
LAST & BOURS: Oml
Admd szion: 1555m]

Itemized Lisc including COMMENTS:

Date/Tims Type Amount Comment
11/18/2023 07142 Imtaks 100  OTHER:
Q7:42 Intake {quln] POz
07:42 IV Intake 1000 ADMIXTIURE:
23 0T7:42 IV Intake 30 PIGEYBACK:
11/16/2023 OT:42 OmEput 20 ORATHAEE :
11/16/2023 07:42 Omtput L] EMFETS:
11/16/2033 07143 Cutput 100 HAG:

1171652023 07142 Durput 500 TURINE:

10:43 Intaks 250 PO

10:43 IV Intake 14 HEERRTH/SALINE LOCH:

L0:43 Qutput 125 FECES:

10:43 Cutput 25 OTHER:

10:36 IV Incake 222  ADMIKTURE:
1171742023 10:36 IV Intake 15 HEERRTH/SALINE LOCH:

Figure 1-38: OERR Intake and Output Report

1.3.2  Health Summary Report

The Health Summary Report component for I&O is included in the Health
Summary Components (BHS), 1.0 patch 20. Users can add it to the Ad Hoc health
summary or make their own health summary with this component in it. This must be
done by the CAC at the site.
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1.3.2.1 Adding I&0 to the Ad Hoc Health Summary
1. Go to the GMTS MANAGER Menu (found within VAHS Menu).

2. On the GMTS Manager Menu within RPMS (Figure 1-39), select Number 4
(found within the VAHS Menu), Health Summary Maintenance Menu.

Health Summary Coordinator's Menu ...
Health Summary Enhanced Menu ...
Health Summary Menu ...

Health Summary Maintenance Menu ...

W N -

Figure 1-39: GMTS Manager Menu

3. On the Health Summary Maintenance Menu (Figure 1-40), select Number 3,
Edit Ad Hoc Health Summary Type.

Disable/Enable Health Summary Component

Create/Modify Health Summary Components

Edit Ad Hoc Health Summary Type

Rebuild Ad Hoc Health Summary Type

Resequence a Health Summary Type

Create/Modify Health Summary Type

Edit Health Summary Site Parameters

Health Summary Objects Menu ...

CPRS Reports Tab 'Health Summary Types List' Menu ...
0 CPRS Health Summary Display/Edit Site Defaults ...

= O o Jo U WN -

Figure 1-40: Health Summary Menu

Selecting Edit Ad Hoc Health Summary first displays the following warning
message (Figure 1-41):

ary Maintenance Menu <TEST ACCOUNT> Option: 3 Edit Ad Hoc Hea

> EDITING the 6 S ADHOC OPTION Health Summary Type

EUPP%EBi ; ONENTS WITHOUT DATA: no

Do you wish to review the Summary Type structure before continuing? N0~ |}

Figure 1-41: Edit Ad Hoc Health Summary Warning Message
The next entry allows users to select this component (Figure 1-42).

4. Enter 10.

Jo you wish to review the Summary Type structure before continuing? N0

Select COMPONENT: IO

Figure 1-42: Select the |0 Component

Patient | & O and E & M Components Patient Intake & Output
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If the component is already entered, the following message (Figure 1-43)
displays:

o€ LUMPONENT: 10 AND U U
I AND O is already a component of this summary.

Select one of the fol llill.-liﬂgl

Edit component parameters
D Delete component from summary

Select Action: |

Figure 1-43: 1&0 warning message

If this has not been previously entered, users must enter the Summary
(Sequence) Order number, Occurrence Limit, Time Limit, and Header Name
to add it to the Ad Hoc Health Summary. (Figure 1-44).

SUMMARY ORDER: 1135~ 1135
CCURRENCE LIMIT: S@.

TINE LIMIT: 7D
HEADER NAME: Intake and Out

Figure 1-44: Ad Hoc Summary

1.3.2.2 Viewing the Health Summary

Once the component has been added to the Ad Hoc Health Summary (Figure 1-45),
it should be selectable from the Health Summary Reports Menu in the EHR.

Note: This may display as AdHoc or as GMTS AdHoc,
depending on installation.

The default on this component is 50 occurrences or 7 days. However, users can
change this at will. Users cannot change the Start Date and Time or Finish Date
and Time for this health summary.
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&) Ad Hoc Health Summary x
Component Selection(s)

Dotsled lergies DAL Heada N

Eﬂ: p'[sE?sGs} [EDA] [Intake and Output J
Elder Care 1 [EL1] Occurence Limit: Time Limit:
Elecion iroscony [EM]

Enc-Excl'Walking [SEI]
Exams Latest [EXAM]
Exams Selected [EXMS)
Eye Care [EYE]

Family History [FH)] >
Flowsheet [FLO] 'Y
Handout Selected [PwS] <
Handout Tally [PWT] 3
Health Factor Select [SHF) «

Health Factors  [HF]
Hospital Staps  [INPT]
Imaging [IIMG)
Immunizations  [IMM]
Infant Data (INF)

Inpt Encounters [IN]

Inpt Vitals By Date [MEAD]
Inpt Vitals By Type [MEAI]
Insurance [INS

Intake And Output [I0

Iv Phaimacy [RxIV]

Lab Cum Selected [SCLU]

Lab Cum Selected 1 [SCL1]

Lab Cum Selected 2 [SCL2] v

 Lookup By:

Figure 1-45: Ad Hoc Health Summary dialog

The report will print and look very similar to the OE/RR report (Figure 1-46).
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1.3.3

Health Surmmany GMTS Adhoc Report
R, MOLLY S4a

FLUID BALRNCE

LAST 24 HOURS: Oml
LAST 12 HOURS: Oml
LAST & HOURS: Oml
Admiszion: 1559m1

Itemized List including COMMENTS:

Date/Time Type Amount
11/16/2023 07:42 Intake 100
11/16/2023 07:42 Intake €00
11/16/2023 07:42 IV Intake 1000
11/16/2023 07:42 IV Intake 50
11/16/2023 07:42 Qutput 20
11/16/2023 07:42 Qutput 50
11/16/2023 07:42 Output 100
11/16/2023 07:42 Qutput 500
11/16/2023 10:43 Intake 250
11/16/2023 10:43 IV Intake 10
11/16/2023 10:43 Output 125
11/16/2023 10:43 OQutput 25
11/17/2023 10:36 IV Intake 222
11/17/2023 10:36 IV Intake 13
11/17/2023 10:42 Intake 22
11/17/2023 10:42 Intake 44
11/17/2023 10:42 Intake 11
1171872023 10:42 IV Intake 53

| IV INTAKE
ITUBE |IRRIG|OTHER|ADMIX|IVEE |LOCH |URINE|N/G

LOCATION
TIME | INTREE
| BO
11/16/2023
07:42 1600 | [ 1100 11000
10:43 1250 | | |
1171772023
10:36 | | | | 1222
10:42 |44 111 122 | I
11/18/2023
10:42 | | [ | I
DAILY TOTALS
1171672023 Invake: 950ml IV Intake:
11/17/2023 Intake: Timl IV Intake:
11/18/2023 Intake: Oml IV Intake:
TOTAL SUMMARY
Intake: 102Tml IV Intake:

PATIENT INTRKE/OUTFUT SUMMARY
: MED/SURG
MOV 16, 2023807:29:52 - WOV 20, 2023@13:05:04

| OUTEUT

|50 I 1500 1100 150 120 | I [
| |10 I | | | 1125 125 |
| |15 I | | | | | |
| | | | | [ | I [
|55 | | | | [ | I I
1060ml Qutput: -820ml Fluid balance: 1190ml
237Tml Outpuc: Oml Fluid balance: 314ml
55ml Qutput: Oml Fluid balance: 55ml
1352ml OQutput: -820ml Fluid Balance: 1559ml

Comment

OTHER:

PO:

ADMIXTURE:
PIGGYBACK:

DRATNLGE:

EMESIS:

N/G:

URINE:

PO:

HEPARIN/SALINE LOCK:
FECES:

OTHER:

ADMIXTURE:
HEPARIN/SALINE LOCK:
IRRIGATION:

PO: formula

TUBE FEEDING:
PIGGYBACK:

DOB: 05/23/1978

|EMEST | DRAIN | FECES | OTHER |

Figure 1-46: Health Summary report

TIU Objects

Several new TIU Objects have been included in TIU 1.0, patch 1029 for Intake &

Output.
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1.3.3.1 1&0-8HRS

This provides a detailed record of all recorded inputs and outputs for the 8-hour
period (Figure 1-47) immediately preceding the insertion of the object into the note.

IS0 B hours
Intake
PO: 400ml
OTHER: S0ml
IV Incake
ADMIXTURE : 500ml
HYPERAL: 250ml
PIGGYEACK : Toml
Total Intake: 450ml
Total IV Intake: 2Z25ml
Tocal Cutput: Oml
Total Fluid Balance: 1275ml

Figure 1-47: TIU Object I&0-8HRS

1.3.3.2 1&0-12HRS

This provides a detailed record of all recorded inputs and outputs for the 12-hour
period (Figure 1-48) immediately preceding the insertion of the object into the note.

Iz0 12 hours
Intake
PO: 400ml
OTHER: S0ml
IV Intake
ADMIXTURE : 500ml
HYPERAL: 250ml
PIGGYBACK: Toml
Total Intake: 450ml
Total IV Intake: 8Z25ml
Total OCutput: Oml
Total Fluid Balance: 1275ml

Figure 1-48: TIU Object I&O-12HRS

1.3.3.3 1&0-24HRS

This provides a detailed record of all recorded inputs and outputs for the 24-hour
period (Figure 1-49) immediately preceding the insertion of the object into the note.
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1.3.34

1.3.3.5

I&0 24 hours

Intake
BO:

CTHER:

IV Intake
ADMIXTURE:
HYPERAL:
PIGCYBACKE

Cutput
URINE:

Total Intake:

Total Cutput:

Total IV Intake:

Total Fluid Balance:

500ml
50ml

1500ml
250ml
75ml

500ml
550ml
1825ml
=-500ml1
1875ml

Figure 1-49: TIU Object 1&0-24HRS

1&0 ADM FLUID BALANCE

This object displays the total fluid balance (Figure 1-50) from the beginning of the

current admission.

Admiszsion Fluid Balance

Admission Fluid Balance: 45Z0ml

Figure 1-50: TIU Object I&O ADM Fluid Balance

1&0 FLUID BALANCE

This object displays the total fluid balance from the beginning of the current
admission, along with the fluid balance for the 8-, 12-, and 24-hours prior to the

insertion of the object into the note (Figure 1-51).
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I&0 Fluid Balance

Last 24 Hours: 1875ml
La=t 12 Hours: 1275ml
Last B8 Hours: 1275ml
Admission: 45Z0ml

Admission Fluid Balance: 45Z20ml

Figure 1-51: TIU Object I&O Fluid Balance

1.3.3.6 1&0 TOTALS 8HRS

This object displays the Total Intake, IV Intake, and Output for the 8 hours
preceding insertion of the object into the note (Figure 1-52). To display details for
each section, use the I&O-8HRS object.

I&0 Totals 8 hours

Toctal Intake: 450ml
Total IV Intake: 8Z5ml
Total Cutput: Oml

Total Fluid Balance: 1275ml

Figure 1-52: TIU Object I&0O Totals 8HRS

1.3.3.7 1&0 TOTALS 12HRS

This object displays the Total Intake, IV Intake, and Output for the 12 hours
preceding insertion of the object into the note (Figure 1-53). To display details for
each section, use the I&O-12HRS object.

I&0 Teotals 12 hours

Total Intake: 450ml
Tocal IV Intake: 8Z25ml
Total Output: Oml

Total Fluid Balance: 1275ml

Figure 1-53: TIU Object I&0O Totals 12HRS
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1.3.3.8

1&0 TOTALS 24HRS

This object displays the Total Intake, IV Intake, and Output for the 24 hours
preceding insertion of the object into the note (Figure 1-54). To display details for
each section, use the I&O0-24HRS object.

20 Totals 24 hours

Total Intake: 550ml
Total IV Intake: 1825ml
Total Cutput: =500ml
Total Fluid Balance: 1B875ml

Figure 1-54: TIU Object I&0O Totals 24HRS

Objects must be added to a shared template by a site CAC so users can insert them
into their notes.

All of these objects use the same logic and only differ in the time frame that they use
to look up the data, and the level of detail included. Each object displays the entry
with the object name.

In the example below (Figure 1-55), the first figure is the I&O TOTALS 8HRS
showing the totals for the 8-hour period ending when this template was inserted into
the note. To view more details, the user would use the I&O 8HRS object instead.

Visit: 12/19/23 GEMERAL CLINIC, PEDIATRIC, PROVIDER DEMO MN [Dec 19.23@11:21)

LOCAL TITLE: GEMERAL CLINIC
DRTE OF NOIE: DEC 15, 2023@11:21 ENTIRY DATE: DEC 19, 2023@11:22:10
AUTHOR: DEMO, PROVIDER MM EXP COSIGHER:
URGENCY : STATUS: UNSIGHED

Total Intake: 210ml
Total IV Intake: 302ml
Total Qutput: Oml
Total Fluid Balance: 512ml

Figure 1-55: 1&0 Totals for 8-Hour Period

The next figure shows the I&O 8HRS with details for each entry (Figure 1-56). The
time period is the same, but more detail displays.
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I&0 8 hours
Intake
IRRIGATICON:
PO:
TUBE FEEDING:
IV Intake
ADMIXTIURE:
BLOOD/BLOOD FRODUCTS :
HEPARIN/SALINE LOCK:
Total Intake:
Total IV Intake:
Total Cutput:
Tocal Fluid EBalance:

6eml
77ml

o]

'u.'I:L.I

250ml
50ml
Zml
210ml
30Zml
Oml
5lZml

Visit: 12/19/23 GENERAL CLINIC, PEDIATRIC, PROVIDER DEMO MN [Dec 19.23@11:21)

Figure 1-56: 1&0 8HRS with Details for Each Entry

These objects pull data from the moment they are added to the note and look back 8-,
12-, or 24-hours from that time. If a different Start or End Time is needed (for
example, for a late entry), users must use the IO Report from the Reports menu and

insert this into their documentation.

The Admission Fluid Balance shows the total since admission (Figure 1-57), and the
I&O Fluid Balance shows this along with the 8-, 12-, and 24-hour totals. All of

these can be copied and pasted into a note.

Admission Fluid Balance

Admission Fluid Balance:

4520ml

Figure 1-57: Admission Fluid Balance totals display
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2.0 Evaluation and Management (E&M) Component

The Evaluation and Management (E&M) component (Figure 2-1 and Figure 2-2)
allows users to select the type and level of service provided at the patient visit. This
adds the selected information to the Visit Services component and Historical
Services component.

Note: Run the mouse pointer over the Info icon () to the right
of the component name (Figure 2-1). The system displays
the following mouse-over text:

Some CPT Codes require the user to enter total time. A
dialog displays to the user when a CPT CODE row is
selected that requires additional information. Enter the
total time for the services rendered.

T e o oo Saracen

o e T . [
T HOMERES VSTESTSFMOM20 15 MNUTES PROBLEM FOCUSED STRAGHTFORVIARD Estabinstnt
HOMEAES VST ESTLOWMOM 30 25 MNUTES DXPANDED PRODLEM FOCUSID LOWLEVEL [ atatiarad
340 HOMEWES VBT EST MODMOM 40 &0 MINUTES DETALED MODERATE LEVEL Extabiated

M HOMERES ™ 7S MNUTES COMPREMENST, PIGH LEVEL Yow

Figure 2-1: Evaluation and Management Default Display (Stop Code defined for Type of Service Home or
Residence Services and Level of Service Home Visit)

0 "ws-m“ cr Outpatient G;ﬁﬁ,ﬂﬂ"é‘;:"&‘fiﬁ Consultations Encn;esrf?;‘".z::rw Mursing Facility Sendces Heoeme or Rasidence Senices
OFFICE VISIT cPT Description Time: History And Examination Medical Decsion Making Age New PT or Established PT
PRE VEST‘ETF:ffC*égC'C'NE 99211  OFFIOP EST MAY X REQ PHY/QHP <10MINUTES  NOT REQUIRED PHY/GHP BRIEF Established
8E HAVlGF:.:\L HEALTH 99212 OFFICE O/P EST SF 10 MIN 10-19 MINUTES MEDICALLY APPROPRIATE STRAIGHTFORWARD Established
CARE MANAGEMENT 99213 OFFICE O/F EST LOW 20 MIN 20-20 MINUTES  MEDICALLY APPROPRIATE LOW LEVEL Established
CARE MANAGEMENT E&M 99214  OFFICE O/P EST MOD 30 MIN 30-39 MINUTES MEDICALLY APPROPRIATE MODERATE LEVEL Established
SERVICES 99215  OFFICE O/P EST HI 40 MIN 40-54 MINUTES MEDICALLY APPROPRIATE HIGH LEVEL Established
CARE Pé?; _f?gEESRS!G“" 99202 OFFICE O/P NEW SF 15 MIN 15-20 MINUTES  MEDICALLY APPROPRIATE  STRAIGHTFORWARD Hew
e 99203 OFFICE O/F NEW LOW 30 MIN 30-44 MINUTES MEDICALLY APPROPRIATE LOW LEVEL New
PLANNING EVALUATION 99204  OFFICE O/F NEW MOD 45 MIN 45-50 MINUTES MEDICALLY APPROPRIATE MODERATE LEVEL New
AND gg;‘\ﬁgggENT 99205  OFFICE O/P NEW HI 60 MIN 60-74 MINUTES  MEDICALLY APPROPRIATE HIGH LEVEL New

Figure 2-2: Evaluation and Management User Selected Type of Service

2.1 Type of Service

In the E&M component (Current Procedural Terminology (CPT) codes 99202-
99499), there are many types of service. The American Medical Association (AMA)
classifies them as coding categories. EHR utilizes these types of services as groupings
under which providers can select the appropriate level of service of care given to their
patient at the time of encounter/visit.

These types of services display as tabs (Figure 2-3) across the top of the E&M
component. RPMS can be configured to default a type of service and a level service
by stop code (Clinic Stop).
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e Office or Other Outpatient Services

e Hospital Inpatient and Observation Care Services
e Consultations

e Emergency Department Services

e Nursing Facility Services

e Home or Residence Services

B o oephal Inpetient aad. Consultations Eserpency Cepmimant Nursing Faciity Serices Home or Residence Services

Figure 2-3: Type of Service tabs

You must have a visit selected to select from the Type of Service and Level of
Service panels.

2.2 Level of Service

The Level of Service for each type of service displays in the Level of Service menu
(Figure 2-4).

OFFICEVISIT

PREVENTIVE MEDICINE
SERVICES
BEHAVIORAL HEALTH
CARE MANAGEMENT
CARE MANAGEMENT E&M
SERVICES

CARE PLAN OVERSIGHT
SERVICES

ADVANCE CARE
PLANNING EVALUATION
AND MANAGEMENT
SERVICES

Figure 2-4: Sample Level of Service Menu for Office or other Outpatient Services

Once a Level of Service is either defaulted or selected by the user, a CPT Date Grid
(Figure 2-5) displays to the right.
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[ of service Level of Service 1]
Office or Other Cutpatient Services OFFICEVISIT

CASE MANAGEMENT SERVICES

CAREPLAN OVERSIGHT SERVICES

PREVENTIVE MEDICINE SERVICES
|NON-FACE-TO-FACEERMSERVICES

|seEciaL ERMsERVICES

|REMOTE PHYSIOLOGIC MONITORING SERVICES

[BEHAVIORAL HEALTH CARE MANAGEMENT

PSYCHIATRIC COLLABOR ATIVE CARE MANAGEMENT SERVICES
TRANSITIONAL CARE EVALUATION ANDMANAGEMENT SERVICES
ADVANCECARE PLANNING EVALUATION AND MANAGENENTSERVICES
OTHER EVALUATION AN D MANAGEMENT SERVICES
PROLONGED SERVICES

CONSULTATIONS OFFICECONSULTATION

|INPATIENTCONSULTATION

| ON-FACE-TO-FACE E&MSERVICES

SPECIAL ESMSERVICES

Hospital Inpatient and Obsenvation Care Services INTIAL HOSPITAL INPATIEN TSERVICES
|SUBSEQUENT HOSP ITAL IN PATIENT SERVICES

HOSP ITAL IN PATIENT SERVICES

PROLONGED SERVICES

|NEWBORN CARESERVICES

DELIVERY/BIRTHING ROOM SERVICES

PEDIATRIC & NEONATAL CRITICALCARESVCS

Emergency De partment Services |EMERGENCY DEPT VISIT

CRITICAL CARE SERVICES

PROLONGED SERVICES

Nursing Fadlity Services INTIALNURSING FACILITY CARE

SUBSEQUENTNURSING FACILITY CARE

|NURSING FACILITY DISCHARGE

CAREPLAN OVERSIGHT SERVICES

PROLONGED SERVICES

Home or Residence Services HOME VISIT

CAREPLAN OVERSIGHT SERVICES

PROLONGED SERVICES

Figure 2-5: List of Level of Service by Type of Service

Figure 2-6 displays CPT Code rows that contain additional information to aid in the
selection of the correct visit service. The table contains the information from the CPT
Code file in RPMS including:

e CPT

e Short Description

e Time

e History and Examination

e Medical Decision Making

o Age

e New PT or Establish PT (Patient type)
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OFFICE VISIT cPr Description Time History And Exait Medical Decision Making Age New PT or Established PT
PREVENTIVE MEDICINE 99211  OFF/OP EST MAY XREQ PHY/QHP <10 MINUTES  NOT REQUIRED PHY/QHP BRIEF Established
e 99212 OFFICE OP EST SF 10 MIN 10-19 MINUTES MEDICALLY APPROPRIATE  STRAIGHTFORWARD Established
CARE MANAGEMENT 99213 OFFICE O/P EST LOW 20 MIN 20-29 MINUTES MEDICALLY APPROPRIATE LOW LEVEL Established
CARE MANAGEMENT E&M 99214  OFFICE O/P EST MOD 30 MIN 30-39 MINUTES MEDICALLY APPROPRIATE  MODERATE LEVEL Established
SERVICES 99215  OFFICE O/P EST HI 40 MIN 40-54 MINUTES MEDICALLY APPROPRIATE HIGH LEVEL Established
CARE wgg‘s'e“‘ 99202  OFFICE O/P NEW SF 15 MIN 15-20 MINUTES MEDICALLY APPROPRIATE  STRAIGHTFORWARD New
e e e 99203  OFFICE O/P NEW LOW 30 MIN 30-44 MINUTES  MEDICALLY APPROPRIATE LOW LEVEL New
PLANNING EVALUATION 99204 OFFICEO/P NEWMOD45MIN 4559 MINUTES MEDICALLY APPROPRIATE  MODERATE LEVEL New
AND '-'ﬂRN{:G E;'ENT 99205  OFFICE O/F NEW HI 60 MIN 60-74 MINUTES MEDICALLY APPROPRIATE HIGH LEVEL New

Figure 2-6: Level of Service CPT Data Grid Table

Making selections in this table adds visit data to the Visit Services component. Any
row in the grid contains the View CPT Long Name option on the right-click menu

(Figure 2-7).
cPI Description Time History And Examinabion

99347 HOME/RES VST EST SF MDM 20 15 MINUTES PROELEM FCCUSED
99346 HOME/RES VSTESTLOWMDM 30 25MINUTES EXPANDED PROBLEM FOCUSED
98349 HOME/RES VST EST MOD MDOM 40 40 MINUTES DETAILED

v §H8350 HOME/RES VST EST HIGH MDM 6D G0 MINUST™ SmAsmesLmsemne=
99347 BOME/RES VST NEW SFMOM 15 20 MINuL View Lang CPT Name J
99342 HOME/RES VST NEW LOW/ MOM 20 30 MINUTES EXPANDED PROBLEM FOCUSED
99244 HOME/RES VST NEW MOD MDM 60 80 MINUTES CCMPREHENSIVE
99345 HOME/RES VST NEwW HIGH MDM 75 75 MINUTES COMPREHENSIVE

Figure 2-7: Right-Click menu option

Select this option to display the CPT Long Name in a pop-up (Figure 2-8).

CFT Long Name u

99350 Home Or Residence Vit For The Evaluaton And Management OF An
Established Patient, Which Requires A Medically Apprepnate History And/Or
Examination And High Level Of Medical Decision Making. When Uzing Total Time On
Tha Date Of The Encounter Far Code Selaction, 60 Minutes Must Be Me: Or

Txcesacad
l OK

Figure 2-8: CPT Long Name display

When the text of this display is highlighted, the user can right-click it to view a pop-
up menu enabling the user to copy and paste the text.

Click OK to dismiss the display.
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2.3 Customizing the Evaluation and Management Display

The new module allows users to customize the E&M grid to improve usability. All
changes will persist for a user but will not affect other users and can be removed later
if desired without loss of data.

2.3.1 Columns

When the component is released, there are seven columns initially displayed in the
E&M. Some users may need to see all seven, but others may determine that not all
columns are needed for their use. Columns can be hidden if desired, but the data is
NOT removed, and this will not affect any other users. The CPT Code cannot be
hidden from any user view, as it is a required column to display.

e To hide a column, right-click any column header.

Note: Be aware that left-clicking a column sorts it. Right-click
displays the list of all the columns that can be hidden.

Note: CPT Code does not appear on this list and cannot be
hidden.

e All columns that are selected (with check marks) will display (Figure 2-9). If a
user does not want to see a particular column, such as Description or History And
Examination, they can clear that check box and the column will no longer display
in their personal EHR. This setting will persist for future logins for that provider.
Any of these check boxes can be cleared.

r Cutpabent Hosgeal npabert and
e Dbemrvaticn Carm Sernces

Age Pl Descrpbon =
99281  EMROPT VST MAYXREQRY UM Colmn Preterences
90202 EMERGENCY DEPT VISIT SH £l Decrption
Q783  EMERGENCY DEFT VISIT LC £ Time .
99284 EMERGENCY DEPT VISIT M¢ HORY NG SH—O

90285 EMEROENCYDEPTWISITHI| B4 Medial Decision Maung
99288  DIRECT ADVANCED LIFE SU s
m New PT or Established PT
| ResetDefault | o

B A e e -y e A LA e R

Figure 2-9: Columns Selected (with check marks) example

Note: To restore the original seven columns, simply click Reset
Default.
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Hiding some columns may improve the display for the user, as in Figure 2-10.

P and M: 2 O
Type of Senice: | Home or Residence Services
HOME VISIT CPT Description Time Age New PT or Established PT
CARE PLAN OVERSIGHT 99358 PROLONG SERVICE W/O CONTACT 60 MINUTES Both
SERVICES v 99350 PROLONG SERVWI/O CONTACT ADD +30 MINUTES Both
PROLONGED SERVICES 99360  PHYSICIAN STANDBY SERVICES 30 MINUTES Both
Figure 2-10: E&M display with less columns
2.3.2 Sorting
Each column can be sorted in multiple ways (Figure 2-11).
CPT Descripbon Time Age New PT or Established PT

Figure 2-11: Default Sort for E&M Component

e Left-clicking sorts by ascending

in the CPT column.

Left-clicking again sorts by descending.

Left-clicking a third time removes all sorting on the select column.

2.3.3 Rearranging Columns
Columns can be rearranged for a particular user (Figure 2-12). A user may want to
move Medical Decision Making information to the far right, and display Age on the
left. To do this, simply grab the column by left-clicking, and drag it to the desired
location. Again, this does not affect any other users’ displays.
Age cPT Description Time New PT or Established PT Mediical Decision Making
99347 HOME/RES VST EST SF MDM 20 15 MINUTES Established STRAIGHTFORWARD
99348 HOME/RES VST ESTLOWMDM 30 25 MINUTES Established LOW LEVEL
99349 HOME/RES VST ESTMODMDM 40 40 MINUTES Established MODERATE LEVEL
v 99350 HOME/RES VST EST HIGH MDM 60 60 MINUTES Established MODERATE TO HIGH LEVEL
99341 HOME/RES VST NEW SF MDM 15 20 MINUTES New STRAIGHTFORWARD
99342 HOME/RES VST NEW LOW MDM 30 30 MINUTES New LOW LEVEL
99344 HOME/RES VST NEW MOD MDM 60 60 MINUTES New MODERATE LEVEL
99345 HOME/RES VST NEW HIGH MDM 75 75 MINUTES New HIGH LEVEL
Figure 2-12: Columns Rearranged example
2.4 Adding Service Information to Visit Services

Make sure a patient and a visit are selected.
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2.4.1 Adding Simple CPT Codes

The following information describes how to add E&M service information to the
Visit Services component:

e EHR will default a type of service depending on the encounter/visit location. You
can change the default by selecting another the Type of Service tabs
(Figure 2-13) or drop-down list.

Office or Other Outpatient Hospital Ingatient and Corading Emergency Department
St Consultations i

&:m-a:,onné:ve Services Nursing Faclity Senices Home cr Residence Services

Figure 2-13: Type of Service displayed as tabs

The system displays Type of Service as a drop-down list (Figure 2-14) if the
component is displayed in EHR in a small area.

Evahaion an Maragenent

Typeof Sence:  Home or Residence Senvoss

Figure 2-14: Type of Service displayed as a drop-down list

The corresponding levels of service display in the left-hand menu (Figure 2-15)
set by categories depending on the Type of Service selected.

OFFICE VISIT

PREVENTIVE MEDICINE
SERVICES

BEHAVIORAL HEALTH
CARE MANAGEMENT

CARE MANAGEMENT E&M
SERVICES

CARE PLAN OVERSIGHT
SERVICES

ADVANCE CARE
PLANNING EVALUATION
AND MANAGEMENT
SERVICES

Figure 2-15: Level of Service Menu Options

1. Select the row for the level of service (Figure 2-16) you want. In most cases you
will only be able to select one item, but some types of service can have more than
one item selected.
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Office or Other Outpatient Hosptal Inpatient and Emergency Department
S«er‘.«cesJ Observation Care Services Consultations races
HOME VISIT CPT Descighon Tiws Fistoy Ao Exisssidion Medical Decision Making Age New PT or Established PT
CARE Psﬁ‘VOgEE;*SIGH? 99347 HOME/RESVSTESTSFMDM20 15 MINUTES PROBLEM FOCUSED STRAIGHTFORWARD Established
- 90348  HOME/RES VST ESTLOWMDM 30 25 MINUTES EXPANDED PROBLEM FOCUSED LOW LEVEL Established
PROLONGED SERVICES 99349 HOME/RES VST ESTMODMDM 40 40 MINUTES DETAILED MODERATE LEVEL Established
+ 99350 HOME/RES VST EST HIGHMDM60 60 MINUTES COMPREHENSIVE MODERATE TO HIGH LEVEL Established
99341 HOME/RES VST NEW SFMOM 15 20 MINUTES PROBLEM FOCUSED STRAIGHTFORWARD New
99342 HOME/RES VST NEW LOW MDM 30 30 MINUTES EXPANDED PROBLEM FOCUSED LOW LEVEL New
99344  HOME/RES VST NEW MOD MDM 60 60 MINUTES COMPREHENSIVE MODERATE LEVEL New
99345  HOME/RES VST NEW HIGH MDM 75 75 MINUTES COMPREHENSIVE HIGH LEVEL New

Figure 2-16: Select the Row for the Level of Service

2. For Office Visit, Home Visit, and Preventive Medicine types of service, the
system will sort to the top New PT or Established PT based on patient type in
RPMS.

3. After completing this process, the information is added to the Visit Services

component (Figure 2-17), as well as to the Historical Services component
(Figure 2-18).

| 2 i . S

? Visit Services 1’}’ oo
Code | Manative Qty | Diagnosis | Prim | Modifier 1 | Modifier 2 | Provider Code Name Visit Date
33350 agrr\wneéaesVerstHugh 1 v Ay ngl:;eé’aes Vst Est High 0170372024

Figure 2-17: CPT Code added to Visit Services component

% Historical Services [,

w 40d to Lument

| Visit Date CPT Code | Descrption Facilty Oty | Disgnosis Prim | Modifier 1 Modifier 2
| 01/03/2024 99350 HOME/RES VST EST HIGH MDM €0 2017 Demo Cliric Tehtb 1 Y
| 09/09/2022 99285 EMERGENCY DEPT VISIT HI MDM 2017 Demo Cliric Teleb 1 5
| 09/09/2022 99291  CRITICAL CARE FIRST HOUR 2017 Demo Clirec Tehib 1 N

Figure 2-18: CPT Code added to Historical Service component

If you clear the selection in the Level of Service data grid table, this removes the
information from the Visit Services and Historical Services components.

2.4.2 Adding CPT Codes Needing Additional Information

If a user selects a CPT Code that requires to know how much time was spent with the
patient, the system will prompt the user if that code is selected (Figure 2-19,

Figure 2-20, Figure 2-21, and Figure 2-22). You can tell if that code requires
information by the time field. For example, Time-+30 Minutes meaning every thirty
min, +20 Minutes every 20 minutes.

Patient | & O and E & M Components Evaluation and Management (E&M) Component
August 2024

41




Electronic Health Record (EHR) Version 1.1, Patch 37

Evaluation and M

Type of Service: = Home or Residence Services

HOME VISIT CPT Description Time Age New PT or Established PT

CARE PLA: OVERSIGHT 99358 PROLONG SERVICE W/O CONTACT 60 MINUTES Both
SERVICES! v 99359 PROLONG SERVWI/O CONTACT ADD +30 MINUTES Both
EOIONE D 99360  PHYSICIAN STANDBY SERVICES 30 MINUTES Both

Figure 2-19: CPT Code selected needing Total Time dialog

CPT Code Total Time Entry

Please enter tota time for service

CPT: 99359
PROLONG SERV W/O CONTACT ADD

Patient Care: Both

30

Cancel

Figure 2-20: Total Time Entry dialog defaulted to CPT Code base time

CPT Code Total Time Entry

Please enter total time for service

CPT: 99359
PROLONG SERV W/O CONTACT ADD

Patient Care: Both

16q

-~ L’
|
“

Figure 2-21: Entering Total Time dialog

@ Visit Services i) [ 2 | DR e
|| Code Marative Qty | Diagnosis Prim | Modifier 1 | Modifier 2 | Provider Code Mame Wisit Date
s |ameturNtonet v FAY 160,30 01/03/2024

Figure 2-22: CPT Code and Total Quantity Added to Visit Services component

Patient | & O and E & M Components Evaluation and Management (E&M) Component
August 2024

42



Electronic Health Record (EHR) Version 1.1, Patch 37

Appendix A Rules of Behavior

A.1

The Resource and Patient Management (RPMS) system is a United States
Department of Health and Human Services (HHS), Indian Health Service (IHS)
information system that is FOR OFFICIAL USE ONLY. The RPMS system is
subject to monitoring; therefore, no expectation of privacy shall be assumed.
Individuals found performing unauthorized activities are subject to disciplinary action
including criminal prosecution.

All users (Contractors and IHS Employees) of RPMS will be provided with a copy of
the Rules of Behavior (ROB) and must acknowledge that they have received and read
them prior to being granted access to an RPMS system, in accordance IHS policy.

e For a listing of general ROB for all users, see the most recent edition of /HS
General User Security Handbook (SOP 06-11a).

e For a listing of system administrators/managers rules, see the most recent edition
of the IHS Technical and Managerial Handbook (SOP 06-11b).

Both documents are available at this IHS website:
https://home.ihs.gov/security/index.cfmhttp://security.ihs.gov/.

Note: Users must be logged on to the IHS D1 Intranet to access
these documents.

The ROB listed in the following sections are specific to RPMS.

All RPMS Users

In addition to these rules, each application may include additional ROBs that may be
defined within the documentation of that application (e.g., Dental, Pharmacy).
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A1.1

A1.2

Access
RPMS users shall:

Only use data for which you have been granted authorization.

Only give information to personnel who have access authority and have a need to
know.

Always verify a caller’s identification and job purpose with your supervisor or the
entity provided as employer before providing any type of information system
access, sensitive information, or nonpublic agency information.

Be aware that personal use of information resources is authorized on a limited
basis within the provisions Indian Health Manual Part 8, “Information Resources
Management,” Chapter 6, “Limited Personal Use of Information Technology
Resources.”

RPMS users shall not:

Retrieve information for someone who does not have authority to access the
information.

Access, research, or change any user account, file, directory, table, or record not
required to perform their official duties.

Store sensitive files on a PC hard drive, or portable devices or media, if access to
the PC or files cannot be physically or technically limited.

Exceed their authorized access limits in RPMS by changing information or
searching databases beyond the responsibilities of their jobs or by divulging
information to anyone not authorized to know that information.

Information Accessibility

RPMS shall restrict access to information based on the type and identity of the user.
However, regardless of the type of user, access shall be restricted to the minimum
level necessary to perform the job.

RPMS users shall:

Access only those documents they created and those other documents to which
they have a valid need-to-know and to which they have specifically granted
access through an RPMS application based on their menus (job roles), keys, and
FileMan access codes. Some users may be afforded additional privileges based on
the functions they perform, such as system administrator or application
administrator.

Acquire a written preauthorization in accordance with IHS policies and
procedures prior to interconnection to or transferring data from RPMS.
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A.1.3  Accountability

RPMS users shall:

e Behave in an ethical, technically proficient, informed, and trustworthy manner.

e Log out of the system whenever they leave the vicinity of their personal
computers (PCs).

e Be alert to threats and vulnerabilities in the security of the system.

e Report all security incidents to their local Information System Security Officer
(ISSO).

¢ Differentiate tasks and functions to ensure that no one person has sole access to or
control over important resources.

e Protect all sensitive data entrusted to them as part of their government
employment.

e Abide by all Department and Agency policies and procedures and guidelines
related to ethics, conduct, behavior, and information technology (IT) information
processes.

A.1.4  Confidentiality

RPMS users shall:

e Be aware of the sensitivity of electronic and hard copy information and protect it
accordingly.

e Store hard copy reports/storage media containing confidential information in a
locked room or cabinet.

e FErase sensitive data on storage media prior to reusing or disposing of the media.

e Protect all RPMS terminals from public viewing at all times.

e Abide by all Health Insurance Portability and Accountability Act (HIPAA)
regulations to ensure patient confidentiality.

RPMS users shall not:

e Allow confidential information to remain on the PC screen when someone who is
not authorized to that data is in the vicinity.

e Store sensitive files on a portable device or media without encrypting.

A.1.5 Integrity

RPMS users shall:

e Protect their systems against viruses and similar malicious programs.

e Observe all software license agreements.
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Follow industry standard procedures for maintaining and managing RPMS
hardware, operating system software, application software, and/or database
software and database tables.

Comply with all copyright regulations and license agreements associated with
RPMS software.

RPMS users shall not:

Violate federal copyright laws.
Install or use unauthorized software within the system libraries or folders.

Use freeware, shareware, or public domain software on/with the system without
their manager’s written permission and without scanning it for viruses first.

A.1.6  System Logon
RPMS users shall:

Have a unique User Identification/Account name and password.

Be granted access based on authenticating the account name and password
entered.

Be locked out of an account after five successive failed login attempts within a
specified time period (e.g., one hour).

A.1.7 Passwords
RPMS users shall:

Change passwords a minimum of every 90 days.
Create passwords with a minimum of eight characters.

If the system allows, use a combination of alpha-numeric characters for
passwords, with at least one uppercase letter, one lower case letter, and one
number. It is recommended, if possible, that a special character also be used in the
password.

Change vendor-supplied passwords immediately.

Protect passwords by committing them to memory or store them in a safe place
(do not store passwords in login scripts or batch files).

Change passwords immediately if password has been seen, guessed, or otherwise
compromised, and report the compromise or suspected compromise to their ISSO.

Keep user identifications (IDs) and passwords confidential.

RPMS users shall not:

Use common words found in any dictionary as a password.

Patient | & O and E & M Components Rules of Behavior

August 2024

46



Electronic Health Record (EHR) Version 1.1, Patch 37

e Use obvious readable passwords or passwords that incorporate personal data
elements (e.g., user’s name, date of birth, address, telephone number, or social
security number; names of children or spouses; favorite band, sports team, or
automobile; or other personal attributes).

e Share passwords/IDs with anyone or accept the use of another’s password/ID,
even if offered.

e Reuse passwords. A new password must contain no more than five characters per
eight characters from the previous password.

e Post passwords.

e Keep a password list in an obvious place, such as under keyboards, in desk
drawers, or in any other location where it might be disclosed.

e (Give a password out over the phone.

A.1.8 Backups

RPMS users shall:

e Plan for contingencies such as physical disasters, loss of processing, and
disclosure of information by preparing alternate work strategies and system
recovery mechanisms.

e Make backups of systems and files on a regular, defined basis.

e Ifpossible, store backups away from the system in a secure environment.

A.1.9 Reporting

RPMS users shall:

e Contact and inform their ISSO that they have identified an IT security incident
and begin the reporting process by providing an IT Incident Reporting Form
regarding this incident.

e Report security incidents as detailed in the /HS Incident Handling Guide (SOP
05-03).

RPMS users shall not:

e Assume that someone else has already reported an incident. The risk of an
incident going unreported far outweighs the possibility that an incident gets
reported more than once.

A.1.10 Session Timeouts

RPMS system implements system-based timeouts that back users out of a prompt

after no more than 5 minutes of inactivity.
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A1.11

A.1.12

A.1.13

RPMS users shall:

Utilize a screen saver with password protection set to suspend operations at no
greater than 10 minutes of inactivity. This will prevent inappropriate access and
viewing of any material displayed on the screen after some period of inactivity.

Hardware
RPMS users shall:

Avoid placing system equipment near obvious environmental hazards (e.g., water
pipes).
Keep an inventory of all system equipment.

Keep records of maintenance/repairs performed on system equipment.

RPMS users shall not:

Eat or drink near system equipment.

Awareness
RPMS users shall:

Participate in organization-wide security training as required.

Read and adhere to security information pertaining to system hardware and
software.

Take the annual information security awareness.

Read all applicable RPMS manuals for the applications used in their jobs.

Remote Access

Each subscriber organization establishes its own policies for determining which
employees may work at home or in other remote workplace locations. Any remote
work arrangement should include policies that:

Are in writing.
Provide authentication of the remote user through the use of ID and password or
other acceptable technical means.

Outline the work requirements and the security safeguards and procedures the
employee is expected to follow.

Ensure adequate storage of files, removal, and nonrecovery of temporary files
created in processing sensitive data, virus protection, and intrusion detection, and
provide physical security for government equipment and sensitive data.
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e Establish mechanisms to back up data created and/or stored at alternate work
locations.

Remote RPMS users shall:

e Remotely access RPMS through a virtual private network (VPN) whenever
possible. Use of direct dial in access must be justified and approved in writing and
its use secured in accordance with industry best practices or government
procedures.

Remote RPMS users shall not:

e Disable any encryption established for network, internet, and Web browser
communications.

A.2 RPMS Developers

RPMS developers shall:

e Always be mindful of protecting the confidentiality, availability, and integrity of
RPMS when writing or revising code.

e Always follow the IHS RPMS Programming Standards and Conventions (SAC)
when developing for RPMS.

e Only access information or code within the namespaces for which they have been
assigned as part of their duties.

e Remember that all RPMS code is the property of the U.S. Government, not the
developer.

e Not access live production systems without obtaining appropriate written access
and shall only retain that access for the shortest period possible to accomplish the
task that requires the access.

e Observe separation of duties policies and procedures to the fullest extent possible.

e Document or comment all changes to any RPMS software at the time the change
or update is made. Documentation shall include the programmer’s initials, date of
change, and reason for the change.

e Use checksums or other integrity mechanisms when releasing their certified
applications to assure the integrity of the routines within their RPMS applications.

e Follow industry best standards for systems they are assigned to develop or
maintain and abide by all Department and Agency policies and procedures.

e Document and implement security processes whenever available.

RPMS developers shall not:

e Write any code that adversely impacts RPMS, such as backdoor access, “Easter
eggs,” time bombs, or any other malicious code or make inappropriate comments
within the code, manuals, or help frames.
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Grant any user or system administrator access to RPMS unless proper
documentation is provided.

Release any sensitive agency or patient information.

A.3 Privileged Users

Personnel who have significant access to processes and data in RPMS, such as,
system security administrators, systems administrators, and database administrators,
have added responsibilities to ensure the secure operation of RPMS.

Privileged RPMS users shall:

Verify that any user requesting access to any RPMS system has completed the
appropriate access request forms.

Ensure that government personnel and contractor personnel understand and
comply with license requirements. End users, supervisors, and functional
managers are ultimately responsible for this compliance.

Advise the system owner on matters concerning information technology security.

Assist the system owner in developing security plans, risk assessments, and
supporting documentation for the certification and accreditation process.

Ensure that any changes to RPMS that affect contingency and disaster recovery
plans are conveyed to the person responsible for maintaining continuity of
operations plans.

Ensure that adequate physical and administrative safeguards are operational
within their areas of responsibility and that access to information and data is
restricted to authorized personnel on a need-to-know basis.

Verify that users have received appropriate security training before allowing
access to RPMS.

Implement applicable security access procedures and mechanisms, incorporate
appropriate levels of system auditing, and review audit logs.

Document and investigate known or suspected security incidents or violations and
report them to the ISSO, Chief Information Security Officer (CISO), and systems
owner.

Protect the supervisor, superuser, or system administrator passwords.

Avoid instances where the same individual has responsibility for several functions
(i.e., transaction entry and transaction approval).

Watch for unscheduled, unusual, and unauthorized programs.

Help train system users on the appropriate use and security of the system.

Patient | & O and E & M Components Rules of Behavior

August 2024

50



Electronic Health Record (EHR) Version 1.1, Patch 37

Establish protective controls to ensure the accountability, integrity,
confidentiality, and availability of the system.

Replace passwords when a compromise is suspected. Delete user accounts as
quickly as possible from the time that the user is no longer authorized system.
Passwords forgotten by their owner should be replaced, not reissued.

Terminate user accounts when a user transfers or has been terminated. If the user
has authority to grant authorizations to others, review these other authorizations.
Retrieve any devices used to gain access to the system or equipment. Cancel
logon IDs and passwords and delete or reassign related active and backup files.

Use a suspend program to prevent an unauthorized user from logging on with the
current user's ID if the system is left on and unattended.

Verify the identity of the user when resetting passwords. This can be done either
in person or having the user answer a question that can be compared to one in the
administrator’s database.

Shall follow industry best standards for systems they are assigned to and abide by
all Department and Agency policies and procedures.

Privileged RPMS users shall not:

Access any files, records, systems, etc., that are not explicitly needed to perform
their duties.

Grant any user or system administrator access to RPMS unless proper
documentation is provided.

Release any sensitive agency or patient information.
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Contact Information

If you have any questions or comments regarding this distribution, please contact the
IHS IT Service Desk.

Phone: (888) 830-7280 (toll free)
Web: https://www.ihs.gov/itsupport/

Email: itsupport@ihs.gov
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