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Preface 

This document provides a review of the VEN Well Child components for use in 
Electronic Health Record (EHR). 
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1.0 Introduction 

1.1 Background 
From an information systems perspective, Well Child Care is one of the most 
common yet complex clinical services. Traditionally, the Well Child record has been 
captured on a series of special encounter forms. Each form corresponds to a specific 
age from birth through adolescence. For example, several commonly-used record sets 
contain forms for two weeks, two months, four months, six months, 12 months, and 
so on. Each form in the set contains age-specific guidelines for developmental 
screening, anticipatory guidance, examinations, immunizations, and nutritional 
counseling. 

Ideally, children are scheduled for appointments corresponding to the encounter 
forms’ ages. As a result, the guidelines and reminders on the form precisely match the 
child’s age. Experience tells us that this precision is rarely, if ever, achieved. When 
synchronization is lost, it becomes more difficult to maintain standardized care. What 
do we do with the child who comes in for a six-month checkup at eight months? What 
about the infant who arrives on time for a six-month checkup but receives incomplete 
care on the four-month visit? How do illness and unusual social circumstances affect 
the guidelines? How can providers keep up with the hundreds of guidelines applied 
between birth and age 21? 

The Well Child Module (WCM) aims to use information technology to standardize 
Well Child Care throughout Indian Country. This application facilitates compliance 
with national guidelines and standards to the greatest extent possible. Current 
guidelines are provided by a group of senior pediatricians who serve Indian 
communities. The guidelines are generally taken from nationally-recognized sources 
of child-care standards, including Bright Futures, the American Academy of 
Pediatrics, the Ages and Stages Child Monitoring Program, and the Indian Health 
Service (IHS) Patient Education Advisory Group. 

The WCM leverages the power of information technology and automated decision 
support in two specific ways: 

• Capture and encapsulate a complex data set that is collected piecemeal over an 
extended period. 

• Customize the data collection instrument precisely for each specific Well Child 
visit. 
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The WCM is part of a long continuum of RPMS innovations related to the 
informatics of Well Child Care. This includes the first automated immunization 
reminders (IHS, 1970), the first comprehensive immunization forecasting system 
(RPMS, 1995), and the first intelligent, computer-generated Well Child Care forms 
(PCC+, 2000). 

1.2 New Features 
This patch contains several minor enhancements: 

• Display updated online help files. 

• Use World Health Organization (WHO) pediatric growth charts for infants 0-24 
months, and Center for Disease Control (CDC) charts for infants age 24-months 
and older. 

• Resolved issues with printing in ASQ and Pediatric Growth Charts. 

• Added height and weight percentage on Pediatric Growth Charts. 

• Added a visual indication to the vital entries on the Pediatric Growth Charts that 
are outside vital highs and lows (off-chart data point). 
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2.0 Setup Checklist 
Refer to the patch notes for the installation of the patch. This is v2.6 (VEN). The 
patch updates the features of the Well Child Module (WCM). 

To use the ASQ feature of the WCM, each site must purchase an ASQ CD for each 
location (building) where the ASQ is to be used. You cannot install the ASQ 
component without this CD ROM due to copyright and licensing restrictions. The CD 
must be purchased separately and is not included in the distribution. Each license 
includes one CD ROM that contains all ASQ materials and the right to make 
unlimited printed copies of those materials within that building. To enable this 
feature, a copy of the CD ROM must be inserted on your local RPMS server during 
WCM installation. 

Order the CD ROM online: https://brookespublishing.com. 

Once at the website, navigate to the store, childhood development, and ASQ 3. 
Ensure the package you order includes a CD ROM with PDF files containing all the 
ASQ data collection forms. 

Note: The WCM can be installed without the ASQ component. 
Tell your site manager to uncheck the ASQ box when the 
WCM is installed on your RPMS server. Later, if you 
decide to purchase the ASQ CD, the WCM can be re-
installed – this time with the ASQ feature checked. 
 
ASQ NOTE: https://brookespublishing.com 

 

Important: DUE TO COPYRIGHT AND LICENSING 
RESTRICTIONS, the ASQ component cannot be 
installed without this CD ROM. These files must be 
purchased separately and are not included in the 
distribution. To meet licensing requirements, you must 
purchase one copy of the CD for each facility (separate 
clinic site/hospital complex) where Well Child Care is 
provided. Copy the CD contents to the same 
workstations as the ASQ Manager component. 

https://brookespublishing.com/
https://brookespublishing.com/
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3.0 Adding Well Child Components to EHR 
There are no new components in this release. Refer to the prior EHR Component 
Guide for detailed instructions for adding. 
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4.0 Knowledgebase Editor 
From the moment a child is born until their 21st birthday, thousands of age-specific 
guidelines and reminders apply to Well Child Care. Pediatric advisory groups and 
other domain experts constantly update the recommended guidelines. Since only 
some of us can hold all this information in our heads, the WCM does it for us. All 
current guidelines and reminders are stored in a master list called the WCM 
Knowledgebase. 

The Knowledgebase is the heart, soul, and brain of the WCM. The WCM also 
includes a powerful tool called the Knowledgebase Editor. This GUI tool resembles 
an Excel spreadsheet. It enables pediatric experts at each site to edit the knowledge 
base and determines which age-specific guidelines from the master list will be 
presented on each visit. 

The Knowledgebase Editor (KB Editor) (Figure 4-1) is a powerful standalone 
component released with the WCM. It allows users with appropriate keys to modify 
the display of several components in the WCM based on local requirements. The keys 
are normally given to the senior pediatric consultants at a site. Still, modifications 
may be best made by a group of providers to enable the most useful information. 
Selecting the topics in each category to display is a long process, but it should require 
minimal changes once done. These topics have mostly been extracted from national 
advisory groups, especially the American Academy of Pediatrics Bright Futures 
guidelines. 

 
Figure 4-1: Desktop icon 

The KB Editor is launched from the desktop (Figure 4-2) using the user RPMS access 
and verify codes, pointing to the local server: 
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Figure 4-2: Login dialog 

From the first screen, select the items to be modified. 

4.1 Knowledgebase Editors 
Since there are thousands of possible entries, limiting the number of choices to a 
reasonable number is necessary. Different sites may choose different items depending 
on local preferences and requirements. Some states or agencies, such as Medicaid, 
may also mandate certain items which others do not. The KB Editor allows sites to 
configure their EHR questions to meet these requirements. 

4.2 Patient Education Topics 
Many educational topics can be discussed at every Well Child visit. Some topics are 
appropriate for several different ages, and others are not. The KB Editor allows a user 
to check as Active those topics that will display in the WCM at different ages. 

Items must be checked to display. As the figure below (Figure 4-3) shows, each topic 
includes the start and stop age, along with a description (title) for each topic. Only 
items checked Active will display in the WCM. 
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Figure 4-3: KB Editor Patient Education Topics dialog 

4.3 Autism Screening Topics 
Various questions about the autism screening display (Figure 4-4) and are selected 
similarly: 

 
Figure 4-4: KB Editor Autism Screening Questions dialog 

4.4 Development Screening Questions 
These questions (Figure 4-5) are similar to the other topics and have been selected 
from the Denver Developmental Screening Test (DDST). The DDST is not 
considered a formal development screen (as the ASQ is), but a site may use these 
questions at visits when formal ASQ testing is not performed. 
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Figure 4-5: KB Editor Developing Screening Questions dialog 

4.5 Periodic Exams 
Selected as for other topics (Figure 4-6). 

 
Figure 4-6: KB Editor Periodic Exams dialog 

Once selected, your choices will display in the EHR Well Child Module  
(Figure 4-7) as follows:  
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Figure 4-7: EHR Well Child Module 

The items displayed in the education and reminders boxes are chosen in the KB 
Editor. Data can be entered into the ASQ section (lower-left) and the Education 
section (upper-right) if a visit is selected. The growth curves and Well Child 
reminders are only for display. 
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5.0 Pediatric Growth Charts 
The Pediatric Growth Charts (Figure 5-1) object shows growth information about 
the current patient. You can display the charts, the table data for the charts, and print 
the charts, where the charts display in a PDF document. 

Based on user input, note that the growth charts for infants age 24-months and 
younger are the WHO growth charts, whereas those for infants and children age older 
than 24-months are the CDC growth charts. The percentiles on these two charts are 
slightly different, reflecting the different data sets on which these charts (WHO and 
CDC) are based. WHO or CDC will display on the appropriate charts as follows: 

 
Figure 5-1: WHO and CDC Pediatric Growth Charts example 

The WCM plots growth measurements directly on the growth charts, including the 
mouse-over dialogs (Figure 5-2) that display the age at time of measurement, the type 
of measurement, its value and calculated percentage: 

 
Figure 5-2: BMI Chart and Head Circumference Chart Mouse Over examples 
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If the child is over 24 months, the BMI chart displays in the component. The BMI is 
computed using the standard RPMS algorithm. Younger babies display the head 
circumference chart instead of the BMI. 

5.1 Multi-Chart Indicator 
In the case of combined charts (e.g., Height and Weight or FOC/Weight-for-Length) 
the chart on the top will have the normal circular indicator and the chart on the 
bottom will use triangular indicators. The indicator in use for each sub-chart is 
indicated in a legend beneath the title, and the measurement type is noted in the 
tooltip for the datapoint. 

The legend is present on all charts, not just charts with multiple values.  

5.2 Off-Chart Indicators 
If an off-chart datapoint is present, the legend will be updated to include the Off Chart 
indicator and the datapoint will be marked with a red exclamation point (!) at the 
top/bottom of the chartable area. Since datapoints at the very top could not show their 
tooltip previously (it rendered above the paintable area and was cut off), tooltips now 
detect if they have space above and move to the space below if they do not. 

The chartable area depends on where in the chart you are, so points will not render 
over obstacles such as the title/legend box. As an example, the FOC/WFL chart has a 
split in the middle with different gridlines and scales, so points that would cross over 
will instead stop at the appropriate point along the slope. 

5.3 Height and Weight Chart 
The default chart view is the Height and Weight charts (Figure 5-3 and Figure 5-4). 
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Figure 5-3: Child Growth Chart WHO example 
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Figure 5-4: Child Growth Chart CDC example 

5.4 Body Mass Index Chart Form 
Use the Body Mass Index button to display the Body Mass Index chart form  
(Figure 5-5). The label, WHO or CDC, does not appear on the BMI charts. 
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Figure 5-5: BMI–Body Mass Index Girls Chart example 

5.5 Head Circumference and Weight for Length 
Use the Head Circumference and Weight for Length button to display these in 
chart form (Figure 5-6). WHO will display on these charts. CDC will not display as 
these measurements are not plotted after 24 months. 
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Figure 5-6: Head Circumference and Weight-Length WHO Chart example 

5.6 Table Data 
The table data displays for any of the chart forms. 

5.6.1 Table Data for Height and Weight 
The table data for Height and Weight (Figure 5-7) shows the age and weight data 
used. 
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Figure 5-7: Height and Weight Table Data example 

5.6.2 Table Data for Body Mass 
The table data for Body Mass Index (BMI) (Figure 5-8) shows the Age and BMI for 
the body mass index. 

 
Figure 5-8: Table Data for Body Mass Index example 

5.6.3 Table Data for Head Circumference (FOC) and Weight-for-Length 
The table data for Head Circumference (FOC) and Weight-for-Length (Figure 5-9) 
shows age and data used. 

 
Figure 5-9: Table Data for Head Circumference example 
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5.7 Print Charts 
The Print Charts function requires installing PDF Reader software on your local 
workstation. This function displays the growth chart data in Adobe Acrobat PDF 
documents. The Adobe application must be loaded to use this feature. To display the 
HRN number on the PDF: 
1. From Design Mode (in the RPMS-EHR application), select the Pediatric 

Growth Charts component. 

2. Right-click the component to display a contextual menu and select the Properties 
option. The application displays the Properties for Well Child Pediatric 
Growth Charts dialog (Figure 5-10). 

 
Figure 5-10: Properties for Well Child Pediatric Growth Charts dialog example 

The Print HRN Value must be set to TRUE. Exit Design Mode before using the 
Print Charts button. The following (Figure 5-11) is an example of the HRN 
shown in the PDF document. 

 
Figure 5-11: HRN Number on a Document example 

3. Press Print Charts to display the PDF document.  

Page one of the PDF document (Figure 5-12) shows the Height and Weight 
growth charts. 
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Figure 5-12: Page One of the Print Chart Function example 

Page two of the PDF document (Figure 5-6) can show the growth chart of the 
Head Circumference and Weight-for-Length for example. 
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Figure 5-13: Page Two of the Print Chart Function example 
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6.0 Well Child Reminders 
The Well Child Reminders object displays the reminders for a well-child for the sex 
and age of the child displayed in the top part of the object. For example, reminders for 
a male, age six years one month, are shown in Figure 6-1. 

 
Figure 6-1: Well Child Reminders object example 

Use this view-only object to review the reminders under various categories for the 
child. Reminders vary according to the sex and age of the child. Each category can 
expand/collapse as needed by clicking the button to the left of the category name. To 
move up or down on the page, use the scroll bars. 

The Well Child reminders are stored in a master list called the WCM (Well Child 
module) Knowledgebase. The following are some examples of Well Child reminders. 

6.1 Age-Specific Exams 
Figure 6-2 is an example of Age-Specific Exam reminders. 

 
Figure 6-2: Age-Specific Exams Reminders example 

6.2 General Health Screen 
Figure 6-3 is an example of General Health Screen reminders. 
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Figure 6-3: General Health Screen Reminders example 

6.3 PT ED Nutrition 
Figure 6-4 is an example of PT ED-Nutrition reminders. 

 
Figure 6-4: TP ED Nutrition Reminders example 

6.4 Special Risk Screen 
Figure 6-5 is an example of Special Risk Screen reminders. 

 
Figure 6-5: Special Risk Screen Reminders example 

6.5 Behavioral Health Screen 
Figure 6-6 is an example of Behavioral Health Screen reminders. 
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Figure 6-6: Behavioral Health Screen Reminders example 

6.6 PT ED Social Competence 
Figure 6-7 is an example of PT ED-Social Competence reminders. 

 
Figure 6-7: PT ED Social Competence Reminders example 

6.7 PT ED Parent Infant Interaction 
Figure 6-8 is an example of PT ED-Parent-Infant Interact reminders. 

 
Figure 6-8: PT ED Parent Infant Interact Reminders example 

6.8 PT ED for the Parents 
Figure 6-9 is an example of PT ED-for the Parent’s reminders. 
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Figure 6-9: PT ED for Parent Reminders example 

6.9 PT ED Responsibility 
Figure 6-10 is an example of PT ED-Responsibility reminders. 

 
Figure 6-10: PT ED Responsibility Reminders example 
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7.0 Well Child Patient Education 

 
Figure 7-1: Well Child Patient Education object 

7.1 Well Child Patient Education Update 
Click Update on the Well Child Patient Education object to access the Well Child 
Patient Education Update dialog (Figure 7-2). A visit must be created first. 

 
Figure 7-2: Well Child Patient Education Update dialog example 

Select a Patient Education subject used in the encounter, then complete the Patient 
Education Time and Level of Understanding field. 

7.1.1 Patient Education Time 
This indicates the number of minutes spent on patient education. If the patient is a 
young child, then the patient’s education applies to time spent with the parents. 
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7.1.2 Level of Understanding 
Use an option from the drop-down list to indicate the level of understanding of the 
Patient Education topic. If more than one subject is selected, the time will be divided 
equally among the subjects. 

Click OK to save the information. The application confirms that the data was saved. 
(Otherwise, click Cancel to not save).  

The user is returned to the RPMS-EHR application. If OK is clicked, the application 
updates the Patient Education component with the Well-Child Patient Education. 

7.2 Patient Education Already Documented 
Another Well-Child Patient Education record can be added by clicking Update 
(again). This time the application displays the date behind the documented Patient 
Education topic. For example, Figure 7-3 shows that Item 13 was documented on 
4/21/09. 

 
Figure 7-3: Well Child Patient Education Update dialog with data example 
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8.0 Ages and Stages Questionnaire (ASQ) 
The Ages and Stages Questionnaire provides a validated, standardized method for 
monitoring early childhood development. There are 21 questionnaires covering ages 
2–60 months. Each questionnaire covers five aspects of development: 

• Fine Motor 

• Gross Motor 

• Language/Communication 

• Personal/Social 

• Problem-Solving 
The ASQ Module enables users to generate age-specific questionnaires and record the 
results. In addition, users can generate age-specific intervention instructions for the 
parent or guardian. 

The current version of the Well Child Module is synchronized with ASQ, Third 
Edition. This component can also contain records obtained using previous editions. 

The ASQ Module can only be activated if the site has purchased an ASQ 
License/Starter Kit from BrookesPublishing.com. One license is required for each 
location–hospital/primary clinic building(s), each field clinic, etc., where the ASQ 
module is used. Without a valid license, you cannot install the ASQ Module. 

The ASQ Module supports three clinical three scenarios: 

• Scenario 1: There is at least one historical set of ASQ Results, but no current visit. 
The user can view past results and enter historical results collected either on a 
previous visit or outside the clinic (e.g., the parent was sent home with a 
questionnaire). 

• Scenario 2: There is a current visit but no previous ASQ Results. The user can 
enter results for today’s visit. 

• Scenario 3: There is a current visit and previous ASQ Results. The user can view 
past results and enter historical results. Also, the user can enter results for today’s 
visit. 

In all scenarios, after a patient is selected, the user can enter gestational age at birth 
(weeks), print a questionnaire, and print an intervention form. 
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8.1 Getting Started 
After bringing up the Well Child Module, click the Ages and Stages (ASQ) tab. In 
this example, we have selected a patient, and we are operating within the context of 
the current visit. All five buttons are active: 

• Gestational Age–Will only display as active for infants under 24 months of age 

• Print Questionnaire 

• Enter Today’s Scores 

• Enter Historical Scores 

• Print Activities 
Previous scores are displayed next to their cutoff values (Figure 8-1). If the score is 
below the cutoff value (i.e., the score is abnormal), the background color of the cutoff 
value cell will be purple. 

 
Figure 8-1: Previous Scores with Cutoff Values example 

If there were no previous results, the table is empty. 

The Enter Historical Scores button is greyed out when no previous visits have 
occurred within the past year. 
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Because the user is working within the context of the current visit, the top line of the 
table is ready to accept today’s results. If there is no data in a cell, there will be an 
asterisk (*) placeholder. If a current visit is not specified, or if the current visit began 
more than three days ago, the Enter Today’s Scores button is grayed out (not 
accessible), and the top line of the table is not displayed. 

As soon as new results are entered, all data rows from previous visits are locked (no 
editing allowed). This is true even if a previous visit was within the past 72 hours. In 
other words, only one row can be edited via the Enter Today’s Scores button: the 
row associated with the current visit. All results will be displayed in the table if the 
user navigates to a previous visit. However, the Enter Today’s Scores button is 
grayed out, and no editing is allowed. See Figure 8-2 below. 

 
Figure 8-2: New Results Entered, All Previous Visit Data Rows Locked 

8.2 Gestational Age 
The ASQ Module automatically selects the correct questionnaire for printing based 
on the child’s current age and gestational age. Therefore, it is important to have the 
gestational age recorded in the database so that proper adjustments can be made. The 
Gestational Age button enables the user to enter this critical information. If the child 
is under 24 months, the questionnaire age may be adjusted if the child was delivered 
prematurely (Figure 8-3). This can only be entered for infants under 24 months of 
age. If no gestational age-value is recorded in the database, the ASQ Module selects 
the printed form based on a default gestational age of 40 weeks. 
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Figure 8-3: Update Gestational Age at Delivery dialog 

8.3 Print Questionnaire 
If you click the Print Questionnaire button, an Adobe Acrobat document (.pdf) 
window containing the appropriate ASQ Questionnaire (Figure 8-4) displays.  

Note: Patient identifiers have been automatically included in the 
document. Use the standard Acrobat controls to view and 
print the document. 

 
Figure 8-4: ASQ Questionnaire example 
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8.4 Enter Today’s Scores 
An Enter ASQ Scores data-entry dialog (Figure 8-5) opens when you click the 
Enter Today’s Scores button. Enter scores for each of the five development 
parameters by navigating with the mouse, tab, or arrow keys. Typically, the score will 
be an integer that is a multiple of five. It is unnecessary to enter all five scores, but at 
least one value must be entered to update the database. In ASQ Third Edition, it is 
possible to record a score based on an incomplete data set (see ASQ Users Guide). 
Under these circumstances, the score may be a number with up to two decimal-digits. 
In all cases, the score cannot exceed a value of 100. 

If an invalid score is entered, it will be rejected immediately, and the data-entry box 
will be blank, waiting for a valid entry. If a valid score is entered below the cutoff 
value, the background color of the associated cutoff value cell will change to purple. 

 
Figure 8-5: Enter ASQ Scores data-entry dialog 

When you are satisfied that all results are valid, click the OK button. The data entry 
window will close, and the results table will be refreshed with the new results 
displayed in the top row. 

8.5 Enter Historical Scores 
The provider may give the child’s parent/caregiver a blank questionnaire for home 
testing. The ASQ Module provides a two-step process to capture historical/home 
testing results. First, the provider must enter some general information about the test 
itself. Then scores are entered in the usual way. 

1. Begin by clicking the Enter Historical Scores button. This opens the Enter 
Historical Score dialog (Figure 8-6). Four pieces of information are required 
before scores can be entered: 

• Visit when the questionnaire was given to the parent (within one year before 
the current date) 

• Date of testing (must be before current visit date) 

• Version of ASQ form (1, 2, or 3) 
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• Questionnaire used for testing (child age in months) 

 
Figure 8-6: Enter Historical Score dialog 

2. At the Select the visit when ASQ assessment was ordered drop-down list, select 
the visit when the form was given to the parent. The current visit is not on the list. 
Only previous visits are displayed. 

3. Use the Calendar Control (Figure 8-7) to enter the date of the test. 

 
Figure 8-7: Calendar Control drop-down list 

4. Use the Select the ASQ Version drop-down list (Figure 8-8) to select an earlier 
version. Except in rare instances, the version of the ASQ form will be the Third 
Edition. The control will always default to this version.  
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Figure 8-8: Version Selection drop-down list 

5. Use the Select the Questionnaire drop-down list (Figure 8-9) to select the correct 
questionnaire (months). This information is printed on the first page of the form 
brought in by the parent. 

 
Figure 8-9: Select the Questionnaire drop-down list 

6. After entering all the preliminary information, click the Submit button to validate 
the request, all four fields must contain data. Also, the child’s age on the day the 
ASQ test was administered must correspond to the questionnaire used in the 
testing. If any data is missing or the child’s age on the test date does not match the 
questionnaire, an Error During Submit message (Figure 8-10) appears. 

 
Figure 8-10: Error During Submit message 
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This message explains the error, and the user will be prevented from entering 
historical results. If the request is valid, an ASQ Data-Entry dialog displays (refer to 
Section 8.4). After submitting the historical data, the ASQ results table will be 
refreshed with a new row in chronological order. 

8.6 Print Activities 
Click the Print Activities button and an Adobe Acrobat PDF document window 
containing the appropriate ASQ Intervention Activities table (Figure 8-11) opens. 
Use the standard Acrobat controls to view and print the document. 

Note: A bug in Adobe Reader prevents the entire document from 
being viewed in landscape format. However, the document 
normally prints on a single page. 

 
Figure 8-11: ASQ Intervention Activities table 



Well Child Module (VEN) Version 2.6, Patch 8 

User Manual Stand-alone Client 
August 2024 

34 

9.0 Stand-alone Client 
Both the WCC and the Knowledgebase Editor (Figure 9-1) can be installed as 
stand-alone icons on the desktop. 

 
Figure 9-1: Desktop Icons 

Log on to these using RPMS access and verify codes (Figure 9-2). Access to the 
Knowledgebase Editor is typically limited to the CAC and Pediatric Leadership. 

 
Figure 9-2: Logging on to the Free Standing Well Child Module 

A patient must be selected when using the WCC Standalone Client. After a patient 
is selected, a list of recent visits displays (Figure 9-3) to allow the user to choose a 
past visit, or the current visit, to display. 
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Figure 9-3: Choosing a Visit when Patient Selected 

 



Well Child Module (VEN) Version 2.6, Patch 8 

User Manual Rules of Behavior 
August 2024 

36 

Appendix A Rules of Behavior 
The Resource and Patient Management (RPMS) system is a United States 
Department of Health and Human Services (HHS), Indian Health Service (IHS) 
information system that is FOR OFFICIAL USE ONLY. The RPMS system is subject 
to monitoring; therefore, no expectation of privacy shall be assumed. Individuals 
found performing unauthorized activities are subject to disciplinary action including 
criminal prosecution. 

All users (Contractors and IHS Employees) of RPMS will be provided a copy of the 
Rules of Behavior (ROB) and must acknowledge that they have received and read 
them prior to being granted access to a RPMS system, in accordance IHS policy. 

• For a listing of general ROB for all users, see the most recent edition of IHS 
General User Security Handbook (SOP 06-11a).  

• For a listing of system administrators/managers rules, see the most recent edition 
of the IHS Technical and Managerial Handbook (SOP 06-11b). 

Both documents are available at this IHS website: 
https://home.ihs.gov/security/index.cfmhttp://security.ihs.gov/. 

Note: Users must be logged on to the IHS D1 Intranet to access 
these documents. 

The ROB listed in the following sections are specific to RPMS.  

A.1 All RPMS Users 
In addition to these rules, each application may include additional ROBs that may be 
defined within the documentation of that application (e.g., Dental, Pharmacy). 

A.1.1 Access 
RPMS users shall: 

• Only use data for which you have been granted authorization. 

• Only give information to personnel who have access authority and have a need to 
know.  

• Always verify a caller’s identification and job purpose with your supervisor or the 
entity provided as employer before providing any type of information system 
access, sensitive information, or nonpublic agency information. 

https://home.ihs.gov/security/index.cfm
https://home.ihs.gov/security/index.cfm
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• Be aware that personal use of information resources is authorized on a limited 
basis within the provisions Indian Health Manual Part 8, “Information Resources 
Management,” Chapter 6, “Limited Personal Use of Information Technology 
Resources.” 

RPMS users shall not: 

• Retrieve information for someone who does not have authority to access the 
information. 

• Access, research, or change any user account, file, directory, table, or record not 
required to perform their official duties. 

• Store sensitive files on a PC hard drive, or portable devices or media, if access to 
the PC or files cannot be physically or technically limited. 

• Exceed their authorized access limits in RPMS by changing information or 
searching databases beyond the responsibilities of their jobs or by divulging 
information to anyone not authorized to know that information. 

A.1.2 Information Accessibility 
RPMS shall restrict access to information based on the type and identity of the user. 
However, regardless of the type of user, access shall be restricted to the minimum 
level necessary to perform the job. 

RPMS users shall: 

• Access only those documents they created and those other documents to which 
they have a valid need-to-know and to which they have specifically granted 
access through an RPMS application based on their menus (job roles), keys, and 
FileMan access codes. Some users may be afforded additional privileges based on 
the functions they perform, such as system administrator or application 
administrator. 

• Acquire a written preauthorization in accordance with IHS policies and 
procedures prior to interconnection to or transferring data from RPMS. 

A.1.3 Accountability 
RPMS users shall: 

• Behave in an ethical, technically proficient, informed, and trustworthy manner. 

• Log out of the system whenever they leave the vicinity of their personal 
computers (PCs). 

• Be alert to threats and vulnerabilities in the security of the system. 

• Report all security incidents to their local Information System Security Officer 
(ISSO)  
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• Differentiate tasks and functions to ensure that no one person has sole access to or 
control over important resources. 

• Protect all sensitive data entrusted to them as part of their government 
employment. 

• Abide by all Department and Agency policies and procedures and guidelines 
related to ethics, conduct, behavior, and information technology (IT) information 
processes. 

A.1.4 Confidentiality 
RPMS users shall: 

• Be aware of the sensitivity of electronic and hard copy information and protect it 
accordingly. 

• Store hard copy reports/storage media containing confidential information in a 
locked room or cabinet. 

• Erase sensitive data on storage media prior to reusing or disposing of the media. 

• Protect all RPMS terminals from public viewing at all times. 

• Abide by all Health Insurance Portability and Accountability Act (HIPAA) 
regulations to ensure patient confidentiality. 

RPMS users shall not: 

• Allow confidential information to remain on the PC screen when someone who is 
not authorized to that data is in the vicinity. 

• Store sensitive files on a portable device or media without encrypting. 

A.1.5 Integrity 
RPMS users shall: 

• Protect their systems against viruses and similar malicious programs. 

• Observe all software license agreements.  

• Follow industry standard procedures for maintaining and managing RPMS 
hardware, operating system software, application software, and/or database 
software and database tables. 

• Comply with all copyright regulations and license agreements associated with 
RPMS software. 

RPMS users shall not: 

• Violate federal copyright laws. 

• Install or use unauthorized software within the system libraries or folders. 
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• Use freeware, shareware, or public domain software on/with the system without 
their manager’s written permission and without scanning it for viruses first. 

A.1.6 System Logon 
RPMS users shall: 

• Have a unique User Identification/Account name and password. 

• Be granted access based on authenticating the account name and password 
entered. 

• Be locked out of an account after five successive failed login attempts within a 
specified time period (e.g., one hour). 

A.1.7 Passwords 
RPMS users shall: 

• Change passwords a minimum of every 90 days. 

• Create passwords with a minimum of eight characters. 

• If the system allows, use a combination of alpha-numeric characters for 
passwords, with at least one uppercase letter, one lower case letter, and one 
number. It is recommended, if possible, that a special character also be used in the 
password. 

• Change vendor-supplied passwords immediately. 

• Protect passwords by committing them to memory or store them in a safe place 
(do not store passwords in login scripts or batch files).  

• Change passwords immediately if password has been seen, guessed, or otherwise 
compromised, and report the compromise or suspected compromise to their ISSO. 

• Keep user identifications (IDs) and passwords confidential. 
RPMS users shall not: 

• Use common words found in any dictionary as a password. 

• Use obvious readable passwords or passwords that incorporate personal data 
elements (e.g., user’s name, date of birth, address, telephone number, or social 
security number; names of children or spouses; favorite band, sports team, or 
automobile; or other personal attributes). 

• Share passwords/IDs with anyone or accept the use of another’s password/ID, 
even if offered. 

• Reuse passwords. A new password must contain no more than five characters per 
eight characters from the previous password. 

• Post passwords. 
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• Keep a password list in an obvious place, such as under keyboards, in desk 
drawers, or in any other location where it might be disclosed. 

• Give a password out over the phone. 

A.1.8 Backups 
RPMS users shall: 

• Plan for contingencies such as physical disasters, loss of processing, and 
disclosure of information by preparing alternate work strategies and system 
recovery mechanisms. 

• Make backups of systems and files on a regular, defined basis.  

• If possible, store backups away from the system in a secure environment. 

A.1.9 Reporting 
RPMS users shall: 

• Contact and inform their ISSO that they have identified an IT security incident 
and begin the reporting process by providing an IT Incident Reporting Form 
regarding this incident. 

• Report security incidents as detailed in the IHS Incident Handling Guide (SOP 
05-03). 

RPMS users shall not: 

• Assume that someone else has already reported an incident. The risk of an 
incident going unreported far outweighs the possibility that an incident gets 
reported more than once. 

A.1.10 Session Timeouts 
RPMS system implements system-based timeouts that back users out of a prompt 
after no more than 5 minutes of inactivity. 

RPMS users shall: 

• Utilize a screen saver with password protection set to suspend operations at no 
greater than 10 minutes of inactivity. This will prevent inappropriate access and 
viewing of any material displayed on the screen after some period of inactivity. 

A.1.11 Hardware 
RPMS users shall: 

• Avoid placing system equipment near obvious environmental hazards (e.g., water 
pipes).  
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• Keep an inventory of all system equipment.  

• Keep records of maintenance/repairs performed on system equipment. 
RPMS users shall not: 

• Eat or drink near system equipment. 

A.1.12 Awareness 
RPMS users shall: 

• Participate in organization-wide security training as required.  

• Read and adhere to security information pertaining to system hardware and 
software. 

• Take the annual information security awareness. 

• Read all applicable RPMS manuals for the applications used in their jobs. 

A.1.13 Remote Access 
Each subscriber organization establishes its own policies for determining which 
employees may work at home or in other remote workplace locations. Any remote 
work arrangement should include policies that: 

• Are in writing. 

• Provide authentication of the remote user through the use of ID and password or 
other acceptable technical means. 

• Outline the work requirements and the security safeguards and procedures the 
employee is expected to follow. 

• Ensure adequate storage of files, removal, and nonrecovery of temporary files 
created in processing sensitive data, virus protection, and intrusion detection, and 
provide physical security for government equipment and sensitive data. 

• Establish mechanisms to back up data created and/or stored at alternate work 
locations. 

Remote RPMS users shall: 

• Remotely access RPMS through a virtual private network (VPN) whenever 
possible. Use of direct dial in access must be justified and approved in writing and 
its use secured in accordance with industry best practices or government 
procedures. 

Remote RPMS users shall not: 

• Disable any encryption established for network, internet, and Web browser 
communications. 
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A.2 RPMS Developers 
RPMS developers shall: 

• Always be mindful of protecting the confidentiality, availability, and integrity of 
RPMS when writing or revising code. 

• Always follow the IHS RPMS Programming Standards and Conventions (SAC) 
when developing for RPMS. 

• Only access information or code within the namespaces for which they have been 
assigned as part of their duties. 

• Remember that all RPMS code is the property of the U.S. Government, not the 
developer. 

• Not access live production systems without obtaining appropriate written access 
and shall only retain that access for the shortest period possible to accomplish the 
task that requires the access. 

• Observe separation of duties policies and procedures to the fullest extent possible. 

• Document or comment all changes to any RPMS software at the time the change 
or update is made. Documentation shall include the programmer’s initials, date of 
change, and reason for the change. 

• Use checksums or other integrity mechanism when releasing their certified 
applications to assure the integrity of the routines within their RPMS applications. 

• Follow industry best standards for systems they are assigned to develop or 
maintain and abide by all Department and Agency policies and procedures. 

• Document and implement security processes whenever available. 
RPMS developers shall not: 

• Write any code that adversely impacts RPMS, such as backdoor access, “Easter 
eggs,” time bombs, or any other malicious code or make inappropriate comments 
within the code, manuals, or help frames. 

• Grant any user or system administrator access to RPMS unless proper 
documentation is provided.  

• Release any sensitive agency or patient information. 

A.3 Privileged Users 
Personnel who have significant access to processes and data in RPMS, such as, 
system security administrators, systems administrators, and database administrators, 
have added responsibilities to ensure the secure operation of RPMS. 
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Privileged RPMS users shall: 

• Verify that any user requesting access to any RPMS system has completed the 
appropriate access request forms. 

• Ensure that government personnel and contractor personnel understand and 
comply with license requirements. End users, supervisors, and functional 
managers are ultimately responsible for this compliance. 

• Advise the system owner on matters concerning information technology security. 

• Assist the system owner in developing security plans, risk assessments, and 
supporting documentation for the certification and accreditation process. 

• Ensure that any changes to RPMS that affect contingency and disaster recovery 
plans are conveyed to the person responsible for maintaining continuity of 
operations plans.  

• Ensure that adequate physical and administrative safeguards are operational 
within their areas of responsibility and that access to information and data is 
restricted to authorized personnel on a need-to-know basis.  

• Verify that users have received appropriate security training before allowing 
access to RPMS. 

• Implement applicable security access procedures and mechanisms, incorporate 
appropriate levels of system auditing, and review audit logs.  

• Document and investigate known or suspected security incidents or violations and 
report them to the ISSO, Chief Information Security Officer (CISO), and systems 
owner. 

• Protect the supervisor, superuser, or system administrator passwords. 

• Avoid instances where the same individual has responsibility for several functions 
(i.e., transaction entry and transaction approval). 

• Watch for unscheduled, unusual, and unauthorized programs. 

• Help train system users on the appropriate use and security of the system. 

• Establish protective controls to ensure the accountability, integrity, 
confidentiality, and availability of the system. 

• Replace passwords when a compromise is suspected. Delete user accounts as 
quickly as possible from the time that the user is no longer authorized system. 
Passwords forgotten by their owner should be replaced, not reissued. 

• Terminate user accounts when a user transfers or has been terminated. If the user 
has authority to grant authorizations to others, review these other authorizations. 
Retrieve any devices used to gain access to the system or equipment. Cancel 
logon IDs and passwords and delete or reassign related active and backup files. 
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• Use a suspend program to prevent an unauthorized user from logging on with the 
current user's ID if the system is left on and unattended. 

• Verify the identity of the user when resetting passwords. This can be done either 
in person or having the user answer a question that can be compared to one in the 
administrator’s database. 

• Shall follow industry best standards for systems they are assigned to and abide by 
all Department and Agency policies and procedures. 

Privileged RPMS users shall not: 

• Access any files, records, systems, etc., that are not explicitly needed to perform 
their duties. 

• Grant any user or system administrator access to RPMS unless proper 
documentation is provided.  

• Release any sensitive agency or patient information. 
 



Well Child Module (VEN) Version 2.6, Patch 8 

User Manual Glossary 
August 2024 

45 

Glossary 

Archiving 
The storing of historical or little-used data off-line (often on tape). 

ASUFAC Number 
Area Service Unit Facility; A unique identifier for each facility within IHS. A 
six-digit number comprised of 2 digits for Area, 2 digits for Service Unit, and 
2 digits for Facility. 

Banner 
A line of text with a user’s name and domain. 

Browser 
An interactive application that displays ASCII text on a terminal that supports 
a scroll region. The text can be in the form of a word-processing field or 
sequential local or global array. The user is allowed to navigate freely within 
the document. 

Callable Entry Points 
Places in a routine that can be called from an application program. 

Cross-reference 
An indexing method whereby files can include pre-sorted lists of entries as 
part of the stored database. Cross-references (x-refs) facilitate look-up and 
reporting. 

Default Facility 
A user selects a facility identification to work with patients registered to that 
facility. 

Entry Point 
Entry point within a routine that is referenced by a DO or GOTO command 
from a routine internal to a package. 

File 
A set of related records or entries treated as a single unit. 

FileMan 
The database management system for RPMS. 
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Global 
In MUMPS, global refers to a variable stored on disk (global variable) or the 
array to which the global variable may belong (global array). 

Health Record Number (HRN) 
Each facility assigns a unique number within that facility to each patient. Each 
HRN with its facility identification ASUFAC make a unique identifier within 
all of IHS. 

INDEX (%INDEX) 
A Kernel utility used to verify routines and other MUMPS code associated 
with a package. Checking is done according to current ANSI MUMPS 
standards and RPMS programming standards. This tool can be invoked 
through an option or from direct mode (>D ^%INDEX). 

Init 
Initialization of an application package. The initialization step in the 
installation process builds files from a set of routines (the init routines). Init is 
a shortened form of initialization. 

Internal Entry Number (IEN) 
The number used to identify an entry within a file. Every record has a unique 
internal entry number. 

IRM 
Information Resource Management. The IHS personnel responsible for 
information systems management and security. 

Kernel 
The set of MUMPS software utilities functioning as an intermediary between 
the host operating system and application packages, such as Laboratory and 
Pharmacy. The Kernel provides a standard and consistent user and 
programmer interface between application packages and the underlying 
MUMPS implementation. These utilities provide the foundation for RPMS. 

Menu 
A list of choices for computing activity. A menu is a type of option designed 
to identify a series of items (other options) for presentation to the user for 
selection. When displayed, menu-type options are preceded by the word 
Select and followed by the word Option as in Select Menu Management 
option: (the menu’s select prompt). 

Namespace 
A unique set of 2 to 4 alpha characters that are assigned by the database 
administrator to a software application. 
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Option 
An entry in the Option file. As an item on a menu, an option provides an 
opportunity for users to select it, thereby invoking the associated computing 
activity. Options may also be scheduled to run in the background, 
noninteractively, by TaskMan. 

Patient Care Component (PCC) 
The central repository for data in the Resource and Patient Management 
System (RPMS). 

PCC+ Clinic* 
A specific, defined location within the local health care facility where care is 
delivered, such as Family Medicine West or High Risk Prenatal Clinic. Each 
PCC+ clinic is associated with a default PCC+ template, default PCC+ 
document printer location, and default provider. 

Note: A PCC+ clinic differs from a RPMS Clinic Stop and a 
hospital location used in the Scheduling package. 

Print Daemon* 
A background RPMS process that manages user requests to print PCC+ 
templates and passes the requests to the PCC+ print service. 

Print Service* 
A live Windows process on each PCC+ print server that fields requests from 
the PCC+ Print Daemon and generates fully-merged, visit-specific PCC+ 
templates on the appropriate printer. 

Print Server* 
A dedicated Windows server that hosts the PCC+ print service stores all 
PCC+ templates and generates PCC+ documents. 

Queuing 
Requesting that a job be processed at a later time rather than within the current 
session. 

Routine 
A program or sequence of instructions called by a program that may have 
some general or frequent use. MUMPS routines are groups of program lines 
that are saved, loaded, and called as a single unit via a specific name. 

Template 
A PCC+ encounter form stored as a Word mail merge document. 
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Template* 
A Word document that links the contents of the RPMS database to a PCC+ 
encounter from via MS Word’s mail merge process. 

UCI 
User Class Identification: a computing area. 

Up-Hat (^) 
A circumflex, also known as a hat or caret, is used as a piece delimiter in a 
global. The up-hat is denoted as “^” and is typed by pressing Shift+6 on the 
keyboard. 

Utility 
A callable routine line tag or function. A universal routine usable by anyone. 

Variable 
A character or group of characters that refers to a value. MUMPS recognizes 3 
types of variables: local variables, global variables, and special variables. 
Local variables exist in a partition of the main memory and disappear at 
signoff. A global variable is stored on disk, potentially available to any user. 
Global variables usually exist as parts of global arrays. 
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Acronym List 

Acronym Term Meaning 
ASQ Ages and Stages Questionnaire 
BMI Body Mass Index 
CDC Centers for Disease Control and Prevention 
DDST Denver Developmental Screening Test 
EHR Electronic Health Record 
GUI Graphical User Interface 
HRN Health Record Number 
IHS Indian Health Service 
KB Editor Knowledgebase Editor 
OFC Occipital Frontal Circumference 
PDF Portable Document Format 
PPN Patient Preferred Name 
PT ED Patient Education 
RPMS Resource and Patient Management System 
WCM Well Child Module (WCM) 
WHO World Health Organization 
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Contact Information 

If you have any questions or comments regarding this distribution, please contact the 
IHS IT Service Desk. 

Phone: (888) 830-7280 (toll free) 
Web: https://www.ihs.gov/itsupport/ 
Email: itsupport@ihs.gov 

https://www.ihs.gov/itsupport/
mailto:itsupport@ihs.gov
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