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i		OFFICE OF INFORMATION SECURITY
1. [bookmark: _Toc340652346][bookmark: _Toc345493071][bookmark: _Toc364254284][bookmark: _Toc396821214][bookmark: _Toc421270053][bookmark: _Toc479238374]INTRODUCTION
Information Systems (IS) are vital to the Indian Health Service (IHS) business processes; therefore, it is critical that services provided by Resource and Patient Management System (RPMS) operate effectively without excessive interruption. This Information System Contingency Plan (ISCP) establishes comprehensive procedures to recover RPMS quickly and effectively following a service disruption.
The IHS requires a robust IS contingency planning process that includes both ISCPs and Disaster Recovery Plans (DRP) that are fully compliant against the following: 
E-Government Act, Title III, Federal Information Security Management Act (FISMA), December 2002;
Public Law 104-191, Health Insurance Portability and Accountability Act (HIPAA), August 1996;
45 CFR Parts 160 & 164, HIPAA Security Standard Rule, February 2003;
Office of Management and Budget Circular A-130, Management of Federal Information Resources, Appendix III, November 2000;
Department of Homeland Security (DHS), Presidential Policy Directive 40 (PPD-40), National Continuity Policy, July 2016;
DHS, Federal Continuity Directive 1, Federal Executive Branch National Continuity Program and Requirements, January 2017;
DHS, National Response Framework, May 2013;
DHS, Homeland Security Exercise and Evaluation Program, HSEEP, April 2013;
National Institute of Standards and Technology (NIST) Special Publication (SP) 800-30, Revision 1, Risk Management Guide for Information Technology Systems, September 2012;
NIST SP 800-34, Revision 1, Contingency Planning Guide for Information Technology Systems, May 2010;
NIST SP 800-53, Revision 4, Security and Privacy Controls for Federal Information Systems and Organizations, January 2015;
NIST SP 800-84, Guide to Test, Training, and Exercise Programs for IT Plans and Capabilities, September 2006; and
NIST SP 800-161, Supply Chain Threats, April 2015.
[bookmark: _Toc328125876][bookmark: _Toc341789981][bookmark: _Toc345493072][bookmark: _Toc364254285][bookmark: _Toc396821215][bookmark: _Toc421270054][bookmark: _Toc479238375]Background
This ISCP establishes procedures to recover RPMS following a disruption. The following recovery plan objectives have been established: 
Maximize the effectiveness of contingency operations through an established plan that consists of the following phases: 
Activation and notification phase to activate the plan and determine the extent of damage; 
Recovery phase to restore RPMS operations; and
Reconstitution phase to ensure that RPMS is validated through testing and that normal operations are resumed. 
Identify the activities, resources, and procedures to carry out RPMS  processing requirements during prolonged interruptions to normal operations. 
Assign responsibilities to designated RPMS personnel and provide guidance for recovering RPMS during prolonged periods of interruption to normal operations. For a complete list of personnel, refer to Appendix A: Personnel Contact Data and Appendix B: Call Tree.
Ensure coordination with other internal personnel responsible for RPMS contingency planning strategies. 
Ensure coordination with external points of contact (POC) and vendors associated with the execution of this ISCP. For a list of vendors, refer to Appendix C: Personnel Contact Data – Vendors.
[bookmark: _Toc364254287][bookmark: _Toc396821217][bookmark: _Toc421270055][bookmark: _Toc479238376]Scope
A Business Impact Analysis (BIA) for IHS facilities and a summation of each facilities critical exposures to the critical systems are provided for both IHS and non-IHS facilities.

This ISCP has been developed for RPMS, a High-impact system, in accordance with FIPS 199, and designed to assist in the recovery of RPMS within 24 hours at both the primary and alternate sites. This plan does not address replacement or purchase of new equipment, short-term disruptions lasting less than the 24 hours, and loss of data at the onsite facility or at the user-desktop levels. 

This ISCP addresses contingency planning (CP) controls contained within the family of contingency planning controls from NIST SP 800-34 Rev 1, NIST SP 800-53 Rev 4, and NIST SP 800-161. The controls for NIST 800-53 Rev 4 and NIST SP 800-161 corresponding with this plan are shown in Table 1, providing a means of reference for documenting required elements within the control for systems with High, Moderate and Low critical exposures.
	Contingency Planning Controls
	Relevant Section of ISCP

	CP-1 Policy & Procedures
	Sec. 1, 2.3, 3.2, 4.3, 5.3 & 7.2

	CP-2 Contingency Plan
	Cover Page, pages iii & iv; Sec. 1.1, 1.2, 1.3, 2.1.3, 1.8, 2.4 & 4.4.1; App. A, E, G, H, J & P

	CP-3 Contingency Training
	Plan Approval; Sec. 6

	CP-4 Testing & Exercises
	Plan Approval; Sec. 5.2, 5.3 & 6

	CP-6 Alternate Storage Site
	Sec. 1.3, 4.1 & 5.7; App. G

	CP-7 Alternate Processing Site
	Sec. 1.2, 1.3, 2.1.7, 2.2, 3.2, 4.1, 5.7 & 6; App. E, H & P

	CP-8 Alternate Telecomm Services
	Sec. 2.1.8 & 4.1; App F

	CP-9 System Backup
	Sec. 1.3, 4.1, 5.7 & 5.8; App I

	CP-10 Recovery and Reconstitution
	Sec. 4 & 5; App. K & L

	CP-11 Alternate Communications Protocols
	Not Applicable

	CP-12 Safe Mode
	Not Applicable

	CP-13 Alternate Security Mechanisms
	Not Applicable


[bookmark: _Toc479238435][bookmark: _Toc328125879][bookmark: _Toc341789984][bookmark: _Toc345493075]Table 1: Contingency-Planning Controls



[bookmark: _Toc364254288][bookmark: _Toc396821218][bookmark: _Toc421270057][bookmark: _Toc479238377]Assumptions 
The RPMS following assumptions were used when developing this ISCP:
RPMS has been established as a High impact system, in accordance with FIPS 199. 
Recovery sites and offsite storage are required for High and Moderate systems, optional for Low systems, and have been established for this system. 
Alternate processing procedures have been established by the business owner. Alternate processing procedures are manual procedures that can be initiated in lieu of the application to maintain business operations during an outage.
Current backups of the system software and data are intact and available at the offsite storage facility or facilities, unless a risk-based exception has been approved for the facility. 
The RPMS at [Facility Name] place is inoperable and cannot be recovered within the 24 hours required to operate normally. 
System component restoration priorities have been established.
Key Resource and Patient Management System personnel have been identified and trained in their emergency response and recovery roles; they are available to activate the RPMS ISCP.  
This plan does not apply to the situations described below: 
Emergency evacuation of personnel addressed by the Occupant Emergency Plan.
[bookmark: _Toc328125880][bookmark: _Toc341789985][bookmark: _Toc345493076][bookmark: _Toc364254289][bookmark: _Toc396821219][bookmark: _Toc421270058]Overall recovery of continuity of operations or business continuity operations.



[bookmark: _Toc364254292][bookmark: _Toc345493077][bookmark: _Toc341789986][bookmark: _Toc328125885][bookmark: _Toc396821220][bookmark: _Toc421270060][bookmark: _Toc479238378]CONCEPT OF OPERATIONS
The Concept of Operations section provides details about RPMS, an overview of the three phases of the ISCP (Activation and Notification, Recovery, and Reconstitution), and a description of the roles and responsibilities for RPMS’s personnel during a contingency activation.
1 [bookmark: _Toc404081444][bookmark: _Toc404081527][bookmark: _Toc404180287][bookmark: _Toc404232575][bookmark: _Toc421176587][bookmark: _Toc421268309][bookmark: _Toc421268572][bookmark: _Toc421269302][bookmark: _Toc272397954][bookmark: _Toc328125886][bookmark: _Toc341789987][bookmark: _Toc345493078][bookmark: _Toc364254293][bookmark: _Toc396821221]
[bookmark: _Toc421270061][bookmark: _Toc479238379]System Description
[bookmark: _Toc272397955][bookmark: _Toc328125887][bookmark: _Toc341789988][bookmark: _Toc345493079][bookmark: _Toc364254294][bookmark: _Toc421270062][bookmark: _Toc479238380]System Diagram


[bookmark: _Toc262119622][bookmark: _Toc272397993][bookmark: _Toc328125948][bookmark: _Toc479238433]Figure 1: System Diagram

[bookmark: _Toc421270063][bookmark: _Toc479238381]The System’s Operating Environment	Comment by Stacey, Royal (IHS/HQ) [C]: Jackie – Please provide a description of the operating environment that can be appended by the site managers with their specific data.
<Enter a description of the Application or Support System, to include the information system architecture.>
[bookmark: _Toc421270064][bookmark: _Toc479238382]Physical Locations
<Enter the physical location information where the application or Support System is hosted.>
[bookmark: _Toc421270065][bookmark: _Toc479238383]General Location of Users
<Enter physical locations of users.>
[bookmark: _Toc421270066][bookmark: _Toc479238384]Partnerships with External Organizations / Systems
<List any partnerships with external organizations or system. Note: If none exists, enter the following without the quote marks “No partnerships exist with external organizations or systems.” >
[bookmark: _Toc421270067][bookmark: _Toc479238385]Special Technical Considerations Important For Recovery Purposes 
<Identify any special considerations required for recovery purposes. Note: If none exists, enter the following without the quote marks “No special technical considerations exist for recovery purposes.” >
[bookmark: _Toc479238386][bookmark: _Toc421270068][bookmark: _Toc328125888][bookmark: _Toc341789989][bookmark: _Toc345493080][bookmark: _Toc364254295]IS System Component Inventory 
The complete list of IS System Components is captured in Appendix H: Component Inventory; Table 14 contains the hardware inventory and Table 15 contains the software inventory.


[bookmark: _Toc328125889][bookmark: _Toc341789990][bookmark: _Toc345493081][bookmark: _Toc364254296][bookmark: _Toc421270069][bookmark: _Toc479238387]Associated Plans and Interconnections Systems
Associated Plans 
	Plan Name
(Full Name)
	Version #
	Location
(URL if Web-Based)
	POC Title[footnoteRef:2] [2:  Refer to Appendix A: Personal Contact Data for POC contact information] 


	
	
	
	

	
	
	
	


[bookmark: _Toc479238436]Table 2: Associated Plans
Interconnected Systems (ISA and MOU/A)
	System / Organization Name
	Internal / External
	Agreement Type
	Agreement Expiration
	FIPS 199
	ATO Status

	
	
	
	
	
	

	
	
	
	
	
	


[bookmark: _Toc479238437]Table 3: Information Systems That Connect with Resource and Patient Management System
[bookmark: _Toc328125890]
[bookmark: _Toc341789991][bookmark: _Toc345493082][bookmark: _Toc364254297][bookmark: _Toc396821222][bookmark: _Toc421270070][bookmark: _Toc479238388]Overview of ISCP Phases
This ISCP has been developed to recover Resource and Patient Management System using a three-phased approach. This approach ensures that system recovery efforts are performed in a methodical sequence to maximize the effectiveness of the recovery effort and minimize system outage time due to errors and omissions. 
The three ISCP phases are: 
1. Activation and Notification Phase – Activation of the ISCP occurs after a disruption or outage that may reasonably extend beyond the RTO established for a system. 
Once the ISCP is activated, system owners and users are notified of an outage and a thorough outage assessment is performed for the system. Information from the outage assessment is presented to system owners and may be used to modify recovery procedures specific to the cause of the outage. 
2. Recovery Phase – The recovery phase details the activities and procedures for recovery of the affected system. Activities and procedures are written at a level that an appropriately skilled technician can recover the system without intimate system knowledge. This phase includes notification and awareness escalation procedures for communication of recovery status to system owners and users. 
3. [bookmark: _Toc328125891][bookmark: _Toc341789992][bookmark: _Toc345493083][bookmark: _Toc364254298]Reconstitution Phase – The reconstitution phase defines the actions taken to test and validate system capability and functionality. This phase consists of two major activities: validating successful recovery and deactivating the plan. During validation, the system is tested and validated as operational prior to returning operation to its normal state. Validation procedures may include functionality or regression testing, concurrent processing, and /or data validation. The system is declared recovered and operational by system owners upon successful completion of validation testing. Deactivation includes activities to notify users of system operational status. This phase also addresses recovery effort documentation, activity log finalization, incorporation of lessons learned into plan updates, and readying resources for any future recovery events.
[bookmark: _Toc479238389][bookmark: _Toc396821223][bookmark: _Toc421270071]Line of Succession
The Office of Information Technology (OIT) sets forth an order of succession in coordination with the order set forth by the Department, to ensure that decision-making authority for the OIT Emergency Management Plan is uninterrupted. 

1. The Chief Information Officer (CIO) is responsible for ensuring the safety of personnel and the execution of procedures documented within this Emergency Management Plan.
2. If the CIO is unable to function as the overall authority or chooses to delegate this responsibility to a successor, the Deputy Chief Information Officer (DCIO) shall function as that authority. 
3. Division of Information Technology (DIT) Director
4. Division of Information Technology Operations (DITO) Director 
5. Division of Information Security (DIS) Director (CISO)
6. Division of Program Management and Budget (DPMB) Director
7. IHS Information Systems Security Officer (ISSO)
8. Resource and Patient Management System ISSO
9. Resource and Patient Management System Alternate ISSO

[bookmark: _Toc479238390]Roles and Responsibilities 
The ISCP incorporates the National Incident Management System (NIMS) in order to provide a common approach for managing incidents. NIMS integrates best practices into a comprehensive, standardized framework that is flexible enough to be applicable across the full spectrum of potential incidents, regardless of cause, size, location, or complexity. NIMS permits everyone to work together to prepare for, prevent, respond to, recover from, and mitigate the effects of incidents. The Incident Command System (ICS), a component of NIMS, enables effective and efficient incident management and coordination by providing flexible, standardized incident management structures.
ISCP leadership roles include an ISCP Director who has overall management responsibility for the plan, an ISCP Coordinator, and alternates who are responsible for overseeing the facility system(s) recovery effort, initiate any needed escalations or awareness communications, and establish coordination with other recovery teams and Operating Units as appropriate. Table 4 includes responsibilities that describe each role and identifies the individual or team responsible for executing or supporting system recovery. 


	ISCP Role
	Job Title
	Responsibilities

	ISCP Director
	<Job Title>
	· Overall responsibility for the development, execution, and maintenance of the ISCP
· Ensures that the ISCP is developed with the cooperation of managers associated with the business processes supported by the system
· Confirms expected duration of the system disruption with the ISCP Coordinator based on the outage assessment
· Declares activation of the ISCP
· Determines if interim / secondary processing procedures activities should be initiated to maintain current business operations or if operations should be suspended until the system has been recovered
· Contacts EOC if the situation needs to be escalated
· Responsible for the testing, maintenance, and distribution of the ISCP, which may be delegated to other personnel
· Authorizes all changes to the ISCP

	Alternate ISCP Director
	<Job Title>
	· Same responsibilities as ISCP Director
· Activated when the ISCP Director is unavailable

	ISCP Coordinator
	<Job Title>
	· Monitors Outage Assessment and Recovery Team activities until the system is fully recovered
· Ensures that recovery operations are being performed consistent with service level agreements / service level requirements
· Provides periodic status updates to the ISCP Director
· Files an after action report (AAR) upon resumption of normal operations
· Assists the ISCP Director in testing, maintenance, and distribution of the ISCP

	Alternate ISCP Coordinator
	<Job Title>
	· Same responsibilities as ISCP Coordinator
· Activated when the ISCP Coordinator is unavailable

	Business POC
	<Job Title>
	· Represents the recovery and restoration interests of the affected business

	Outage Assessment Team
	<Job Title>
	· Assesses the extent of damage to the facilities and the information systems
· Estimates the time to recover operations
· Determines accessibility to facility, building, offices, and work areas
· Identifies salvageable hardware
· Maintains a log / record of all salvageable equipment
· Supports the cleanup of the data center following an incident
· Develops and maintains a damage assessment plan
· Estimates levels of outside assistance required
· Reports updates, status, and recommendations to the ISCP Coordinator

	Hardware Recovery Team
	<Job Title>
	· Determines the expected duration of the failover to the recovery site 
· Prioritizes the sequence of resource recovery 
· Installs hardware and connects power
· Runs cables and wiring as necessary
· Makes arrangements to move salvageable hardware to other locations as necessary
· Ensures electrical panels are operational
· Ensures that fire suppression system is operational
· Communicates with hardware vendors as needed
· Creates log of missing and required hardware
· Connects network cables
· Connects wireless access points
· Performs all system recovery and resumption activities
· Powers on / off systems
· Provides IP numbers and network routing information
· Includes validation testing teams or personnel

	<ISCP Acronym> Software Recovery Team
	<Job Title>
	· Determines the expected duration of the failover to the recovery site
· Prioritizes the sequence of resource recovery 
· Performs all system recovery and resumption activities
· Installs software on all systems at alternate site
· Performs live migrations to alternate site prior to predictable disasters and outages
· Installs servers in the order described in the BIA
· Communicate with software vendors as needed
· Creates log of software installation problems
· Restore systems from most current backup media
· Maintains current system software configuration information in an off-site storage facility
· Ensures voice and data communications are functioning: activate pagers, sat phones, etc.
· Includes validation testing teams or personnel

	<Associated Application or IS System Name> Recovery Team
	<Job Title>
	· Determines the expected duration of the failover to the recovery site
· Prioritizes the sequence of resource recovery 
· Performs all system recovery and resumption activities
· Powers on / off systems
· Configures systems
· Ensures voice and data communications are functioning: activate pagers, sat phones, etc.
· Provides IP numbers and network routing information
· Includes validation testing teams or personnel

	<Associated Application or IS System Name > Recovery Team
	<Job Title>
	· Determines the expected duration of the failover to the recovery site
· Prioritizes the sequence of resource recovery 
· Performs all system recovery and resumption activities
· Powers on / off systems
· Retrieves backup tapes
· Configures systems
· Ensures voice and data communications are functioning: activate pagers, sat phones, etc.
· Provides IP numbers and network routing information
· Includes validation testing teams or personnel

	<Associated Application or IS System Name> Recovery Team
	<Job Title>
	· Determines the expected duration of the failover to the recovery site
· Prioritizes the sequence of resource recovery 
· Performs all system recovery and resumption activities
· Powers on / off systems
· Configures systems
· Ensures voice and data communications are functioning: activate pagers, sat phones, etc.
· Provides IP numbers and network routing information
· Includes validation testing teams or personnel


[bookmark: _Toc479238438]Table 4: ISCP Roles and Responsibilities (Primary and Alternate)
[bookmark: _Toc328125892][bookmark: _Toc341789993][bookmark: _Toc345493084][bookmark: _Toc364254299][bookmark: _Toc396821224]

[bookmark: _Toc421270072][bookmark: _Toc479238391]ACTIVATION AND NOTIFICATION
The activation and notification phase defines initial actions taken once a RPMS disruption has been detected, or appears to be imminent. This phase includes activities to notify recovery personnel, conduct an outage assessment, and activate the ISCP. At the completion of the activation and notification phase, RPMS ISCP staff will be prepared to perform recovery measures to restore system functions. 
2 [bookmark: _Toc404081454][bookmark: _Toc404081532][bookmark: _Toc404180292][bookmark: _Toc404232580][bookmark: _Toc421176592][bookmark: _Toc421268314][bookmark: _Toc421268585][bookmark: _Toc421269315][bookmark: _Toc272397961][bookmark: _Toc328125893][bookmark: _Toc341789994][bookmark: _Toc345493085][bookmark: _Toc364254300][bookmark: _Toc396821225]
[bookmark: _Toc421270073][bookmark: _Toc479238392]Activation Criteria and Procedures
The RPMS ISCP may be activated when one or more of the following criteria are met: 
· The type of outage indicates RPMS will be down for more than 24 hours.
· The ISCP Director determines that the facility hosting RPMS is damaged and may not be available within 24 hours.
Additionally, the decision to activate the RPMS ISCP may require the ISCP Director to consult with the facility leadership.
[bookmark: _Toc364253906][bookmark: _Toc364254301][bookmark: _Toc364254794][bookmark: _Toc364255011][bookmark: _Toc272397962][bookmark: _Toc328125894][bookmark: _Toc341789995][bookmark: _Toc345493086][bookmark: _Toc364254302][bookmark: _Toc396821226][bookmark: _Toc421270074][bookmark: _Toc479238393]Notification Procedures
The first step upon activation of the RPMS ISCP is notification of appropriate business and system support personnel.
Notification procedures should include:
Identification of who makes the initial notifications;
The sequence in which personnel are notified (e.g., ISCP Coordinator, business POC, outage assessment team POC, and recovery team POC);
The method of internal and external notifications (e.g., email, mobile phone, automated notification system; etc.);
What to do if any single person in the notification sequence cannot be reached; and
Alert / notification messages.

For a full list of all ISCP specific key personnel and contact information, refer to Appendix A: Personal Contact Data. 

For a list identifying leadership, recovery personnel and any facility POCs that are to be alerted of the ISCP activation, refer to Appendix A: Personal Contact Data.
Call trees are an effective means of conveying the communication sequence in which leadership, recovery personnel, and facility POCs should be alerted. Refer to Appendix B: Call Tree.

[bookmark: _Toc422920622]For a list of all ISCP specific vendor personnel and contact information, refer to Appendix C: Personal Contact Data -Vendor.



[bookmark: _Toc479238394]Accountability of Recovery Personnel 
In the event of a natural or man-made disaster, HHS directives stipulate that all agencies achieve 100% personnel accountability. Normal personnel accountability begins with the activation of the phone trees/recall roster found in Appendix B: Call Tree.

[bookmark: _Toc328125898][bookmark: _Toc341789997][bookmark: _Toc345493088][bookmark: _Toc364254303][bookmark: _Toc396821227][bookmark: _Toc421270075][bookmark: _Toc479238395]Outage Assessment
Following notification, a thorough outage assessment is necessary to determine the extent of the disruption, any damage, potential for further disruption or system damage, and an expected recovery time of RPMS.
The outage assessment team conducts this outage assessment. Assessment results are provided to the ISCP Coordinator to assist in the coordination of the recovery of RPMS. Refer to Appendix D: Outage Assessment Process.
[bookmark: _Toc364253909][bookmark: _Toc364254304][bookmark: _Toc364254797][bookmark: _Toc364255014][bookmark: _Toc364253910][bookmark: _Toc364254305][bookmark: _Toc364254798][bookmark: _Toc364255015][bookmark: _Toc364253911][bookmark: _Toc364254306][bookmark: _Toc364254799][bookmark: _Toc364255016][bookmark: _Toc364253912][bookmark: _Toc364254307][bookmark: _Toc364254800][bookmark: _Toc364255017][bookmark: _Toc364253913][bookmark: _Toc364254308][bookmark: _Toc364254801][bookmark: _Toc364255018][bookmark: _Toc364253914][bookmark: _Toc364254309][bookmark: _Toc364254802][bookmark: _Toc364255019][bookmark: _Toc364253915][bookmark: _Toc364254310][bookmark: _Toc364254803][bookmark: _Toc364255020][bookmark: _Toc364253918][bookmark: _Toc364254313][bookmark: _Toc364254806][bookmark: _Toc364255023][bookmark: _Toc328125899][bookmark: _Toc341789998][bookmark: _Toc345493089][bookmark: _Toc364254314][bookmark: _Toc396821228]

[bookmark: _Toc421270076][bookmark: _Toc479238396]RECOVERY 
The recovery phase provides formal recovery operations that begin after the ISCP has been activated, outage assessments have been completed (if possible), personnel have been notified, and appropriate teams have been mobilized. Recovery phase activities focus on implementing recovery strategies to restore system capabilities through the restoration of IS components, repair of damage, and resumption of operational capabilities at the original or new permanent location. At the completion of the recovery phase, RPMS will be functional and capable of performing the functions identified in the plan. 
Note: If the primary facility is declared unusable, refer to the [Facility Name] DRP for guidance on recovering data and system operations at the alternate site.
3 [bookmark: _Toc404081459][bookmark: _Toc404081537][bookmark: _Toc404180297][bookmark: _Toc404232585][bookmark: _Toc421176597][bookmark: _Toc421268319][bookmark: _Toc421268590][bookmark: _Toc421269320][bookmark: _Toc328125900][bookmark: _Toc341789999][bookmark: _Toc345493090][bookmark: _Toc364254315][bookmark: _Toc396821229]
[bookmark: _Toc421270077][bookmark: _Toc479238397]Sequence of Recovery Activities
The following high-level activities occur during the RPMS recovery phase:
1. Identify recovery location (if not at original location; refer to Appendix E: Recovery Site);
Identify all required resources to perform recovery procedures;
Validate telecommunications systems at recovery site (refer to Appendix F: Data/Voice Telecommunications);
Retrieve backup and system installation media from the storage site (refer to Appendix G: Alternate Storage Site);
Recover hardware and Operating System (OS) (if required, refer to Appendix H: Component Inventory);
Recover system from backup and system installation media (refer to Appendix I: Data Backup Procedures);
Recover system from detailed recovery procedures (refer to Appendix J: Detailed Recovery Procedures); and
Perform data validation and system functionality testing (refer to Appendix K: Validation Data Testing Procedures and Appendix L: Validation Data Functionality Testing Procedures).
[bookmark: _Toc272397969][bookmark: _Toc328125901]
[bookmark: _Toc341790001][bookmark: _Toc345493092][bookmark: _Toc396821230][bookmark: _Toc421270078][bookmark: _Toc479238398][bookmark: _Toc364254316]Escalation Notices / Awareness 
Notifications include problem escalation to leadership and status awareness to system owners and users. Call Trees are an effective means of conveying the communication sequence in which leadership, recovery personnel and facility POC should be alerted (refer to Appendix B: Call Tree).
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[bookmark: _Toc364253922][bookmark: _Toc364254317][bookmark: _Toc364254810][bookmark: _Toc364255027][bookmark: _Toc328125902][bookmark: _Toc341790002][bookmark: _Toc345493093][bookmark: _Toc364254318][bookmark: _Toc396821231][bookmark: _Toc421270079][bookmark: _Toc479238399]RECONSTITUTION
Reconstitution is the process by which a recovered system is tested to validate system capability and functionality. During reconstitution, recovery activities are completed and normal system operations are resumed. If the original facility is unrecoverable, the activities in this phase can also be applied to preparing a new permanent location to support system processing requirements. This phase consists of two major activities – validating successful recovery and deactivation of the plan.
4 [bookmark: _Toc404081463][bookmark: _Toc404081541][bookmark: _Toc404180301][bookmark: _Toc404232589][bookmark: _Toc421176601][bookmark: _Toc421268323][bookmark: _Toc421268594][bookmark: _Toc421269324][bookmark: _Toc328125903][bookmark: _Toc341790003][bookmark: _Toc345493094][bookmark: _Toc364254319][bookmark: _Toc396821232]
[bookmark: _Toc421270080][bookmark: _Toc479238400]Concurrent Processing
If concurrent processing occurs for the system prior to making it operational, refer to Appendix M: Concurrent Processing for the appropriate procedures.
[bookmark: _Toc364253925][bookmark: _Toc364254320][bookmark: _Toc364254813][bookmark: _Toc364255030][bookmark: _Toc422988485][bookmark: _Toc479238401][bookmark: _Toc364184733][bookmark: _Toc364254322][bookmark: _Toc396821234][bookmark: _Toc421270082][bookmark: _Toc328125904][bookmark: _Toc341790004][bookmark: _Toc345493095]Validation Data Testing

Validation data testing is the process of testing and validating recovered system data to ensure that data files or databases have been recovered completely. Refer to Appendix K: Validation Data Testing Procedures.
[bookmark: _Toc422988486][bookmark: _Toc479238402]Validation Functionality Testing

Validation functionality testing is the process of verifying that system functionality has been tested, and the system is ready to return to normal operations. Refer to Appendix L: Validation Data Functionality Testing Procedures.
[bookmark: _Toc479238403] Reconstitution Declaration

Upon successfully completing testing and validation, the ISCP Director will formally declare recovery efforts complete. Facility leadership, business and technical POCs will be notified of the declaration by the ISCP Director.
[bookmark: _Toc364184734][bookmark: _Toc364254323][bookmark: _Toc396821235][bookmark: _Toc421270083][bookmark: _Toc479238404]Notifications (Users) 

Upon return to normal system operations, RPMS users will be notified by the ISCP Director or designee using predetermined notification procedures (e.g., email, broadcast message, phone calls; etc.).
[bookmark: _Toc341790333][bookmark: _Toc364184735][bookmark: _Toc364254324][bookmark: _Toc396821236][bookmark: _Toc421270084][bookmark: _Toc479238405]Cleanup 

Cleanup is the process of restocking supplies used, returning manuals or other documentation to their original locations, and readying the system for a possible future contingency event. Refer to Appendix N: Cleanup Procedures.
[bookmark: _Toc341790334][bookmark: _Toc364184736][bookmark: _Toc364254325][bookmark: _Toc396821237][bookmark: _Toc421270085][bookmark: _Toc479238406]Alternate Storage (Offsite Data Storage)

It is important that all backup and installation media used during recovery be returned to the Alternate Storage Site (as applicable). Refer to Appendix G: Alternate Storage Site.

[bookmark: _Toc341790335][bookmark: _Toc364184737][bookmark: _Toc364254326][bookmark: _Toc396821238][bookmark: _Toc421270086][bookmark: _Toc479238407]Data Backup 

As soon as reasonable following recovery, the system should be fully backed up and a new copy of the current operational system stored for future recovery efforts. This full backup is then kept with other system backups. Refer to Appendix I: Detailed Backup Procedure. 
[bookmark: _Toc364184738][bookmark: _Toc364254327][bookmark: _Toc396821239][bookmark: _Toc421270087][bookmark: _Toc479238408]Event Documentation 
It is important that all recovery events be well documented. It is the responsibility of each recovery team or person to document their actions during the recovery effort, and to provide that documentation to the ISCP coordinator. Alternatively, one of the recovery teams may be appointed the task of tracking the events. Event documentation should include:
· Activity logs (including recovery steps performed and by whom, the time the steps were initiated and completed, and any problems or concerns encountered while executing activities);
· Functionality and data testing results;
· Lessons learned documentation; and
· After Action Report.
[bookmark: _Toc364184739][bookmark: _Toc364254328][bookmark: _Toc396821240][bookmark: _Toc421270088][bookmark: _Toc479238409]Deactivation 

Once all activities have been completed and documentation has been updated, the ISCP Director will formally deactivate the ISCP recovery efforts. Notification of this declaration will be provided to all business and technical POCs.




[bookmark: _Toc328125881][bookmark: _Toc341790013][bookmark: _Toc345493104][bookmark: _Toc364254329][bookmark: _Toc396821241][bookmark: _Toc421270089][bookmark: _Toc479238410]TEST, TRAINING, AND EXERCISE
All ISCPs should be reviewed and tested at least yearly or whenever there is a significant change to the system.  
· For low-impact systems, a yearly tabletop exercise is sufficient. The tabletop exercise should include all ISCP POC, and be conducted by an outside or impartial observer.
· For moderate-impact systems, a yearly functional test is required. The functional test should include all ISCP POC and be facilitated by an outside or impartial observer.
· For high-impact systems, a yearly full functional test is required. The full functional test should include all ISCP POC and be facilitated by an outside or impartial observer.

A formal test plan is developed prior to the tabletop or functional test and exercise. Tabletop questions or functional test procedures are developed to include key sections of the ISCP, including a walk-through of the following:

· Notification procedures;
· System recovery on an alternate platform from backup media;
· Internal and external connectivity; and
· Reconstitution procedures.

Results of the test are documented in an after action report, and Lessons Learned are developed for updating information in the ISCP.

Persons or teams with assigned ISCP roles must be trained to efficiently and accurately respond to a contingency event affecting RPMS. DR/CP has developed a Test, Training and Exercise (TT&E) program compliant with the Homeland Security Exercise and Evaluation Program (HSEEP), and supports the following objectives:
Ensure that RPMS’s personnel are familiar with the ISCP and its associated activation, recovery, and reconstitution procedures;
Validate ISCP policies and procedures;
Exercise procedures through the use of tabletop and functional exercises, as appropriate; and
Ensure that hardware, software, backup data, and records required to support recovery are available.

NOTE: Usually, full functional tests of systems are failover tests to the alternate locations, and may be very disruptive to system operations if not planned well. Other systems located in the same physical location may be affected by or included in the full functional test. It is highly recommended that several functional tests be conducted and evaluated prior to conducting a full functional (failover) test. 


	Activity
	FIPS
	Frequency

	Tests

	Contingency Plan Test: Test ISCP notification / activation procedures
	All
	Quarterly

	Contingency Plan Test / Exercise: Test and / or exercise the contingency plan to determine effectiveness and the organization’s readiness. This could include planned and unplanned maintenance activities
	All
	Annually

	System Backup: Test backup information to verify media reliability and information integrity. (For a high-impact system, use sample backup information and ensure that backup copies are stored in a separate facility.)
	Moderate
High
	Annually

	Exercises

	Tabletop Exercise: Discussion-based simulation of an emergency situation in an informal, stress-free environment, designed to elicit constructive scenario-based discussions for an examination of the existing ISCP and individual state of preparedness.
	Low
	Annually

	Functional Exercise: Simulation prompting a full recovery and reconstitution of the information system to a known state and ensures that staff are familiar with the recovery site.
	Moderate
High
	Annually

	Recovery Site Recovery: Test / exercise the contingency plan at the recovery site to familiarize contingency personnel with the facility and available resources and evaluate the site’s capabilities to support contingency operations. Includes a full recovery and return to normal operations to a known secure state
	High
	Annually

	Participate in a Multi-Agency Exercise
	All
	Annually

	Training

	ISCP Awareness Training
	All
	Annually

	Roles & Responsibilities Training
	All
	Annually

	BIA/BPA Process Training
	All
	Annually


[bookmark: _Toc479238439]Table 5: DRCP TT&E Calendar
[bookmark: _Toc341790014][bookmark: _Toc345493105][bookmark: _Toc364254330][bookmark: _Toc328125882]


[bookmark: _Toc396821242][bookmark: _Toc421270090][bookmark: _Toc479238411]DOCUMENT MANAGEMENT
1. [bookmark: _Toc404081475][bookmark: _Toc404081553][bookmark: _Toc404180313][bookmark: _Toc404232601][bookmark: _Toc421176613][bookmark: _Toc421268335][bookmark: _Toc421268606][bookmark: _Toc421269336][bookmark: _Toc341790015][bookmark: _Toc345493106][bookmark: _Toc364254331][bookmark: _Toc396821243]
[bookmark: _Toc421270091][bookmark: _Toc479238412]Document Ownership
The contents of this document are the responsibility of the CIO, which has delegated the ISCP director with responsibility for its content, modifications, currency, distribution to stakeholders, and its presence in the DIS plan repository.
[bookmark: _Toc272397951][bookmark: _Toc328125883][bookmark: _Toc341790016][bookmark: _Toc345493107][bookmark: _Toc364254332][bookmark: _Toc396821244][bookmark: _Toc421270092][bookmark: _Toc479238413]Plan Review and Maintenance	
To ensure currency, this document will be reviewed annually in conjunction with the annual test / exercise and if system modifications occur.
[bookmark: _Toc272397952][bookmark: _Toc328125884][bookmark: _Toc341790017][bookmark: _Toc345493108][bookmark: _Toc364254333][bookmark: _Toc396821245][bookmark: _Toc421270093][bookmark: _Toc479238414]Document Distribution 
A copy of this ISCP will be:
Provided to system stakeholders who have an interest or responsibility for the development or testing of this plan; 
Held electronically or in hard copy or both by every member of the Outage Assessment and Recovery Teams where it is easily accessible in an emergency;
Copied or linked in the DIS plan repository; and/or
Stored in an off-site location in both soft and hard copy format for ease of use under a wide range of circumstances.



[bookmark: _:_Personnel_Contact][bookmark: _Toc345493109][bookmark: _Toc364254334][bookmark: _Toc396821246][bookmark: _Toc479238415][bookmark: _Toc272397981][bookmark: _Toc328125913][bookmark: _Toc328125896]: Personnel Contact Data
ISCP Leadership
	[bookmark: _Toc299095872]Key Personnel
	Contact Information

	ISCP Director
	Work #: 

	Name:
	<Agency Acronym> Cellular #:

	Title:
	E-mail:

	Alternate ISCP Director
	Work #: 

	Name:
	<Agency Acronym> Cellular #:

	Title:
	E-mail:

	ISCP Coordinator 
	Work #: 

	Name:
	<Agency Acronym> Cellular #:

	Title:
	E-mail:

	Alternate ISCP Coordinator
	Work #: 

	Name:
	<Agency Acronym> Cellular #:

	Title:
	E-mail:

	Business POC
	Work #: 

	Name:
	<Agency Acronym> Cellular #:

	Title:
	E-mail:


[bookmark: _Toc479238440]Table 6: ISCP Personnel Contact Data – Leadership
Outage Assessment Team
	Key Personnel
	Contact Information

	Team Lead
	Work #: 

	Name:
	<Agency Acronym> Cellular #:

	Title:
	E-mail:

	Team Member
	Work #: 

	Name:
	<Agency Acronym> Cellular #:

	Title:
	E-mail:


[bookmark: _Toc479238441]Table 7: ISCP Personnel Contact Data - Outage Assessment Team
Note:  Add additional rows to accommodate all team members as necessary




<Recovery Team Name>
	Key Personnel
	Contact Information

	Team Lead
	Work #: 

	Name:
	<Agency Acronym> Cellular #:

	Title:
	E-mail:

	Team Member
	Work #: 

	Name:
	<Agency Acronym> Cellular #:

	Title:
	E-mail:

	Team Member
	Work #: 

	Name:
	<Agency Acronym> Cellular #:

	Title:
	E-mail:

	Team Member
	Work #: 

	Name:
	<Agency Acronym> Cellular #:

	Title:
	E-mail:

	Team Member
	Work #: 

	Name:
	<Agency Acronym> Cellular #:

	Title:
	E-mail:


[bookmark: _Toc479238442]Table 8: ISCP Personnel Contact Data – Recovery Team
Note:  Add additional rows to accommodate all team members as necessary. Duplicate table for each Associated Application or IS Service Name Recovery Team identified in the plan.


[bookmark: _:_Call_Tree][bookmark: _Toc364254335][bookmark: _Toc396821247][bookmark: _Toc479238416]: Call Tree
	
[bookmark: _Toc272397995][bookmark: _Toc328125950][bookmark: _Toc479238434]Figure 2: Call Tree


[bookmark: _:_Personnel_Contact_1][bookmark: _Toc345493110][bookmark: _Toc364254336][bookmark: _Toc396821248][bookmark: _Toc479238417][bookmark: _Toc328125897]: Personnel Contact Data – Vendors

Vendor Contact Data
	Vendor Contact Data
	Comments

	Vendor Name
	

	Vendor Type
	

	Address
	

	City, State, and ZIP Code
	

	Primary Contact Name
	

	Office Phone Number
	

	Emergency Phone Number
	

	Secondary Contact Name
	

	Office Phone Number
	

	Special Instructions
	


[bookmark: _Toc479238443]Table 9: ISCP Vendor Contact Data



<Note: Duplicate the table for each vendor>
[bookmark: _:_Outage_Assessment][bookmark: _Toc479238418]: Outage Assessment Process
  


[bookmark: _Toc479238419]: Recovery Site
Details pertaining to system recovery at the primary, alternate, or tertiary site, also known as the alternate processing site, when the means to operate at the primary site is disrupted for a period longer than the RTO. 
	Primary Site Details

	Agency / Vendor and Site Name
	

	City and State of Recovery Site
	

	Distance from Primary Processing Site
	

	Organization or 3rd Party Site
	

	Site POC
	

	POCs Authorized to Access Recovery Site
	

	Procedures for Accessing the Site (Including Security Features)
	

	Type of Recovery Site (Hot, Warm, or Cold) and Available Equipment
	

	Utility Companies
	

	Possible Accessibility Issues
	

	Mitigation Steps for Accessibility Problems
	

	List All SLA and/or MOU/A
	


[bookmark: _Toc479238444]Table 10: Primary Site Details
	Alternate Recovery Site Details

	Agency / Vendor and Site Name
	

	City and State of Recovery Site
	

	Distance from Primary Processing Site
	

	Organization or 3rd Party Site
	

	Site POC
	

	POCs Authorized to Access Recovery Site
	

	Procedures for Accessing the Site (Including Security Features)
	

	Type of Recovery Site (Hot, Warm, or Cold) and Available Equipment
	

	Utility Companies
	

	Possible Accessibility Issues
	

	Mitigation Steps for Accessibility Problems
	

	List All SLA and/or MOU/A
	


[bookmark: _Toc479238445]Table 11: Alternate Recovery Site Details

<Note: Duplicate the table for additional recovery sites>



[bookmark: _:_Alternate_Data][bookmark: _Toc479238420]: Data / Voice Telecommunications
Details pertaining to recovery of telecommunications systems.  

	Primary Data / Voice Telecommunications Details

	Name of Primary Data / Voice Telecommunications Carrier (i.e.: AT&T, Verizon, etc.)
	

	Carrier POCs Name and Contact Information
	

	Geographic Locations
	

	Contracted Data/Voice Capacity
	

	List all SLA and/or MOU/A
	

	Vendor Contingency Plan Verified
	

	POCs Authorized to Implement/Use Alternate Telecom Capacity
	

	Telecommunications Service Priority requested if primary/alternate services provided by common carrier
	

	Circuit Inventory
	

	1. Voice & Data Lines
	

	2. Configuration
	

	3. Origination and Termination
	

	4. Line Speed
	

	5. Line Type (Leased, T1, T3, dial-up, etc.)
	

	6. Primary Use (data/voice)
	

	7. If Primary use both data & voice, determine percentage of each
	

	8. Switching Equipment (onsite or off-site)
	

	9. Fail-over arrangement
	

	10. Critical Applications Supported
	


[bookmark: _Toc479238446]Table 12: Primary Data / Voice Telecommunications


	Alternate Data / Voice Telecommunications Details

	Name of Alternate Data / Voice Telecommunications Carrier (i.e.: AT&T, Verizon, etc.)
	

	Carrier POCs Name and Contact Information
	

	Geographic Locations
	

	Contracted Data/Voice Capacity
	

	List all SLA and/or MOU/A
	

	Vendor Contingency Plan Verified
	

	POCs Authorized to Implement/Use Alternate Telecom Capacity
	

	Telecommunications Service Priority requested if primary/alternate services provided by common carrier
	

	Circuit Inventory
	

	1. Voice & Data Lines
	

	2. Configuration
	

	3. Origination and Termination
	

	4. Line Speed
	

	5. Line Type (Leased, T1, T3, dial-up, etc.)
	

	6. Primary Use (data/voice)
	

	7. If Primary use both data & voice, determine percentage of each
	

	8. Switching Equipment (onsite or off-site)
	

	9. Fail-over arrangement
	

	10. Critical Applications Supported
	


[bookmark: _Toc479238447]Table 13: Alternate Data / Voice Telecommunications

<Note: Duplicate the table for each vendor>


[bookmark: _:_Alternate_Storage][bookmark: _Toc479238421]: Alternate Storage Site
Details pertaining to the alternate storage site.

	Alternate Storage Site Details

	Agency / Vendor & Site Name
	

	City and State of Alternate Storage Site
	

	Distance from Primary Processing  Site
	

	Whether the Alternate Storage Site is Owned by the Organization or is a Third-Party Site Provide
	

	Site POC
	

	Delivery Schedule & Media Packaging Procedure
	

	Procedures for Retrieving Media
	

	POCs Authorized to Retrieve Media
	

	Alternate Storage Site Configuration Details
	

	Potential Accessibility Problems
	

	Mitigation Steps for Accessibility Problems
	

	Types of Data Located at Alternate Storage Site
	


Table 14: Alternate Storage Site



[bookmark: _:_Component_Inventory][bookmark: _Toc479238422][bookmark: _Toc364254337][bookmark: _Toc396821249][bookmark: _Toc345493111]: Component Inventory
Hardware Inventory
	Hardware #
	Vendor
	Description
	Model
	SN
	Location
	Memory
	Disk Space
	IP Address

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


[bookmark: _Toc479238448]Table 15: Hardware Inventory

Software Inventory
	Associated Hardware #
	Vendor
	Operating System
	Release, Version, Service Pack
	SN
	Platform
	Software Controls

	
	
	
	
	
	
	

	
	
	
	
	
	
	


[bookmark: _Toc479238449]Table 16: Software Inventory
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[bookmark: _:_Data_Backup][bookmark: _Toc479238423]: Data Backup Procedure	Comment by Stacey, Royal (IHS/HQ) [C]: Jackie – This procedure discusses creating a backup procedure for AIX. Is his valid for Windows? If not, we will need a procedure for Windows in insert here as well.
Creating and checking an AIX System Image Backup (mksysb)

Although most sites generally make a successful AIX operating system backup by just running “mksysb/dev/rmt0”, few sites ensure the correct filesystem sizes to ensure a successful backup and many do not crosscheck that their backup is viable. The following will assist to ensure a good quality AIX backup that can be reliably used to restore the AIX operating system without undue disruption to Ensemble/Cache’/RPMS.

Unless you have special instructions to utilize a customized image.data file (no sites are currently known to utilize this), we will want the AIX backup command to create a new image of the current state of the paging space, file systems, etc., prior to creating a backup. Additionally, we will want to ensure that the /tmp filesystem is large enough to accommodate backup or restoration of that image. Finally, we want to consider if the system is utilizing part of the disk space in rootvg for backups (common when the disks assigned to the rootvg are over specified and are much larger than needed for the OS).



Creating the image

Presuming that the backup is to be run to the first tape drive, which would default to /dev/rmt0, the default form of the command that most sites should be running is:

mksysb –iX /dev/rmt0

This command presumes creating a new image.data file (i) to ensure consideration of the paging space, filesystems, etc., expands the /tmp filesystem if needed (X), and writes the backup to tape drive rmt0. There is also a flag (V) that can verify the ability to write the backup. This is not recommended as it falsely leads one to believe that the tape must be good.

You can invoke the System Management Interface Tool (SMIT) to assist in running the command as:

smitty mksysb (“smitty” is selected instead of “smit” to run ASCII mode in graphic environments).


[image: ]





This will result in a conclusion screen as follows:

[image: ]

If a site is utilizing excess space in the rootvg to make online backups that they would not want restored in the event that AIX were restored (e.g. they would not want a month old version of those backups), the full pathnames of the backups should be listed in /etc/exclude.rootvg with one line for each pathname, then run the command as follows:

mksysb –iXe /dev/rmt0

This will exclude (e) backing up the files listed in /etc/exclude.rootvg.

When the backup has completed, confirmation of the backup will be displayed on your screen. Even if it says that it is a good backup, review of the tape may show it to be non-viable (e.g. old tapes that seem to be written but cannot be read back). Equally, error messages regarding files changing during the   backup or vanishing may be fine. The operating system backup was intended to be run during a quiescent time for the OS, so running it during a production day can cause vanishing temporary files that really did not need to be backed up.
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[bookmark: _:_Detailed_Recovery][bookmark: _Toc479238424]: Detailed Recovery Procedures	Comment by Stacey, Royal (IHS/HQ) [C]: Jackie – This procedure describes restoring for AIX. So you have a procedure for Windows?
	Recovery Priority[footnoteRef:3] [3:  If more than one recovery procedure is required to recover this IS, list them based on the priority they will be implemented. Enter a “Page Break” after each procedure is pasted into the document.] 

	Procedure Name
	POC Title

	1
	Restoring an AIX System Image
	

	2
	Restore a Database from a CBK backup file
	

	3
	
	


[bookmark: _Toc479238450]Table 17: Recovery Priority
Restoring an AIX System Image:

To restore a system image backup, do the following:

Place the image backup in the drive.
Reset the bootlist from the command line as:
bootlist –m normal rmt0 hdisk0
If AIX is unbootable, set the first boot device to rmt0 in the SMS menus
Reboot the system
If at command line, run: shutdown –Fr
Answer prompts as appropriate until the Installation screen.

Welcome to Base Operating System Installation and Maintenance
Type the number of your choice and press Enter. Choice is indicated by >>>.
Start Install Now with Default Settings
Change/Show Installation Settings and Install
Start Maintenance Mode for System Recovery
88 Help ?
99 Previous Menu
>>> Choice [1]: 3
Choose 3, the Start Maintenance Mode for System Recovery option.
Choose the Install from a System Backup option.
Choose the drive containing the backup tape.
The system reads the tape and begins the installation.

At the conclusion of the tape read cycle, the system will reboot itself and will likely come up ready to run as previously. This is generally the case if the system backup is close to the running system. A system backup image should be made whenever a number of new users, printers, or other devices have been added to the system.



Restore a Database from a CBK backup file:
How to restore a particular Database from a .CBK backup file
1. Log into RPMS and go to the Programmer Prompt.
2. At the programmer prompt make sure your in %SYS namespace:
a. ZN “%SYS”
3. Run D ^BACKUP


4. Chose Option 3
5. Keep the default and hit Enter

6. Enter the .CBK File location.


7. Leave default “Yes” and hit Enter if the backup file info looks correct.





8. In the next step we need to put an “X” for each database we DO NOT want restored.  For the one(s) we want to restore. We can either keep the default location or enter a new location like the example below.



9. Keep the default “No” and hit enter.


10. When asked to confirm overwrite.  Verify everything is correct above, then type “Yes” and hit Enter.


11. Now it is restoring.  You will notice it skipping the databases we said to skip.


12. After some time you will see that your database has been restored.


13. Next type “STOP” and hit Enter, unless your backup did not restore properly.


14. Unless you have Journal entries you need to catch up to, type “4” and hit Enter.
a. This section will allow you to recover from a backup that was created hours before and using the Journal files, restore the database to the time right before a crash.



15. At this point you are done. You should be able to type “^” and hit Enter to escape to programmer prompt. Your database is now restored and mounted.










	
[bookmark: _:_Validation_Data][bookmark: _Toc479238425]: Validation Data Testing Procedures	Comment by Stacey, Royal (IHS/HQ) [C]: Jackie – IS this procedure valid for both AIX and Windows?
Checking the image

To test the viability of the backup, run the following:

restore –s4 –Tvqf/dev/rmt0.1

This command will cause the tape to skip the boot and volume group recreation sections, then reread and display the names of all the files on the tape. This is a highly visual way to examine the ability of the command to skip the areas of the backup that are for rebuilding the volume group and filesystems plus verify that the tape is readable by reading back the filenames. When this command concludes, that tape has been proven to be readable with the contents stored in the correct location to be considered a viable system image backup.

If you prefer utilizing the SMIT interface, you could run:

smitty lsmksysb


[image: ]

When concluded, you will see similar to the following (your numbers will be different):

[image: ]


[bookmark: _:_Validation_Data_1][bookmark: _Toc364254338][bookmark: _Toc396821250][bookmark: _Toc479238426]: Validation Data Functionality Testing Procedures	Comment by Stacey, Royal (IHS/HQ) [C]: Jackie – Please provide the procedures to test RPMS functionality after the system has been restored. These procedures would be performed prior to allowing the clinical staff access to the system.
 

[bookmark: _:_Concurrent_Processing][bookmark: _Toc479238427]: Concurrent Processing 



[bookmark: _:_Cleanup_Procedure][bookmark: _Toc479238428][bookmark: _Toc364254339][bookmark: _Toc396821251]: Cleanup Procedure



[bookmark: _Toc479238429][bookmark: _Toc364253951][bookmark: _Toc364254346][bookmark: _Toc364253952][bookmark: _Toc364254347][bookmark: _Toc364253954][bookmark: _Toc364254349][bookmark: _Toc364253955][bookmark: _Toc364254350][bookmark: _Toc364253956][bookmark: _Toc364254351][bookmark: _Toc364253957][bookmark: _Toc364254352][bookmark: _Toc364253958][bookmark: _Toc364254353][bookmark: _Toc364253973][bookmark: _Toc364254368][bookmark: _Toc364253974][bookmark: _Toc364254369][bookmark: _Toc364253975][bookmark: _Toc364254370][bookmark: _Toc364253976][bookmark: _Toc364254371][bookmark: _Toc364253977][bookmark: _Toc364254372][bookmark: _Toc364253979][bookmark: _Toc364254374][bookmark: _Toc364253985][bookmark: _Toc364254380][bookmark: _Toc364253986][bookmark: _Toc364254381][bookmark: _Toc364253987][bookmark: _Toc364254382][bookmark: _Toc364253993][bookmark: _Toc364254388][bookmark: _Toc364253994][bookmark: _Toc364254389][bookmark: _Toc364253995][bookmark: _Toc364254390][bookmark: _Toc364253997][bookmark: _Toc364254392][bookmark: _Toc364253998][bookmark: _Toc364254393][bookmark: _Toc364253999][bookmark: _Toc364254394][bookmark: _Toc364254000][bookmark: _Toc364254395][bookmark: _Toc364254001][bookmark: _Toc364254396][bookmark: _Toc364254002][bookmark: _Toc364254397][bookmark: _Toc364254003][bookmark: _Toc364254398][bookmark: _Toc272397985][bookmark: _Toc328125917][bookmark: _Toc345493114][bookmark: _Toc364254399][bookmark: _Toc396821259]: Alternate Processing Procedures	Comment by Stacey, Royal (IHS/HQ) [C]: Jackie – Please provide the procedures that the clinical staff must follow when RPMS is not available.
Substitute, business related, manual processing procedures available that allow the business unit to continue some processing of information that would normally be done by the affected site / facility are listed below. 





[bookmark: _Toc479238430]: Business Impact Analysis (BIA)
This business impact analysis (BIA) was developed for IHS facilities as a part of the contingency planning process for the Resource and Patient Management System (RPMS). The purpose of the BIA is to identify and prioritize system components by correlating them to the Mission Essential Functions (MEF) the system supports, and using this information to characterize the impact on the MEFs if the system were unavailable. 
The BIA is composed of the following three steps: 
1. Determine the Mission Essential Functions and recovery criticality. MEFs supported by the system are identified and the impact of a system disruption to those processes is determined along with outage impacts and estimated downtime. The downtime should reflect the maximum that an organization can tolerate while still maintaining the mission. 
1. Identify resource requirements. Realistic recovery efforts require a thorough evaluation of the resources required to resume MEFs and related interdependencies as quickly as possible. Examples of resources that should be identified include facilities, personnel, equipment, software, data files, system components, and vital records. 
1. Identify recovery priorities for system resources. Based upon the results from the previous activities, system resources can more clearly be linked to MEFs. Priority levels can be established for sequencing recovery activities and resources. 
The following reports are derived from the MEF Identification Process Assessment (BIA/BPA): 
MEFs Dependent On This System


[bookmark: _Toc479238451]Table 18: Step 1 – Mission Essential Functions Mapping / Systems
Office / Division	MTD
	24 hours

[bookmark: _Toc479238452]Table 19: Step 1 – <Department> Maximum Tolerable Downtime (MTD)

System	RTO	RPO
Resource and Patient Management System (RPMS)	24 hours	24 hours

[bookmark: _Toc479238453]Table 20: Step 2 – System Recovery Time Objective (RTO) & Recovery Point Objective (RPO)
	
Department
	MTD
	RTO
	GAP

	
	24 hours
	24 hours
	0


[bookmark: _Toc479238454]Table 21: Step 2 – <Department> MTD / RTO Gap Analysis


[bookmark: _Toc328125918][bookmark: _Toc345493115][bookmark: _Toc364254400][bookmark: _Toc396821260][bookmark: _Toc479238431]: ISCP Glossary
After Action Report: A document containing findings and recommendations from an exercise or a test.
Alternate Processing Procedures: Procedures that can be initiated in lieu of the application to maintain business operations during an outage.
Alternate Processing Site: Alternate processing sites are sites that are geographically distinct from primary processing sites. An alternate processing site provides processing capability in the event that the primary processing site is not available.
Alternate Storage Site: Alternate storage sites are sites that are geographically distinct from primary storage sites. An alternate storage site maintains duplicate copies of information and data in the event that the primary storage site is not available.
Business Impact Analysis: An analysis of an information system’s requirements, processes, and interdependencies used to characterize system contingency requirements and priorities in the event of a significant disruption.
Data: A representation of facts, concepts, or instructions in a formalized manner suitable for communication, interpretation, or processing by humans or by automatic means.
Disruption: An unplanned event that causes an information system to be inoperable for an unacceptable length of time (e.g., minor or extended power outage, extended unavailable network, or equipment or facility damage or destruction).  
Disaster Recovery Plan: A written plan for recovering one or more information systems at an alternate facility in response to a major hardware or software failure or destruction of facilities.  
Exercise: A simulation of an emergency designed to validate the viability of one or more aspects of an IT plan.
Facility: Applies to all Indian Health Urban locations where health care is provided or managed; and all IHS or Tribally owned or operated hospitals, clinics, or all other locations where the health care services are provided, managed, or otherwise supported.
Full-Scale Functional Exercise: An exercise that allows personnel with operational responsibilities to validate their IT plans and their operational readiness for emergencies designed to exercise all plan elements.
Functional Exercise: An exercise that allows personnel with operational responsibilities to validate their IT plans and their operational readiness for emergencies in a simulated operational environment.
Hardware: The mechanical, magnetic, electrical, and electronic devices or components of an information system.
Homeland Security Exercise and Evaluation Program: The Homeland Security Exercise and Evaluation Program provides a set of guiding principles for exercise programs, as well as a common approach to exercise program management, design and development, conduct, evaluation, and improvement planning.
Information System: An assembly of computer hardware, software, or firmware configured to collect, create, communicate, compute, disseminate, process, store, and control data or information. An information system will consist of automated data processing system hardware, operating system and application software, peripheral devices, and associated data communications equipment.
Information System Contingency Planning: An Information System Contingency Plan (ISCP) provides established procedures for the assessment and recovery of a system following a system disruption. The ISCP provides key information needed for system recovery, including roles and responsibilities, inventory information, assessment procedures, detailed recovery procedures, and testing of a system. The ISCP differs from a DRP primarily in that the information system contingency plan procedures are developed for recovery of the system regardless of site or location.
Maximum Tolerable Downtime: The MTD represents the total amount of time leaders / managers are willing to accept for a business process outage or disruption and includes all impact considerations. Determining MTD is important because it could leave continuity planners with imprecise direction on (1) selection of an appropriate recovery method, and (2) the depth of detail, which will be required when developing recovery procedures, including their scope and content. 
Mission Essential Function: The operational and / or business support functions that could not be interrupted or unavailable for more than a mandated or predetermined timeframe without significantly jeopardizing the organization.  
Operating System: An organized collection of techniques, procedures, programs, or routines for operating an information system, usually supplied by the system hardware vendor.
Operating Unit: An Operating Unit consists of any and all individuals responsible for the management, operation, maintenance, and security of IHS’s information and information systems within their area of responsibility. Examples of individuals who are part of the Operating Unit include, but are not limited to, Directors, Program Managers, and Information and Technology staff (system managers, system administrators, network administrators, and ISSOs).
Recovery Point Objective: Represents the point in time, prior to a disruption or system outage, to which mission/business process data can be recovered (given the most recent backup copy of the data) after an outage. Unlike RTO, RPO is not considered as part of MTD. Rather, it is a factor of how much data loss the mission/business process can tolerate during the recovery process.
Recovery Site: See Alternate Processing Site.
Recovery Time Objective: The maximum amount of time that a system resource can remain unavailable before there is an unacceptable impact on other system resources, supported business processes, and the MTD. Determining the information system resource RTO is important for selecting appropriate technologies that are best suited for meeting the MTD. 
System: A generic term used for briefness to mean either a major application or a general support system. 
Tabletop Exercise: A discussion-based exercise where personnel with roles and responsibilities in a particular IT plan meet in a classroom setting or in breakout groups to validate the content of the plan by discussing their roles during an emergency and their responses to a particular emergency situation. A facilitator initiates the discussion by presenting a scenario and asking questions based on the scenario.
Test: An evaluation tool that uses quantifiable metrics to validate the operability of a system or system component in an operational environment specified in an ISCP. 
Test Plan: A document that outlines the specific steps that will be performed for a particular test, including the required logistical items and expected outcome or response for each step. 
Test, Training, and Exercise Program: A means for ensuring that personnel are trained in their IT plan roles and responsibilities; IT plans are exercised to validate their viability; and IT components or systems are tested to validate their operability.
Training: Informing personnel of their roles and responsibilities, within a particular IT plan, and teaching them skills related to those roles and responsibilities.
User: A person who accesses information systems to use programs or applications in order to perform an organizational task.


[bookmark: _Toc272397987][bookmark: _Toc328125919][bookmark: _Toc345493116][bookmark: _Toc364254401][bookmark: _Toc396821261][bookmark: _Toc479238432]: ISCP Acronym List
	Term / Abbreviation
	Description

	AAR
	After Action Report

	BIA
	Business Impact Analysis

	BPA
	Business Process Analysis

	CFR
	Code of Federal Regulations

	CIO
	Chief Information Officer

	CISO
	Chief Information Security Officer

	CP
	Contingency Plan or Contingency Planning

	DCIO
	Deputy Chief Information Officer

	DEPM
	Division of Enterprise Project Management

	DHS
	Department of Homeland Security

	DIS
	Division of Information Security

	DITO
	Division of Information Technology Operations

	DPMB
	Division of Program Management and Budget

	DRP
	Disaster Recovery Plan

	EOC
	Emergency Operations Center

	FEMA
	Federal Emergency Management Agency

	FISMA
	Federal Information Security Management Act

	HHS
	Department of Health and Human Services

	HSEEP
	Homeland Security Exercise and Evaluation Program

	ID
	Identification

	IHS
	Indian Health Service

	IP
	Internet Protocol

	IS
	Information System

	ISA
	Interconnection Security Agreement

	ISCP
	Information System Contingency Plan

	ISDM
	Information Security Data Manager

	ISSO
	Information Systems Security Officer

	IT
	Information Technology

	MEF
	Mission Essential Function

	MOU / A
	Memorandum of Understanding / Agreement

	MTD
	Maximum Tolerable Downtime

	NIST
	National Institute of Standards and Technology

	OEP
	Occupant Emergency Plan

	OIT
	Office of Information Technology

	OS
	Operating System

	POC
	Point of Contact

	PPD
	Presidential Policy Directive

	RPO
	Recovery Point Objective

	RTO
	Recovery Time Objective

	SLA
	Service Level Agreement

	SN
	Serial Number

	SOP
	Standard Operating Procedure

	SP
	Special Publication

	SSP
	System Security Plan

	TT&E
	Test, Training, and Exercise


[bookmark: _Toc479238455]Table 22: Acronym List
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Back Up This System to Tape/File or UDFS capable media

Type or select values in entry Fields.
Press Enter AFTER making all desired changes.

WARNING: Execution of the mksysb command will
result in the loss of all material

previously stored on the selected
output medium. This command backs
up only rootug volume group.

* Backup DEVICE or FILE
Create HAP files?
EXCLUDE files?
Exclude WPAR File systens?
Location of File System Exclusion List
List files as they are backed up?
Uerify readability if tape device?

able softuare packing of backup?

Backup extended attributes?

Number of BLOCKS to write in a single output
(Leave blank to use a system default)
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File system to use for temporary work space
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Back up encrypted Files?

Back up DMAPI filesystem Files?
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COMMAND STATUS

comnand: [ stdout: yes stderr: no

Before command completion, additional instructions may appear below

[HORE .. .4]
bosboot: Boot image is 47104 512 byte blocks.

Creating list of files to back up.

Backing up 87784 files..

87784 of 87784 files (100%)

erifying readability

New volume on /dev/rmt0.1:
Cluster size is 51200 bytes (100 blocks).

The volume number is 1.

The backup date is: Hon Feb 24 15:45:41 HST 2014
Files are backed up by name.

The user is root.

The number of archived files is 87784.

0512-038 mksysb: Backup Completed Successfully.

bosboot: Boot image is 47104 512 byte blocks.
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1) Backup
2) Restore ALL

5) Restore Selected or Renamed Directories
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S) Abort Backup
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This backup volume was created by:
Cache for Windows (x86-64) 2012.2

The volume label contains:

Volume number 1
Volume backup FEB 11 2014 08
Previous backup  FEB 10 2014 07
Last FULL backup FEB 10 2014 07
Description Full backup of
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Is this the backup you want to start

s

:31aM Full
16 Full

t1eaM

211 databases that are in the backup databa

restoring? Yes
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For each database included in the backup file, you can:

press RETURN to restore it to its original directory:
type X, then press RETURN to skip it and not restore it at all.

-- type a different directory name. It will be restored to the directory
you specify. (If you specify a directory that already contains a
database, the data it contains will be lost).
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precert\ at 16:33:39
18 blocks restored in 0.0 seconds for this pass, 3456622 total restored.




image23.png
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precert\ at 16:33:39
18 blocks restored in 0.0 seconds for this pass, 3456622 total restored.
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cA3TeH /0pL/LIV0 1/C1IL/1N5ta 1/SELLIENTOS
1870 ./opt/tivoli/cit/install/uscancg.sh
8 _/hone
8 _/home/class
312 _/home/class/.profile
708 _/home/class/.sh_history
8 _/home/guest
8 _/home/lost+Found
8 _/proc
The total size is 3783792742 bytes.
The number of archived files is 87784.




