NIGHLIGHTS OF THE
JMNIBUS

L

» NAWA —

~ IHS Partnership Conference
_ Denver, Colorado

AuguSt PV




" OVERVIEW

25, 2013, the Office of Civil Rights
epartment of Health & Human

ices (HHS) published the long-awaited

1ibus final regulation governing health

privacy, security and enforcement
nibus Rule).




business Associates

Rule expands HIPAA’s coverage

ate business associates and

- “downstream” entities. Compliance with

new regulations is required by

mber 23, 2013. For business associate

>ments (BA agreements) that were in effect

P to January 25, 2013, covered entities have
until September 23, 2014 to amend those BA

agreements to comply with the new rules.




Business Associates

Rule Expands the Definition of
sine Ociate

1e Omnibus R irectly Regulates

iness Associates and Their Subcontractors

tions of the Privacy and Security Rules
Apply Directly to Business Associates

= Rec irement That Business Associates Enter
into Agreements with Their Subcontractors




Compliance

ered entities and business associates will need
ignificant changes to the regulation of

es in the Omnibus Rule. In regard to
ents, covered entities that had BA
ce prior to January 25, 2013 will have until
ptember 23, 2014 to amend those agreements to compl
1 the new rules. To assist with this undertaking, I—IIESy
1tly published sample business associate provisions,
1 can be

http:/,

. over Aside from reviewing
" rreements, it is imperative business associates and
subcontractors begin to immediately review their privacy
and security policies and develop rigorous programs to
comply with the Omnibus Rule as enforcement against
business associates will begin in September 2013.

tSl



http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/contractprov.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/contractprov.html

Notification

le Revises Definition of Breach
ption of Breach

ik us Rule Remc s “Harm Standard”
[odifies Risk Assessment




Vigrketing and Fundraising




NEW Requirements for Notices of
Privacy Practices

. equired by September 2013.




n Uses and Disclosures of PHI

0 PHI




Ihe Enforcement Rule

s and Compliance Reviews
es

ies
ssociate did not know of the violation and would not

ing reasonable diligence, the penalties are no less
olation, with an annual cap of $1,500,000 for

ered entity or bt
e known of the violation by

an $100 and no more than $50,00(

itical violations.

he HIPAA violation is due to reasonable cause and not to willful neglect, the penalties
less than $1,000 and no more than $50,000 per violation, with an annual cap of
000 for identical violations.

e HIPAA violation is due to willful neglect, but was corrected within 30 days of the
d entity or business associate discovering the violation, the penalties are no less

tha 0,000 and no more than $50,000 per violation, with an annual cap of $1,500,000
for identical violations.

* If the HIPAA violation was due to willful neglect and was not corrected within 30 days,
the penalties are no less than $50,000 per violation, with an annual cap of $1,500,000 for
identical violations.




jhe Enforcement Rule

dered in Determining the
il Monetary Penalty




Impact

s Rule significantly strengthens
ent, which should be of
oncern to all covered entities and particularly
business associates. Over the last two years
has become much more aggressive in
orcing HIPAA and now has a more robust
orcement rule at its disposal. Thus, it is

ore important than ever for covered entities
and business associates to understand their
obligations under HIPAA and have compliance
programs in place to help make sure those
obligations are met.




QUESTION?7?
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