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Incident Reporting Form

Important: Initial notification must be made exclusively to the IHS Cybersecurity Incident Response
Team (CSIRT) no later than 30 minutes from discovery. CSIRT must completely resolve all incidents.

Contact the IHS CSIRT: Email: Incident@ihs.gov; Business Hours: 1-888-830-7280 (OIT Help Desk).

Select One: Incident Notification O Update O Resolution O

IR Primary Handler: CSIRT ONLY: Enter the name of the primary incident response handler.

Section 1 — Personally Identifiable Information

Does the incident involve Personally Identifiable Information (PIl)? Yes O NoO (if no, skip to Section 2)
Pll Type: Enter the type of Pll involved in the incident.

Pll OwWner: Enter the name of the owner of the Pll involved in the incident.

Number of individuals impacted/estimated to be impacted: Enter the number of individuals impacted/estimated to be impacted.

Impact:

Enter a description of the expected impact of the Pll breach.
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Section 2 - Key Information

Date and Time Incident Discovered:
Date and Time Incident Occurred:
Facility Name:

Discoverer of Incident:

Contact Person and Contact Information: Alternate Contact and Contact Information:

Number Of indiVidualS impacted/estimated to be impacted: Enter the number of individuals impacted/estimated to be impacted.

Notifications:

List people to keep notified of incident and people who should NOT be notified

Was equipment was lost/stolen?  Yes O No O

If yes, please list details, including bar codes, below.

If equipment was lost/stolen, enter a description of all items lost/stolen including a list of the government
barcode number(s) for the equipment
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Section 2 - Incident Description

Incident Summary:

Provide a high-level summary of incident, elaborating on key information above.

Detailed Incident Description:

Provide a detailed description of the incident. Please include time stamps.
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Section 3 - Incident Mitigation

Steps Taken:

Provide a detailed description of steps taken and provide related time stamps.

Planned Follow-Up Actions:

Provide a detailed description of follow-up actions to be taken.
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