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Appendix C: Tribal Epidemiology Center PHI Request Review Process (Public 

Health Authority) 

 
  



Receive request via 
epidata@ihs.gov

Yes

Return to requestor 
with explanation and/or 
(re)submission guidance

Is the request properly 
formatted, complete, 

and actionable?

Confirm receipt, initiate 
internal review

Is the request intent 
consistent with 

generalizable research?

Continue internal review

No

Tribal Epidemiology Center PHI Request Review Process (Public Health Authority)

Yes

Refer requestor to 
appropriate 

Institutional Review 
Board (IRB)

Is the request within the 
scope of an existing Data 

Use Agreement?
Data disclosureYes



Continue internal review

Further assess request for:
- Congruence with public health activities?
- Minimum data necessary attestation?
- Absent legal, regulatory, or third-party 

restrictions?
- Requested data are available and accessible?

IHS Privacy Office

Office of General Counsel

Other Subject Matter Experts

Yes to all No to any

Recommend disapprovalRecommend approval

OPHS Director’s final 
determination

DisapprovedApproved
TEC notified and 

request is advanced 

Data disclosure

TEC notified and 
request closed

Tribal Epidemiology Center (TEC) PHI Request Review Process (Public Health Authority)



Tribal Epidemiology Center PHI Disclosure Procedures (Public Health Authority)

Data disclosure

Data use agreement 
(DUA) development

Tribal Epidemiology 
Center

Final negotiated 
DUA draft

IHS Privacy Office

Office of General Counsel

Final DUA signed
Tribal Epidemiology 

Center

Tribal epidemiology 
center staff 

credentialing

Existing, applicable 
DUA?

Yes

Staff credentialing 
current?

Yes

No

Data
release
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