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Appendix A: Memorandum of Understanding

Indian Health Service

<<Insert Area/Facility/Program>>
Between

<<Organization>>

And

Indian Health Service
<<Month Year>>
FOR OFFICIAL USE ONLY

This information is intended for IHS use only. Disclosure is not expected to cause serious harm to IHS, and access is provided freely to all internal users via the organization's Intranet.
Supersedes

Use the statement that applies to you:
· This MOU does not supersede any other agreement.  
· This Memorandum of Understanding (MOU) supersedes all previous agreements between the parties regarding the interconnection of the parties’ systems.

Introduction
The purpose of this memorandum is to establish a management agreement between <<Organization>> and the Indian Health Service (IHS) regarding the development, management, operation, and security of a connection between "System A," owned by <<Organization>>, and “System B,” owned by IHS.  This agreement will govern the relationship between <<Organization>> and IHS, including designated managerial and technical staff, in the absence of a common management authority.  
Note: The IHS systems that would be included in this section are: NDW, RPMS, HHSMail, and/or IHSNet.

Authority
The authority for this agreement is based on the following policy, standards and guidance:

· Federal Information Security Management Act (FISMA) as part of the E-Government Act of 2002

· Office of Management and Budget (OMB) Circular A-130, Appendix III, Security of Federal Automated Information Resources 
· NIST Special Publication 800-47, Security Guide for Interconnecting Information Technology systems
· Indian Health Manual, Part 8, Chapter 14, Interconnection Security Agreements
Background
It is the intent of both parties to this agreement to interconnect the following information technology (IT) systems to exchange data between "ABC database" and "XYZ database."  <<Organization>> requires the use of IHS' ABC database, and IHS requires the use of <<Organization>>'s XYZ database.  The expected benefit of the interconnection is to expedite the processing of data associated with <<enter project name>> within prescribed timelines.

Each IT system is described below:
TRIBAL/URBAN SYSTEM

(Please provide system/services which will connected to IHS systems as outlined in the System B section below)

· Name 
· Function 
· Location 
· Description of data, including sensitivity or classification level   
IHS SYSTEM

Suggested choices include, but are not limited to: NDW, RPMS, HHS Mail, and IHSNet  Please remove any of these systems which are not applicable to the interconnection (any additional system/services, please define in this section as part of the interconnect).
· National Data Warehouse (NDW)
· General information: statistical data is transmitted, processed, and stored at IHS facility for government use

· Function Repository for statistical data

· Location: IHS Albuquerque, NM

· Sensitivity level of data: MODERATE

· Resource and Patient Management System (RPMS)
· General information: RPMS is an integrated solution for the management of clinical, business practice and administrative information in healthcare facilities of various sizes. 
· Function: Electronic health care and repository system

· Location: Area or facility location within IHS (please define as part of the interconnection)

· Sensitivity level of data:  HIGH

· HHSMail
· General information: The Department of Health and Human Services (HHS) has developed an enterprise e-mail system that will support all users and contractors across all HHS operating divisions (OPDIVs). 
· Function: Enterprise-wide electronic mail service

· Location: Department of Health and Human Services (HHS)

· Sensitivity level of data: LOW

· IHSNet
· General information: General support system
· Function: Provide Internet services and/or network services (please define as part of the interconnect)
· Location: IHS Office of Information Technology (OIT), Rockville/Albuquerque
· Sensitivity level of data: High
Communications

Frequent formal communications are essential to ensure the successful management and operation of the interconnection.  The parties agree to maintain open lines of communication between designated staff at both the managerial and technical levels.  All communications described herein must be conducted in writing unless otherwise noted.
The owners of System A and System B agree to designate and provide contact information for technical leads for their respective system, and to facilitate direct contacts between technical leads to support the management and operation of the interconnection.  To safeguard the confidentiality, integrity, and availability of the connected systems and the data they store, process, and transmit, the parties agree to provide notice of specific events within the time frames indicated below:
· Security Incidents: Technical staff will notify their designated counterparts within one (1) hour by telephone or e-mail when a security incident(s) is detected, so the other party may take steps to determine whether its system has been compromised and to take appropriate security precautions.  The system owner will receive formal notification in writing within five (5) business days after detection of the incident(s).  These notifications are in addition to required Department and Federal incident reports (e.g. FedCirc, OIG).
· Disasters and Other Contingencies: Technical staff will notify their designated counterparts within 24 hours by telephone or e-mail in the event of a disaster or other contingency that disrupts the normal operation of one or both of the connected systems.
· Material Changes to System Configuration: Planned technical changes to the system that will affect data exchange will be reported to the other party’s technical staff at least one (1) month before such changes are implemented.  The initiating party agrees to conduct a risk agreement based on the new system architecture to ensure the changes will not introduce significant risks to the other party.  If a major change is implemented, the system must undergo recertification and reaccreditation.
· New Interconnections: The initiating party will notify the other party at least one (1) month before it connects its IT system with any other IT system external to its system boundaries, including systems that are owned and operated by third parties, such as contractors or vendors.
· Personnel Changes: The parties agree to provide notification of the separation or long-term absence of their respective system owner or technical lead on a timely basis.  In addition, both parties will provide notification of changes in point of contact information. 
Interconnection Security Agreement
The technical details of the interconnection are documented in an Interconnection Security Agreement (ISA).  The parties agree to work together to develop the ISA, which must be signed by both parties before the interconnection is activated.  Proposed changes to either system or the interconnecting medium will be reviewed and evaluated to determine the potential impact on the interconnection.  The ISA will be renegotiated before changes are implemented.  The DAA for each system shall sign the ISA.  
Security
Both parties agree to work together to ensure the joint security of the connected systems and the data they store, process, and transmit, as specified in the ISA.  Each party certifies that its respective system is designed, managed, and operated in compliance with all relevant federal laws, regulations, and policies.

Cost Considerations

(This section should address the agreement made regarding any costs associated with ISA implementation, operation, and maintenance.  Example wording:  )
Both parties agree to equally share the costs of the interconnecting mechanism and/or media, but no such expenditures or financial commitments shall be made without the written concurrence of both parties.  Modifications to either system that are necessary to support the interconnection are the responsibility of the respective system owners’ organization.

Timeline
This agreement will remain in effect for one (1) year after the last date on either signature in the signature block below.  After one (1) year, this agreement will expire without further action.  If the parties wish to extend this agreement, they may do so by reviewing, updating, and reauthorizing this agreement.  The newly signed agreement should explicitly supersede this agreement, which should be referenced by title and date.  If one or both of the parties wish to terminate this agreement prematurely, they may do so upon 30 days’ advanced notice or in the event of a security incident that necessitates an immediate response.
Signatory Authority
I agree to the terms of this Memorandum of Understanding (or Agreement).
	IHS Designated Approving Authority


	<<Organization>> Approving Authority

	(Signature                                                   Date)


	(Signature                                                    Date)























