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Appendix B: ISA 1, Site Uses an IHS RPMS System

Indian Health Service

<<Insert Area/Facility/Program>>

<<Organization>>

And

Indian Health Service
<<Month Year>>
FOR OFFICIAL USE ONLY

This information is intended for IHS use only. Disclosure is not expected to cause serious harm to IHS, and access is provided freely to all internal users via the organization's Intranet.
1.0
Interconnection Statement of Requirements 
(The following is a suggestion and can be altered to fit the interconnection being requested)

The requirements for interconnection between IHS and <<Organization>> are for the express purpose of: (1) exchanging data between the IHS’ National Data Warehouse (NDW) and the <<Organization>>’s Resource and Patient Management System (RPMS); (2) exchanging data between the <<Organization>> and a RPMS system and database located at an Area office; and (3) (optionally) acting as an Internet Service Provider (ISP) for the <<Organization>>.  

The expected benefit of the connection to the NDW is to provide a more complete data repository to support performance measurement activities, health status, surveillance, and epidemiology needs.  The expected benefit of providing RPMS services to the <<Organization>> is that the <<Organization>> will be provided with robust software applications and a time-tested solution for cost-effective management of clinical, administrative, and patient encounter-related financial information.  The expected benefit of IHS acting as an ISP is to provide the <<Organization>> with a direct connection to the Internet.
2.0
System Security Considerations
a. General Information and Data Description

· The interconnection between the IHS and <<Organization>> is a two-way path.  

· The purpose of the interconnection is to deliver data from healthcare facilities to the NDW, to exchange data between the <<Organization>> systems and an Area Office RPMS server and to act as an ISP for the <<Organization>>.

b. Services Offered

The Interconnection will be used to provide:

· Data exchange between IHS’ NDW and <<Organization>>’s system via a dedicated in-house connection.

· The <<Organization>> with access to an RPMS system located at an Area office.

· Internet services to the <<Organization>>.
c. Data Sensitivity

Sensitive but unclassified
d. User Community

Please enter an explanation of the user community that will be exercising the interconnection with IHS. 

· <<Organization>>:  describe the “user community” that will use the interconnection, including their approved access levels and the lowest approval level of any individual who will have access to the interconnection.  Also, discuss requirements for background investigations and security clearances if applicable.
· IHS:  All IHS users with access to the data received from <<Organization>> are U.S. citizens with a valid and current IHS background investigation.

All users of IHS-owned information systems must complete an IHS Information Technology Access Control (ITAC) form.  Tribal/Urban organizations shall ensure that all employees, contractors, and other authorized users with access to IHS network, systems, and information have the required background investigations and security clearances, if applicable.

e. Information Exchange Security
(Please provide applicable information related to each of the following:)
Technical controls in place for each end of the connection: (Define what is used to protect the data transmission, i.e., Use of FIPS 140-2 approved encryption mechanism for data transfer:)  
· IHS: IHS uses an encrypted VPN tunnel for remote connections and data transfer.  IHS uses network-based, passive intrusion detection systems to inspect all inbound and outbound network activity and identify suspicious patterns that may indicate a network or system attack from someone attempting to break into or compromise a system.  IHS uses firewalls to control the ports, protocols, IPs leaving the boundary of the network.  IHS uses a VPN concentrator to authenticate user against IHS Active Directory and RADIUS.  
· <<Organization>>: 

Physical security controls in place for each end of the connection: (Define what is used to protect physical access to the information systems involved in this system.)
· IHS:  IHS systems are protected in accordance with federal mandates and NIST guidance.  Servers are located within controlled access facilities.

· <<Organization>>:

Logical access to information:  Users with access to IHS systems will not have access to the data except through their systems security software inherent to the operating system.  Access is provided by a written approval process.  Access is controlled by authentication and role-based methods to validate the users access. 

f. Trusted Behavior Expectations
<<Organization>> shall ensure that all of its users with access to IHS’ network, systems, or information sign and adhere to the IHS Standard Operating Procedure(s) (SOPs) for Rules of Behavior (RoBs) for all users and to specific system RoBs where available for systems accessed. 
All remote access users, contractors and subcontractors, and other authorized users, shall request access from IHS in accordance with IHS procedure on an Information Technology Access Control (ITAC) form.  IHS shall provide to the connecting organization, a copy of the ITAC forms as part of any interconnection agreement process.  The organization may reproduce these documents as needed for each user.  The RoBs and ITAC forms must be signed upon initial access and annually thereafter for the duration of this interconnection agreement.   

g. Formal Security Policy

Policy documents that govern the protection of the data are:

· IHS: Indian Health Manual, Part 8, and the HHS Information Security Program Policy.
· <<Organization>>:  (insert applicable <<Organization>> policies)
h. Incident Reporting

Each organization will report incidents in accordance with their own incident response procedures.  
· IHS: IHS will follow the incident reporting policies and procedures as outlined in Indian Health Manual, Part 8, Chapter 9 and 12 and SOP 07-02, Incident and Event Reporting.  

· <<Organization>> (insert applicable <<Organization>> policies)
i. Audit Trail Responsibilities

Both parties are responsible for auditing application processes and user activities involving the interconnection.  Activities that will be recorded include event type, date and time of event, user identification, workstation identification, success or failure of access attempts, and security actions taken by system administrators or security officers.  It is suggested that audit logs will be retained for six months.  (Both sides of the connection will need to determine current audit processes and so indicate in this section of the agreement. If no audit trail is being performed, so state.)  

j. Security Parameters

The interconnection will only be used to transmit data from <<Organization>>’s systems to IHS’ systems via secured data streams within the IHS Network for the purpose of transmitting NDW data, exchanging data from the Area Office RPMS server, and providing Internet access.  If a service not covered in this agreement is requested without prior appropriate approval, it should be detected, refused, and documented as a possible intrusion until the interconnected service is authorized.  Also, additional security parameters may be required (e.g., personal accountability) to allow the respondent system to determine whether a requestor is authorized to receive the information and/or services requested and whether all details of the transaction fall within the scope of user services authorized in the ISA.
k. Operational Security Mode

N/A

l. Training and Awareness

· IHS: There are no new or additional security awareness or training requirements as a result of the interconnection of the systems.  All IHS information system users are required to take security awareness training as a condition of receiving access and annually thereafter. 

· <<Organization>>: In order to ensure that organizational personnel are adequately trained to carry out their assigned information security-related duties and responsibilities as related to the interconnection agreement with IHS, all <<Organization>> user are required to complete the IHS’ information security awareness course (www.isa.ihs.gov) upon initial granting of access and annually thereafter.
(If there are new or additional security awareness and training not already identified as a result of this interconnection, please identify it in this section.)
m. Specific Equipment Restrictions

N/A
n. Dialup and Broadband Connectivity: (Describe any special considerations for dialup and broadband connections to any system in the proposed interconnection, including security risks and safeguards used to mitigate those risks.  See National Institute of Standards and Technology (NIST) Special Publication 800-46, Security Guide for Telecommuting and Broadband Communications, for more information.)  (Both sides of the connection will need to determine current dialup and broadband connectivity and security issues/safeguards and so indicate in this section of the agreement.  If no concerns, state N/A.)
o. Security Documentation

· IHS: All IHS systems (RPMS, NPIRS, IOAT) have been certified and accredited and have appropriate supporting documents, including Risk Assessment Reports and System Security Plans.  All non-sensitive IHS security documentation is available upon request.  The IHS Division of Information Security has the responsibility for the security program.

· <<Organization>>: (Please enter your appropriate security documentation that addresses the security controls the maintain the confidentiality, integrity, and availability of your systems)

3.0
Network Diagram(s)
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4.0
Signature Authority
Both parties agree to work together to ensure the joint security of the connected networks and the data they store, process, and transmit, as specified in this ISA. Each party certifies that its respective network is designed, managed, and operated in compliance with all relevant federal laws, regulations, and policies.

This ISA is valid for one (1) year after the last date on either signature below. At that time it will be updated, reviewed, and reauthorized. Either party may terminate this agreement upon 30 days’ advanced notice in writing or in the event of a security incident that necessitates an immediate response.

We agree to the terms and conditions of this ISA.  Below is signed only by Area and Site authorities 

	IHS Management POC
	
	<<Organization>> Management POC

	
	
	o

	Name
	
	Name

	o
	
	o

	Signature and date
	
	Signature and date

	IHS Security POC
	
	<<Organization>> Information Security Officer

	
	
	

	Name
	
	Name

	
	
	

	Signature and date
	
	Signature and date


5.0
Attachment A: Information Security POC’s

<<Organization>> Responsibilities

<<Organization>> shall designate an information security Point of Contact (POC), who shall communicate all information security issues involving <<Organization>> to the IHS via the IHS Security POC. The <<Organization>> POC shall be the <<Organization>> ISSO or another information security official who shall be responsible for implementing and managing <<Organization>>’s information security program and ensuring that <<Organization>> information security controls meet or exceed IHS requirements.  
Contacts:

IHS Security POC:

Dave Dickinson, IOAT ISSO
Work Phone: 505-248-4356
Fax: 505-248-4199
E-mail: David.Dickinson@ihs.gov
Alternate IHS Security POC: 

Kathleen Federico, CISO
Work Phone: 505-248-4381

Cell Phone: 505-975-4230
Fax: 505-2484199
E-mail: Kathleen.Federico@ihs.gov
<<Organization>> Security POC:

Title:

Work Phone:

Fax:

E-mail:
<<Organization>> Alternate Security POC:

Title:

Work Phone:

Fax:

E-mail:
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2.0 Appendix B: ISA 1, Site Uses an IHS RPMS System
Indian Health Service

<<Insert Area/Facility/Program>>

<<Organization>>

And

Indian Health Service
<<Month Year>>
FOR OFFICIAL USE ONLY

This information is intended for IHS use only. Disclosure is not expected to cause serious harm to IHS, and access is provided freely to all internal users via the organization's Intranet.
1.0
Interconnection Statement of Requirements 
(The following is a suggestion and can be altered to fit the interconnection being requested)

The requirements for interconnection between IHS and <<Organization>> are for the express purpose of: (1) exchanging data between the IHS’ National Data Warehouse (NDW) and the <<Organization>>’s Resource and Patient Management System (RPMS); (2) exchanging data between the <<Organization>> and a RPMS system and database located at an Area office; and (3) (optionally) acting as an Internet Service Provider (ISP) for the <<Organization>>.  

The expected benefit of the connection to the NDW is to provide a more complete data repository to support performance measurement activities, health status, surveillance, and epidemiology needs.  The expected benefit of providing RPMS services to the <<Organization>> is that the <<Organization>> will be provided with robust software applications and a time-tested solution for cost-effective management of clinical, administrative, and patient encounter-related financial information.  The expected benefit of IHS acting as an ISP is to provide the <<Organization>> with a direct connection to the Internet.
2.0
System Security Considerations
p. General Information and Data Description

· The interconnection between the IHS and <<Organization>> is a two-way path.  

· The purpose of the interconnection is to deliver data from healthcare facilities to the NDW, to exchange data between the <<Organization>> systems and an Area Office RPMS server and to act as an ISP for the <<Organization>>.

q. Services Offered

The Interconnection will be used to provide:

· Data exchange between IHS’ NDW and <<Organization>>’s system via a dedicated in-house connection.

· The <<Organization>> with access to an RPMS system located at an Area office.

· Internet services to the <<Organization>>.
r. Data Sensitivity

Sensitive but unclassified
s. User Community

Please enter an explanation of the user community that will be exercising the interconnection with IHS. 

· <<Organization>>:  describe the “user community” that will use the interconnection, including their approved access levels and the lowest approval level of any individual who will have access to the interconnection.  Also, discuss requirements for background investigations and security clearances if applicable.
· IHS:  All IHS users with access to the data received from <<Organization>> are U.S. citizens with a valid and current IHS background investigation.

All users of IHS-owned information systems must complete an IHS Information Technology Access Control (ITAC) form.  Tribal/Urban organizations shall ensure that all employees, contractors, and other authorized users with access to IHS network, systems, and information have the required background investigations and security clearances, if applicable.

t. Information Exchange Security
(Please provide applicable information related to each of the following:)
Technical controls in place for each end of the connection: (Define what is used to protect the data transmission, i.e., Use of FIPS 140-2 approved encryption mechanism for data transfer:)  
· IHS: IHS uses an encrypted VPN tunnel for remote connections and data transfer.  IHS uses network-based, passive intrusion detection systems to inspect all inbound and outbound network activity and identify suspicious patterns that may indicate a network or system attack from someone attempting to break into or compromise a system.  IHS uses firewalls to control the ports, protocols, IPs leaving the boundary of the network.  IHS uses a VPN concentrator to authenticate user against IHS Active Directory and RADIUS.  
· <<Organization>>: 

Physical security controls in place for each end of the connection: (Define what is used to protect physical access to the information systems involved in this system.)
· IHS:  IHS systems are protected in accordance with federal mandates and NIST guidance.  Servers are located within controlled access facilities.

· <<Organization>>:

Logical access to information:  Users with access to IHS systems will not have access to the data except through their systems security software inherent to the operating system.  Access is provided by a written approval process.  Access is controlled by authentication and role-based methods to validate the users access. 

u. Trusted Behavior Expectations
<<Organization>> shall ensure that all of its users with access to IHS’ network, systems, or information sign and adhere to the IHS Standard Operating Procedure(s) (SOPs) for Rules of Behavior (RoBs) for all users and to specific system RoBs where available for systems accessed. 
All remote access users, contractors and subcontractors, and other authorized users, shall request access from IHS in accordance with IHS procedure on an Information Technology Access Control (ITAC) form.  IHS shall provide to the connecting organization, a copy of the ITAC forms as part of any interconnection agreement process.  The organization may reproduce these documents as needed for each user.  The RoBs and ITAC forms must be signed upon initial access and annually thereafter for the duration of this interconnection agreement.   

v. Formal Security Policy

Policy documents that govern the protection of the data are:

· IHS: Indian Health Manual, Part 8, and the HHS Information Security Program Policy.
· <<Organization>>:  (insert applicable <<Organization>> policies)
w. Incident Reporting

Each organization will report incidents in accordance with their own incident response procedures.  
· IHS: IHS will follow the incident reporting policies and procedures as outlined in Indian Health Manual, Part 8, Chapter 9 and 12 and SOP 07-02, Incident and Event Reporting.  

· <<Organization>> (insert applicable <<Organization>> policies)
x. Audit Trail Responsibilities

Both parties are responsible for auditing application processes and user activities involving the interconnection.  Activities that will be recorded include event type, date and time of event, user identification, workstation identification, success or failure of access attempts, and security actions taken by system administrators or security officers.  It is suggested that audit logs will be retained for six months.  (Both sides of the connection will need to determine current audit processes and so indicate in this section of the agreement. If no audit trail is being performed, so state.)  

y. Security Parameters

The interconnection will only be used to transmit data from <<Organization>>’s systems to IHS’ systems via secured data streams within the IHS Network for the purpose of transmitting NDW data, exchanging data from the Area Office RPMS server, and providing Internet access.  If a service not covered in this agreement is requested without prior appropriate approval, it should be detected, refused, and documented as a possible intrusion until the interconnected service is authorized.  Also, additional security parameters may be required (e.g., personal accountability) to allow the respondent system to determine whether a requestor is authorized to receive the information and/or services requested and whether all details of the transaction fall within the scope of user services authorized in the ISA.
z. Operational Security Mode

N/A

aa. Training and Awareness

· IHS: There are no new or additional security awareness or training requirements as a result of the interconnection of the systems.  All IHS information system users are required to take security awareness training as a condition of receiving access and annually thereafter. 

· <<Organization>>: In order to ensure that organizational personnel are adequately trained to carry out their assigned information security-related duties and responsibilities as related to the interconnection agreement with IHS, all <<Organization>> user are required to complete the IHS’ information security awareness course (www.isa.ihs.gov) upon initial granting of access and annually thereafter.
(If there are new or additional security awareness and training not already identified as a result of this interconnection, please identify it in this section.)
ab. Specific Equipment Restrictions

N/A
ac. Dialup and Broadband Connectivity: (Describe any special considerations for dialup and broadband connections to any system in the proposed interconnection, including security risks and safeguards used to mitigate those risks.  See National Institute of Standards and Technology (NIST) Special Publication 800-46, Security Guide for Telecommuting and Broadband Communications, for more information.)  (Both sides of the connection will need to determine current dialup and broadband connectivity and security issues/safeguards and so indicate in this section of the agreement.  If no concerns, state N/A.)
ad. Security Documentation

· IHS: All IHS systems (RPMS, NPIRS, IOAT) have been certified and accredited and have appropriate supporting documents, including Risk Assessment Reports and System Security Plans.  All non-sensitive IHS security documentation is available upon request.  The IHS Division of Information Security has the responsibility for the security program.

· <<Organization>>: (Please enter your appropriate security documentation that addresses the security controls the maintain the confidentiality, integrity, and availability of your systems)

3.0
Network Diagram(s)
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4.0
Signature Authority
Both parties agree to work together to ensure the joint security of the connected networks and the data they store, process, and transmit, as specified in this ISA. Each party certifies that its respective network is designed, managed, and operated in compliance with all relevant federal laws, regulations, and policies.

This ISA is valid for one (1) year after the last date on either signature below. At that time it will be updated, reviewed, and reauthorized. Either party may terminate this agreement upon 30 days’ advanced notice in writing or in the event of a security incident that necessitates an immediate response.

We agree to the terms and conditions of this ISA.  Below is signed only by Area and Site authorities 

	IHS Management POC
	
	<<Organization>> Management POC

	
	
	o

	Name
	
	Name

	o
	
	o

	Signature and date
	
	Signature and date

	IHS Security POC
	
	<<Organization>> Information Security Officer

	
	
	

	Name
	
	Name

	
	
	

	Signature and date
	
	Signature and date


5.0
Attachment A: Information Security POC’s

<<Organization>> Responsibilities

<<Organization>> shall designate an information security Point of Contact (POC), who shall communicate all information security issues involving <<Organization>> to the IHS via the IHS Security POC. The <<Organization>> POC shall be the <<Organization>> ISSO or another information security official who shall be responsible for implementing and managing <<Organization>>’s information security program and ensuring that <<Organization>> information security controls meet or exceed IHS requirements.  
Contacts:

IHS Security POC:

Dave Dickinson, IOAT ISSO
Work Phone: 505-248-4356
Fax: 505-248-4199
E-mail: David.Dickinson@ihs.gov
Alternate IHS Security POC: 

Kathleen Federico, CISO
Work Phone: 505-248-4381

Cell Phone: 505-975-4230
Fax: 505-2484199
E-mail: Kathleen.Federico@ihs.gov
<<Organization>> Security POC:

Title:

Work Phone:

Fax:

E-mail:
<<Organization>> Alternate Security POC:

Title:

Work Phone:

Fax:

E-mail:
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