
 

Smart Card Registration and Login 
Users must be logged into their agency network or VPN to gain access and can use 
Microsoft Edge or Google Chrome browsers for access.  For agencies that are smart card 
enforced, users must access USA Performance with a smart card or be granted an 
override to login with email and password.  A smart card override will be valid for two 
weeks.  

This guide will cover the following topics: 
• Register a smart card 

• Login with smart card after registration process 

• Login with email and establish permanent password 

• Request a new temporary password 

• Common Errors 
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Register a Smart card 
1. Navigate to https://usaperformance.opm.gov in Microsoft Edge or Google Chrome. 

2. You will need the temporary password that was sent to your email to proceed.  If you 
do not have this password, check your spam or junk folder for the email. If you still 
do not see the email, follow the Reset Password guidance below. If you have this 
password, click Log in with smart card.  

 

https://usaperformance.opm.gov/
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3. The browser will present certificates to select.  If you do not see all certificates, click 
More Choices. Select the Authentication certificate when prompted and proceed to 
step five. If you are unsure which is the authentication certificate, click to view 
Certificate Properties or Certificate Information. 

     

4. On the General tab of certificate properties, you will see a long string of numbers. 
The authentication certificate will end in .8, .12 or .13.  If you have selected the 
signature certificate ending in .7, return to the certificate selection page to choose an 
alternate certificate.  If you do not see this information on the General tab, click the 
Details tab and scroll to view the Enhanced Key usage.  This should say Client 
Authentication and not Digital Signature.  Correct examples are below. 
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5. Once you have selected the correct certificate you will be prompted to enter your PIN. 
This is specific to your smart card and not USA Performance specific. 

 

6. Enter your full email address and the temporary password previously sent to your 
email. If you do not have this password see the Reset Password guidance below. 

7. Create a permanent password following the guidance presented. Although users are 
required to create a permanent password, this password will only be required if an 
alternative login method is needed.  

8. Read and accept the Rules of Behavior.  

9. Your smart card registration is now complete.  
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Login with Smart Card after Registration 
1. Navigate to https://usaperformance.opm.gov in Microsoft Edge or Google Chrome 

browsers. 

2. Click Log in with smart card.  

 

3. The browser will present certificates to select.  If you do not see all certificates, click 
More Choices. Select the Authentication certificate when prompted. 

 

https://usaperformance.opm.gov/
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4. Enter the PIN number associated with your smart card. 

 

5. You will be directed to the USA Performance Home page. 
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Alternative Login with Email and Password 
1. Navigate to https://usaperformance.opm.gov in Microsoft Edge or Google Chrome 

browsers. 

2. You will need the temporary password that was sent to your email to proceed.  If you 
do not have this password, check your spam or junk folder for the email. If you still 
do not see the email, follow the Reset Password guidance below.  If you have this 
password, click Alternative Login.  

 
3. Enter your agency email and temporary password. Click Log in. 

https://usaperformance.opm.gov/
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4. Create a permanent password following the guidance presented. You will use this 
password to access USA Performance. Passwords will expire every 90 days.  

5. Read and accept the Rules of Behavior.  

6. Your password is now created.  
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Request a new temporary password 
Users will not be able to register the smart card or establish a permanent password 
without a temporary password sent from USA Performance.  Follow the steps below to 
request a new temporary password. 

1. Navigate to https://usaperformance.opm.gov in Microsoft Edge or Google Chrome 
browsers. 

2. Click Alternative Login.  

 

https://usaperformance.opm.gov/
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3. Click Reset Password. 

 

4. Enter your full email address and click Reset Password.  USA Performance will email 
you a new temporary password that will be valid for 60 days. 
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Common Errors 
Below are examples of the two most common errors users may encounter when 
attempting to access USA Performance.  

1. For agencies that are smart card enforced, users must use their smart card to login to 
USA Performance. If you see this error and do not have a valid smart card, contact 
your agency administrators to request a smart card exception to use the alternate 
email and password login.   

 

2. Users must be logged into their agency network or VPN to gain access to USA 
Performance or this error will appear. If you have confirmed you are logged into your 
agency VPN, send an email to USAPHelp@OPM.gov and provide your current IP 
Address for further troubleshooting. 

mailto:USAPHelp@OPM.gov
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