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Phish and Malware

TO start OFF this Year’s Cybersecurity Awareness month,
Familigrize yourself with some terms that You will be see-
ing throughout the month and have a little fun. Find
and CirCle each Of the words from the list below. Words
may appear forwards or baCkwards, horizontally, verti-
Cally or diagonally in the grid.

Angler

Brute Force
Business Email Compromise
Card Skimming
Clone

Credential Stuffing
Deceptive
Dictionary
Domain Spoof
Email

Evil Twin
Executive

HTTPS

Image

Juice Jacking
Malvertising
Malware

Man in the Middle
Password Spraying
Pop Up

Rainbow Table
Ransomware
Search Engine
Smishing
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AcCross

1. An action you should take when you suspect that you
have been targeted by a cybercriminal.

4. Software updates that you can use your settings to
have downloaded whenever they are released

7. The only sources from which you should download
software, including applications.

9. Amethod you can use to prevent cybercriminals from
installing malware on your device. (Two Words)

11. An attempt to gain illegal access to a computer or
computer system to cause damage/harm or to steal
something of value.

14. The most common type of phishing

16. The US Department created to protect the health of
the US people and provide essential human services
20. A factor that makes passwords more secure across
multiple accounts.

21. A blanket term for any kind of computer software
with malicious intent.

23. Aweb-based tool that allows you to transfer IHS data
securely between both internal and external recipients.
24. The IHS Role responsible for maintaining thecyber-
security posture of an Area of informationsystem.

25. The IHS Division of Information Security teamtasked
with coordinating responses to cybersecurity incidents.
27. Anumber that can be used as “something you know”
for multi-factor authentication.

28. A person who engages in criminal activity by means
of computers or the internet.

29. One of several factors that make passwords strong.

2. A process that you may have to apply to haves oft-
ware updates take effect on your device.

3. A type of authentication that makes it harder for crim-
inals to access your accounts even if they have stolen
your user name a

5. Windows with offers to detect and repair malware on
your device that are always scams. (Two Words)

6. A device that aids in creating and safeguarding ro-
bust, distinct passwords. (Two Words)

8. What you should never do with a link sent from an
unknown source.

10. A fix issued by a provider to mend security gaps in
hardware or software.

12. Type of identifier like facial recognition or fingerprint
scan used in multi-factor authentication, sometimes re-
ferred to as

13. A type of malware that infects your computer.

15. A method used to scramble data, commonly used
by password managers for enhanced security on your
device or network.

17. A method that cybercriminals use in an attempt to
gain access to your personal information, especially
user name and password

18. The HHS Operating Division that provides federal
health services to American Indians and Alaska Natives
19. A secure and separate piece of physical hardware,
like a key fob, that verifies a person’s identity with a da-
tabase or system

22. Term for a password that has numbers, special char-
acters, and both uppercase and lowercase letters.

26. The term used for a password that is unique, long,
and complex.




The diver to the right received an urgent
email from his regular sCuba gear webstore
asking him to update his Credit Card on file.
Help him escape this phish by finding your
way through the maze, from start to fihish!

You helped the diver by reminding him to hover over the link and
notice that it |eads to a different wepsite than where he normally
shops. He didn’t click the link ahd promptly deleted the email!

Wordsearch and Maze are copyright ©2023 WorksheetiJorks.com
Crossword puzzle Created using the Crossword Maker oh TheTeachersCorner.net

Please contaCt Cybersecurity@ihs.goV with ahy guestions or comments.



mailto:cybersecurity@ihs.gov

The Answer Key is hext!
Don’t sCroll to the hext page unless you’re ready for the ahswers!
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