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One of ’rh_é ec:s_-iés’r ways to avoid spoo_ky situations is to kéep your_fsof’r'\fvoré and OpipS
up to date. Hackers work around the clock, yes, even oh the scariest night of the . «
year, in their pursuit to discover vulnerabilities and breach sy_s’re'm_s.:u oy A ¥

DATA BREACH/ MALWARE INFECTION

Being‘d victim of a data breach and having your device infected with m.o.lere is one.of Thé scq"’riesf

things that can happen to you! Developers release updates to address security issues known J‘Q.be, e
vU_Inerc’gbIe to.hackers and malware. Failing to _Lip_c;ld’r"e your.éof’rWare Ieove:s your'-‘deviclfesiond system .
exposed to potential threats. £t T Dol + i S o
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We're not talking about the creepy crawlers that ci'qrhe"ou’r during Hollowléem;"bu’r Th:e_ one;ls The’r.cdn_
affect the performanceof your device. Sof’twqre‘ updatesinclude bug/fixes and oy__e'r.‘oll pgarforﬁn'once
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improvements, preventing crashes. el & ] iy 48
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MISSING OUT ON NEW FEATURES WAVE . £ Y TEaeE
Software ypdates can provide new features, upgrades and enhancements 'Tho’r\improve the funcﬁonoli’r‘y’ '

of your software or app. Staying up to date allows you to access the Idtest features and have a better

user experience. Set up automatic updates to ensure that the newest séf’rwore updates download and « ;

install-as soon as they are available from the device or app creator. - : 4 ' '3
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L0SS OF SOFTWARE COMPATIOILIYY

Failing to perform software updates can result in the software application’s or program'’s losing its ability to
function correctly in combination with other software, hardware, or systems. This situation occurs when
there are changes to the software, hardware, or system. The software depends on these changes, which
can create conflicts and incompatibilities.



The global average cost of a data
breach in 2023 was e
increase over (lbm.com). g

of breaches are caused by malicious
~attacks (ibm.com).

* Basic security hygiene still proteot$
against -of attacks
(microsoft.com). .

of adults don t update thelr A
computers or mobile devices regularly . S
(sophos.com).

NOTE: Products mentioned in this document are for informational
purposes only and do not signify an endorsement.



https://www.ibm.com/reports/data-breach
https://www.ibm.com/security/digital-assets/cost-data-breach-report/1Cost%20of%20a%20Data%20Breach%20Report%202020.pdf
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE5bUvv?culture=en-us&country=us
https://home.sophos.com/en-us/security-news/2020/updating-your-operating-system#:~:text=Nearly%2040%25%20of%20adults%20don,out%2Dof%2Ddate%20software.&text=Here's%20a%20reason%20to%20want%20to%20updates%20when%20the%20opportunity%20arises.



