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Captain Cybersecurity’s Tips to the Rescue
Cybercriminals are the bad guys of the future. Recognizing potential cybercrime is the first step to
Though they don’t necessarily physically injure you, combatting these crooks. Responding appropriately
they can hurt your reputation, your finances, and to cybercrime when you see it is the knockout blow.

ST ETSHTONE] ] R pMEEEl T, Check out the Security Tips of the Week below from
Bad guys can steal your stuff, steal your data, and Captain Cybersecurity for reminders on how to
steal your good name. They can also jeopardize recognize suspicious activity and what you should
your job security when they steal IHS information. do when you see it.

Heavens noooooo... | was
just seein’ whose computer
it was so | could remind
them to log off... Yeah

l—ley... you're not Trylnq ——
to peek at Sylvia's
computer screen,

are you?Z | think

Il just take that
PIV card
to her...

NEVER
leave your
workstation logged in
when you walk away!
And don'f ignore such an
incident when you

see it

| uh... have an

STOP RIGHT THERE,
appointment....

you Fiend! You don’t

Be

proactive if look like IT staFF. | AUTHORIZED Yeah.
YOU See SUSPICIOUS THIS POINT

characters in your

building. Don't let
them follow you into
restricted areas.
Report them to
security.

You must be kidding me, joker/
| would never enter my login credentials
without examining the LIRL very closely!’
Especially not by Following a
suspicious email link/

\\ / better change
my password...

ALWAYS
_ be conscientious
with your login credentials.
And stay vigilant against
phishers and fraudsters. Warn
your friends and coworkers if
you receive a scam email,
and don't forget to report
ph|sh|n? aftempts to
csirf@inhs.gov.

That ransomware crook wont get my money/ | have backups/
But I'm going to warn my friends about this phony Adobe
update that downloaded in that MyFace Farming game.

Take preventive
measures to make
yourself less vulnerable to
online extortion. Back up your
data and exercise caution with
all links, email attachments, and
web surfing.

Spread the news about
those crooks too!
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