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Online Safety: Social Engineering the Social Network

People 

like to collect 

friends on social media, 

accepting all the frie
nd requests 

they receive in order to build a huge 

network of people. But it’s
 not a good 

idea to share social networking news with 

people you don’t know. Be careful about what 

you post. Social engineers troll social media 

sites, gathering information about their 

targets to gain their tru
st and to execute 

spearphishing campaigns. Info about 

your coworkers, your projects, or 

your work environment can be 

used to craft believable 

scams.


